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Chapter 11: Objectives

Upon completion of this chapter, you will be able to:

|ldentify the devices and protocols used in a small network.

Explain how a small network serves as the basis of larger
networks.

Describe the need for basic security measures on network devices.
|[dentify security vulnerabilities and general mitigation techniques.

Configure network devices with device hardening features to
mitigate security threats.

Use the output of ping and tracert commands to establish
relative network performance.

Use basic show commands to verify the configuration and status of
a device interface.




Chapter 11: Objectives (Cont.)

= Use the basic host and IOS commands to acquire information
about the devices in a network.

= Explain the file systems on Routers and Switches.

= Apply the commands to back up and restore an |OS configuration
file.
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Devices in a Small Network

Small Network Topologies

Typical Small Network Topology

WAN /_j



Devices in a Small Network

Device Selection for a Small Network

Factors to be considered when selecting intermediate devices.

SPEED
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Devices in a Small Network

IP Addressing for a Small Network

= |P addressing scheme should be planned, documented and
maintained based on the type of devices receiving the address.

= Examples of devices that will be part of the IP design:
- End devices for users
- Servers and peripherals
* Hosts that are accessible from the Internet
* Intermediary devices

= Planned IP schemes help the administrator:
 Track devices and troubleshoot
«  Control access to resources



Devices in a Small Network

Redundancy in a Small Network

= Redundancy helps to
eliminate single points
of failure.

= Improves the
reliability of the
network.

Redundancy to a Server Farm




Devices in a Small Network

Design Considerations for a Small Network

= The following should be

included in the network
design:

Secure file and mail
serversin a
centralized location.

Protect the location
by physical and
logical security
measures.

Create redundancy
in the server farm.

Configure redundant
paths to the servers.

Traffic sent to

routar without any
priority

Prioritizing Traffic

Traffic zent to backbone
in order of priority

Gckbnne NEWD




Protocols in a Small Network

Common Applications in a Small Network

Network-Aware Applications — Software programs that are used to
communicate over the network.

Application Layer Services — Programs that interface with the
network and prepare the data for transfer.



Protocols in a Small Network

Common Protocols in a Small Network

Network Protocols
Define:

Processes on either
end of a
communication
session.

Types of messages.

Syntax of the
messages.

Meaning of
informational fields.

How messages are
sent and the
expected response.

Interaction with the
next lower layer.

DNS
Searver

MNetwork Services

Talnet E-rnafl DHCP Wab Sarver FTP
Server Server Server Server




Protocols in a Small Network

Real-Time Applications for a Small Network

Real-time applications require planning and dedicated services to
ensure priority delivery of voice and video traffic.

= Infrastructure — Needs to be evaluated to ensure it will support
proposed real time applications.

= VoIP - Is implemented in organizations that still use traditional
telephones.

= |P telephony — The IP phone itself performs voice-to-IP
conversion.

= Real-time Video Protocols — Use Time Transport Protocol (RTP)
and Real-Time Transport Control Protocol (RTCP).



Growing to Larger Networks

Scaling a Small Network

Important considerations when growing to a larger network:
= Documentation —Physical and logical topology.
= Device inventory — List of devices that use or comprise the network.

= Budget — Itemized IT expense items, including the amount of money
allocated to equipment purchase for that fiscal year.

= Traffic Analysis — Protocols, applications, and services and their
respective traffic requirements should be documented.



Growing to Larger Networks

Protocol Analysis of a Small Network

Information gathered by protocol analysis can be used to make

decisions on how to manage traffic more efficiently.
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Growing to Larger Networks

Evolving Protocol Requirements

= Network administrator

can obtain IT
“snapshots” of
employee application
utilization.

Snapshots track
network utilization
and traffic flow
requirements.

Snapshots help
inform network
modifications needed.

1 Windows Task Manager

dpplicabions | Proceides | Performande | Nebworking

Software Processes

Processes are individual software
programs running concurrently.

(procesces s CPUlsage: #% Commit Charge: SOTM 251N

running several times,
each in its own process.
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Network Device Security Measures

Threats to Network Security

Categories of Threats to Network Security

Informaton Theft

Identity Theft

Data Loss and Manipulation

404
page not

found

Disruption of Service




Network Device Security Measures

Physical Security

Four classes of physical threats are:

= Hardware threats — Physical damage to servers, routers,
switches, cabling plant, and workstations

= Environmental threats — Temperature extremes (too hot or too
cold) or humidity extremes (too wet or too dry)

= Electrical threats — Voltage spikes, insufficient supply voltage
(brownouts), unconditioned power (noise), and total power loss

= Maintenance threats — Poor handling of key electrical
components (electrostatic discharge), lack of critical spare parts,
poor cabling, and poor labeling




ninin

CISCO.

Network Device Security Measures

Types of Security Vulnerabilities

Types of Security
Weaknesses:

= Technological
= Configuration

= Security policy

Vulnerabilities - Technology

Network security weaknesses:

TCPI/IP protocol weakness

»  Hypertext Transfer Protocol (HTTP), File Transfer Protocol (FTP) and Internet
Control Message Protocol (ICMP) are inherently insecure.
Simple Network Management Protocol (SNMP) and Simple Mail Transfer
Protocol (SMTP) are related to the inherently insecure structure upon which
TCP was designed.

Operating system weakness

«  Each operating systemn has security problems that must be addressed.
UMIX, Linux, Mac OS, Mac OS X, Windows Server 2012, Windows 7, Windows
8

They are documented in the Computer Emergency Response Team (CERT)
archives at http:/iwww.cert.org.

Network equipment weakness
Various types of network equipment, such as routers, firewalls, and switches have
security weaknesses that must be recognized and protected against. Their

weaknesses include password protection, lack of authentication, routing protocols,
and firewall holes.




Vulnerabilities and Network Attacks

Viruses, Worms and Trojan Horses

= Virus — Malicious software that is attached to another program to
execute a particular unwanted function on a workstation.

= Trojan horse — An entire application written to look like something
else, when in fact it is an attack tool.

= Worms — Worms are self-contained programs that attack a system
and try to exploit a specific vulnerability in the target. The worm
copies its program from the attacking host to the newly exploited
system to begin the cycle again.



Vulnerabilities and Network Attacks

Reconnaissance Attacks

Reconnaissance Attacks

Internet queries

Fing sweeps

Faort scans -
Attacker

Packet sniffers
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Vulnerabilities and Network Attacks

Access Attacks

Password Attack

Aftackers can implement password attacks using several different methods:

Brute-force attacks
Trojan haorse programs
Facket sniffers

~ Authorization
. Connect
Username  |administrator i Options
Password  |****| . __Cancel
! Help




ninin
CISCO.

Vulnerabilities and Network Attacks

Access Attacks (Cont.)

Port Redirection

Fort redirection iz a type of trust-exploitation attack that uses a compromised host to
pass traffic through a firewall that would otherwise be dropped. It is mitigated
primarily through the use of proper trust models. Antivirus software and host-based
IDS can help detect and prevent an attacker installing port redirecting utilities on

the host.

Source: Attacker Source: Attacker
Destination: A Destination: B
Attacker Port: 22 Port: 23
Compromized Host A
-

Source: A
Destination: B
Paort: 23
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Vulnerabilities and Network Attacks

Denial of Service Attacks (DoS)

DoS Attack
Malformed data
Disk space, bandwidth, buffers Oversized packets such as ping of death
Fing floods such as smurf Cwverlapping packet such as winuke
Facket =torms such as UDP Linhandled data such as teardrop

bombs and fraggle

fa"’; ﬁ

=

~ I
-

R K

Dos attacks prevent authorized people from using a service by using up system
resources.




Mitigating Network Attacks

Backup, Upgrade, Update, and Patch

Antivirus software can detect most viruses and many Trojan horse
applications and prevent them from spreading in the network.

= Keep current with
the latest versions
of antivirus
software.

= |nstall updated
security patches.

Install OS Patches
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Mitigating Network Attacks
Authentication, Authorization, and Accounting

Authentication, Authorization, and Accounting (AAA, or “triple A”)

= Authentication — Users and administrators must prove their identity.
Authentication can be established using username and password
combinations, challenge and response questions, token cards, and
other methods.

= Authorization — Determines which resources the user can access
and the operations that the user is allowed to perform.

= Accounting — Records what the user accessed, the amount of time
the resource is accessed, and any changes made.



Mitigating Network Attacks
Firewalls

A Firewall resides
between two or more
networks. It controls
traffic and helps prevent
unauthorized access.

Methods used are:

= Packet Filtering

= Application Filtering
= URL Filtering

= Stateful Packet
Inspection (SPI) —
Incoming packets must
be legitimate
responses to requests
from internal hosts.

Firewalls

Cisco Security Appliances

Sernver-Based Firewall

Linksys Wireless Router with Integrated

Per=zonal Firewall




Mitigating Network Attacks

Endpoint Security

= Common endpoints are
laptops, desktops,
servers, smart phones,
and tablets.

Employees must follow
the companies
documented security
policies to secure their
devices.

Policies often include
the use of anti-virus
software and host
intrusion prevention.

Common Endpoint Devices




Securing Devices

Introduction to Securing Devices

Part of network security is securing devices, including end devices
and intermediate devices.

Default usernames and passwords should be changed
immediately.

Access to system resources should be restricted to only the
individuals that are authorized to use those resources.

Any unnecessary services and applications should be turned off
and uninstalled, when possible.

Update with security patches as they become available.



Securing Devices

Passwords

Weak and Strong Passwords

gacret simple dictionary password
=mith Mother's maiden name
tovota Make of car

bob 1967 Mame and birthday of user
Blueleaf23 simple words and numbers

Strong Password Why it is strong

bE7n42d30¢c Combines alphanumeric characters

12%h udiE 1 p7 Combines alphanumeric characters, symbols
and also includes a space




Securing Devices

Basic Security Practices

= Encrypt passwords.

= Require minimum
length passwords.

= Block brute force
attacks.

= Use Banner
Message.

= Set EXEC timeout.

Securing Devices

Eouter (config) $service password-encryption
Eouter (config) #security password min-length 8
Eouter (config) #login block-for 120 attempts 3 within 60
Eouter (config)#line vty 0 4

Eouter (config-vty) fexec-timecut 10

Eouter (config-vty) #end

Eouterfshow running-config

-more-

|

line wty 0 4

password 7 03093R0F034F38435B49150A18159
exec-timecut 10

login
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Securing Devices

Enable SSH

Fl¥ conf t

Fli{config)# ip domain-pame span.com

Eli{config)# crypto key generate resa general-keys modulus 1024
The name for the kevs will be: Bl.apan.com

% The kev modulus size iz 1024 bits

¥ Generating 1024 bit RSA keva, keys will be non-exportable. .. [OK]
Bl {config)#

*Dec 13 16:;15:12.07%: %5SH-S-ENAELED: S5H 1.9% has been enabled
Fliconfig) # username Bob secret cisco

Rl {config)# line wiky 0 4

Rli{config-line)#4 login loecal

Fli{config-line) ¥ transport imput ash

Fliconfig-line) ¥ et

atep 1. Configure the IP domain namea.
Step 2: Generate one-way secret keys.

Step 3: Verify or create a local database entry.
Step 4: Enable VTY inbound S5H sessions.
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Ping

Interpreting ICMP Messages

= I —indicates
receipt of an
ICMP echo reply
message

= . —indicates a
time expired
while waiting for
an ICMP echo
reply message

= U-anICMP
unreachable
message was
received

Testing Local TCRAP Stack

Pinging the kocal host confirms thal TCRAP is
inslalied and working on the local nebwork
pdapler,

"L Lncal Area Connection Praperties 7|

Pinging 127.0.0.1 causes a device 1o
ping itself.
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Ping

Leveraging Extended Ping

The Cisco 10S offers an "extended" mode of the ping command:

R2# ping

Protocol [ip]:

Target IP address: 192.168.10.1
Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 10.1.1.1
Type of service [0]:



ninin

CISCO.

Ping
Network Baseline

Baseline with ping

C:\>ping 10.66.254.159

Pinging 10.66.254.159 with 32 bytes af daka:

Reply from 10.66.234.159: bytes=32 time<lm=s TTL-128
Faply from 10.66.234.159: bytes=32 time<lms TTIL=1:24
Reply from 10.46.234.159: bytes=32 timeclm=s TTL-1.24
Reply from 10.46.234.159:; bytes=32 timeclm=s TTL-124

Ping statistics far 10.66.254.15%;

Packets: Zent = 4, Beceived = 4, Lost = 0 [0% loss),
Lppraximate round trip times in milli-s=cands:

Minimum = Om=, Maximum = Jms, Bvarage = [ms

MAR 17, 2013 14:41:06

C:\>ping 10.66.254.1509

Pinging 10.66.254.159 with 32 bytes af daka:

Reply from 10.66.234.159: bytes=32 time<bm=s TTL-128
Feaply from 10.86.234.159: bytes=32 time<tms TTL=1:24
Reply from 10.46.234.159: bytes=32 time<bm=s TTL-1.28
Reply from 10.46.234.159: bytes=32 time<bm=s TTL-128

Ping statistics far 10.66.254.15%;

Packets: Zent = 4, Beceived = 4, Lost = 0 [0% loss),
Lppraximate romnd trip times in milli-seconds:

Minimum = 4ms, Maximum = &ms, Bvarage = Gms




Ping
Network Baseline (Cont.)

Router Ping Caplure - Saving to a text fila

RIS .0l

Edk Vesw Cal  Trgrafes

ir thay leemning! sossion:

1. Star the baxt caplure proopss,

ﬂ |5!|LI-H1| i o o
3. Stop Ih&i;a:lquprm
4. Save the inxt fle

w095 oormmand.




Tracert

Interpreting Tracert Messages

Tasting the Path to a Remote Host

Tracw Fom @ roular

RourarAltracersuts 10.1 0.2

Rioutsrs

1000 2541

101000724

Tirscw from & hosl

Host 1

R

10, 1.0, 354734

10 0.2
Hosi 2




Show Commands

Common Show Commands Revisited

The status of nearly every process or function of the router can be
displayed using a show command.

Frequently used show commands:

show
show
show
show
show
show

running-config

interfaces
arp

ip route
protocols

version
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Show Commands

Viewing Router Settin

gs With Show Version

Cisco I0S Version—

Routerfshow version

System Bootstrap\
Cisco I0S Image
\

CPUandRAM —_ |

Number and Type of
Physical Interfaces

Amount of NVRAM —

Cisco Imteesaduork Cperating System Software
I08(tm) 2500 Software [CEEDHSIQL},$er5iDn 12.0(1%a) ,RELEASE
SOFTWARE (fcl)
Copyright (c)1986-2002 by cisco Systems, Inc.
giled Mon 11-Feb=02 05:55 by kellythw
image =base: 0x00001000
ROM:system Bootstrap,Version 11.0(10c),SOFTWARE
SH :3000 Bootstrap Software (IGS-BOOT-R),Version
11.0(10c),F SQFTWARE (fcl)
System image file i "flash:ec2500-1i-1.120-17a.bin"
cisco 2500 (68030 processor(revision W) With 2048K/2048K
bytes of memory.
processor bord ID 08860060,with hardware revision 00000000

Bridging software.
X.25 software,version 3.0.0.

1 Ethernet/IEEE 802.3 interface(s)
2 Serial network interface (s)

Amount of Flash—

TTPytes of non-volatile Configuration memory.
B192K bytes of processor board system flash (Read ONLY)

Configuration register is 0x2102
Routerf

Configuration RegiSter/’(
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Show Commands

Viewing Switch Settings With Show Version

show version Command

Switchishow wvarsion

Cizeco IOS Software, C2960 Socftware (C2960-LANBASE-M), Version 12.2(25)5EEZ,
RELEASE SOFTWARE (fel)

Cepyright (c) 198&6=-2008 by Cisco Systems, Inc.

Compiled Fri 28-Jul-06 04:33 by yenanh

Image text-base: 0x00003000, data-base: 0x00ARZF34

EOM: Bootstrap program is C2960 boot leoader
BOOTLDR: C29&0 Boot Loader (C29&60-HBOOT=-M) Versien 12.2(25r)5EEl, RELERSE
SOFTHARE (fcl)

Switch uptime is 2 minutes

System returned to ROM by power-on

System image file is "flash:c2960-lanbase-mz.122-25,.5E82/c2960-1anbase-
mz.l22=-25,5EE2.bin"

cizsco WS-C2960-24TT-L (PowerPC405) processor (revision BO) with 61440K/40B2E

bytes of memory.

Processor board ID POC1107Z9ZN
Last reset from power-on

1 Virtual Ethernet interface




Host and I0S Commands

ipconfig Command Options

= ipconfig — Displays
Ip address, subnet
mask, default gateway.

= ipconfig /all —
Also displays MAC
address.

= ipconfig
/displaydns —
Displays all cached dns
entries in a Windows
system.

ipconfig

C:hvripoonfig

Windows IP Configuration

Ethernet adspter Local Area Connection:
connection-specific DNS suffix
IP Bddresa. . . . . . . 4 - 4 . . 1

Subnet Mask . . . . . . 4 . 4 4 . 3

Defanlt Sateway . . . . & . &+ . . 1

Legend
D IP address for this host computer

[ ) Local network subnet mask
[ Defautt gateway address for this host computer

.168.
3. 255

.1ad

1.2
-255.0
-1.264
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Host and I0S Commands

arp Command Options

arp Command Options

10.0.0.284124 ﬁ

1000524

100,00 9724

1000424
10.0.0. 2724
10003724
Ty >arp -a
Intarnat hideassa TPhysleal Adeleeas Typa
10.0.0.3 00-08-ad-bé- om-0d dynamic IP- MAT &ddress Pak
13.0.0.3 O0=0d=56=-0% M=-A41 dyrnamis
1h.0.0.4 OF-12-3f-dd-&d-1b dynamic
10, 0.0.254 00-10-To-a7-fa-af dynamic

!
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Host and I0S Commands

show cdp neighbors Command Options

show cdp neighbors command provides information about each
directly connected CDP neighbor device.

Fi#show cdp neighbors -
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S = Switch, H - Host, I - IGMP, r - Repeater, P - Phone

Device ID Local Intrice Holdtme Capability Platform Port ID
3 Fas 0/0 151 g I WS=C2950 Fas 0/6
R2 Ser 0/0/1 125 R 1841 Ser 0/0/1

Ritshow cdp neighbors detail

Device ID: RZ
Entry address(es):

IP address : 192.168.1.2
Platform: Cisco 1841, Capabilities: Router Switch IGMP
Interface: Seriald/0/1, Port ID {outgoing port): Seriald/0/1
Holdtime : 1€l sec

Version :
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Host and I0S Commands

Using show ip interface brief Command

show ip interface brief command-used to verify the status
of all network interfaces on a router or a switch.

Fouterlfshow ip interface briaf

Interface IP-Address OK? Method Status Protocol
FastEthernetQ/0 192.16B.254.254 YES NVREMM up up
FastEthernet(/1/0 unassicgned YES  unset dewrn down
Seriald/O/ 0 172.16.0,.254 YES BRSRAM up up

Serial0/0/1 unassigned YES unset administratively down down

Fouterliping 192.168.254.1
Type escape sequence to abort.
Sending 5, 100=byte ICMP Eches to 192.168.254.1, timecut is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
Eouterlftracercuts 192.168.0.1
Type escape sequence to abort.
Tracing the route to 19%2.168.0.1
1 172.16.0.253 8 msec 4 msec B msec
2 10.0.0.254 16 msec 16 msec B msec
3 192,168.0.1 16 msec * 20 msec
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Router and Switch File Systems

Router File Systems

show file systems command — Lists all of the available file
systems on a Cisco 1941 route.

The asterisk (*) indicates this is the current default file system.

Bouterf show file syscems
File Systems:
Jize (bl Exree{h] Type Flag=s Prefiues

- - Dpaque v archive:
- - oD paque ¥  mystem:
- - opague ¥ fmmays:
- - Dpaque ¥ mull:
- - network v Em:

= Z564ET 47 4 1gazz4560 disk rw  fla=hl: fla=zh:#
- - disk oz Elaehi:

62136 254770 mrram I¥  mrramo

- - opaque ¥o  =y=log:
- - opamue I modems
- - Dpaoque v r.nl:-du.:
- - network I¥  rcooo
- - network v hiztp:
- - network ¥  fop:
- - network ¥  scoo
- - opague o Car:
- - network ¥  https:
- - opaque o cme:
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Router and Switch File Systems

Switch File Systems

show file systems command — Lists all of the available file
systems on a Catalyst 2960 switch.

Switchishow file systems
File Systems:

Size (b) Free (b} Type Flags Prefixes
5 22514048 20887552 flash W flash:
- - opagque W vh:
opagque o bs:

- opaque bt system:

- - opaque W tmpsys:
65536 48897 NV Fam W NVEAM:
- - opaque o xmodem:

- - opaque ro  ymodem:

- - opagque W mill:
apagque o tar:

network Iw tftp:

- - network W rcp:
network W http:

network W ftp:

- - network W sSCp:

- - network W https:

- - opague o CNs !



Backup and Restore Configuration Files

Backup and Restore Using Text Files

Saving to a Text File in Tera Term

Edt Setp Web Contrd Window Help

Mew comection... At+h 341 Software (C1841-IFBASEX9-N). Versiom 12.4(11)T. RELEASE -

IS > (/v:v ctoco contechsupport
)6 by Cisco Syatems, Inc

Sared fie :

ey , » 15:20 by prod_rel_tesa

Crange drectory... Versiom 12 3(8r)T8. RELEASE SOFTVARE (fcl)

Prnt.. At inutes

{ by relosd at 01:24:15% UTC Fri Ag I

Discorrect ‘{lash-cliédl-ipbasekf-nz . 124=11 T Jai

Ext el Lock i [ (L) My Diocurments ;] «= By -
[This prodect contains cryptographic features and is sul| e e
[States and local country lavse governing import, export qlﬁ -
use. Delivery ol Cisco cryptogrephic products does not -
third-party suthority to import, export, distribute or b
Inporters. exporters. distributors and users are Iespo Mty P
conplisnce vith U.5S. and local country lavs. By using vleos
lagree to comply with applicable lavs and regulations | Dt v
to coaply wvith 0.5, and local lavs, returs this produc
A susmary of U. S lawvs governing Cisco cryptographic

==More-- rame. PB4 et g
In the terminal session:

| 1. Start the log process
2. lssue a show running-config command

3. Close the log e




Backup and Restore Configuration Files

Backup and Restore Using TFTP

= Configuration files can be stored on a Trivial File Transfer Protocol
(TFTP) server.

= copy running-config tftp — Save running configuration to a tftp
server.

= copy startup-config tftp — Save startup configuration to a tftp
server.

Eouterfoopy running-config tftp
Eemote host []7? 131.108.2.1h5
Name of configuration file to write[tokyo-config]?tokyo.2

Write file teokye.2 to 131.108.2.1557 [confirm]
Writing tokyc.2 111111 [QK]



Backup and Restore Configuration Files

Using USB Interfaces on a Cisco Router

= USB flash drive must be formatted in a FAT16 format.

= Can hold multiple copies of the Cisco IOS and multiple router

configurations.

= Allows administrator to easily move configurations from router to

router.

USB Ports




Backup and Restore Configuration Files

Backup and Restore Using USB

Backup to USB Drive

ar

R1#copy running-config usbflash0:/ ()
Destination filename [running-config]? R1-Config
5024 bytes copied in 0.736 secs (6826 bytes/sec)

Copying to USB flash drive, and no file pre-exists

R1#copy running-config usbflash0:/

Destination filename [running-config]? R1-Config
%Warning:There is a file already existing with this name
Do you want to over write? [confirm]

9024 bytes copied in 1.796 secs (2797 bytes/sec)

Copying to USB flash drive, and the same configuration
file already exists on the drive.
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Integrated Router

Multi-function Device

Multi-function Device
= |Incorporates a switch, router, and wireless access point.
= Provides routing, switching and wireless connectivity.

= Linksys wireless routers, are simple in design and used in home
networks

Cisco Integrated Services Router (ISR) product family offers a wide
range of products, designed for small office to larger networks.

Linksys: Model WRT300N2




Integrated Router

Wireless Capability

= Wireless Mode — Most integrated wireless routers support 802.11b,
802.11g and 802.11n.

= Service Set Identifier (SSID) — Case-sensitive, alpha-numeric name
for your home wireless network.

= Wireless Channel — RF spectrum can be divided up into channels.

Linksys Wireless Settings

LINKSYS'
A T 1 s Wik, S
Firveaars ‘wemica 3 009

Wireless-H Broadband Reuter v Taen

Wireless

Network Mode

Determines the type of technology that must be supported. For example, 802.11b,
802.11g, 802.11n or Mixed Mode.




Integrated Router

Basic Security of Wireless

Change default values
Disable SSID broadcasting
Configure Encryption using WEP or WPA

Wired Equivalency Protocol (WEP) - Uses pre-configured
keys to encrypt and decrypt data. Every wireless device
allowed to access the network must have the same WEP key
entered.

Wi-Fi Protected Access (WPA) — Also uses encryption keys
from 64 bits up to 256 bits. New keys are generated each time
a connection is established with the AP; therefore, more
secure.



Integrated Router

Configuring the Integrated Router

Step 1 - Access the router by cabling a computer to one of the router’s
LAN Ethernet ports.

Step 2 - The connecting device will automatically obtain IP addressing
information from Integrated Router.

Step 3 - Change default username and password and the default Linksys
IP address for security purposes.

Initial Access to the Router

Linksys Router




Integrated Router

Enabling Wireless

Step 1 - Configure the wireless mode
Step 2 - Configure the SSID
Step 3 - Configure RF channel

Step 4 - Configure any desired security encryption

LiINKEYS®

By [ a1 (T BT,

Wireless N Broadbamd Houber

Wireless




Integrated Router

Configure a Wireless Client

= The wireless client

configuration settings
must match that of the
wireless router.

- SSID
- Security Settings
«  Channel

Wireless client software
can be integrated into the
device operating system
or stand alone,
downloadable, wireless
utility software.

LINKSYS'

& Dy of Casid Spiteen. e

Link Information

—, R, JEGBPROS,

[ Wireless Network Status ]
Radio Band 20MHz Metwork Type  Wieless-G
Wireless Network Mame academy IP Address 192 168.1.106
Wireless Mode Inrasbuchmes Subnet Mask 2oh A5 M50
Wide Channel M Default Gateway 192 16311
Standard Channel E.2437GH: DNS1 208.165 200.225
Security WEP MAC Address AB-30-FA-00-11-0D |
. Authentication Open |

N MNotebook Adapter

Wireless Network Monitor v1.0

Adapter is Active

ween. WPGIDON
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Chapter 11: Summary

In this chapter, you learned:

Good network design incorporates reliability, scalability, and
availability.

Networks must be secured from viruses, Trojan horses, worms and
network attacks.

The importance of documenting Basic Network Performance.

How to test network connectivity using ping and traceroute.

How to use |IOS commands to monitor and view information about
the network and network devices.

How to backup configuration files using TFTP or USB.

Home networks and small business often use integrated routers,
which provide the functions of a switch, router and wireless access
point.
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