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8.4 Summary



Chapter 8: Objectives

Upon completion of this chapter, you will be able to:

Describe the structure of an IPv4 address.
Describe the purpose of the subnet mask.

Compare the characteristics and uses of the unicast, broadcast, and
multicast IPv4 addresses.

Compare the use of public address space and private address space.
Explain the need for IPv6 addressing.

Describe the representation of an IPv6 address.

Describe types of IPv6 network addresses.

Configure global unicast addresses.

Describe multicast addresses.

Describe the role of ICMP in an IP network. (Include IPv4 and IPv6.)
Use ping and traceroute utilities to test network connectivity.
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IPv4 Address Structure
Binary Notation

. . Positional Notation
= Binary notation

refers to the fact that

computers e
communicate in 1s
and Os . | Hundreds | Tens | Ones
Radix 10 10 10
= Positional notation - Exponent : 1 0
. . Positional Value 100 10 1
Conyertlng blr]ary tO MNumerical [dentifier 1 9 i
decimal requires an Numerical Value 1*100=100 *10=90 7*1=2

.

understanding of the
mathematical basis
of a numbering

SySte m 100+90+2
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IPv4 Address Structure

Binary Number System

(DOTTED DECIMAL ADDRESS |2

192 .

168 .

10

10

_‘_BE-EIT ADDRESS ] —_— 11000000

10101000

00001010

00001010

W’/”

Add the binary bit
values,

128 + 64 = 192

Radix 2 2 2 2 2 2 2 2

Exponent 7 G 5 i 3 2 1 0

Octet Bit Values 128 G4 32 16 8 4 2 1

Binary Address 1 1 0 0 0 0 0 0

Binary Bit Values 128 = 64 0 0 0 0 0 0
Y Y




IPv4 Address Structure
Converting a Binary Address to Decimal

Practice
27 26 e 74 23 2 2 20
128 64 37 16 [ 4 2 1
1 0 1 1 0 0 0 0
27 26 25 24 27 22 21 20
128 64 32 16 3 4 2 1
1 1 1 1 1




IPv4 Address Structure
Converting a Binary Address to Decimal

Practice

27 26 e 74 23 2 2 20

128 64 37 16 [ 4 2 1

1 0 1 1 0 0 0 0

Answer = 176

27 26 25 24 27 22 21 20

128 64 32 16 8 4 2 1

1 1 1 1 1 1 1 1

Answer = 255
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IPv4 Address Structure
Converting a Binary Address to Decimal

32-Bit IP Address

1
Octet 1 Octet 2 Octet 3 Octet 4

Octet

Bit l2gEd)szpal el 4l 2011 (128632 6] &4 2] 1| (128603216 84|21 28643216 51421
Values

Binary
Address11DDDDDD1D1D1DDD O jafaaf1)opi{o| ojafo)afi)ali|o
Binary - B I I I -
EBit (12864 00 |0lo{ojof 28 o2 olsaloal| olalolalsiafz2/al|o|ajololgalz d
. i"\ i l JT j_ T jr

128 + 64 =[192 128 + 32 + 8 =168

182 168.10.10
Datted Decimal Address



IPv4 Address Structure
Converting from Decimal to Binary

Exponent

168 = ? binary

Octet Bit
Values

Binary
Address

, } A A A A T A
168 >= 128 @
168 - 128= 40

20712 | 2 2M |23 2h2 ) 2M | 2M0
128 64 | 32 1 16 | &8 < . 1
1 0 1 0 1 0 0 0

* = {4 Mo
ome >

40 == 32 Yes

40 -32=i
inﬁ @
B==8 Yes
&-8=




IPv4 Address Structure
Converting from Decimal to Binary (Cont.)

Convert Decimal to Binary
192.168.10.10

N\

192 168 10 10
11000000 10101000 00001010 00001010

\\ |/

11000000 10101000 00001010 0QOOO01010

Binary IPvd Address




IPv4 Subnet Mask
Network Portion and Host Portion of an IPv4 Address

To define the network and host portions of an address, a devices

use a separate 32-bit pattern called a subnet mask

The subnet mask does not actually contain the network or host
portion of an IPv4 address, it just says where to look for these

portions in a given IPv4 address

IPvd Address

Subnet Mask

Metwork Portion
192 . 168 . 10

Host
— Portion —

10

11000000 10101000 00001010

00001010

255 . 255 . 255

0

11111111 11111111 11111111

00000000




IPv4 Subnet Mask
Network Portion and Host Portion of an IPv4

Address (cont.)

Subnet
Value

255
254
252
248
240
224
192
128
0

Valid Subnet Masks

Bit Value

1
1
1
1
1
0
0
0
0

(e | QEECTY RN BN RN RN R REENTS Y
= ) A A A A A | A
=008 —a A s A s

oo O O 90 s s

== RO = R = = R — R — RN e

o0 O O 9O O O o

1
0
0
0
0
0
0
0
0
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IPv4 Subnet Mask

Examining the Prefix Length

Dotted Decimal Significant bits shown
in binary
Nefwork Address | 10.1.1.024 [ 000000
First Host Address 10.1.1.1 10.1.1.00000001
Last Host Address 10.1.1.254 10.1.1.11111110
Broadcast Address 10.1.1.255 10.1.1. 11111111

Mumber of hosts; 2*8 — 2 = 254 hosts

Network Address [ 1014005 | 0 0000000

First Host Address 10.1.1.1 10.1.1.00000001
Last Host Address 10.1.1.126 10.1.1.01111110
Broadcast Address 10.1.1.127 10.1.1.01111111

Mumber of hosts; 2*7 — 2 = 126 hosts

Network Address [ 1011000 | 0 0000000

First Host Address 10.1.1.1 10.1.1.00000001
Last Host Address 10.1.1.62 10.1.1.00111110
Broadcast Address 10.1.1.63 10.1.1.00111111

Mumber of hosts; 26 — 2 = 62 hosts
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IPv4 Subnet Mask
Examining the Prefix Length (cont.)

Dotted Decimal Significant bits shown
in binary
Wetwork Address | 1041007 | 000000
First Host Address 10.1.1.1 10.1.1.00000001
Last Host Address 10.1.1.30 10.1.1.00011110
Broadcast Address 10.1.1.31 10.1.1.00011111

Number of hosts: 205 — 2 = 30 hosts

Network Address | 10.0.1.020 | 10100000000

First Host Address 10.1.1.1 10.1.1.00000001
Last Host Address 10.1.1.14 10.1.1.00001110
Broadcast Address 10.1.1.15 10.1.1.00001111

Number of hosts: 244 — 2 = 14 hosts
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IPv4 Subnet Mask

IPv4 Network, Host, and Broadcast Address

10.1.1.254

. 10.1.1.10

10.1.1.11

10.1.1.0/24

MNetwork Portion Host Portion
10 1 1 0
00001010 00000001 00000001 00000000 All 0s -
NETWORK
ADDRESS
10 1 1 10
00001010 00000001 00000001 00001010 Os and 1sin
host portion
10 1 1 2535
00001010 00000001 00000001 11111111 All 15 -
BROADCAST
ADDRESS
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IPv4 Subnet Mask
First Host and Last Host Addresses

10.1.1.0/24

Network Portion Host Portion
10 1 1 1 FIRST HOST
00001010 00000001 00000001 00000001 All0s anda lin
the host portion
10 1 1 254 LAST HOST
00001010 00000001 00000001 11111110 Allls anda 0in
the host portion




IPv4 Subnet Mask

Bitwise AND Operation

1TAND1=1 1ANDO=0 OAND1=0 OANDO=0
IPvd Address 192 168 10 10
11000000 10101000 Q0001010 Qo0O01010
Subnet Mask 255 255 255 0
11111111 11111111 11111111 Q0000000
MNetwork Address 192 168 10 0
11000000 10101000 00001010 00000000




IPv4 Unicast, Broadcast, and Multicast

Assigning a Static IPv4 Address to a Host

LAN Interface Properties Configuring a Static IPv4 Address
x| Internet Protocol Version 4 (TCP/IPv4) Prope: -'-__',' __?_J__HJ
- You can get IP setfings assigned automatically if your network supports
| & Itei) 52575LM Gigabe Netwark Comection this capabiity. Othervitse, you need o ask your network administrator
for the appropriate IP setfings.

This connection uses the following fems: " Obtain an IP address automatically

| Chent for Microsoft Networks r;LhEﬂ'IEmgIF‘aEH'HE:

| .ngl:rmnsh; N:thtlfk Enhancer

¥ 1005 Pocket Scheduer ianddress, mw.0.8 .1}

v Sﬁemd Frirfier Shering for Microsoft Networks I subnet mask: 255 ., 255 .255. 0 ]

[ i temel Protocol Version 6 (TCP/IPyE)

[w .2 Ftemet Protocol Version 4 (TCP/ ||:|-,...1]'| I Default gateway: I 0. o . 0 .254|]

v & Link-Layer Topology Discovery Mapper /0 Driver '

) LH"-LE!"E{ T{:ﬂdﬂg'g.' Dmm HESPI‘.‘II‘IdEl" r bt DS server sddress autormatically

etal., | Uninsal | P @ Use the folowing DNS server addresses:

~ Diescription Preferred DNS server: I

Mllows your compuiar to acocess rescurces oni @ Microseoft

netveork. Alternate DNS server: |

I validate settings upon exit D it I
oK Cancel oK Cancel




Internet Protocol Version 4 (TCP/TPwd) Properties

General | Alternate Configuration

fou can get IP setlings assigned automatcally If your network supporis
this capability, Otherwise, you need to ask your network administrator

for the appropriate IP settings,

| @ Obtain an [P address sutomaticaly |

) Use the following [P address:

@ Obtain DNS server address automatically

Lise the following DNS server addresses:

ESSEEE X |

C:\> ipconfig
Ethernet adapter Local Area Connection:

IP Address 10.1.1.101

Subnet Mask 255,255,255.0

Default Gateway

DNS Servers 172.16.99.150
172.16.99,151

Cih>

DHCP — The preferred method of assigning IPv4 addresses to hosts on
large networks because it reduces the burden on network support staff
and virtually eliminates entry errors.



IPv4 Unicast, Broadcast, and Multicast

Unicast Transmission

In an IPv4 network, the hosts can communicate one of three different ways:

Unicast, Broadcast, and Multicast

#1 Unicast — the
process of sending a
packet from one host to
an individual host.

1721641

Unicast Transmission

Source: 172.16.4 .1
Destination: 172.16.4.253

»
1721642 1721643

172.16.4.253




IPv4 Unicast, Broadcast, and Multicast

Broadcast Transmission

In an IPv4 network, the hosts can communicate one of three different
ways: Unicast, Broadcast, and Multicast.

#2 Broadcast — the
process of sending a
packet from one host to
all hosts in the network.

NOTE: Routers do
not forward a
limited broadcast!

Directed broadcast

= Destination
172.16.4.255

= Hosts within the
172.16.4.0/24 network

Limited Broadcast

Source: 172.16.4 1
Destination: 255.255.255.255

-

1721641

172.16.4.2 172.16.4.3

172.16.4.253




IPv4 Unicast, Broadcast, and Multicast

Multicast Transmission

In an IPv4 network, the hosts can communicate one of three different ways:
Unicast, Broadcast, and Multicast.

#3 Multicast — The process of sending a packet from one host to a
selected group of hosts, possibly in different networks.

= Reduces traffic

= Reserved for addressing multicast groups — 224.0.0.0 to
239.255.255.255.

= Link local — 224.0.0.0 to 224.0.0.255 (Example: routing information
exchanged by routing protocols)

= Globally scoped addresses — 224.0.1.0 to 238.255.255.255 (Example:
224.0.1.1 has been reserved for Network Time Protocol)



Types of IPv4 Address

Public and Private IPv4 Addresses

Private address blocks are:

= Hosts that do not require access to the Internet can use private
addresses

= 10.0.0.0 to 10.255.255.255 (10.0.0.0/8)
= 172.16.0.0 to 172.31.255.255 (172.16.0.0/12)
= 192.168.0.0 to 192.168.255.255 (192.168.0.0/16)

Shared address space addresses:

= Not globally routable

= Intended only for use in service provider networks
= Address block is 100.64.0.0/10



Types of IPv4 Address

Special Use IPv4 Addresses

= Network and Broadcast addresses — within each network the first

and last addresses cannot be assigned to hosts

Loopback address — 127.0.0.1 a special address that hosts use to
direct traffic to themselves (addresses 127.0.0.0 to 127.255.255.255
are reserved)

Link-Local address — 169.254.0.0 to 169.254.255.255
(169.254.0.0/16) addresses can be automatically assigned to the local
host

TEST-NET addresses — 192.0.2.0 to0 192.0.2.255 (192.0.2.0/24) set
aside for teaching and learning purposes, used in documentation and
network examples

Experimental addresses — 240.0.0.0 to 255.255.255.254 are listed
as reserved
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Types of IPv4 Address

Legacy Classful Addressing

IP Address Classes

Address 1st octet bits Network( ) and Default subnet | Number of possible

Class ( Host() parts of | mask (decimal |networks and hosts
) address and binary) per network

A

1127 00000000- N.H.H.H 255.0.0.0 128 nets (2°7)
01111111 16,777,214 hosts per
net (2424-2)
B 128-191 10000000 N.N.H.H 255.255.0.0 16,384 nets (2*14)
10111111 65,534 hosts per net
(2716-2)
C 192-223 11000000- N.N.M.H 255.255.255.0 2,097,150 nets
1101111 (2721) 254 hosts per
net (248-2)
D 224-239 11100000- MA (multicast)
11101111
E 240-255 11110000- NA (experimental)

11111111



Types of IPv4 Address

Legacy Classful Addressing (cont.)

Classless Addressing

» Formal name is Classless Inter-Domain Routing (CIDR, pronounced
“cider

= Created a new set of standards that allowed service providers to
allocate IPv4 addresses on any address bit boundary (prefix length)
instead of only by a class A, B, or C address



Types of IPv4 Address
Assignment of IP Addresses

Regional Internet Registries

(RIRS)
| NW

ARIN

ey Py ey e vy




Types of IPv4 Address

Assignment of IP Addresses (Cont.)

The 3 Tiers of ISPs

Internet Backbone

ISPs are large national
or international ISPs that

are directly connected to Tier1
the Internet backbone. (ex. Sprint, Savvis)
Tier 2 ISPs generally : / \
focus on business Tier 2 Tier 2
customers. (ex .nLayer) (France Telecom)
Tier 3 Tier 3
(ex. Fortress ITX) (ex. Beachcomputers)
Tier 3 ISPs often bundle : -
Internet connectivity as a part of E?errrsw eltssjr\ﬂg;cprca);e_}_?eerlrz
network and computer service ISPs

contracts for their customers.
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IPv4 Issues

The Need for IPv6

IPv6 is designed to be the successor to IPv4.

Depletion of IPv4 address space has been the motivating factor for
moving to IPv6.

Projections show that all five RIRs will run out of IPv4 addresses
between 2015 and 2020.

With an increasing Internet population, a limited IPv4 address space,
issues with NAT and an Internet of things, the time has come to begin
the transition to IPv6!

IPv4 has a theoretical maximum of 4.3 billion addresses, plus private
addresses in combination with NAT.

IPv6 larger 128-bit address space provides for 340 undecillion
addresses.

IPv6 fixes the limitations of IPv4 and includes additional
enhancements, such as ICMPV6.




IPv4 Issues

IPv4 and IPv6 Coexistence

The migration techniques can be divided into three categories:
Dual-stack, Tunnelling, and Translation.

Dual-stack

=2

Dual-stack

g_ IPv4 and IPvG
‘ g

Dual-stack 'k

IPv4 and IPv6 Dual-stac
@ 467 IPv4 and IPvE

Dual-stack
IPv4 and IPvE

Dual-stack: Allows IPv4 and IPv6 to coexist on the same network.
Devices run both IPv4 and IPv6 protocol stacks simultaneously.



IPv4 Issues

IPv4 and IPv6 Coexistence (cont.)

Tunnelling

IPvd-only Network

Dual- Dual-
stack stack

‘g

IPvE-only Network

=

IPvE-only Network

Tunnelling: A method of transporting an IPv6 packet over an IPv4
network. The IPv6 packet is encapsulated inside an IPv4 packet.



IPv4 Issues

IPv4 and IPv6 Coexistence (cont.)

Translation

o
|PvE-only Network

)
|Pvd-only Metwork

MATE4 Router

Translation: The Network Address Translation 64 (NAT64) allows
|IPv6-enabled devices to communicate with IPv4-enabled devices
using a translation technique similar to NAT for IPv4. An IPv6 packet

is translated to an IPv4 packet, and vice versa.




IPv6 Addressing
Hexadecimal Number System

= Hexadecimal is a base
sixteen system.

= Base 16 numbering
system uses the
numbers 0 to 9 and the
letters A to F.

= Four bits (half of a byte)
can be represented with
a single hexadecimal
value.

Hexadecimal

v

MmO 0 0| >» oo N &lw =20

Decimal

W 00 ~N o kAR WMN =2 O

- | k| b k| -
hn W N = o

Binary

0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
1011
1100
1101
1110
1111




IPv6 Addressing
Hexadecimal Number System (cont.)

Look at the binary bit
patterns that match the
decimal and hexadecimal
values

Hexadecimal

00

01

02

03

04

05

06

07

08

0A

OF

10

20

40

80

Co

I, CA

FO

FF

Decimal

0O~ o bk WN=a2 O

o W = a -
2 N o

128
192
202
240
255

Binary

0000 0000
0000 0001
0000 0010
0000 0011
0000 0100
0000 0101
0000 0110
0000 0111
0000 1000
0000 1010
0000 1111
0001 0000
0010 0000
0100 0000
1000 0000
1100 0000
1100 1010
1111 0000
1111 1111




IPv6 Addressing
IPv6 Address Representation

= 128 bits in length and written as a string of hexadecimal values

= |n IPVvO, 4 bits represents a single hexadecimal digit, 32 hexadecimal
value = IPv6 address

2001:0DB8:0000:1111:0000:0000:0000:0200
FE80:0000:0000:0000:0123:4567:89AB:CDEF

= Hextet used to refer to a segment of 16 bits or four hexadecimals

= Can be written in either lowercase or uppercase



IPv6 Addressing
IPv6 Address Representation (cont.)

Hextets

0000 0000 0000 0000 0000 0000 0000 0000
to : to : to : to : to : to : to : to
FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF

4 hexadecimal digits = 16 binary digits

0000 0000 0000 0000
to to to to
1111 1111 1111 1111




IPv6 Addressing

Rule 1- Omitting Leading Os

= The first rule to help reduce the notation of IPv6 addresses is any
leading Os (zeros) in any 16-bit section or hextet can be omitted.

01AB can be represented as 1AB.
09FO0 can be represented as 9FO.
OAOQO can be represented as AQO.
OOAB can be represented as AB.

Preferred 2001:0DB8:000A:1000:0000:-0000:0000:0100
Mo leading 0s 2001: DBEE: A:1000: O: 0: 0: 100
Compressed 2001:DBE:A:1000:0:0:0:100




IPv6 Addressing

Rule 2 - Omitting All 0 Segments

A double colon (::) can replace any single, contiguous string of one or
more 16-bit segments (hextets) consisting of all 0’s.

Double colon (::) can only be used once within an address otherwise
the address will be ambiguous.

Known as the compressed format.
Incorrect address - 2001:0DB8::ABCD::1234.



IPv6 Addressing

Rule 2 - Omitting All 0 Segments (cont.)

Example #1 Preferred [2001: 0DBB:0000: 0000 : ABCD: 0000:0000: 0100
Omit leading0s|2001: DBE&: 0: 0 :ABCD: 0: 0: 100
Compressed |2001:DB8: :ABCD:0:0:100
OR A
Compressed [Z001:DBE80:0:ABCD: 100

Only one : : may be used.

Exam ple #2 Preferred

FES0:0000:0000:0000:0123:4567:89AB:CDEF

Omit leading 0s

FEBO: 0 0 0: 123:45¢67:89AB:CDEF

Compressed

FEB0: :123:4567:89AB:CDEF




Types of IPv6 Addresses

IPv6 Prefix Length

= |Pv6 does not use the dotted-decimal subnet mask notation

= Prefix length indicates the network portion of an IPv6 address using
the following format:

= |Pv6 address/prefix length
= Prefix length can range from 0 to 128
= Typical prefix length is /64

164 Prefix

64 bits 64 bits

Prefix Interface ID

Example: 2001:0DB8:000A::/64

2001:0DE8:000A:0000 0000:0000:0000:0000




Types of IPv6 Addresses

IPv6 Address Types

There are three types of IPv6 addresses:
= Unicast

=  Multicast
= Anycast.

Note: IPv6 does not have broadcast addresses.



Types of IPv6 Addresses
IPv6 Unicast Addresses

Unicast

Uniquely identifies
an interface on an

|Pv6-enabled
device.

A packet sentto a
unicast address is
received by the
interface that is
assigned that
address.

Source |Pve Address
20010088 ACAD1::1D

Destination IPvE Address
20010088 ACAD 1B

2001:0DB8:ACAD:1::/64

20010085 ACAD:M 10064

2001:00B8:ACAD:120/64

D _yp ==z
L /

l 2001:00B3:ACAD 1064

\j

2001:00B3:ACAD: 10064

=]

20010088 ACAD:M 864




Types of IPv6 Addresses
IPv6 Unicast Addresses (cont.)

IPvE Unicast
Addresses

Global Unicast

Link-local

Loopback

Unspecified Address

Unique Local

Embedded IPv4




Types of IPv6 Addresses
IPv6 Unicast Addresses (cont.)

Global Unicast

= Similar to a public IPv4 address

= Globally unique

= Internet routable addresses

= Can be configured statically or assigned dynamically
Link-local

= Used to communicate with other devices on the same local link
= Confined to a single link; not routable beyond the link



Types of IPv6 Addresses
IPv6 Unicast Addresses (cont.)

Loopback

Used by a host to send a packet to itself and cannot be assigned to a
physical interface.

Ping an IPv6 loopback address to test the configuration of TCP/IP on
the local host.

All-Os except for the last bit, represented as ::1/128 or just ::1.

Unspecified Address

All-0’s address represented as ::/128 or just ::

Cannot be assigned to an interface and is only used as a source
address.

An unspecified address is used as a source address when the device
does not yet have a permanent IPv6 address or when the source of
the packet is irrelevant to the destination.



Types of IPv6 Addresses
IPv6 Unicast Addresses (cont.)

Unique Local
= Similar to private addresses for |IPv4.

= Used for local addressing within a site or between a limited
number of sites.

= In the range of FCO00::/7 to FDFF::/7.

IPv4 Embedded (not covered in this course)
= Used to help transition from IPv4 to IPv6.



Types of IPv6 Addresses
IPv6 Link-Local Unicast Addresses

Every IPv6-enabled network interface is REQUIRED to have a link-

local address

Enables a device to communicate with other IPv6-enabled devices

on the same link and only on that link (subnet)
FE80::/10 range, first 10 bits are 1111 1110 10xx xxxx
1111 1110 1000 0000 (FE80) - 1111 1110 1011 1111 (FEBF)

——  10bits ——F——

Remaining
54 bits

64 bits ——

1111 1110 10

Interface ID

— FEBO:MD —

Automatically or
Manual Configured




Types of IPv6 Addresses
IPv6 Link-Local Unicast Addresses (cont.)

Packets with a IPv6 Link-Local Communications
source or
destination link-local Pv6 Packet

€s Source IPv6 Address Destination IPv6 Address
address cannot be FESD::AAAA FES0::DDDD
routed beyond the
link from where the FEB0:1/64

packet originated.

FEBD.:DDDD/G4

FES0:BEEB/G4 FES0:CCCC/E4




IPv6 Unicast Addresses

Structure of an IPv6 Global Unicast Address

= |Pv6 global unicast addresses are globally unique and routable on the
IPv6 Internet

= Equivalent to public IPv4 addresses
= |CANN allocates IPv6 address blocks to the five RIRs



IPv6 Unicast Addresses
Structure of an IPv6 Global Unicast Address (cont.)

Currently, only global unicast addresses with the first three bits of 001 or

2000::/3 are being assigned

i
' Global Routing Prefix Subnet ID Interface |D
|

Range of first hextet:

0010 0000 0OOOCO QOO0 (2000)
to
0011 1111 1111 1111 (3FFF)




IPv6 Unicast Addresses
Structure of an IPv6 Global Unicast Address (cont.)

A global unicast address has three parts: Global Routing Prefix, Subnet

ID, and Interface ID.

= Global Routing Prefix is the prefix or network portion of the address
assigned by the provider, such as an ISP, to a customer or site,
currently, RIR’s assign a /48 global routing prefix to customers.

= 2001:0DB8:ACAD::/48 has a prefix that indicates that the first 48 bits
(2001:0DB8:ACAD) is the prefix or network portion.

IPv6 /48 Global Routing Prefix

48 bits 16 bits 64 bits
Global Routing Prefix Subnet ID Interface ID
64 bits
A /48 routing prefix + 16 bit Subnet ID = /64 prefix.




IPv6 Unicast Addresses
Structure of an IPv6 Global Unicast Address (cont.)

= Subnet ID is used by an organization to identify subnets within its site

= Interface ID
= Equivalent to the host portion of an IPv4 address.

= Used because a single host may have multiple interfaces, each
having one or more IPv6 addresses.

Interface ID =
Prefix = 4 hextets 4 hextets
Compressed 2001:DBB:ACAD:1::10
Reading a Global Unicast Address
Prefix = 4 hextets Interface 1D = 4 hextats
Preferred 2001:0DBE:ACAD:0001:0000:0000:0000:0010
Global Routing Prefix= 2001:0DB8:ACAD

Subnet ID= 0001
Interface ID= 0000:0000:0000:0200




IPv6 Unicast Addresses

Static Configuration of a Global Unicast Address

2001:0DB8:ACAD:1::/64
V0

2001:0DB8:ACAD:3::/64
i1
S0/0/0

2001:0DB8:ACAD:2::/64

Fliconfig) #interface gigabitethernet 0/0
Fliconfig-if)#ipvé address 2001l:db8:acad:1::1/64
Fliconfig—-if)#no shutdown

Fliconfig-if)#4exit

Fliconfig) ttinterface gigabitethernet 0/1
Fliconfig-if)#ipv6 address 2001:dbB8:acad:2::1/64
Fliconfig—-if) #no shutdown

Fliconfig-if)dexit

Fliconfig) tinterface serial 0/0/0
Fliconfig=1if)#ipvé address 200l:db8:acad:3::1,/64
Rl (config-if)4eclock rate 56000

Fliconfig—-if) #no shutdown
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Static Configuration of an IPv6 Global Unicast Address
(cont.)

Internet Protocol Version 6 (TCP/IPv6) Properties 2| x|

General |

You can get IPv6 settings assigned automatically if your netwark supports this capahility.
Ctherwise, you need to ask your network administrator for the appropriate IPvS settings.

Windows

I PV6 " Obtain an IPv6 address automatically

Setu p —{¥ Use the following IPv6 address:
IPvis address: I 2001:db&:acad: 1::10
Subnet prefix length: I?
Default gateway: I 2001:db&:acad: 1::1

£ Obtain DNS server address autamatically

¢ Use the following DNS server addresses:

Preferred DMNS server: I

Alternate DMS server: I

[ validate settings upon exit Advanced. ..

Ok Cancel




IPv6 Unicast Addresses

Dynamic Configuration of a Global Unicast Address
using SLAAC

Stateless Address Autoconfiguraton (SLAAC)

A method that allows a device to obtain its prefix, prefix length and
default gateway from an IPv6 router

No DHCPvVG6 server needed
Rely on ICMPv6 Router Advertisement (RA) messages

IPv6 routers

Forwards IPv6 packets between networks

Can be configured with static routes or a dynamic IPv6 routing
protocol

Sends ICMPv6 RA messages



IPv6 Unicast Addresses

Dynamic Configuration of a Global Unicast Address using
SLAAC (cont.)

= The IPv6 unicast-routing command enables IPv6 routing.
= RA message can contain one of the following three options:
= SLAAC Only — Uses the information contained in the RA message.

= SLAAC and DHCPv6 — Uses the information contained in the RA
message and get other information from the DHCPVG6 server,
stateless DHCPv6 (for example, DNS).

= DHCPvVG6 only — The device should not use the information in the
RA, stateful DHCPVG6.

= Routers send ICMPv6 RA messages using the link-local address as
the source IPv6 address
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IPv6 Unicast Addresses
Dynamic Configuration of a Global Unicast Address

using SLAAC (cont.)

Router Solicitation and Router Advertisement Messages

'{:}' | Router Solicitation — To all IPvE routers

"l need addressing information from the router.”

—
-——
ﬁ. i
DHCPwvE Server
Router Advertisement — To all IPvE nodes [:}

Option 1 (SLAAC Only) — "Here is your Prefix, Prefix-
length, Default Gateway information.”

Router Advertisement Options

Option 1 (SLAAC Only) — "I'm everything you need (Prefix, Prefix-length, Default
Gateway)"

Option 2 (SLAAC and DHCPvE) — "Here is my information but you need to get other
information such as DMS addresses from a DHCPvE server.”

Option 3 (DHCPvE Only) — "l can't help you. Ask a DHCPvE server for all your
information."




IPv6 Unicast Addresses
Dynamic Configuration of a Global Unicast Address using
DHCPvV6 (cont.)

Dynamic Host Configuration Protocol for IPv6 (DHCPvV6)

= Similar to IPv4

= Automatically receives addressing information, including a global
unicast address, prefix length, default gateway address and the
addresses of DNS servers using the services of a DHCPVG6 server.

= Device may receive all or some of its IPv6 addressing information
from a DHCPVG6 server depending upon whether option 2 (SLAAC
and DHCPV6) or option 3 (DHCPvVG6 only) is specified in the ICMPv6
RA message.

= Host may choose to ignore whatever is in the router's RA message
and obtain its IPv6 address and other information directly from a
DHCPVG server.
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IPv6 Unicast Addresses

Dynamic Configuration of a Global Unicast Address

using DHCPv6 (cont.)

Router Solicitation and Router Advertisement Messages

O Router Solicitation — To all IPvE routers

"Here iz your Prefix, Prefix-length,
Default Gateway information, but
yvou will need to get DMNS
information from a DHC PG
sarver.”

Option 2 (SLAAC and DHCPvE) — |

DHCPvE Solicit — To all DHCPvE
BErVers

Option 2 (SLAAC and DHCPvE) —
" need addressing information
fram the OHCPvE =erver.”

- "| need addressing information from the router.”
o
-
" i
Router Advertizement — To all O DHCPvE Server
IPvE nodes

Qo

information fram the DHCPwE Server.

Note: An RA with option 3 (DHCPvE Only) enabled will require the client to obtain all




IPv6 Unicast Addresses

EUI-64 Process or Randomly Generated

EUI-64 Process

= Uses a client’s 48-bit Ethernet MAC address and inserts another 16
bits in the middle of the 46-bit MAC address to create a 64-bit
Interface ID.

= Advantage is that the Ethernet MAC address can be used to
determine the interface; is easily tracked.

EUI-64 Interface ID is represented in binary and comprises three parts:

= 24-bit OUI from the client MAC address, but the 7t bit (the
Universally/Locally bit) is reversed (0 becomes a 1).

= |nserted as a 16-bit value FFFE.
= 24-bit device identifier from the client MAC address.
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IPv6 Unicast Addresses

EUI-64 Process or Randomly Generated (cont.)

EUI-64 Process

OUI (Organization Device Identifier 24

— Unique Identifier) 24 —— hits
bits
EUMG4Process| FC i o9 | 47 | 75 i GE i EO
Step 1: Split the__MﬂE-address
EliI'IElrE." I'1111 11|I|§'1l:l:|1 1|:|D1§|:I1|:ID|:I111 0111 |:|1|:|1§ 11':|D1‘11|:|E111D|:l:||:l:|

Step 2: Insert FFFE

Binary {1111 1100: 1001 1001: 0100 0111|4941 91995 1941 9190| 0111 0101: 1100 1110% 11100000
| F : i =

: |
Step 3: Flip the UIL ih“

Binary {1111 1190: 1001 10013 0100 0111 1991 11112 1111 1110] 0111 01013 1100 11103 1110 0000

Modified EUI-64 Interface ID in Hexadecimal Motation

Binary| FE i 99 : 47 FF i FE 75 | CE i EO




IPv6 Unicast Addresses

EUI-64 Process or Randomly Generated (cont.)

rl¥#show interface gigabitethernet 0/0
GigabitEthernet0/0 is up, line protocol iz up
Hardware is CHN Gigabit Ethernet, address is fc89%.4775.c3el
{bia fc99.4775.c3e0)
<0ufput Omitted=

Rl4show ipvé interface brief

GigabitEthernet0/0 [up/up]
FE8{::FE%3:47FF:FE[f5:C3E0Q
Z001:DBA8:ACAD:Y1::1

GlgabitEtherneti/l [up/up] Link-local addresses using
FE3d::FE99:47FF:FE[f5:C3E1 ELI-64
2001 :DBA:ACAD:Z: ]

Seriald/0/0 [up/up]

FEAd: :FES99: 4 FF :FE[/5:C3EQ
2001 :DBA:ACAD:3: 11

serialoso/sl [administratively down/down]
unassigned

R1#




IPv6 Unicast Addresses

EUI-64 Process or Randomly Generated (cont.)

Randomly Generated Interface IDs

= Depending upon the operating system, a device can use a randomly
generated Interface ID instead of using the MAC address and the EUI-
64 process.

= Beginning with Windows Vista, Windows uses a randomly generated
Interface ID instead of one created with EUI-64.

= Windows XP (and previous Windows operating systems) used EUI-64.



IPv6 Unicast Addresses

Dynamic Link-local Addresses

Link-Local Address

After a global unicast address is assigned to an interface, an IPv6-
enabled device automatically generates its link-local address.

Must have a link-local address that enables a device to communicate
with other IPv6-enabled devices on the same subnet.

Uses the link-local address of the local router for its default gateway
IPv6 address.

Routers exchange dynamic routing protocol messages using link-
local addresses.

Routers’ routing tables use the link-local address to identify the next-
hop router when forwarding IPv6 packets.



IPv6 Unicast Addresses

Dynamic Link-local Addresses (cont.)

Dynamically Assigned

The link-local address is dynamically created using the FE80::/10 prefix

and the Interface ID.

IPvE Link-Local Address

EUI-64
Process
64
1111 1110 10 ‘ Interface ID
J 64 bits
—— FES8Q0::M10 ‘
Randomly —

Generated Number




IPv6 Unicast Addresses

Static Link-local Addresses

Configuring Link-local

Rl {config) $interface gigabitethernet 0/0
Rl {config-if) $#ipvé address fe80::1 7

link-loecal Use link-local address

Rl (config-if) #ipvé address fef0::1 link-local
Rl {config-if) $axit

Rl ({config) $interface gigabitethernet 0/1

Rl {config-if) $#ipvé address fe80::1 link-local
Rl {config-if) $axit

Rl (config) $intarface serial 0/0/0

Rl {config-if) $#ipvé address fe80::1 link-local
Rl (config-if)#



IPv6 Unicast Addresses

Static Link-local Addresses (cont.)

Configuring Link-local

Rl#show ipvé interface brief

GigabitEthernet(0/0 [up/up]
FEEQ::1
2001:CR8:ACAD:1::1

GigabitEthernet(/1 [up/up]
FEEQ::1
2001:CR8:ACAD:2::1

Serizll/ 070 [up/up]
FEEO::1
2001:CR8:ACAD:3::1

Serizll/0/1 [administratively down/down]
unassigned

El#

Statically configured link-
local addresses




IPv6 Global Unicast Addresses

Verifying IPv6 Address Configuration

Each interface has
two IPv6 addresses -

1. global unicast
address that was
configured

2. one that begins
with FE8O0 is
automatically
added as a link-
local unicast
address

2001:0DB3:ACAD: 64

pCA A0 =0/ 2001:00B8:ACAD: 3::64
i g__ . -1 —

S0:0/0 E -

2001:0DBG:ACAD: 264

Rl#show ipve interface brief

GigabkitEthernetl/0 [up/up]
FEE20::FE99:47FF:FET75:C3EQD
2001:DB8:ACAD:1::1

GigabitEthernetl/1 [up/up]
FEE20::FE99:47FF:FET75:C3E1
2001:DB8:ACRAD:2::1

Serial0/s0s0 [up/up]
FEE20::FE99:47FF:FET75:C3EQD
2001:DB8:ACRAD:3::1

Seriald/0/1
unassigned

Rl

[administratively down/down]
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Verifying IPv6 Address Configuration (cont.)

Rl¥show ipv6 route

IPv§ Routing Table - default - 7
Codes: C - Connected, 1L - Local,
Static

ntrie
- Static, U - Per-user

I o
]

<cutput omitted:

[ 2001:0DB8:ACAD:1::/ 64 [0/0]
via GigabitEthernet0/4, directly connected
2001:0B8:ACAD:1::1/128 [Q/0]
via GigabitEthernet0/d, receive
C 2001:DBEB:ACAD:2::/64 [0/0]
via GigabitEthernet0/1, directly connected
2001:0CBB:ACAD:2::1/128 [0/0]
via GigabitEthernet0/1, receive
[ 2001:0DB8:ACAD:3:: /64 [0/0]
via Seriald/0/0, directly connected
2001:DB8:ACAD:3::1/128 [Q/0]
via sSeriald/0/0, receiwve
FEOO::/8 [0/0]
via Nullld, receiwve
R1#

[yl

=

[yl

[yl




IPv6 Multicast Addresses

Assigned IPv6 Multicast Addresses

= |Pv6 multicast addresses have the prefix FF00::/8

= There are two types of IPv6 multicast addresses:
= Assigned multicast
= Solicited node multicast



IPv6 Multicast Addresses

Assigned IPv6 Multicast Addresses (cont.)

Two common IPv6 assigned multicast groups include:

= FF02::1 All-nodes multicast group —

= All IPv6-enabled devices join

=  Same effect as an IPv4 broadcast address
= FF02::2 All-routers multicast group

= Al IPv6 routers join

= A router becomes a member of this group when it is enabled
as an IPv6 router with the ipv6é unicast-routing global
configuration mode command.

= A packet sent to this group is received and processed by all
IPv6 routers on the link or network.



IPv6 Multicast Addresses

Assigned IPv6 Multicast Addresses (cont.)

IPv6 All-nodes Multicast Communications

Source IPvE Address Destination |1PvE Address
2001:0DBB:ACAD:1::1 FFO2:1

2001:0DB8. ACAD:1::10/64 2001:0DB8:ACAD:1::9/64

2001:0DB8:ACAD:1::20/64

2001:00B8:ACAD:1::8/64




IPv6 Multicast Addresses

Solicited Node IPv6 Multicast Addresses

Similar to the all-nodes
multicast address,
matches only the last 24
bits of the IPv6 global
unicast address of a
device

Automatically created
when the global unicast or
link-local unicast
addresses are assigned

Created by combining a
special
FF02:0:0:0:0:0:FF00::/104
prefix with the right-most
24 bits of its unicast
address

Global Unicast Address

Global Routing Prefix Subnet ID Interface 1D
104 bits 24 bits
2001:0DB8:ACAD 0001 0000:0000:00 00:0010
Solicited Node Multicast Address Copy
104 bits
FFO2 0ooo 0000 0000 0000 0000 FF 00:0010

IPvE Global Unicast Address: 2001:00B&8:ACAD:0001:0000:0000:0000:0010
IPvE Solicited Mode Multicast Address: FF0O2::0:FFO0:0010




IPv6 Multicast Addresses

Solicited Node IPv6 Multicast Addresses (cont.)

The solicited node multicast
address consists of two parts:

= FF02:0:0:0:0:0:FFO00::/104
multicast prefix — First
104 bits of the all solicited
node multicast address

= Least significant 24-bits —
Copied from the right-most
24 Dbits of the global unicast
or link-local unicast address
of the device

Global Unicast Address

Global Routing Prefix Subnet ID Interface 1D
104 bits 24 bits
2001:0DB8:ACAD 000 0000:0000:00 00:0010

Solicited Node Multicast Address Copy

104 bits

FFO2 0000 0000 0000 0000 0000 FF 00:0010

IPvE Global Unicast Address: 2001:0DB8:ACAD:0001:0000: 0000:0000:0010
IPvE Solicited NMode Multicast Address: FFOZ::0:FFO0:0010
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ICMP

ICMPv4 and ICMPv6 Messages

= |ICMP messages common to both ICMPv4 and ICMPV6 include:
= Host confirmation

= Destination or Service Unreachable
= Time exceeded
= Route redirection

= Although IP is not a reliable protocol, the TCP/IP suite does provide
for messages to be sent in the event of certain errors, sent using the
services of ICMP.



ICMP

ICMPvV6 Router Solicitation and Router
Advertisement Messages

= |CMPV6 includes four new protocols as part of the Neighbor Discovery
Protocol (ND or NDP):

= Router Solicitation message

= Router Advertisement message

= Neighbor Solicitation message

= Neighbor Advertisement message

= Router Solicitation and Router Advertisement Message — Sent
between hosts and routers.

= Router Solicitation (RS) message — RS messages are sent as an
IPv6 all-routers multicast message.

= Router Advertisement (RA) message — RA messages are sent by
routers to provide addressing information.



ICMP

ICMPvV6 Router Solicitation and Router
Advertisement Messages (cont.)

Router Solicitation
"| need addressing information from the
router”

DHCPwE Server

Router Advertisement

"I'm everything you need (Prefix, Prefix-
length, Default Gateway)"

Or ©
"Here iz my information but you need to I
get other information such as DNS
addresses from a DHCPvE server.”

Or

"| can't help you. Ask a DHCPvE server
for all vour information.”




ICMP

ICMPvV6 Neighbor Solicitation and Neighbor
Advertisement Messages

= Two additional message types:
= Neighbor Solicitation (NS)
= Neighbor Advertisement (NA) messages

= Used for address resolution is used when a device on the LAN
knows the IPv6 unicast address of a destination, but does not
know its Ethernet MAC address.

= Also used for Duplicate Address Detection (DAD)
= Performed on the address to ensure that it is unique.

= The device sends an NS message with its own IPv6 address
as the targeted IPv6 address.



ICMP

ICMPvV6 Neighbor Solicitation and Neighbor
Advertisement Messages (cont.)

ICMPvE Neighbor Discovery Protocol

Address Resolution
To: FFOZ2:0:0:0:0:FFQOQ::20

| need the Ethemet MAC address of the device that has
this unicast address,
Target IPvE Address: 2001.DB8.ACAD:1::20

-
2001:DBB: ACAD:1::10/64

2001:DBE:ACAD:1::30/64

Duplicate Address Detection (DAD)
To: FFOZ2:0:0:0:0:FF00::30 P

Before | use this address is anyone else on this link using this
global unicast address?
Targel IPvE Address: 2001:DB8.ACAD:1::50
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Ping — Testing the Local Stack

Testing Local TCP/IP Stack
[ 81 ocal Arca connection properties x

Networking | Authentication | Sharing |

Finging the local host confirms Connect ueing.
that TCP/IP is installed and lughl nt=l(R) B2579LM Gigabt Metwork Connection

working on the local host.

This connection uses the following ems
Cherd For Microsalt Mebworks
] = Dt erministic Network Enhancer

bl Bl co5 Packet Scheduer

| Bl Fite o Primter Sharing for Microsoft Networks
[# - intmmet Profocal Version 6 (TCP/APvE)

I i Intemet Protocal Verson 4 (TCPAPv) |

I C:\>ping 127.0.0.1

- | i Lirk-Layer Topology Discoveny Mapper L0 Driver
B i Lirk-Layer Topology Discovery Responder
atal. | Unnstal | opeiies |
S
Mlowes your computer to accesa resources on a Microaof
rietwiork.

Pinging 127.0.0.1 cauze= a
device to ping itself.

0K Cancel
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Ping — Testing Connectivity to the Local LAN

Testing IPv4 Connectivity to Local Network

ECHO REQUEST

ECHO REPLY

10.0.0.254
255.255.255.0

Ci=ping 10.0.0.254 b1 ES

You can gel 1P selbneg ssagred aulomatealy o your netvark maggois
this cananlity. Ctherwise, you nesd 1o ask your network admin straber
T e spmomnats P aeling

™ Oblairan P addiess sulsmadcaly

» —i7 L e Tollossirng 17 aech
10.0.0.1 P ke [w.0.0.1
255.255 2550 St mad; [ 3.2, 0
ot e [
Ll s T v sk e & densdi

—I7 Lz e Tobaeend DS Sorscd J0dheaaes:

P Foarr ! (IS mmrwer s | - 5
Aliemate DEE merver: | . .

[ waeate satarges upor st el
[Te el |




Testing and Verification

Ping — Testing Connectivity to Remote

Testing Connectivity to Remote LAN
Ping to a Remote Host

FO 10.01.0
F1 10.0.0.0
10.0.0.254 10.0.1.254
255.255.255.0 255.255.255.0
F1 FO

Echo request

-
10.0.0.1

255.255.255.0

10.0.0.253 10.0.1.1

® 2552552550 255.255.255.0
10.0.0.2 100.1.2

255.255.255.0 2562552500

10.0.1.253
2562552500




Testing and Verification

Traceroute — Testing the Path

Traceroute

= Generates a list of hops that were successfully reached along the
path.

= Provides important verification and troubleshooting information.

= |If the data reaches the destination, then the trace lists the interface
of every router in the path between the hosts.

= |If the data fails at some hop along the way, the address of the last
router that responded to the trace can provide an indication of
where the problem or security restrictions are found.

= Provides round-trip time for each hop along the path and indicates
if a hop fails to respond.
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IP Addressing
Summary

= |P addresses are hierarchical with network, subnetwork, and host
portions.

= An IP address can represent a complete network, a specific host, or
the broadcast address of the network.

= The subnet mask or prefix is used to determine the network portion of
an IP address. Once implemented, an IP network needs to be tested
to verify its connectivity and operational performance.

= DHCP enables the automatic assignment of addressing information
such as IP address, subnet mask, default gateway, and other
configuration information.



IP Addressing
Summary (cont.)

IPv4 hosts can communicate one of three different ways: unicast,
broadcast, and multicast.

The private IPv4 address blocks are: 10.0.0.0/8, 172.16.0.0/12, and
192.168.0.0/16.

The depletion of IPv4 address space is the motivating factor for moving to
IPv6.

Each IPv6 address has 128 bits verses the 32 bits in an IPv4 address.

The prefix length is used to indicate the network portion of an IPv6
address using the following format: IPv6 address/prefix length.



IP Addressing
Summary (cont.)

= There are three types of IPv6 addresses: unicast, multicast, and
anycast.

= An IPvG link-local address enables a device to communicate with other
|IPv6-enabled devices on the same link and only on that link (subnet).

= Packets with a source or destination link-local address cannot be
routed beyond the link from where the packet originated.

= |Pv6 link-local addresses are in the FE80::/10 range.
= |CMP is available for both IPv4 and IPv6.
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