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Chapter 10: Objectives

= Describe the operation of DHCPv4 in a small-to-medium-sized
business network.

= Configure a router as a DHCPv4 server.

= Configure a router as a DHCPv4 client.

= Troubleshoot a DHCP configuration for IPv4 in a switched network.
= Explain the operation of DHCPVG.

= Configure a stateless DHCPvV6 for a small-to-medium-sized
business.

= Configure a stateful DHCPv6 for a small-to-medium-sized
business.

= Troubleshoot a DHCP configuration for IPv6 in a switched
network.
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DHCPv4 Operation

Introducing DHCPv4

DHCPvV4 uses three different address allocation methods:

= Manual Allocation — The administrator assigns a pre-allocated IPv4
address to the client, and DHCPv4 communicates only the IPv4
address to the device.

= Automatic Allocation — DHCPv4 automatically assigns a static IPv4
address permanently to a device, selecting it from a pool of available
addresses.

= Dynamic Allocation —- DHCPv4 dynamically assigns, or leases, an
IPv4 address from a pool of addresses for a limited period of time
chosen by the server, or until the client no longer needs the address.
This method is the most commonly used.
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DHCPv4 Operation

DHCPv4 Operation

DHCPv4 Operation
Lease Origination g
s
Server Client
"I would like to request an address.” DHCPDISCOVER
Broadcast
"lam DHCPsvr1. Here is an address |
DHCPOFFER | can offer.”
Unicast ) -
"I accept the IP address offer." DHCPREQUEST
- Broadcast
DHCPACK [ "Your acceptance is acknowledged.”
Unicast !
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DHCPv4 Operation

DHCPv4 Message Format

OP Code (1) Hardware type (1)

DHCPv4 Message Format

Hardware address length
(1)

Hops (1)

Transacton ldentifier

Seconds - 2 byies

Flags - 2 bytes

Client IP Address (CIADDR) - 4 bytes

Your IP Address (YIADDR) - 4 bytes

Server |P Address (SIADDR) - 4 bytes

Gateway |P Address (GIADDR) - 4 bytes

Client Hardware Address (CHADDR) - 16 bytes

Server name (SNAME) - 64 bytes

Boot Filename - 128 bytes

DHCP Options - vanable
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Format DHCPv4 Discover and Offer Messages

DHCPv4 Discover Message

DHCPwd Client &

MAC:FF.FF:FF:FF:FF:FF

DST:255.255.255.255

DHCPvd Server
IP: 77 192.168.1.254/24
Ethernet Frame P LUDP DHCPDISCOVER
SRC MAC: MAC A IP SRC: 0.0.0.0 oo e
DST IP UDP 67

Mazk: 0.0.0.
CHADDR: MAC A

MAC: Media Access Control Address
CIADDR: Client IP Address
GIADDR: Gateway |P Address
CHADDR: Client Hardware Address

The DHCP client sends a directed IP broadcast with a DHCPDISCOVER packet.
In this example, the DHCP server is on the same segment and will pick up this
request. The server notes the GIADDR field is blank; therefore, the client is on

the same segment. The server also notes the hardware address of the client in




DHCPv4 Operation

Configuring a DHCPv4 Server

A Cisco router running the Cisco IOS software can be configured to act
as a DHCPv4 server. To set up DHCP:

1. Exclude addresses from the pool.
2. Set up the DHCP pool name.

3. Define the range of addresses and subnet mask. Use the
default-router command for the default gateway. Optional

parameters that can be included in the pool — dns server,
domain-name.

El(config)# ip dheop excluded-address 1%2.168.10.1 19%2.16€8.10.9
Fl{config)# ip dhop excluded-address 192.168.10.254
El{config)# ip dhcp pool LAN-FOOL-1

Fl (dhep-config)# network 192.16B.10.0 255.255.255.0

Bl {dhep-contfig)# default-router 192.168.10.1

Bl {chep—config)# dne-server 192_168.11.5

El (dhop-contig)# domain-name example.com

El jdhep—config)# end

Rlg

To disable DHCP, use the no service dhcp command.
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Commands to verify DHCP:
show running-config | section dhcp
show ip dhcp binding
show ip dhcp server statistics

On the PC, issue the ipconfig /all command.
m CrAZWINDOWE Y avstem32\omd. exs |E|M

Ethernet Rdapter Local Area Connection

Connection-specific DNS Suffix.: example.com

: 192.168.10.10

: 255.255.255.0

: 192.168.10.1

: 192.168.10.1

1 Monday,May 27,2013 1:06:22FM

: Tuesday,May 28,2013 1:06:22PM

DHS Servers c s s s s = s « 3 182.168.11.5

C:\Documents and settings\BpanPC>




DHCPv4 Operation

DHCPv4 Relay

Using an IP helper address enables a router to forward DHCPv4
broadcasts to the DHCPv4 server. Acting as a relay.

Rl {config) # interface g0/0

El (config-if) # ip helper-address 192.168.11.6

Bl {config-if) ¥ end

Fl# show ip interface gO0/0

GigabitEthernetd/0 is up, line protocol is up
Internet address 1= 192.168.10.1/24
Broadcast addrezz 1s 255.255,255.255
Eddress determined by setup command
MTI] iz 1500 bytes
Helper addreszs iz 192.168.11.6

<Cutput omitted=
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Configuring a DHCPv4 Client

Configuring a Router as a DHCPv4 Client

N
J

SOHO ISP

S0HD (config) # interface g0/f1

S0HO(config-if)# ip addreas dhcp

SC0R0(config-if) # no shutdown

SCHD (config-if)#

*Jan 31 17:31:11.507: ¥DECP-6-ADDRESS ASEIGN: Interface
GCigabitEthernetl/] assigned DHCP address 208.165.201.12, mask
255,285,255, 224, hostname SOHD

EQOHOD (config-if)# end

50HO# show ip interface g0/f1

GigabitEthernetl/]1l iz up, line protocol iz up

Internet addreas is 209.165.201.12/27
Eroadoast address is 255.255.255.255

Address determined bv CECP
<QCutput omitted=




Troubleshoot DHCPv4
Troubleshooting Tasks

Troubleshooting Task 1: Resaolve conflicts.
Troubleshooting Task 2: Verify physical connedctivity.
Troubleshooting Task 3: Test with a static |Pvd address.
Troubleshooting Task 4; Verify switch port configuration.

Troubleshooting Task &: Test from the same subnet or VLAN,



Troubleshoot DHCPv4

Verifying the Router DHCPv4
Configuration

Verifying DHCPv4 Relay and DHCPv4 Services

Rl# show running-config | section interface GigabitEthernet0/0
interface GigabitEthernetd/d

ip address 192.16EB.10.1 255.255.255.0

ip helper-addrezzs 192, 168.11.6

auplex auto

apeaed zuto

Rl#

Fl# show running-config | include no service dhcp
Rl#
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Troubleshoot DHCPv4

Debugging DHCPv4

Verifying DHCPv4 Using Router debug Commands

El{config) # acceas-liet 100 permit udp any any eg &7

El {config) # acceas-list 100 permit udp any any eq 68
El{config)l$ end

El# debug ip packet 100

IF packet debugging is on for acocesa liat 100

*IP: a=0.0.0.0 (GigabitEthernetl/1), d=255.255.255.255, len 333,

roewvd 2
*IP: a=0.0.0.0 (GigabitEthernet0/1l), d=255.255.255.255, len 333,

atop process pak for forus packet
*IP: 5=19Z2.1¢608.11.1 {local), d=255.255.255.255

(GigabitEthernet(/1}, len 328, =ending broad/multicast

=Qutput omitted=

Routerl$# debug ip dhop server events

DECEFD: returned 192.168.10.11 to address pool LAN-POOL-1
DECFD: assigned IF address 192.168.10.12 to client
01040.0103. 855,87,

DECFD: checking for expired leases.
DECED: the leaze for address 1922.168.10.10 has expired.
DHCFD: returned 192.168.10.10 to addresz pool LAN-POOL-1
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SLAAC and DHCPv6
Stateless Address Autoconfiguration

Stateless Address Autoconfiguration (SLAAC) is a method in which a
device can obtain an IPv6 global unicast address without the services
of a DHCPVG server.

ICMPv6 Stateless Address Autoconfiguration

&8—a 5
»

IPvE all-routers multicast l Router Solicitation (RS)
"I need a Router Advertisement fram the
| router.”
Router Advertisement (RA) | IPvE all-nodes multicast

"Here is your prefix, prefix-length and
other information." I
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SLAAC and DHCPv6

SLAAC Operation

Client Performs Duplicate Address Detection

e
5 -
B [EK

IPvE all-routers multicast 1. Router Solicitation
"| need a Router Advertisement from the
router.”
E- Router Advertisement IPvE all-nodes multicast
Here iz your prefiz, prefiz-length and other
information.”

3. Create IPv6 Global Unicast Address
"After generating my own Interface 1D | can use the prefix and
prefix length from the router to create my own |PvE address."

IPvE solicited-node
multicast 4, Duplicate Address Detection

l "Are there any other devices on this netwaork

u=ing this [PvE address?."
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SLAAC and DHCPv6

SLAAC and DHCPv6

SLAAC and DHCPv6

5 -/
1. Router Solicitation
*| need a Routar Advertisement from the router.”

SLAAC Only (Default)

2. Router Advertisemant
*Oinly uea the informetion in this B4 message.”

Stateless DHCPwE: SLAAC and DHGPwE

RA Message 2. Router Advertisemant
options “Uea the informetion in this LA message and obitain edditional infformation from &
DHCPwE earver."

Stateful DHCPwE: DHCGPwE Only

2. Router Advertisemeant

‘Do not wes the information in this A messege. Obtain all information from a
DHCPwE eanver.”




SLAAC and DHCPv6

SLAAC Option

SLAAC Option

ﬁ G U III{]

Router Solicitation -

- 1

E Router Advertisement
) ﬂE'Ig =0/0 ﬂaq =

Q

The RA message
containg all the
addressing
information | need.
There is no other
information available
from a DHCPwE

SEMVar,
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SLAAC and DHCPv6

Stateless DHCP Option

Stateless DHCPv6 Option

i
e
-
GEI"ID

Router Sc-li-:itatic-no

DHCPvE Server

The A message has some of the
addressing infarmation | need,
but | need to contact a DHC PG
server for other configuration
information such as DNS server
addresses.

e Router Advertisement
Mflag=0/0flag=10

Q“ DHCPvG operations
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Stateful DHCP Option

Stateful DHCPvE Option

»
e
-
GDIIIG

Router S:-Ii-:itatin:-no

DHCPvE Server

The BA message tells me that |
need to contact a DHCPvE server

for all my addressing information.

e Router Advertisement
M flag = 1

DHCPvE ti
O“ vl operations -
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SLAAC and DHCPv6

DHCPv6 Operations

"'l.-._—‘-'
-

R1 GO0

r
SLAAC Operations DHCPvE Server

Router Solicitation
= 1

O Router Advertizement

DHCPvE& Operations

O SOLICIT Toall DHCPwE Servers -

- ADVERTISE Unicast O

REQUEST or INFORMATION
O REQUEST Unicast

o

REPLY Unicast
- 6




Stateless DHCPv6
Configuring a Router as a Stateless

DHCPvG6 Server

DHCPvE Stateless Server DHCPvE Client

Rl {config) ¢ ipvé unicast-routing

El {config) ¢ ipve dhep pool IPVE-STATELESS

Rl {config-dhcpve) ¢ dns-server 2001:dbf:cafe:aaaa::5
El {config-dhcpve) # domain-name example.com

Rl (config-dhcpve) $ exit

Rl (config) # interface g0/1

Rl (config-if)# ipvé address 2001:dbB:cafe:1::1/64
Rl {config-if)#4 ipvé dhcp server IFVG-STATELESS

Rl {config-if)#4 ipvé nd other-config-flag




Stateless DHCPv6
Configuring a Router as a Stateless

DHCPv6 Client

e
T

Stateless DHCPvE Server DHCPvE Client

Configuring a Router as Stateless DHCPvé Client

R3(config) ¢ interface g0/1

E3 (config-if)4 ipvé enable

R {config-if)4 ipv6 address autoconfig
R3({config-if)4




Stateless DHCPv6

Verifying Stateless DHCPv6

ﬁﬁnﬂ 5 GO/t a

Stateless DHCPvE Server DHCPvE Client

Verifying the Stateless DHCPvE Server

Elf show ipve dhcp pool
CHCEwY & p-E-ElJ..' IEVE-STLTELESS
ONs sarver: 2001l:DEE:CAFE:AAADLT IS

Domain name: example.com
Active plientz: 0

=3

Verify the stateless DHCP client using the following commands:
= show IPv6 interface

= debug ipv6é dhcp detail
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Stateful DHCPv6

Configuring a Router as a Stateful DHCPv6

Server
ﬁ G0N a

DHCPvE Stateful Server DHCPvE Client

Configuring a Router as a Stateful DHCPvé Server

Rl (config) 4 ipvé uniecast-routing

El (config)+# ipvé dhep poel IFVE-STATEFUL

Rl (config-dhcpvé) # address prefix 2001:DB8:CAFE:1::/64
lifetime infinite infinite

Rl (config-dhcpve) # dns-server 2001:db8:cafe:aaaa::5

Rl (config-dhcpve) # domain-name example.com

Rl {config-dhcpve) # exit

Rl (config) # interface g0/1

Rl (config-if)#% ipvé address 2001:dbB:cafe:1::1/64

Rl (config-if)4 ipvé dhep server IPVE-STATEFUL

El (config-if)4 ipvé nd managed-config-flag
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Stateful DHCPv6

Verifying Stateful DHCPv6

= Verify the stateful DHCPv6 server using the following commands:
show ipv6é dhcp pool
show ipv6é dhcp binding

= Verify the stateful DHCPVG client using the show ipvé
interface command.

B3¢ show ipwe interface g0/l
GigabitEthernetds1l iz up, line protocal iz up
Ieve iz enabled, link-local addresz is
FE80::32FT:DFF:FE25: 2DEL
Wo wirtwal link-local address(es):
Global unicast addressies):
2001l:DBR:CAFE:1:5844:4TB2:2603:C171, =subnet is
2001:DBR:CAFE:1:5B44:4TB212603:0171/128
Joined group address{esz):
FFO2::1
FFOZ2::11FFO3:C171
FFO2:3:1;FF25:2DE]
MTO is 1500 bytasz
ICHMF error messages limited to one every 100 millizeconds
ICMP redirects are enabled
ICMF unreachables are sent
WD DAD iz enabled, number of DAD attempts: 1
WD reachable time is 30000 milliseconds {using 30000)
ND M3 retransmit interval iz 1000 millizeconds
Default router iz FES0::DEEC:BSFF:FECE:ROCL on
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Configuring a Router as a Stateful DHCPv6
Relay Agent

DHCPvE Relay Agent

2001:DBE.CAFE:9:/64  S0/0VO
S0/0e0
11

S0/001

DHCPvE Relay Agent
GO0

1 GO0

2001-DB8: CAFE-A-/64 2001:DBB.CAFE:1:/64

2001:DB8:BEEF:1::/64

DHCPvE
Server
r

2001:DB8:CAFE:1:6

Rl iconfig) 4 interface g0/0
Rl (config-if) 4 ipwve dhop relay destination 2001:dbB:cafe:l::6
Rl (config-if)4 end
rl1%# show ipvé dhep interface g0/0
GigabitEthernetds/0 is in relay mode

rRelay destinaticns:

2001 :0BB:CAFE:l::6

Rl1#




Troubleshooting DHCPv6
Troubleshooting Tasks

Troubleshooting Task 1:
Troubleshooting Task 2:
Troubleshooting Task 3:
Troubleshooting Task 4
Troubleshooting Task 5:

Resaolve conflicts.

Verify allocation method.

Test with a static IPvE address.
Verify switch port configuration.

Test from the same subnet or VLAN.
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Troubleshooting DHCPv6

Verifying the Router DHCPv6 Configuration

Rl (ccnfig) 4 ipve unicast-routing

Rl iconfig) ¥ ipvé dhep pool IPVE-STATEFUL

Rl (config-dhcpvé) 4 address prefix 2001:DB8:CAFE:1::/64 lifatima
infinite infinite

Rl iconfig-dhopvié)l 4 dns-server 2001:dbB:cafe:aaaa::5
Rl icecnfig-dhopvié) 4 domain-name example.com

Rl (config-dhcopvé) 4 exit

Eliconfig)4 interface g0/1

Rliconfig-if)# ipvé address 2001:dbB:cafe:1::1/64
Rl icenfig-if) 4 ipvé dhep server IPVE-STATEFUL

Rl (config-if) 4 ipvé nd managed-config-flag

Stateless DHCPvE Services

Rl (ccnfig) 4 ipve unicast-routing

Rl icecnfig) ¥ ipvé dhep poeol IPVE-STATELESS

Rl (config-dhcpvi) 4 dns-server 2001:dbB:cafe:aaaa::5
Rl (config-dhcpvi) 4 domain-name example.com

Rl (ccnfig-dheopvi) 4 exit

Rl (cocnfig) 4 interface g0/f1

Eliconfig-if)# ipvé address 2001:db8:cafe:1::1/64
Rl (cocnfig-if) 4 ipvé dheop server IPVE-STATELESS

Rl iconfig-if) 4 ipvé nd other-config-flag
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Debugging DHCPv6

Rl¥ debug ipvé dhcp detail

IPva DHCP debugging is on (detailed)
R1¥
*Feb 3 21:27:41.123: IPvE DHCP: Received SOLICIT from
FEBO: :32F7:DFF:FE25:20E1 con GigabitEthernet(/1
*Feb 3 21:27:41.123: IPve DHCF: detailed packet contents
*Feb 3 21:27:41.123: src FEE(::32F7:DFF:FEZ25:2DE1
(GigabitEthernst0/1)
*Febh 3 21:27:41.127: dst FF02::1:2

*Febh 3 21:27:41.127: type SOLICIT(1), xid 13150845

*Febh 3 21:27:41.127: opticn ELAPSED-TIME (8), len 2

*Feb 3 21:27:41.127: elapsed-time 0

*Febh 3 21:27:41.127: opticn CLIENTID(1l), len 10

*Febh 3 21:27:41.127: aoa

*Feb 3 21:27:41.127: IPvé DHCP: Using interface pcol IPVE-
STATEFUL

*Feb 3 21:27:41.127: IPvée DHCP: Creating binding for
FEBO::32F7:DFF:FE25:20E1 in pool IPVE-STATEFUL

=Qutput omitted=
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Chapter 10: Summary

= All nodes on a network require a unique IP address to communicate
with other devices.

= DHCPV4 includes three different address allocation methods:
Manual Allocation
Automatic Allocation
Dynamic Allocation

= There are two methods available for the dynamic configuration of
IPv6 global unicast addresses:

Stateless Address Autoconfiguration (SLAAC)

Dynamic Host Configuration Protocol for IPv6 (Stateful
DHCPv6)




Chapter 10: Summary (cont.)

The same tasks are involved when troubleshooting DHCPv4 and
DHCPVG:

Resolve address conflicts.

Verify physical connectivity.

Test connectivity using a static IP address.
Verify the switch port configuration.

Test the operation on the same subnet or VLAN.
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