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Chapter 4: Objectives

Configure a router to route between multiple directly connected
networks

Describe the primary functions and features of a router.

Explain how routers use information in data packets to make
forwarding decisions in a small- to medium-sized business network.

Explain the encapsulation and de-encapsulation process used by
routers when switching packets between interfaces.

Compare ways in which a router builds a routing table when
operating in a small- to medium-sized business network.

Explain routing table entries for directly connected networks.

Explain how a router builds a routing table of directly connected
networks.




Chapter 4: Objectives (cont.)

= Explain how a router builds a routing table using static routes.

= Explain how a router builds a routing table using a dynamic routing
protocol.



Functions of a Router

Characteristics of a Network

Network Characteristics

Topology
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Functions of a Router

Why Routing?

The router is responsible for the routing of traffic
between networks.

Routers Route Packets

Fl#show ip route
Codes: T - connected, 5 - static, I - IGEF, R - RIF, M - mcbile, B - BGP
0 - EIGRF, EX - EIGREF external, O - OSPF, IA - OSPF inter area
N1l - {OSPF W35A external type 1, H2 - OSFF H3SS5RA external type 2
El - OSPF external type 1, E2 - O5FF external type 2, E - EGP
i — IS-I5, L1 - I5-IS5 lewvel-l1l, LZ - IS-IS level-2, ia - IS-IS
inter area
* — candidate default, U - per-user static route, o - COR
F - periodic downloaded static route

Gateway of last resort iz not set

C 1582.168,1.0/24 i3 directly connected, FastEthern=t0/0
C 192.1e8.2.0/24 iz directly connected, Serial(/d

Cisco 108 command line interface (CLI) can be used to view the route table.



Functions of a Router

Routers are Computers

Routers are specialized computers containing the
following required components to operate:

« Central processing unit (CPU)
« Operating system (OS) - Routers use Cisco |IOS

- Memory and storage (RAM, ROM, NVRAM, Flash, hard
drive)

Volatle | Nonvoae | Stores |

RAM Volatile *  Running O3
«  Running configuration file
« IProuting and ARF tables
«  Packet buffer

ROM MNaon-Volatile «  Bootup instructions
«  Basic diagnostic software

«  Limited 103
MVRAM | Mon-Volatile «  Startup configuration file

Flash Mon-Volatile - 108
= Other system files



Functions of a Router

Routers are Computers

Routers use specialized ports and network interface
cards to interconnect to other networks.

Back Panel of a Router

| eHWIC 0 || LANM Interfaces |

| Double-Wide eHWIC Slots | | AUX Port I
¥ - . ;

Two 4 GB Console
Flash Card RJ-45

Slots

Console USB l USE Ports |
Mini-B




Functions of a Router

Routers Interconnect Networks
= Routers can connect multiple networks.

= Routers have multiple interfaces, each on a different
IP network.

Home Office




Functions of a Router

Routers Choose Best Paths

= Routers use static routes and dynamic routing protocols
to learn about remote networks and build their routing
tables.

= Routers use routing tables to determine the best path to
send packets.

= Routers encapsulate the packet and forward it to the
interface indicated in routing table.
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Functions of a Router

Routers Choose Best Paths

How the Router Works

192.168.2.0¢/24

1821681 0424 192.168.3.0¢24

Fl fahow ip roote
Codes ¢
C - comected, 5 - static, [ — IGRF, K — RIP, M - mbile, B - B2
D - EIGEF, EX — EIFFE exbermal, O - OSEF, IA - (SOF inter are . :
Wl — CEPF NSSA extermal type 1, M2 — OSPF HSSA esdcernal bype 2 routing table like a
El — OSPF external type 1, E2 - OSPF extermal type 2, E - BEF map to discover
i— I3T8, Ll — IS-T9 lewel-1, L2 — T5-T5 lewkl-D, im — IS-I5 ivker srse the best path for a
* — candidate default, U - per-user static route, o — OOR given network.
P - periodic denlosded static monste

Fouters use the

Gatemy of last rescrk is nob =st

C 142.168.1.0/24 is directly comected, PastEthernet0/0
C 142 168.2.0/24 is directly comnecked, Serial(y/050
5 152 168.3.0/24 is divectly comnected, S=cial(/000




Functions of a Router

Packet Forwarding Methods

= Process switching — An older
packet forwarding mechanism
still available for Cisco routers.

Cisco Express Forwarding

Control Plang

= Fast switching — A common
packet forwarding mechanism
which uses a fast-switching
cache to store next hop

CPU

i nfo rm atIO n . Ingress Interface Data Plane Egress Interface
= Cisco Express Forwarding e

(CEF) — The most recent, and Packel

fastest, and preferred Cisco ord Packet s

|OS packet-forwarding st Packe

mechanism. Table entries are Sth Packet

not packet-triggered like fast
switching but change-triggered.



Connect Devices

Connect to a Network

Sample LAN and WAN Connections

Home Office

b
"""""""""""
-

lllll

Central



ninin
CISCO.

Connect Devices

Default Gateways

To enable network access
devices must be configured

with the following IP address
. . Destination MAC Source MAC 2ource IP Addrass Destination MAC
mformatlon Address Address Address e
*IP address - Identifies a Wit | aaaas | teeteetso | 7216100
unique host on a local
network. gsepgmmnre | [iant denitanmeny | o

e e
LTS LT L ST ST E L

=Subnet mask - Identifies
the host's network %

PC1 Web Server
subnet. liﬂfilufmm ?%21.11 E.ﬁ*l _111 . AE-ED-EII;-%I-S?E;A-Eg
=Default gateway - _
|dentifies the router a 192168111 T R
BE-EB-BE-EB-BE-EB
packet is sent to to when FTP Senvar
CC-CC-CC-CC-CCG-CC

the destination is not on e lop S
the same local network
subnet.



ninin

CISCO.

Connect Devices

Document Network Addressing

Network Documentation should include at least the following in a topology
diagram and addressing table:

= Device names

= Interfaces 192 165.1.10 192.168.1.0/24 192.168.2.0024 1921683024
s D i IR o,

102 168.1.1 192.168.2.1

= |P addresses and
subnet mask

= Default gateways

B i ool el -
ateway

Fal/o 192.168.1.1 255.255.255.0
S0/00 192.168.2.1 25525652550 | N/A
R2 Fal/o 192.168.3.1 255.255.255.0 | N/A
s0/0/0 192.166.2.2 255.255.255.0 | N/A
PC1 MNIA 192.168.1.10 255.205.255.0 | 192.168.11

PC2 MNA, 192.168.3.10 255.255.255.0 | 192.168.3.1




Connect Devices

Enable IP on a Host

Statically Assigned IP address — The host is manually assigned
an IP address, subnet mask and default gateway. A DNS server IP
address can also be assigned.

« Used to identify specific network resources such as
network servers and printers.

« Can be used in very small networks with few hosts.

Dynamically Assigned IP Address — I[P Address information is
dynamically assigned by a server using Dynamic Host
Configuration Protocol (DHCP).

« Most hosts acquire their IP address information through
DHCP.

- DHCP services can be provided by Cisco routers.
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Connect Devices

Device LEDs

CISCO 1941 LEDs

CONSOLE

3 I T TR LT

GENDand | 5 (Speed) 1 blink + pause Port operating at 10 Mb's

GEOM 2 blink + pause Fort operating at 100 Mb's
3 blink + pause Fort operating at 1000 Mb's
L iLink) Sreen Link iz active
Off Link i= inactive
2 Console EN Sresn FPort is active
Off Port is inactive
3 UsSEB EN Sreen Port is active

Oift Fort i= inactive




Connect Devices

Console Access

Console access requires:

Console cable — RJ-45-t0-DB-9 console cable
Terminal emulation software — Tera Term, PuTTY,

HyperTerminal

- f )’
Conzecle Cable
S
i) CONSOLE
USB-to-R5- Conzale RJ45 Console Port

232 Cable

Serial Port
Adapter
EN I '
USB - = A
Type-A Port - | B PUTTY

USE Type-& to USE Type-B USE Type-B
(Mini-B) Cable {Mini-B USE) Conscle
Port




Connect Devices

Enable IP on a Switch

= Network infrastructure devices require |IP addresses to enable
remote management.

= On a switch, the management IP address is assigned on a
virtual interface.

Configure the Switch Management Interface

192.168.10.0/24 10.1.1.0/24
A0

209.165.200.224/30
226 R

225
S0/0/0

192.168.11.0/24 10.1.2.0/24

5l (config) $interface vlan 1

Sl {config-if) $ip address 192.168.10.2 255.255.255.0
5l (config-if) #no shutdown

$LINK-5-CEANGED: Interface Vlanl, changed atate to up
5l {config-if) $exit

El{config) #

Sl {config) $ip default-gateway 192.168.10.1

El (config) #




Basic Settings on a Router

Configure Basic Router Settings

Basics tasks that should be first configured on a Cisco Router and

Cisco Switch:

= Name the device — Distinguishes it from other routers

= Secure management access — Secures privileged EXEC, user

EXEC, and Telnet access, and encrypts passwords to their

highest level

Rl (config) enable secrat class
Rl {config) #

Rl {config) $#line console 0

Rl ({config-line) fpassword cisco
Rl (zonfig-line) #login

Rl {config-line) #exit

Rl (config) $

Rl {config) $#line vy O 4

Rl (zonfig-lins) dpassword cisco
Rl {zonfig-line) #login

Rl (config-line) #axit

Rl (config)#

Rl (zonfig) $service password-encryption
Rl (config) $

= Configure a banner — Provides legal notification of

unauthorized access.

= Save the Configuration
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Basic Settings on a Router

Configure an IPv4 Router Interface

TO be available, a rOUter Configure the GO0/0 Interface
interface must be:

1 192-168.10.0124
' GO/0

10.1.1.0/24
S0

209.165.200.224/30

= Configured with an address and
subnet mask .

* Must be activated using no “ 192.168.11.0/24 T 10.1.2.0124 ’

shutdown command. By default

H 1 (config) $intarface gigabitetharnat 0,/0
LAN and WAN Interfaces are 112:_1 [cnniiz—ii]#dascripgign Link to LaN 1
not activated. Rl (config-if) #ip address 192.168.10.1 255.255.255.0
Rl (config-if) $no shutdown
. 2l (config-if) $axit

= Serial cable end labeled DCE R1 (coneio) b

. H *Tan 30 22:04:47.551: SLINE-3-UPDOWH: Interface
mUSt be Conflgured Wlth the GigabitEthernet(/d, changed state to down
Rl {config) #
CIOCk rate Command' *Tan 30 22:04:50.899: SLINE-Z-UPDOWN: Interface
GigabitEthearnet(/l, changed state to up
] Optlonal descrlptlon Can be *Tan 30 22:04:51.8%9: %LIMEFROTOD-5-0UFDOWH: Line protoocol on

Interface GigabitEthernetl/0, changed state to up

iﬂClUded. El {config) ¢
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Basic Settings on a Router

Configure an IPv6 Router Interface

To configure interface with IPv6
address and subnet mask:

= Use the ipv6 address ipv6-
addressl/ipv6-length [link-local | eui-
64]interface configuration command.

= Activate using the no shutdown
command.

IPv6 interfaces can support more than
one address:

= Configure a specified global unicast -
ipv6-address lipv6-length

= Configure a global IPv6 address with
an interface identifier (ID) in the low-
order 64 bits - ipv6-address /ipv6-
length eui-64

= Configure a link-local address - ipv6-
address lipv6-length link-local

Configure the R1 GO/0 Interface

2001:0DB8:ACAD:1::/64
10

2001:0DB8:ACAD:2::/64

Rl (zonfig) $interface gigabitethernet 0/0

Rl {config-if) {description Link to ILAN 1

Rl (config-if) #ipvé address 2001:dbf:acad:1::1/64
Rl (config-if) #no shutdown

Fl ({config-if) ¥axit

Rl (config)$#

*Fabh 3 21:38:37.279: $LINE-3-UPDOWH: Interface
GigahitEthernetl/01, changed state to down

*Febh 3 21:38:40.967: YLINE-3-UPDOWH: Interface
GigabitEthernetl/d, changed state to up

*Fabh 3 21:38:41.%67: %LINEPROTO-5-UPDOWM: Line protocol on
Interface GigabitEthernetld/0, changed state to up
Rl {config) #
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Basic Settings on a Router

Configure a Loopback Interface

A loopback interface is a
logical interface that is
internal to the router:

= |tis not assigned to a
physical port, it is
considered a software
interface that is
automatically in an UP
state.

= A loopback interface is
useful for testing.

= |tis important in the OSPF
routing process.

Configure the LoopbackO0 Interface

192.168.10.10/24 10.1.1.0/24
10

192.168.11.10/24 T 10.1.2.0124

RZ (config) $interface loopback 0

RZ (config-if) #ip address 10.0.0.1 255.255.2585.0

RZ ({config-if) $exit

Rl {config) ¢

*Tan 30 22:04:50.809: %LINE-3-UPDOWM: Interface loopbackd,
changed state to up

*Tan 30 22:04:51.8%59: %LIMEFROTO-5-UFDOWH: Line protocol on
Interface loopbackl, changed atate to up
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Verify Connectivity of Directly Connected Networks

Verify Interface Settings

Verify the Routing Table

Show commands are used 1192:168.10.0124 011024
to vgrify operatiqn and _ 0016520022430 .
configuration of interface: 26 B

= show ip interfaces brief

‘ 192.168.11.0/24 1 10.1.2.0/24

= show ip route

Fl#show ip route
Codes: L - local, T - connected, 3 - atatic, R - RIF, M - mo

|»

= show running-config

<oputput omitted.

ShOW COmmandS are used GCateway of last resort iz not zet =
t() g}éatr]ear more (jEBtEiIIEB(j 192.168.10.0/24 is wariably subnetted, Z subnets, 2 mal
H H H . C 182,188,110, 0/24 iz directly connected, GigabitEther
Ir]tEBrfEi(:EB |f1f()rrT]Eit|()r1. L 182 ,168,10,1/32 iz directly connected, GigabitEther

197.168.11.0/24 is wariably subnetted, ? subnets, 2 mal J
] H C 192 .168.11.0/24 is directly connected, GigabitEther
Show Interfaces L 1892, 1e8,11.1/32 is directly connected, GigabitEther

. . 2009,165.200.0/24 iz wariably subnetted, 2 subnets, Z o

= show ip interfaces J ] ]
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Verify Connectivity of Directly Connected Networks
Verify Interface Settings

Some of the common
commands to Verify the IPVv6 Verify the R1 Interface Status

interface configuration are: 2001-0DEEACAD:1:1/64

= show ipv6 interface brief - —
displays a summary for each

of the interfaces.

= show ipv6 interface
gigabitethernet 0/0 -
displays the interface status
and all the IPv6 addresses for

2001:0DE8:ACAD:2::/64

. . Flfshow ipvé interface brief | |
th IS I nte rfa Ce . =1 qEIJ:i]'.tEthErrlEtl:I_-"I:l [upfus]
. o FEBQ: ;FE99:47FF:FET5: C53ED
= show ipv6 route - verifies 2001:0E8 ACAD: 11 11
that IPv6 networks and sigbitsthemetl/l  [wp/up]
. g . FEBO: ;FEY9: 47FF:FETS:C3EL
specific IPv6 interface D00 B - AL 2 11 -
addresses have been serial0/0/0 [up/ug]
installed in the IPv6 routing TR0 IFRAS IR RIS 1 C5R0 Iv]

table.
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Verify Connectivity of Directly Connected Networks

Filter Show Command Output

Show command output can be managed using the following command and

filters:

= Use the terminal length number command to specify the number of lines
to be displayed. A value of 0 (zero) prevents the router from pausing
between screens of output.

= To filter specific output of commands use the (|)pipe character after show
command. Parameters that can be used after pipe include:

section, include, exclude, begin

El#show ip interface brief
Interface
Embedded-Service-Engine(/0
GigabitEthernet0/0
GigabitEthernet(/1
Serizll/d/0

Seriall/0/1

El#show ip interface brief
Interface
GigabitEthernet0/0
GigabitEthernet(/1
Serizll/d/0

11 ini

IP-Address
unassigned
192.168.10.1
152.168.11.1
20%9.165.200.225

unassigned

OKE? Method

YES manual
YES manual
YES manual

| exclude unassigned

IF-Address OKE? Method
182.168.10.1
192.168.11.1
209.165.200.225 YES manual

Statug

YES unset admini

up
up
up

YES unset admini

Statug

YES manual up
YES manual up
Hp

___J

e

il

Rl#show ip interface brief
Interface
Embeddad-Sarvice-Engins0/ 0
GigabitEthernet(/J
GigabitEthernet(/1
Seriall/0/0

Serizll/0/1

Rl1#

Rl#show ip interface brief
GigabitEthernet(/J
GigabitEthernet(/1
Seriall/0/0

Rl#

11 1

IF-Rddress
unassigned
152.168.10.1
192.168.11.1
2059.165.200.225

unassigned

| include up
132.168.10.1
192.168.11.1
20%.165.200.225

OK7? Method

YES unset adminiat

Status

YES manual up
YES manual up
YES manual up

YES unset adminiat

YES manual up
YES manual up
YES manual up

)

|

]




Verify Connectivity of Directly Connected Networks

Command History Feature

The command history feature temporarily stores a list of executed
commands for access:

= To recall commands press Ctrl+P or the UP Arrow.

= To return to more recent commands press Ctrl+N or the Down
Arrow.

= By default, command history is enabled and the system captures
the last 10 commands in the buffer. Use the show history
privileged EXEC command to display the buffer contents.

= Use the terminal history size user EXEC command to increase or
decrease size of the buffer.



Switching Packets between Networks

Router Switching Functions

Encapsulating and De-Encapsulating Packets

Layer 7 “ Layer 7
Layer & Layer &
Layer 5 Layer 5
Layer 4 Layer 4
A A A
Layer 3 Laver 3 Layer 3 Layer 3 Layer 3
Layer 2 Layer 2 Layer 2 Layer 2 Layer 2
Layer 1 Layer 1 Layer 1 Layer 1 Layer 1
Y \J \J Y
- - i i
192.168.1.0/24 192.168.2.0/24 192.168.3.0/24 192.168.4.0/24

2

Fald Falid
192 168.1 10 00-10 00-20  0B-31

04-10

Fali
0c-22

192.165.4.10

0B-20
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Switching Packets between Networks

Send a Packet

PC1 Sends a Packet to PC2

Because PCZ is on different network, | will encapsulate the packet and send
it to the router on MY network. Let me find that MAC address....

192.168.1.0/24 192.168.2.0/24 192.168.3.0/24 192.168.4.0/24
A A 2 - .
Fal/o Fal'1 Fal/o ' Fal/o
- 00-10 00-20 0B-31 0c-22 o
192 168110 192 168410
04-10 0B-20
Layer 2 Data Link Frame Packet's Layer 3 data
Dest MAC |Source MAC Source IP Dest. IP .
00-10 0A-10 Tyee 200 |00 168110 [192.168.440 | T OE Data Trailar

PC1's ARP Cache for R1

IP Address MAC Address

192.168.1.1 0o0-10
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Switching Packets between Networks
Forward to the Next Hop

R3 Forwards the Packet

to PC2

192.168.1.0/24 192.168.2.0/24 192.168.3.0024 192.168.4.0/24
d 1 2
Fal/l Fali1 Falm Fal
. 00-10 00-20  0B-31 0c-22 -
192168110 192168 410
0a-10 0B-20
Layer 2 Data Link Frame Packet's Layer 3 data
Dest. MAC |Source MAC . Source IP Dest. IP !
DB-31 00-20 Trpe 500 | 192 168.1.10] 192.168.4.10] © "I98 Bet= Treiioe

R1's Routing Table

S s

192.168.1 /24
192.168.2.0/24
182 168.3.0/24
182.168.4.0V24

[ B

Oir. Connect.

Dir. Connect.

1592.168.2.2
192.168.2.2

Fal/o
Fali1
Fai1
Fali
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Switching Packets between Networks

Packet Routing

R2 Forwards the Packet to R3

192.168.1.0/24 192.168.2.0024 192.168.3.0/124 192.168.4.0/24
A A 2
Fal'0 Fal'1 Fal/0 Fal/0
- 0o-10 00-20 0B-31 0C-22 -
192.168.1.10 192.168.4.10
0A-10 0B-20
Layer 2 Data Link Frame Packet's Layer 3 data
Address Control Type 800 Source P Dest. IP IF figlds Data Trailar
CreBF ] 192 168.1.10 | 182_168.4.10

R2's Routing Table

Nextropip [ Exi intoriac

192.168.1.0/24
182.168.2.0v24
192.168.3.0/24
182.168.4, V24

1
0
0

192.168.3.1
Dir. Connect.

Dir. Connect.
192.162.3.2

Fa/0/0
Failid
S0/00
S0/0MM




Switching Packets between Networks

Reach the Destination

R3 Forwards the Packet to PC2

| My ARP table tells me that PC2 uses MAC address 0B-20. I
192.168.1.'24 192.168.2.0'24 192.168.3.0024 192.168.4.0024
A 1 .2 :
Fal/0 Fal/1 Fal/o Falil
ot 00-10 00-20  0B-31 0C-22 -

192.168.1.10 192.168.4 10
04-10 0B-20
Layer 2 Data Link Frame Packet's Layer 3 data
So
Dest. MAC s Type aop | Source IP | Dest. IP IP fields Data Trailar
0B-20 Sh 192.168.1.10 | 192 168.4.10
R3's ARP Cache R3's Routing Table
IP Address | MAC Address Next-hop-1P Exit Interface
192.168.4.10 0B-20 182.168.1.0024v | 2 182.168.3.1 S0/0/0
192.168.2.0¢24 |1 192 162.3.1 =000
182.168.3.0024 0 Dir. Connect, S0/000

192.168.4. 0424 |0 Dir. Connect. Fal#l
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Path Determination

Routing Decisions

Packet Forwarding Decision Process

Does the destination IP
address match the
subnetofa ...

Packet arrives on
interface.

Y

Check ARP cache

Router searches Directly (ARP if necessary)
the routing table for a Connecied and forward to
match. interface? host on local
subnet.

Encapsulate the
frame and forward
out of the exit
interface fo the
next hop.

Remote network?

Encapsulate the
frame and forward
out of the exit
interface to the

next hop.

Drop the packet
and send an ICMP
message back to
the source IP
address.

s there a gateway
of last resort

available?
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Path Determination

Best Path

Best path is selected by a routing protocol based on
the value or metric it uses to determine the distance
to reach a network:

= A metric is the value used to measure the distance to a given
network.

= Best path to a network is the path with the lowest metric.

Dynamic routing protocols use their own rules and
metrics to build and update routing tables:

= Routing Information Protocol (RIP) - Hop count

= Open Shortest Path First (OSPF) - Cost based on cumulative
bandwidth from source to destination

= Enhanced Interior Gateway Routing Protocol (EIGRP) - Bandwidth,
delay, load, reliability



Path Determination

Load Balancing

When a router has two or more paths to a destination with
equal cost metrics, then the router forwards the packets
using both paths equally:

- Equal cost load balancing can improve network
performance.

- Equal cost load balancing can be configured to use
both dynamic routing protocols and static routes.

* RIP, OSPF and EIGRP support equal cost load
balancing.




Path Determination of the route

Administrative Distance

If multiple paths to a destination are configured on a router, the path
installed in the routing table is the one with the lowest Administrative

Distance (AD):

A static route with an AD of 1 is more reliable than an EIGRP-

discovered route with an AD of 90.

A directly connected route with an AD of 0 is more reliable than a

static route with an AD of 1.

Default Administrative Distances

Administrative Distance

Connected

Static

EIGRP summary route
External BGP
Internal EIGREP

IGRP

OSPF

515

External EIGRP
Internal BGF

0

1

7
20
a0
100
110
115
170
200



The Routing Table

The Routing Table

A routing table is a file stored in RAM that contains
information about:

= Directly connected routes
= Remote routes

= Network or next hop associations

Directly connected
network

192.168.10.0v24

10.1.1.0/24
209.165.200.224/30
225
226
Directly connected 10.1.2.0/24
192.168.11.024 network o

Directly connected
natwork



The Routing Table
Routing Table Sources

The show ip route command is used to display the
contents of the routing table:

= Local route interfaces - Added to the routing table

when an interface is configured. (displayed in 10S 15 or
newer)

= Directly connected interfaces - Added to the routing
table when an interface is configured and active.

= Static routes - Added when a route is manually
configured and the exit interface is active.

= Dynamic routing protocol - Added when EIGRP or
OSPF are implemented and networks are identified.
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The Routing Table
Routing Table Sources

Routing Table of R1

10.1.1.0/24

q 192.168.10.0/24

192.168.11.0/24 10.1.2.0/24

Eljlshow ip routm d
Codes: L - local, C - comnected, 5 - static, B - BIF, M - makile, B — BGP

0 - EIE#F, EX - EIERP extemal, 0 - O5FF, IA - OS5FF inter area

¥l - OSFF WS3A external type 1, NEZ - OSPF HS5A external typs 2 =

El - QS5FF axternal type 1, EZ - QSFF axtamal type 2, E - EGF
i- 1518, Ll - I5-15 lew=1-1, LZ - IS5-I5 lewel-Z, ia —
-

1&-1I& inter area
* — pandidate default, T - per-user static ooute, o - ODR
F - periodic downlaoadsd sktatic moute
Gateway of last resort iz nokt set
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
I 10.1.1.0/24 [90,2170112] weia 209.165,.200.226, Q0:00:05,
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The Routing Table
Remote Network Routing Entries

Interpreting the entries in the routing table.

Remote Network Entry ldentifiers

1 192.168.10.0/24 . 10.1.1.0/24
- o= 64.100.0.1,./ o=

A 209.165.200.224730

192.168.11.0024 10.1.2.0/24

[D 100110624 [80/2170112] wia 209.165.200.226, 00:00:05, EErialﬂlﬂ.'DJ

- [dertifies how the network was leamed by the router.

- Identifies the destination network.

- [dentifies the administrative distance (trustworthiness ) of the route source.
- Identifies the metric to reach the remate network.

- [dentifies the next-hop IP address to reach the remote neteork.

- [dentifies the amout of elapsed time since the network was discovered.

- [dentifies the outgoing interface on the router to reach the destination neteork.

J000000




Directly Connected Routes

Directly Connected Interfaces

A newly deployed router, without any configured interfaces, has an

empty routing table. An active, configured, directly connected interface
creates two routing table entries:

= Link Local (L)
= Directly Connected (C)

Directly Connected Network Entry ldentifiers

< B41ﬂﬂﬂ1

10.1.1.0124

a 192.1668.10.0/24

209.165.200.224/30 | -
226

192.166.11.v24 10.1.2.0/24
A B C
C 1%22.168.10.0/24 iz directly connected, GigabitEthsrnetn/sd
L 122, 168.10.1/32 iz directly connected, GigabitEtherneto/a

Legend

() - 'dentifies how the network was leamed by the router.

D - Identifies the destination netwark and how it is connected.

D - Identifies the interface on the router connected to the destination network.
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Directly Connected Routes

Directly Connected Example

A routing table
with the directly
connected
interfaces of R1
configured and
activated.

192.168.10.0/24
10

209.165.200.224/30

192.168.11.0/24

226

225
S0/0/0

10.1.2.0/24

El# show ip route | begin Gateway
Gateway of last resort is not set

192.168.10.0/24 1is

masks

c 192.168.10.0/24
GigabitEthernet0/0
L 192.168.10.1/32

GigabitEthernet0/0
192.168.11.0/24 is

masks

C 192.168.11.0/24

GigabitEthernet(/1

L 192.168.11.1/32

GigabitEthernet(/1

variably subnetted,
is directly connected,
is directly connected,
variably subnetted, 2
is directly connected,

is directly connected,

2 subnets,

subnets,
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Directly Connected IPv6 Example

The show ipv6 route command shows the ipv6 networks and routes
installed in the routing table.

Show the IPvé Route Table
2001:0DBB:ACAD:1::/64 2001:0DB8: ACAD: 0004::/64
al 2001:0DB8: ACAD:3::/64
2
S0/0/0

4
200

2001:00B8: ACAD:2::/64 2001:0DB8: ACAD: DO05: /64
Rl¥show ipw6 route =
IFvEk Routing Table - default - 5 entries
Codes: T - Connected, L - Local, 5 - Static,

U - Per-user Static route, BE - EGF, R - RIF
H - WMHRP, Il - ISIS L1, I2 - ISIS L2
IA - I5IS interarea, IS5 - ISIS summary, D — EIGRP
EX - EIGEP external, ND - HNO Default
HDp - HND Prefix, DCE - Destination, HNDr - Redirect
0 - OSPF Intra, OI - OSFF Inter, OEl - CSFF ext 1
JE2 — OSPF ext 2, OHL - 0OSPF NS5& e=xt 1 —~
OMZ — OSPF H3S52 ext 2
= Z001:DBA:ACAD:1::/ed [O/0]
via GigabitEthernet(/0, directly connscted
L Z001:DRA:ACAD:1::1/128 [0/0]
via GigabitEthernet(/0, receive [
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Statically Learned Routes

Static Routes

Static routes and default static routes can be implemented after
directly connected interfaces are added to the routing table:

= Static routes are manually configured

= They define an explicit path between two networking devices.

= Static routes must be manually updated if the topology changes.
= Their benefits include improved security and control of resources.

= Configure a static route to a specific network using the ip route
network mask {next-hop-ip | exit-intf} command.

= A default static route is used when the routing table does not contain
a path for a destination network.

= Configure a default static route using the ip route 0.0.0.0
0.0.0.0 {exit-intf | next-hop-ip} command.
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Statically Learned Routes

Default Static Routes Example

Entering and Verifying a Static Default Route
192.168.10.0/24 10.1.1.0/24 .

A0

192.168.11.0024 10.1.2.0024

El{config) fip route 0.0.0.0 0.0.0.0 Serial0/o/0 -
Eliconfig) fexit

Rl¢

#Febh 1 10:19:34.483: %8YS-S5-CONFIG I: Configured from conzole
by console -

El¢#show ip route | begin Gateway
Gateway of last resort iz 0.0.0.0 to network 0.0.0.0

3% 0.0.0.0/0 ig directly coonected, Serial0/o/0
152.166.10.0/24 is wariably subnetted, 2 subnets, 2 mazka
C 192, 168.10.0/24 iz directly connected, GigabitEthernetidsq
L 192.168.10.1/32 iz directly connected, GigabitEthernet(/0
192.1668.11.0/24 ia wariably subnetted, 2 subnets, 2 maszka
C 192.168.11.0/24 iz directly connected, GigabitEthernetis1
L 192.168.11.1/32 ia directly connected, GigabitEthernet(/s1

K
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Statically Learned Routes

Static Routes Example

192.168.10.0/24 10.1.1.0/24
0 — —— 10

192.168.11.0/24 10.1.2.0/24

El{config)# ip route 0.0.0.0 0.0.0.0 Serial0d/0/0 -
Rl (config)# exit

Rl#

*Feb 1 10:19:34.483: $5YS-5-CONFIG I: Configured from console

by console

El# show ip route | begin Gateway
Gateway of last resort is 0.0.0.0 to network 0.0.0.0

S* 0,0.0.0/0 is directly connected, Serial(/0/0
152.168.10.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.10.0/24 is directly connected, GigabitEthernet(/0
L 192.168.10.1/32 is directly connected, GigabitEthernet(/0
192.168.11.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.11.0/24 is directly connected, GigabitEthernet(/1

=

192.168.11.1/32 is directly connected, GigabitEthernet(/1 =
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Static IPv6 Routes Example

Entering and Verifying an IPv6 Static Default Route
2001:0DB8: ACAD:1::/64 2001:0DB8:ACAD:4:: /64
10 10

2001:0DBB:ACAD:3:/64  ann
1 2

:SIII.'E-.-'G;.' \ 3000/

2001:0DB&: ACAD:2::/64

2001:0DB&: ACAD:5::/64

Bl {config) dipvé route ::/0 s0/0/0
Rl (config) fexit
R1¢

Elyahow ipveé route -
Irva Eouting Table - default - 8 entries

Codes: C - Coonected, L - Local, & - static,

I - Per-uzsr Static routs

E - BEF, E - RIF, H - MHRF, Il - ISI5 Ll
I2 - ISIS 12, IR - ISIS interarea, IS - ISIS Summary, ul
I - EIGRP

EX - EIGRP external, WD - ND Default, HODp - ND Prefix,
DCE - Cestination

HOr — Redirect, O - OSFF Intra, O - OSEF Inter,

OEL - OSEF ext 1

OE? - O5PF ext 2, ONl - OSPF MS8A ext 1,
0OM2 - OSFF NE8A ext 2
5 1:1/0 [LS0]
via Seriald/0/0, directly connected
C 2001:pBE1ACRD:1::fed [0/0]

via GigabitEthernet0/0, directly comnected




Dynamic Routing Protocols

Dynamic Routing

Dynamic routing is used by routers to share information about the
reachability and status of remote networks. It performs network
discovery and maintains routing tables.

o Helolam R1and | am using
EIGRP to let my neighbors
know that | can reach the Internet)
following networks:
182 168.10.0024

182 168.11.0024 10.1.1.0024
» 200165200 224/30 Ad

209.165.200.224/30
F26
225 :
S0M0/0

- Hello R1, |am R2 and | am also

192.168.11.0/24 using EIGRP o let my 10.1.2.0¢24
neighbors know that | can u
reach the following networks:

1001.1. 0024

10.1.2.0024

209.165.200.224/30
| am alzo the default gateway to
the Internet.




Dynamic Routing Protocols

IPv4 Routing Protocols

Cisco ISR routers can support a variety of dynamic |IPv4
routing protocols including:

= EIGRP - Enhanced Interior Gateway Routing Protocol
= OSPF - Open Shortest Path First
= |S-IS - Intermediate System-to-Intermediate System

= RIP — Routing Information Protocol
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IPv4 Routing Protocols

Verify Dynamic Routes

: 10.1.1.0724
QnterneD

192.168.10.0024
10

-
192.168.11.0024 10.1.2.0/24

Flishow ip route | begin Gateway

Gateway of last resort is 209.185.200.226 to network 0.0.0.0

D*EX 0.0.0.0/0 [L70/2237856] wvia 205,.165.200.22¢, 00:07:2%, Serialdso 0
i0.0.0.0/24 is subnetted, 2 subnets

o 10.1.1.0 [20/2172416] wvia 209.165.200.22¢, 00:07:29, Serialds 0/0

D io.1.2.0 [20/21724168] wvia 208.165.200.228, 00:07:2%, Serialds0/ 0
192.168.10.0/24 iz wvariably subnetted, 2 subnets, 2 mazks

C 192 1&8.10.0/24 iz directly connected, sigabitEthernetd/o

L 192.188.10.1/32 iz directly connected, cigabitEthernetd /o0
192.168.11.0/24 iz wariably subnetted, 2 subnets, 2 mazks

C 192.168.11.0/24 iz directly connected, GigabitEthernetos1

L 192, 168.11.1/32 iz directly connected, sigabitEthernetosi
209.165.200.0/24 iz wariably subnetted, 2 subnsts, 2 masks

[ 203.185.200.224/30 iz directly connected, Seriald/os0

L 203.185.200.225/32 iz directly connected, Seriald/sos0

Izl



Dynamic Routing Protocols

IPv6 Routing Protocols

Cisco ISR routers can support a variety of dynamic IPv6 routing
protocols including:

RIPng - RIP next generation

OSPFv3

EIGRP for IPv6

MP-BGP4 - Multicast Protocol-Border Gateway Protocol
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IPv6 Routing Protocols

Verify Dynamic Routes

2001:0DB8:ACAD:1::/64 2001:0DB&:ACAD:0004::/64

2001:0DB8:ACAD:3::/64 o
- : 1

-
2001:0DBE:ACAD:2::/64 2001:0DBE:ACAD: D005 /64
Rlf#show ipwé routs il

Itwe Routing Table - default - 9 entries

Cades: © - Connected, L - Local, 5 - Static, U - Per-user Static route
B - BGP, R - FIF, H — NHRF, Il — ISIS Li
12 - ISI5 L2, IA - IS1S interarea, IS - ISIS summary, D — EIGRF
EX - EIGRF external, MD - WD Default, WDp - WD Prefix, DCE -

Destinaticn

Mor - Redirsct, © - CSFF Intra, O - CEPFF Inter, 05l - O8PF ext 1
OBE2 - O8FF ext 2, OHL - OSFF MeSR ext 1, OM2 - OSBF MS3A ext 2
[l

C 2001:DBA:ACRD:Ll::fed [0/0]

wia GEigabitEthernet(/0, directly connected
L 2001 :DBE8:RCRD: L1128 [0/0]

via GEigabitEthernstl 0, receivs
C 2001:DB8:ACRD:2::/ a4 [0/70]

wia GEigabitEthernst(sl, directly connected
L 2001:DE3:ACRC:2::1 /128 [0/0]
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Chapter 4: Summary

= There are many key structures and performance-related
characteristics referred to when discussing networks: topology,
speed, cost, security, availability, scalability, and reliability.

= Cisco routers and Cisco switches have many similarities. They
support a similar modal operating system, similar command
structures, and many of the same commands.

= One distinguishing feature between switches and routers is the type
of interfaces supported by each.

= The main purpose of a router is to connect multiple networks and
forward packets from one network to the next. This means that a
router typically has multiple interfaces. Each interface is a member
or host on a different IP network.



Chapter 4: Summary (cont.)

The routing table is a list of networks known by the router.

A remote network is a network that can only be reached by
forwarding the packet to another router.

Remote networks are added to the routing table in two ways: either
by the network administrator manually configuring static routes or by
implementing a dynamic routing protocol.

Static routes do not have as much overhead as dynamic routing
protocols; however, static routes can require more maintenance if
the topology is constantly changing or is unstable.

Dynamic routing protocols automatically adjust to changes without
any intervention from the network administrator. Dynamic routing
protocols require more CPU processing and also use a certain
amount of link capacity for routing updates and messages.




Chapter 4: Summary (cont.)

= Routers make their primary forwarding decision at Layer 3, the
Network layer. However, router interfaces participate in Layers 1, 2,
and 3. Layer 3 IP packets are encapsulated into a Layer 2 data link
frame and encoded into bits at Layer 1.

= Router interfaces participate in Layer 2 processes associated with
their encapsulation. For example, an Ethernet interface on a router
participates in the ARP process like other hosts on that LAN.

= Components of the IPv6 routing table are very similar to the IPv4
routing table. For instance, it is populated using directly connected
interfaces, static routes and dynamically learned routes.
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