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Chapter 8: Objectives

After completing this chapter, you will be able to:

« Explain the process by which link-state routers learn about other networks.
Describe the types of packets used by Cisco 103 routers to establish and maintain
an OSPF network.

Explain how Cisco 108 routers achieve convergence in an OSPF network.
Configure an OSPF router |D.

Configure single-area OSPFv2 in a small, routed IPv4 network.

Explain how OSPF uses cost to determine best path.

Verify single-area OSPFVZ in a small, routed network.

Compare the characteristics and operations of OSPFv2 to OSPFV3.
Configure single-area OSPFv3 in a small, routed network.

Verify single-area OSPFv3 in a small, routed network.




Open Shortest Path First

Evolution of OSPF
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Features of OSPF

Classless Efficient

OSPF Features

Secure Fast Convergence

Scalable
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Open Shortest Path First

Components of OSPF

OSPF Data Structures

Adjacency
Database

Link-state
Database
(LSDB)

Forwarding
Database

MNeighbor
Table

Topology
Table

Routing
Table

List of all neighbor routers to which a router
has established bidirectional communication.
This table is unique for each router.

Can be viewed using the show ip ospf

naighbor command.

Lists information about all other routers in the
netwiork.

The database shows the network topology.

All routers within an area have identical LSDE.
Can be viewed using the show ip ospf
database command.

List of routes generated when an algorithm is
run on the link-state database.

Each router's routing table is unique and
contains information on how and where to
send packets to other routers.

Can be viewed using the show ip route

command.
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Components of OSPF (cont.)

OSPF Routers Exchange Packets - These packets are
used to discover neighboring routers and also to
exchange routing information to maintain accurate
information about the network.

Hello packets
Database Description packets
Link-state Request packets
Link-state Update packets

Link-state Acknowledgment packets
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Link-State Operation

Routers Exchange Hello Packets

10.5.0.0/16

10.9.0.0/16
10.11.0.0M186

10.2.0.0/16
10.1.0.0¢16

10.3.0.0M16

10.8.0.0/16

Hello Packets

If a neighbor is present,
the OSPF-enabled
router attempts to
establish a neighbor
adjacency with that
neighbor
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Link-State Operation (cont.)

Routers Exchange LSAs

10.5.0.0M16

10.9.0.016
10.1.0.0/16 10.11.0.0/16

10.8.0.0M16

)

LSAs contain the state
and cost of each directly
connected link.

Routers flood their LSAs
to adjacent neighbors.
Adjacent neighbors
receiving the LSA
immediately flood the LSA
to other directly connected
neighbors, until all routers
in the area have all LSAs.




Open Shortest Path First

Link-State Operation

R1 Creates the SPF Tree

10.5.0.0/18

10.2.0.0M16
10.1.0.0/16 10.11.0.0/16

Topology Table 10.4.0.0/16
(LSDB)

10.8.0.0116

. g _.5

Build the topology table
based on the received
LSASs.

This database eventually
holds all the information
about the topology of the
network.

Execute the SPF
Algorithm.
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Link-State Operation (cont.)

Content of the R1 SPF Tree

10.5.0.0M16

10.2.0.0M16
10100116 10.11.0.0M186

From the SPF tree,
the best paths are
inserted into the

RSN routing table.

10.8.0.0M16

10.5.0.0M16 R1 - RZ 22
10.6.0.0M16 R1—=R3 7
10.7.0.0M16 F1—=R3 15
10.8.0.0M1& R1 -+ R3-+R4 17
10.9.0.0M16 R1 - RZ 30
10.10.0.0M16 Rl R3-+R4 25

10.11.0.0016 R1 - R3 - R4 —+R5 27
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Open Shortest Path First

Single-area and Multiarea OSPF

Single-Area OSPF

OSPF Area 0

ﬁ M Multiarea OSPF

1 Area 0 Area 51

Area 0 is also called the backbone area.
Single-area OSPF is useful in smaller networks with few routers.

Implemented using a two-layer area hierarchy as all areas must connect to the

backbone area (area 0).
Interconnecting routers are called Area Border Routers (ABR).

Useful in larger network deployments to reduce processing and memary
overhead.
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Single-area and Multiarea OSPF (cont.)

Link Change Impacts Local Area Only

Area 1 Area Area 51

Link failure affects the local area only (area 51).
The ABR (R2) isclates the fault to area 51 only.
Routers in areas 0 and 1 do not need the run the SPF algarithm.
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OSPF Messages

Encapsulating OSPF Messages

OSPF IPv4 Header Fields

Data Link Frame
Header

IP Packet Header

DSPF Packet
Header

OSPF Packet Type-
Specific Database

Data Link Frame (Ethernet Fields shown here)
MAC Destination Address = Multicast: 01-00-5E-00-00-05 or 01-00-5E-00-00-06

MAC Source Address = Address of sending interface

IP Packet

IP Source Address = Address of sending interface
|P Destination Address = Multicast: 224 005 or 224 0.0 6
Protocaol field = 89 for OSPF

OSPF Packet Header
Type code for OSPF Packet type
Router 1D and Area Id

OSPF Packet types
0x01 Hello

0x02 Database Description (DD)
0X03 Link State Request

004 Link State Update

005 Link State Acknowledgment




OSPF Messages

Types of OSPF Packets

OSPF Packet Descriptions

1

2

3

Hello

Database Description (DBD)
Link-State Request (LSR)
Link-State Update (LSL)

Link-State Acknowledgment
(LSAck)

Discovers neighbors and builds
adjacencies between them

Checks for database
synchronization between routers

Requests specific link-state records
from router to router

Sends specifically requested link-
state records

Acknowledges the other packet
types




OSPF Messages

Hello Packet

OSPF Type 1 packet = Hello packet:

Discover OSPF neighbors and establish
neighbor adjacencies.

= Advertise parameters on which two routers

must agree to become neighbors.
Elect the Designated Router (DR) and
Backup Designated Router (BDR) on
multiaccess networks like Ethernet and
Frame Relay.




OSPF Messages

Hello Packet (cont.)

OSPF Hello Packet Content

OSPF Packet Type-Specific Data

OSPF Packet
Hello Packet

Date Link | |p packet Header
Header

Frame Header

Bit(s):

-

0

Router ID

OSPF Area ID
Packet
Headers
Authentication
- Authentication
I Network Mask
Hello Interval Option Router Priority
OSPF Hello Dead Interval
Packets Designated Router (DR)
Backup Designated Router (BDR)
- List of Neighbaor(s)



OSPF Messages
Hello Packet Intervals

OSPF Hello packets are transmitted:

To0 224.0.0.5 in IPv4 and FF02::5 in IPv6 (all OSPF
routers)

= Every 10 seconds (default on multiaccess and point-to-
point networks)

= Every 30 seconds (default on non-broadcast
multiaccess [NBMA] networks)

» Dead interval is the period that the router waits to
receive a Hello packet before declaring the neighbor
down

» Router floods the LSDB with information about down
neighbors out all OSPF enabled interfaces

= Cisco’s default is 4 times the Hello interval



ninin
CISCO.

OSPF Messages

Link-State Updates

LSUs Contain LSAs

1 Hello Discovers neighbors and builds adjacencies between them
2 DBD Checks for database synchronization between router

3 LSR Requests specific link-state records from router to router

4 LSU Sends specifically requested link-state records

5 LSAck Acknowledges the other packet types

l

. anLsu Gnntains ane or LSA T}'PE

« LSAs contain route 2 Metwork LSAs
information for destination 3 or 4 Summary LSAs
networks. 5 Autonomous System External LSAs

& Multicast OSPF LSAs
7 Defined for Mot-So-Stubby Areas
8

External Attributes LSA for Border
Gateway Protocol (BGP)

9.10,11 Opaque LSAs




OSPF Operation

OSPF Operational States

When an OSPF router is

Initially connected to a

network, it attempts to:

= Create adjacencies
with neighbors

= Exchange routing
information

= Calculate the best
routes

= Reach convergence

= OSPF progresses
through several states
while attempting to
reach convergence.

Establizh
Meighbor
Adjacencies

Two-Way State

ExStart State

Synchronize
OSPF Exchange State
Databases

Loading State

Full State
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OSPF Operation

Establish Neighbor Adjacencies

Down State to Init State

— 172.16.5.0 /24 o
- -
GO/ GO/t

| Down State I

'

| Init State I

The Init State

—— 172.16.5.0 /24 e
- Sy, -——

[ R2 neighbar list: ]

this link?
Hello Multicast to 224.0.0.5

—I Hello! My router 1D is 172.16.5.1. |s there anyone else on

172.16.5.1, int GO/1

Hello! My router ID is 172.16.5.2 and here is my neighbor
list. |

A

Unicast to 172.16.5.1 Hello
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OSPF Operation

Establish Neighbor Adjacencies (cont.)

Two-Way State
CHE— | 172.16.50 724 7
i -
R1 G0 G0
R1 neighbor list:
172 1652, int Fa0/0
Two-\Way State Elect the DR and BDR
S 172.16.5.0 /24 o g——
-—— -
L G000 G0
R1 has a default priority of R2 has a default priority
1 and the second highest of 1 and the highest router
router 10, It will be the 10, It will bethe DR an
BOR on this link. this link.

DR and BDR election only occurs on multi-access networks such as Ethernet LANs.
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OSPF Operation

OSPF DR and BDR

Creating Adjacencies With Every Neighbor

Adjacency

>

Adjacency

Adjacency
Adjacency

\

Adjacency Adjacency

MNumber of Adjacencies=n(n-1)/2
n=number of routers
Example:5 routers (5-1)/2=10 adjacencies




OSPF Operation

Synchronizing OSPF Database

Decide Which Router Sends the First DBD

e B 172.16.5.0 /24 e
R1 G0/ GO/
| ExStart State I R2 has the highest router 1D,

becoming the master, and therefore it
prepares to send a LSDB in a DBD
packet.
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OSPF Operation

Synchronizing OSPF Database (cont.)

Exchange DBD Packets

. B 172.16.5.0 /24 o=
R1 GO0 G0
| Exchange State |
< Here is a summary of my link-state database.
DBD

Thanks for the information!

| |

LSAck

I: | Hereis a summary of my link-state database.
DED

Thanks for the information!
=

LSAck
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OSPF Router ID

OSPF Network Topology

Entering Router OSPF Configuration Mode on R1

Rl {config) $ router ospf 10
Rl (config-router)§ 2
Router configuration commands:
auta-cost Calculate 0OSPF interface cost
according to bandwidth

network Enable routing on an IP network

o Megate a command or set its defaults

passive—-interface Suppress routing updates on an
interface

priarity OEPF topology pricrity

router—-id router—id for this OSFF process

Note: Output has been altered to display only the commands that will be used in this
chapter.
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OSPF Router ID
Router IDS Router ID Order of Precedence

Rl {config) # router ospf 10
El (config-router)# router-id 1.1.1.1 HBLKEF|[}EIPHEW?

% Q5PFF: Belcad or use "clear ip oapf procesa" command, for EDFW@LWEd?
this to take =ffect

Rl (config-router)# and

Rl#

*Mar 25 19:46:09.711: %5Y5-5-CONWFIG I: Configured from

console by conscle Mo

Yes

Y

[ Use that as the router ID. J

Rl {config) # interface loopback 0

Rl{config-if)# ip address 1.1.1.1 255.255.255. 255
Rl {config-i£14 end

Rl#

Loopback interface
configured?

[ Use the highest active configured IP address. l
Clearing the OSPF Process

Rl# clear ip ospf process

Raezet ALL O5FF processes? [no]: ¥

Rl#

*Mar 5 19:48:22 425%: %0OSPF-5-A0JCHG: Process 10, Hbr
3.3.3.3 on Seriald/0/1 from FULL to DOWM, Neighbor Down:
Interface down or detachesd

*Mar 25 19:46:22.423: %0SPF-5-RLDJCHG: Process 10, Hbr
2.2.2.2 on Seriall/0/0 from FULL to DOWM, Neighbor Down:
Interface down or detachesd
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Configure Single-area OSPFv2
The network Command

Assigning Interfaces to an OSPF Area

Rl (config) # router ospf 10

Rl (config-router)# natwork 172.16.1.0 0.0.0.255 area 0
Rl (config-router) 4 neatwork 172.16.3.0 0.0.0.3 area 0
Rl (config-router)# network 192 . 168.10.4 0.0.0.3 area 0
El (config-router)

Rl#

Assigning Interfaces to an OSPF Area with a Quad Zero

Rl {config) # router ospf 10

Rl (config-router)# network 172.16.1.1 0.0.0.0 area 0
Rl (config-router)# network 172.16.3.1 0.0.0.0 area 0
Rl (config-router)# network 192.168.10.5 0.0.0.0 area 0O
El {config-router)#

Rl#




Configure Single-Area OSPFv2
Passive Interface

= By default, OSPF messages are forwarded out all OSPF-enabled
interfaces. However, these messages really only need to be sent
out interfaces connecting to other OSPF-enabled routers.

= Sending out unneeded messages on a LAN affects the network in
three ways:

= |nefficient Use of Bandwidth
= |nefficient Use of Resources
= Increased Security Risk

= The Passive Interface feature helps limiting the scope of routing
updates advertisements.



Configure Single-area OSPFv2
Configuring Passive Interfaces

Configuring a Passive Interface on R1

Rl {config) # router ospf 10

Rl {config-router) 4 passive-interface GigabitEthernet 0/0
Rl (config-router)# and

R1#

Use the passive-interface router
configuration mode command to prevent the
transmission of routing messages through a
router interface, but still allow that network to
be advertised to other routers.




OSPF Cost

OSPF Metric = Cost

Cost = reference bandwidth | interface bandwidth

(default reference bandwidth is 1078)

Cost = 100,000,000 bps / interface bandwidth in bps

Default Cisco OSPF Cost Values

Bandwidth in bps

Default Bandwidth
in bps

o

Gigabit Ethermet
10 Gbps

Gigabit Ethemet
1 Ghps

Fast Ethemet
100 Mbps

Ethermet
10 Mbps

Serial
1.544 Mbps

Serial
128 kbps

Serial
&4 kbps

100,000,000

100,000,000

100,000,000

100,000,000

100,000,000

100,000,000

100,000,000

10,000,000.000

1.000,000.000

100,000,000

10,000,000

1,544,000

128,000

54,000

Same Cos
due to

1 reference
bandwidtt

64

T

1562



OSPF Cost

OSPF Accumulates Costs

Cost of an OSPF route is the accumulated value from one router to the
destination network.

Fl# show ip route | include 172.16.2.0
0 172.16.2.0/24 [110/63] wia 172.16.3.2, 03:3%3:07,
Seriall/ /0

Rl#

Rl# show ip route 172.16.2.0

Routing entry for 172.16.2.0/24
Enown wviz "ospf 10", distance 1130, metric B85, tvpe intra
area
Last update from 172.16.3.2 on Seriald/0/0, 03:39:15 ago
Fouting Descriptor BElocks:
* 172.16.3.2, from 2.2.2.%2, 13:39:15 ago, wia Serial0/4/0

Eoute metric ig B3, traffic share count iz 1

Rl#
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OSPF Cost

Adjusting the Reference Bandwidth

= Use the command - auto-cost reference-bandwidth
= Must be configured on every router in the OSPF domain
= Notice that the value is expressed in Mb/s:
= Gigabit Ethernet - auto-cost reference-bandwidth 1000
= 10 Gigabit Ethernet - auto-cost reference-bandwidth 10000

Verifying the S0/0/0 Link Cost

Rl4 show ip ospf interface serial 0/0/0
S5erial0d/0/0 is up, line protocol iz up
Internet Address 172.16.3.1/30,8rea 0,Attached via Hetwork Statement
Process ID 10,Router ID 1.1.1.1,Hetwork Type POINT TO POINT,Cost:é47
Topology-MTID Cost Digabled Shutdawn Topol ——- »-—-
0 47 no no E
Trznamit Delay is 1 sec, State POINT TC FOINT
Timer intervals configured, Hellao lﬁ: Dead 40, wait 40,

Verifying the Metric to the R2 LAN

oob-resyne timeout 40
Eello dus in 00:00:01
Supports Link-local Signaling (LL3)
Cizco HSF helper support enabled
IETF M5F helper support enabled
Index 3i/3, flood gueue length 0
Hext Ox0 (00 0xd (0)
Last flood scan length iz 1, maximom is 1
Laszt flood zcan time iz 0 masc, maximum iz [0 msec
Meighbor Count iz 1, Adjacent neighbor count iz 1
Adjacent with neighbor 2.2.2.2
Suppress hello for 0 nsighbor(a)
R14

RFl4 show ip route | include 172.16.2.0

o 172.16.2.0/24 [110/648] wia 172.16.3.2, 00:06:03, Seriall/0/0

Rl%

Rl4 show ip route 172.16.2.0

Routing entry for 172,.16.2.0/24
Enown wia "cspf 10", distance 110, metric g&48, type intrz area
Last update from 172.16.3.2 on Seriald/0/0, 00:08:17 ago
Routing Descriptor Blocka:
= 172.16.3.2, from 2.2.2.2, 00:06:17 ago, wia Seriall/0/0

Route metric ia 648, traffic share count iz 1
Rl
Rl%
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OSPF Cost
Default Interface Bandwidths

On Cisco routers, the default bandwidth on most serial interfaces is set to
1.544 Mb/s.

Verifying the Default Bandwidth Settings of R1 Serial 0/0/0

Rl# show interfaces serial 0/0/0 -
Eerizl0/0/0 is up, line protocol iz up

Hardware iz WIC MERED Serial

Description: Link to R2

Internet address ia 172.16.3.1/30

MTO 15330 bytea, BW 1544 Ehit/sec, DLY 20000 uzeco,

raelizbility 2557255, txleoad 17235, rxleoad 1/255
Encapaulation HDLZ, loopback not set
Fespalive zet (10 zec)

Last input 00:30:05, output J40:00:03, output hang never
Last clearing of "show interfzce" countersz never
Input gueue: 0/75/0/0 (zize/max/dropsS/flushes); Total
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OSPF Cost

Adjusting the Interface Bandwidths

Adjusting the R1 Serial 0/0M1 Interface

Rl (config) ¢ int s0/0/1

Rl (config-if) 4 bandwidth &4

Rl (config-if) 4 and

Rl#

*Mar 27 10:10:07.735: %5YE-5-CONFIG I: Configured from console by o

Rl#

El# show interfaces sarial 0/0/1 | include EW
MTO 1500 bytes, BW 64 Ebit/sec, DLY 20000 usec,

Rl#

Rl# show ip ospf interface =erial 0/0/1 | include cost:
Froceas ID 10, Bouter ID 1.1.1.1, Network Tvpe
PDINT_TD_PDINTIr Coat: 15625

Rl#




OSPF Cost

Manually Setting the OSPF Cost

Both the bandwidth interface command and the ip ospf cost interface
command achieve the same result, which is to provide an accurate
value for use by OSPF in determining the best route.

Bl (config)# int a0/0/1

Bl (config-if) ¥ no bandwidth &4

Rl jconfig-if) ¥ ip ocapf cost 15625

Bl iconfig-if)# end

Rl%

BEl4 show interface serial 0/0/1 | include BW
MTD 1500 bytez, BEW 1544 Ebit/sec, DOLY 20000 usec,

Rl%

Fl% show ip ospf interface serial 0/0/1 | include Coat:
Process ID 10, Router ID 1.1.1.1, Hetwork Type FOIINT TO POLNT,
Cost: 15625 -

Rl1%



Verify OSPF

Verify OSPF Neighbors

Verify that the router has formed an adjacency with
its neighboring routers.

Rl# show ip ospf neighbor

Meighbor IDD FPri EState Dead Time Address Interface
1.3.3.3 0o FULL/- O00:00:37 182.163.10.&6 Serizald/0/1
2.2.2.2 0 FULL/- Q0D:00:30 172.16.3.2 Serizld/0F N0

Rl#
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Verify OSPF

Verify OSPF Protocol Settings

Verifying R1's OSPF Neighbors

Rl# show ip protoceols

*++ TP Heouting iz MNSF aware **=

Fouting Protocol is "ospt 10"
Jutgoing update filter list for all interfaces is nob
ast
Incoming update filter list for all interfaces is not
ast
Fouter ID 1.1.1.1
Humber of areas in this router iz 1. 1 normzl 0 stub 0
nssa
Maximum path: £
Fouting for MNetworks:
172.16.1.0 0.0.0.255 arez 0
172,16.3.0 0.0.0.3 area D
192, 1e8.10.4 0.0.0.3 arez 0

Fouting Information Sources:

Gateway Distance Lz=t Update
2.,2.2.2 110 Q0:17:18
3.3.3.3 110 d0:14:43

Distance: (default is 110}

Rl#




ninin
CISCO.

Verify OSPF
Verify OSPF Process Information

Verifying R1's OSPF Process

Rl# show ip ospf -~
Routing Process "ospf 10" with ID 1.1.1.1

Start time: 01:37:15.156, Time elapsed: 01:32:57.776
Supports only single TOS(TOS0) routes

Supports opaguse LSA

Supports Link-local Signaling (LLS)

Supports area transit capability

Supports MSSA (compatible with RFC 3101)

Event-log enabled, Maximum number of events: 1000, Mode:

cyclic

FEouter is not originating router-LSAs with maximum metric
Initial SPF schedule delay 5000 msecs _ﬂ
Minimum hold time between two consecutive SPFs 10000 msecs
Maximum walt time between two consecutive SPFs 10000 msecs
Incremental -SPF disabled

Minimum LS2& interval 5 secs

Minimum LSA arrival 1000 msecs

L3A group pacing timer 240 secs

Interface fleood pacing timer 33 msecs
FEetransmission pacing timer 66 msecs

Number of external LA 0. Checksum Sum 0x000000
Mumber of opague AS LSA 0. Checksum Sum 0x000000
Number of DCbhitless external and opague A5 L3a 0
Number of DoNotRge external and opague AS LSAR O m




Verify OSPF

Verify OSPF Interface Settings

Verifying R1's OSPF Interfaces

El# show ip ospf interface brief
Interface PID RArea IP Address/Mask Co=t State WNbra F/C

Sel/D/1 14 ] 192.168.10.5/30 15625 P2F 1/1
Sel/0/0 140 ] 172.16.3.1/34 647 F2F 1/1
Gi0/0 140 ] 172.16.1.1/724 1 LR g/s0

El#
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OSPFv2 vs. OSPFv3

OSPFv3

OSPFv2 and OSPFv3 Data Structures

Meighbor | Topology Routing Meighbor | Topology Routing
Table Table Table Table Table Table
R1- OSPFv2 R2 - OSPFv2

IPvd Metwork

R1- OSPFv3
Neighbor | Topology Routing
Table Table Table

A —
ﬁ—ﬁ

IPvE MNetwork

R2 - OSPFv3
Meighbor | Topology Routing
Table Table Table
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OSPFv2 vs. OSPFv3

Similarities Between OSPFv2 to OSPFv3

Link-State Yes

Routing Algorithm SPF

Ietric Cost

Areas Supports the same two-level hierarchy

Packet Types Same Hello, DBD, LSR, LSU and LSAck packets

Meighbor Discovery | Transitions through the same states using Hello packets

DR and BDR Function and election process is the same

Router 1D 32-bit router 1D: determined by the same process in bath
protocols
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OSPFv2 vs. OSPFv3

Differences Between OSPFv2 to OSPFv3

Adverises

Source
Address

Destination
Address

Advertise
Netwiorks

IF Unicast
Routing

Authentication

IPvd networks
IPv4 source address

Choice of;
»  Neighbor IPv4 unicast
address

« 224.0.05 all-OSPF-routers
multicast address
«  224.0.06 DR/BDR multicast
address
Configured using the natwork
router configuration command

IPv4 unicast routing is enabled
by default.

Plain text and MD5

IPvE prefixes
IPvE link-local address

Choice of:
»  Neighbar IPvE link-local
address

«  FF02:5 all-OSPFv3-routers
multicast address

«  FF02:6 DR/BDR multicast
address

Configured using the ipveé
ospf process-id area-id
interface configuration command
IPvE unicast forwarding is not
enabled by default. The ipvé
unicast-routing global
configuration command must be
configured.

IPvE authentication




OSPFv2 vs. OSPFv3
Link-Local Addresses

OSPFv3 Packet Destination

Meighbor | Topology Routing Meighbor | Topology Routing
Table Table Table Table Table Table
R1 - 0SPFv3 R2 - O5PFv3
Link-local
Address l Link-local Address I

/ IPvE Metwork \
+.

Source Address: IPvE link-local address

Destination Address: FF02::5, FF02::6, or IPv6 link-local address

FFO02::5 address is the all OSPF router address
FF02::6 is the DR/BDR multicast address
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Configuring OSFPv3

OSPFv3 Network Topology

Configuring Global-Unicast Addresses on R1

Rl (config) ¢ ipve unicast-routing

Rl ({config) $#

Rl (config) $# interface GigabitEthernet 0/0

Rl (config-if)#
Rl (config-if)#
Rl (config-if)#
Rl (config-if)#
El{config-if)#
Rl (config-if)#
El{config-if)#
Rl (config-if)#
Rl (config-if)#
Rl (config-if)#
Rl (config-if)#
Rl (config-if)#
Rl (config-if)#
Rl (config-if)#
Rl (config-if)#
El#

description Rl LAN
ipvé address 2001:DEB:CAFE:1::1/64
no shut

intarface Searialo/0/0

description Link to R2
ipvé address 2001:DES:CAFE:A001::1/64

clock rate 128000
no shut

interface serialo/0/1

description Link to R3

ipvé address 2001:DE8:CAFE:A003::1/64
no shut

and
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OSPFv3 Network Topology (cont.)

Steps to Configure OSPFv3

Step 1: Enable IPv6 unicast routing: ipvé unicast-routing.

Step 2: (Optional) Configure link-local addresses.

Step 3: Configure a 32-bit router ID in OSPFv3 router configuration mode using
the router-id ridcommand.

Step 4: Configure optional routing specifics such as adjusting the reference
pandwidtn.

Step 5: (Optional) Configure OSPFv3 interface specific settings. For example,
adjust the interface bandwidth.

Step 6: Enable IPvE routing by using the ipvé ospf area command.
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Configuring OSFPv3 Rl4 show ipvé intarface brief
. Emd/ 0 [administratively down/down]
unazsigned
LI n k-LocaI GigabitEthernet0/4 [upfup]
FE&0::32F7:DFF: FEA3: DAD
Addresses 2001 :DR&:CAFE: 1: :1
GigabitEthernetd/;1 [administratively down/down]

unzasigned

Serizll/sOs0 [up/fup]
FE&(::32F7:DFF:FEAZ: DAD
2001 :DE3:CRFE:ADOL::1

Serizllsar1 [up/fup]
FEE(: :32F7:DFF:FERAZ: DAD
Z001:CR8:CAFE:ADL03::1

Rl#

= Link-local addresses are automatically created when an IPv6 global unicast
address is assigned to the interface (required).

= Global unicast addresses are not required.

= Cisco routers create the link-local address using FE80::/10 prefix and the
EUI-64 process unless the router is configured manually,

= EUI-64 involves using the 48-bit Ethernet MAC address, inserting FFFE in
the middle and flipping the seventh bit. For serial interfaces, Cisco uses the
MAC address of an Ethernet interface.

= Notice in the figure that all three interfaces are using the same link-local

address.
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Assigning Link-Local Addresses

Manually
configuring the link-
Rl {config) # il:.ltl.!:l:'fnﬂﬂ Gigahitﬂthnmat.ﬂfﬂ |Oca| address
Rl (config-if) 4 ipvé address fef0::1 link-local . -
Rl {config-if) 4 exit prowdes the ablllty
El (monfig) ¢ interface Serial0/o0/0 to Create an
Rl {config-if) 4 ipvé address fef0::1 link-local .
Rl (config-if]# exit address that is
Rl (config) # interface Seriald/o/1 recognlzable and
Rl {config-if) 4 ipvé address fe80::1 link-local .
R1 (config-if)# easier to remember.
Rl# show ipvé interface briaef
Emd/ 0 [administratively down/down]
unazsigned
GigabitEthernet(/0 [upfup]
FE&(0::1
2001 :CDR8:CAFE:1::1
GigabitEthernet(/1 [administratively down/down]
unassigned
EerizlD/ 070 [upfup]
FE&(O::1
Z001:CBE:CAFE:AD0L::1
Seriald/ 071 [upfup]
FE&(::1

2001 :CBB:CAFE:ADQd::1
Rl#
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Configuring the OSPFv3 Router ID

Router ID Order of Precedence

32-bit router ID Yes

explicitly configured?

Y

Loopback enabled with
IPv4 address?

Use that as the router 1D

L

Y¥as

Interface enakbled with
IPv4 address?

Display console message:
%O0SPFv3-4-NORTRID: OSPFv3 process 1 could
not pick a router 1D, please configure manually.
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Configuring the OSPFv3 Router ID (cont.)

Assigning a Router ID to R1

Rl (config) # ipvé router ospf 10
Bl (config-rtx) ¢
*Mar 29 11:21:53.738: %0SPFv3-4-NOBRTRID: Proceas DSFPFvwi-1-
IPvE could not pick a router-id, please configure manually
Rl (config-rtr) #
El {config-rtr) $# router-id 1.1.1.1
Rl (config-rtr) ¢
Rl {config-rtr) # auto-cost reference-bandwidth 1000
% O5PFvw3i-1-IFv6: Beference bandwidth is changed. Pleass
enaure reference bandwidth is conasistent acrosza all routers.
Rl (config-rtr) ¢
Rl {config-rtr) # and
Rl#
Rl# show ipvé protocols
IPv& Routing Protocol is "connected”
IPv& Routing Protoocol is "HD"
IPv& Routing Protocol iz "ospf 10"
Bounter ID 1.1.1.1
Humber of areas: [0 normal, 0 stub, 0 nos=sa
Fedistribution:
None

Rl
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Modifying an OSPFv3 Router ID

Rl {zonfig) ¢ ipvé router ospf 10
Rl {config-rtr) $# router-id 1.1.1.1
Rl (config-rtr) # and

Rl#

Rl4 clear ipvé ospf procaess
Reszet =elected O3PFvl processss7 [no]: ¥
Rl
Rl14 show ipvé protocols
IPvE Routing Protoocol is "connected®
IPvE& Routing Protoocol is "NDY
IPv& Routing Protocol is "aspf 10"
Fouter ID 1.1.1.1
Humber of areaz: 0 normal, 0 stub, 0 nssa
Fedistribution:
Hone

Rl4
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Enabling OSPFv3 on Interfaces

Instead of using the network router configuration mode
command to specify matching interface addresses,
OSPFv3 is configured directly on the interface.

Rl {config) $# interface GigabitEthernat 0/0
Rl {config-if) 4 ipvé ospf 10 area O
Rl (config—if)#

Rl (config-if) 4 interface Serialo/0/0
Rl {config-if) 4 ipwvé ospf 10 area 0
Rl (config—if)#

Rl (config—if) 4 interface sSarialo/0/1
Rl (config-if) ¥ ipwé ospf 10 area O
Rl (config—if)#

Rl ({config—if)# and

Rl#

Rl# show ipvé ospf interfaces brief
Interface FID Area Intf ID Caost
Sel/0/1 14 o 7 15625
se0/0/0 140 K & a7
Gi0/0 14 o 3 1

Rl1#

State
F2E

F2P
WLIT

Mbrs F/C
0s0
s
0s0
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Verify OSPFv3 Neighbors/Protocol Settings

Rl ehow ipvE oepf neighbor

CEPFv3 Router with ID (1.1.1.1) (Process ID 10)

Meighbor ID Pri State Dead Time Interface ID Interface
P P P 0 FULLS - 00:00:39 & Serialld/0/1
2.2,2.2 0 FUOLLS - 00:00:3% & Serialld/0/0
R1%

Rl# show ipvé protocols
IPv& Routing Protocol iz "connected®
IPvE& Routing Protoocol is "MD"
IPv& Fouting Protocol i= "osps 10"
Fouter ID 1.1.1.1
Humber of areaz: 1 normal, 0 =stub, 0 n==a
Interfaces (Area [0):
Sariall/ 071
Ssriall/ 070
GigabitEthernet(/0
Bedistribution:
Mone

R1l#
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Verify OSPFv3 Interfaces

Fl¥ show ipvé ospf interface brief

Interface PID Arez Intf ID
S5e0/0/1 10 0 7
Se0/0/0 10 0 £
zi0/s0 10 0 3

Rl%

Coat

Stete

15625 F2F

B47
1

F2F
OR

Whrz F/C
1/1
1/1
0/0
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Verify IPv6 Routing Table

Rl# show ipvé route ospf
IPvE Routing Table - default - 10 entries

-

Codes: T — Connected, L - Local, 3 - Static, U - Per-user
Etatic route
E - BGF, R — RIF, H - NHRF, Il - ISIS 11l
I2 - ISIS L2, IA - ISIS interarea, I3 - IEIS
summary, D — EIZEFP
EX - EIGEF external, HND - NI Default, NDp - NI
Prefix, DCE - Destination
NDr - Redirect, O - OSFF Intra, 0I - OSFF Inter,
DE1 - OSPF ext 1
OEZ — OSPF ext 2, OM1l - OSPF NSSAE ext 1, ONZ - O5PF
MS5R ext 2
(] 2001 :CE8:CAFE:2::/64 [110/657]
via FE8{::2, Serizlds0/0
(] 2001 :CE8:CAFE:3::/84 [110/1304]
via FE80::2, SerizlQ/ 0/ 0
(] 2001 :CE8:CAFE:ADQ2:: /64 [110/1294]
via FE8{::2, Serizlds0/0
Rl#




Chapter 8: Summary

OSPF:

For IPv4 is OSPFv2
For IPv6 is OSPFv3

Classless, link-state routing protocol with a default administrative
distance of 110, and is denoted in the routing table with a route
source code of O

OSPFV2 is enabled with the router ospf process-id global
configuration mode command. The process-id value is locally
significant, which means that it does not need to match other OSPF
routers to establish adjacencies with those neighbors.

Network command uses the wildcard-mask value which is the
inverse of the subnet mask, and the area-id value
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Chapter 8: Summary (cont.)
OSPF:

= By default, OSPF Hello packets are sent every 10 seconds on
multiaccess and point-to-point segments and every 30 seconds on
NBMA segments (Frame Relay, X.25, ATM), and are used by OSPF
to establish neighbor adjacencies. The Dead interval is four times the
Hello interval, by default.

= For routers to become adjacent, their Hello interval, Dead interval,
network types, and subnet masks must match. Use the show ip ospf
neighborscommand to verify OSPF adjacencies.

= In a multiaccess network, OSPF elects a DR to act as collection and
distribution point for LSAs sent and received. A BDR is elected to
assume the role of the DR should the DR fail. All other routers are
known as DROTHERSs. All routers send their LSAs to the DR, which
then floods the LSA to all other routers in the multiaccess network.



Chapter 8: Summary (cont.)

OSPF:

= |n multiaccess networks, the router with the highest router ID is the
DR, and the router with the second highest router ID is the BDR. This
can be superseded by the ip ospf priority command on that
interface. The router with the highest priority value is the DR, and
next-highest the BDR.

The show ip protocols command is used to verify important OSPF
configuration information, including the OSPF process ID, the router
ID, and the networks the router is advertising.

OSPFv3 is enabled on an interface and not under router
configuration mode. OSPFv3 needs link-local addresses to be
configured. IPv6 Unicast routing must be enabled for OSPFv3. A 32-
bit router-ID is required before an interface can be enabled for
OSPFV3.




Chapter 8: Summary (cont.)

OSPF:

= The show ip protocols command is used to verify important
OSPFv2 configuration information, including the OSPF process ID,
the router ID, and the networks the router is advertising.

= OSPFv3

Enabled on an interface and not under router configuration
mode

Needs link-local addresses to be configured. IPv6
Unicast routing must be enabled for OSPFv3

32-bit router-ID is required before an interface can be enabled
for OSPFv3

show ipv6 protocols command is a quick way to verify
configuration information (OSPF process ID, the router ID, and
the interfaces enabled for OSPFv3)
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