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1.0.1.2 Network by Design

Objective

Explain the need to design a hierarchical network that is scalable.

Scenario
Your employer is opening a new, branch office.

You have been reassigned to the site as the network administrator where your job will be to design and maintain
the new branch network.

The network administrators at the other branches used the Cisco three-layer hierarchical model when designing
their networks. You decide to use the same approach.

To get an idea of what using the hierarchical model can do to enhance the design process, you research the
topic.
Resources

e World Wide Web access
e Word processing software

Directions

Step 1: Use the Internet to find information and take notes about the Cisco three-layer
hierarchical model. The site should include information about the:
a. Access layer
b. Distribution layer

c. Core layer

Step 2: In your research, make sure to include:

a. A simple definition of each hierarchical layer
b. Three concise facts about each layer
c. Network device capabilities needed at each layer

d. A detailed graphic that shows a full, three-layer hierarchical model design

Step 3: Create a simple table to organize and share your research with another student, group,
the class, or instructor.
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1.2.1.8 Lab — Selecting Switching Hardware

Objectives
Part 1: Explore Cisco Switch Products
Part 2: Select an Access Layer Switch

Part 3: Select a Distribution/Core Layer Switch

Background / Scenario

As a Network Engineer, you are part of a team that selects appropriate devices for your network. You need to
consider the network requirements for the company as they migrate to a converged network. This converged
network supports voice over IP (VoIP), video streaming, and expansion of the company to support a larger

customer base.

For a small- to medium-sized company, Cisco hierarchical network design suggests only using a two-tier LAN
design. This design consists of an access layer and a collapsed core/distribution layer. Network switches
come in different form factors, and with various features and functions. When selecting a switch, the team
must choose between fixed configuration or modular configuration, and stackable or non-stackable switches.

Based on a given set of requirements, you will identify the Cisco switch models and features to support the
requirements. The scope of this lab will limit the switch models to campus LAN only.

Required Resources

PC with Internet access

Part 1. Explore Cisco Switch Products

In Part 1, you will navigate the Cisco website and explore available switch products.

Step 1: Navigate the Cisco website.

At www.cisco.com, a list of available products and information about these products is available.

a. From the home page, click Products & Services > Switches.

Products

Application Metworking Services Metworking Software (103 & NX-03)

Blade Switches Optical Networking
Collaboration Physical Security
Data Center Management and Automation Routers

Data Center Switches Security

Interfaces and Modules Senice Exchange

Metwork Management and Automation Storage Networking

Services

Step 2: Explore switch products.

Switches

TelePresence

Voice and Unified Communications
WebEx

Wireless

All Products

All Services

In the Feature Products section, a list of different categories of switches is displayed. In this lab, you will
explore the campus LAN switches. You can click different links to gather information about the different switch
models. On this page, the information is organized in different ways. You can view all available switches by
clicking View All Switches. If you click Compare Series, the switches are organized by types: modular vs.

fixed configuration.
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Lab — Selecting Switching Hardware

Featured Products

a. Click the heading Campus LAN — Core and Distribution Switches.

View All Switches | For Small Business | Compare Series

Campus LAN — Core and Distribution Switches

Scale network performance and reliability with industry- leading network services, integrated service

modules, and validated design guides.

Campus LAN - Access Switches

Show Products

Adapt your network to meet evolving business requirements and optimize new application
deployments with Cisco access switches.

Campus LAN — Compact Switches

Securely and easily deploy services anywhere. These fanless, sleek, compact switches are ideal for
spaces with limited wiring and cabling infrastructure, such as kiosks, conference rooms, and call

centers.

List a few models and some of features in the table below.

Show Products

Show Products

Model

Uplink Speed

Number of
Ports/Speed

Other Features
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Lab — Selecting Switching Hardware

b. Click the heading Campus LAN — Access Switches.

List a few models and some of features in the table below.

Number of
Model Uplink Speed Ports/Speed

Other Features

c. Click the heading Campus LAN — Compact Switches.

List a few models and some of features in the table below.

Model Uplink Speed Number of Ports/Speed

Other Features

Part 2: Select an Access Layer Switch

The main function of an access layer switch is to provide network access to end user devices. This switch
connects to the core/distribution layer switches. Access switches are usually located in the intermediate
distribution frame (IDF). An IDF is mainly used for managing and interconnecting the telecommunications
cables between end user devices and a main distribution frame (MDF). There are typically multiple IDFs with

uplinks to a single centralized MDF.

An access switch should have the following capabilities: low cost per switch port, high port density, scalable
uplinks to higher layers, and user access functions and resiliency. In Part 2, you will select an access switch
based on the requirements set by the company. You have reviewed and become familiar with Cisco switch

product line.
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Lab — Selecting Switching Hardware
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a. Company A requires a replacement access switch in the wiring closet. The company requires the switch
to support VolP and multicast, accommodate future growth of users and increased bandwidth usage. The
switch must support a minimum of 35 current users and have a high-speed uplink. List a few of models
that meet those requirements.

b. Company B would like to extend services to a conference room on an as-needed basis. The switch will be
placed on the conference room table, and switch security is a priority.

Part 3: Select a Distribution/Core Layer Switch

The distribution/core switch is the backbone of the network for the company. A reliable network core is of
paramount importance for the function of the company. A network backbone switch provides both adequate
capacity for current and future traffic requirements and resilience in the event of failure. They also require high
throughput, high availability, and advanced quality of service (QoS). These switches usually reside in the
main wiring closet (MDF) along with high speed servers, routers, and the termination point of your ISP.

MDF IDF

Internet
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Lab — Selecting Switching Hardware

a. Company C will replace a backbone switch in the next budget cycle. The switch must provide redundancy
features to minimize possible downtime in the event that an internal component fails. What features can
accommodate these requirements for the replacement switch?

b. Which Cisco Catalyst switches would you recommend?

c. As Company C grows, high speed, such as 10 GB Ethernet, up to 8 uplink ports, and a modular
configuration for the switch will become necessary. Which switch models would meet the requirement?

Reflection

What other factors should be considered during the selection process aside from network requirements and
costs?
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1.3.1.1 Layered Network Design Simulation

Objective

Explain the need to design a hierarchical network that is scalable.

Scenario

As the network administrator for a very small network, you want to prepare a simulated-network presentation for
your branch manager to explain how the network currently operates.

The small network includes the following equipment:
e One Cisco 2911 series router

e One Cisco 3560 switch

e One Cisco 2960 switch

e Four user workstations (PCs or laptops)

e One printer

Resources

e Packet Tracer software

Directions

Step 1: Create a simple network topology using Packet Tracer software. Place the devices at
the appropriate levels of the Cisco three-layer hierarchical model design, including:

One Cisco 2911 series router

One Cisco 3560 switch

One Cisco 2960 switch

Four user workstations (PCs or laptops)

® 2 0o T 9o

One printer

Step 2: Using Packet Tracer’s drawing tool and indicate the hierarchical layers with different
color coding and labels:

a. Access layer
b. Distribution layer

c. Core layer

Step 3: Configure the network and user devices. Check for end-to-end connectivity.

Step 4: Share your configuration and hierarchical network design Packet Tracer file with
another student, group, the class, or the instructor.
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2.0.1.2 Stormy Traffic

Objective

Explain the purpose of the Spanning Tree Protocol (STP) in a switched LAN environment with redundant switch
links.

Scenario

It is your first day on the job as a network administrator for a small- to medium-sized business. The previous
network administrator left suddenly after a network upgrade took place for the business.

During the upgrade, a new switch was added. Since the upgrade, many employees complain that they are having
trouble accessing the Internet and servers on your network. In fact, most of them cannot access the network at
all. Your corporate manager asks you to immediately research what could be causing these connectivity problems
and delays.

So you take a look at the equipment operating on your network at your main distribution facility in the building.
You notice that the network topology seems to be visually correct and that cables have been connected correctly,
routers and switches are powered on and operational, and switches are connected together to provide backup or
redundancy.

However, one thing you do notice is that all of your switches’ status lights are constantly blinking at a very fast
pace to the point that they almost appear solid. You think you have found the problem with the connectivity issues
your employees are experiencing.

Use the Internet to research STP. As you research, take notes and describe:
e Broadcast storm
e Switching loops
e The purpose of STP
e Variations of STP
Complete the reflection questions that accompany the PDF file for this activity. Save your work and be prepared
to share your answers with the class.
Resources

e Internet access to the World Wide Web

Reflection

1. What is a definition of a broadcast storm? How does a broadcast storm develop?

2. What is a definition of a switching loop? What causes a switching loop?
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Stormy Traffic

3. How can you mitigate broadcast storms and switching loops caused by introducing redundant switches to
your network?

4. What is the IEEE standard for STP and some other STP variations, as mentioned in the hyperlinks provided?

5. In answer to this scenario, what would be your first step (after visually checking your network) to correcting
the described network problem?
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2.1.2.10 Lab — Building a Switched Network with Redundant Links

Topology

Addressing Table

Device Interface IP Address Subnet Mask
S1 VLAN 1 192.168.1.1 255.255.255.0
S2 VLAN 1 192.168.1.2 255.255.255.0
S3 VLAN 1 192.168.1.3 255.255.255.0

Objectives
Part 1: Build the Network and Configure Basic Device Settings
Part 2: Determine the Root Bridge
Part 3: Observe STP Port Selection Based on Port Cost
Part 4. Observe STP Port Selection Based on Port Priority

Background / Scenario

Redundancy increases the availability of devices in the network topology by protecting the network from a
single point of failure. Redundancy in a switched network is accomplished through the use of multiple
switches or multiple links between switches. When physical redundancy is introduced into a network design,
loops and duplicate frames can occur.

The Spanning Tree Protocol (STP) was developed as a Layer 2 loop-avoidance mechanism for redundant
links in a switched network. STP ensures that there is only one logical path between all destinations on the
network by intentionally blocking redundant paths that could cause a loop.

In this lab, you will use the show spanning-tree command to observe the STP election process of the root
bridge. You will also observe the port selection process based on cost and priority.

Note: The switches used are Cisco Catalyst 2960s with Cisco 10S Release 15.0(2) (lanbasek9 image). Other
switches and Cisco IOS versions can be used. Depending on the model and Cisco IOS version, the
commands available and output produced might vary from what is shown in the labs.

Note: Make sure that the switches have been erased and have no startup configurations. If you are unsure,
contact your instructor.
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Lab — Building a Switched Network with Redundant Links

Required Resources
e 3 Switches (Cisco 2960 with Cisco 10S Release 15.0(2) lanbasek9 image or comparable)
e Console cables to configure the Cisco IOS devices via the console ports

e Ethernet cables as shown in the topology

Part 1. Build the Network and Configure Basic Device Settings
In Part 1, you will set up the network topology and configure basic settings on the switches.

Step 1: Cable the network as shown in the topology.

Attach the devices as shown in the topology diagram, and cable as necessary.

Step 2: Initialize and reload the switches as necessary.

Step 3: Configure basic settings for each switch.

a. Disable DNS lookup.

b. Configure the device name as shown in the topology.

c. Assign class as the encrypted privileged EXEC mode password.

d. Assign cisco as the console and vty passwords and enable login for console and vty lines.

e. Configure logging synchronous for the console line.

f. Configure a message of the day (MOTD) banner to warn users that unauthorized access is prohibited.

Configure the IP address listed in the Addressing Table for VLAN 1 on all switches.

5 Q@

Copy the running configuration to the startup configuration.

Step 4: Test connectivity.

Verify that the switches can ping one another.
Can S1 ping S27?
Can S1 ping S3?
Can S2 ping S3?

Troubleshoot until you are able to answer yes to all questions.

Part 2: Determine the Root Bridge

Every spanning-tree instance (switched LAN or broadcast domain) has a switch designated as the root
bridge. The root bridge serves as a reference point for all spanning-tree calculations to determine which
redundant paths to block.

An election process determines which switch becomes the root bridge. The switch with the lowest bridge
identifier (BID) becomes the root bridge. The BID is made up of a bridge priority value, an extended system
ID, and the MAC address of the switch. The priority value can range from 0 to 65,535, in increments of 4,096,
with a default value of 32,768.
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Lab — Building a Switched Network with Redundant Links

Step 1: Deactivate all ports on the switches.
Step 2: Configure connected ports as trunks.
Step 3: Activate ports FO/2 and F0/4 on all switches.

Step 4. Display spanning tree information.

Issue the show spanning-tree command on all three switches. The Bridge ID Priority is calculated by adding
the priority value and the extended system ID. The extended system ID is always the VLAN number. In the
example below, all three switches have equal Bridge ID Priority values (32769 = 32768 + 1, where default
priority = 32768, VLAN number = 1); therefore, the switch with the lowest MAC address becomes the root
bridge (S2 in the example).

S1l# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 0cd9.96d2.4000
Cost 19
Port 2 (FastEthernet0/2)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0cd9.96e8.8a00
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec
Interface Role Sts Cost Prio.Nbr Type
Fa0/2 Root FWD 19 128.2 P2p
Fa0/4 Altn BLK 19 128.4 P2p

S2# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 0cd9.96d2.4000
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0cd9.96d2.4000
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300 sec
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Lab — Building a Switched Network with Redundant Links

Interface Role Sts Cost Prio.Nbr Type
Fa0/2 Desg FWD 19 128.2 P2p
Fa0/4 Desg FWD 19 128.4 P2p

S3# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 0cd9.96d2.4000
Cost 19
Port 2 (FastEthernet0/2)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0cd9.96e8.7400
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec
Interface Role Sts Cost Prio.Nbr Type
Fa0/2 Root FWD 19 128.2 P2p
Fa0/4 Desg FWD 19 128.4 P2p

Note: The default STP mode on the 2960 switch is Per VLAN Spanning Tree (PVST).

In the diagram below, record the Role and Status (Sts) of the active ports on each switch in the Topology.

S1 MAC: $3 MAC:
S3 FO/4:

S3 FO/3:

S3 FO/1:

S2 FO/2: S2 FO/3:

S2 FO/1: S2 FO/4:

S2 MAC:
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Lab — Building a Switched Network with Redundant Links

Based on the output from your switches, answer the following questions.
Which switch is the root bridge?

Why did spanning tree select this switch as the root bridge?

Which ports are the root ports on the switches?

Which ports are the designated ports on the switches?

What port is showing as an alternate port and is currently being blocked?

Why did spanning tree select this port as the non-designated (blocked) port?

Part 3: Observe STP Port Selection Based on Port Cost

The spanning tree algorithm (STA) uses the root bridge as the reference point and then determines which
ports to block, based on path cost. The port with the lower path cost is preferred. If port costs are equal, then
spanning tree compares BIDs. If the BIDs are equal, then the port priorities are used to break the tie. Lower
values are always preferred. In Part 3, you will change the port cost to control which port is blocked by
spanning tree.

Step 1: Locate the switch with the blocked port.

With the current configuration, only one switch should have a port that is blocked by STP. Issue the show
spanning-tree command on both non-root switches. In the example below, spanning tree is blocking port
FO/4 on the switch with the highest BID (S1).

S1l# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 0cd9.96d2.4000
Cost 19
Port 2 (FastEthernet0/2)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0cd9.96e8.8a00
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec
Interface Role Sts Cost Prio.Nbr Type
Fa0/2 Root FWD 19 128.2 P2p
Fa0/4 Altn BLK 19 128.4 P2p
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Lab — Building a Switched Network with Redundant Links

S3# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 0cd9.96d2.4000
Cost 19
Port 2 (FastEthernet0/2)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0cd9.96e8.7400
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 15 sec
Interface Role Sts Cost Prio.Nbr Type
Fa0/2 Root FWD 19 128.2 P2p
Fa0/4 Desg FWD 19 128.4 P2p

Note: Root bridge and port selection may differ in your topology.

Step 2: Change port cost.

In addition to the blocked port, the only other active port on this switch is the port designated as the root port.
Lower the cost of this root port to 18 by issuing the spanning-tree cost 18 interface configuration mode
command.

S1 (config)# interface £0/2
Sl (config-if)# spanning-tree cost 18

Step 3: Observe spanning tree changes.

Re-issue the show spanning-tree command on both non-root switches. Observe that the previously blocked
port (S1 - FO/4) is now a designated port and spanning tree is now blocking a port on the other non-root
switch (S3 - F0/4).

S1# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 0cd9.96d2.4000
Cost 18
Port 2 (FastEthernet0/2)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0cd9.96e8.8a00
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Lab — Building a Switched Network with Redundant Links

Interface Role Sts Cost Prio.Nbr Type
Fa0/2 Root FWD 18 128.2 P2p
Fa0/4 Desg FWD 19 128.4 P2p

S3# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 0cd9.96d2.4000
Cost 19
Port 2 (FastEthernet0/2)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0cd9.96e8.7400
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec
Interface Role Sts Cost Prio.Nbr Type
Fa0/2 Root FWD 19 128.2 P2p
Fa0/4 Altn BLK 19 128.4 P2p

Why did spanning tree change the previously blocked port to a designated port, and block the port that was a
designated port on the other switch?

Step 4: Remove port cost changes.
a. Issue the no spanning-tree cost 18 interface configuration mode command to remove the cost
statement that you created earlier.
S1 (config)# interface £0/2

Sl (config-if)# no spanning-tree cost 18

b. Re-issue the show spanning-tree command to verify that STP has reset the port on the non-root
switches back to the original port settings. It takes approximately 30 seconds for STP to complete the port
transition process.

Part 4: Observe STP Port Selection Based on Port Priority

If port costs are equal, then spanning tree compares BIDs. If the BIDs are equal, then the port priorities are
used to break the tie. The default port priority value is 128. STP aggregates the port priority with the port
number to break ties. Lower values are always preferred. In Part 4, you will activate redundant paths to each
switch to observe how STP selects a port using the port priority.

a. Activate ports FO/1 and F0/3 on all switches.

b. Wait 30 seconds for STP to complete the port transition process, and then issue the show spanning-tree
command on the non-root switches. Observe that the root port has moved to the lower numbered port
linked to the root switch, and blocked the previous root port.
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Lab — Building a Switched Network with Redundant Links

S1l# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 0cd9.96d2.4000
Cost 19
Port 1 (FastEthernet0/1)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0cd9.96e8.8a00
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 15 sec

Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Root FWD 19 128.1 P2p
Fa0/2 Altn BLK 19 128.2 P2p
Fa0/3 Altn BLK 19 128.3 P2p
Fa0/4 Altn BLK 19 128.4 P2p

S3# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 0cd9.96d2.4000
Cost 19
Port 1 (FastEthernet0/1)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0cd9.96e8.7400

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 15 sec

Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Root EFWD 19 128.1 P2p
Fa0/2 Altn BLK 19 128.2 P2p
Fa0/3 Desg FWD 19 128.3 P2p
Fa0/4 Desg FWD 19 128.4 P2p

What port did STP select as the root port on each non-root switch?

Why did STP select these ports as the root port on these switches?
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Lab — Building a Switched Network with Redundant Links

Reflection

1. After a root bridge has been selected, what is the first value STP uses to determine port selection?

2. If the first value is equal on the two ports, what is the next value that STP uses to determine port selection?

3. If both values are equal on the two ports, what is the next value that STP uses to determine port selection?
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2.3.2.3 Lab — Configuring Rapid PVST+, PortFast, and BPDU

Guard

Topology

Addressing Table

VLAN Assignments

Objectives

Part 1: Build the Network and Configure Basic Device Settings

Device Interface IP Address Subnet Mask
S1 VLAN 99 192.168.1.11 255.255.255.0
S2 VLAN 99 192.168.1.12 255.255.255.0
S3 VLAN 99 192.168.1.13 255.255.255.0
PC-A NIC 192.168.0.2 255.255.255.0
PC-C NIC 192.168.0.3 255.255.255.0

VLAN Name
10 User
99 Management

Part 2: Configure VLANSs, Native VLAN, and Trunks

Part 3: Configure the Root Bridge and Examine PVST+ Convergence

Part 4: Configure Rapid PVST+, PortFast, BPDU Guard, and Examine Convergence

© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.

Page 1 of 9



Lab — Configuring Rapid PVST+, PortFast, and BPDU Guard

Background / Scenario

The Per-VLAN Spanning Tree (PVST) protocol is Cisco proprietary. Cisco switches default to PVST. Rapid
PVST+ (IEEE 802.1w) is an enhanced version of PVST+ and allows for faster spanning-tree calculations and
convergence in response to Layer 2 topology changes. Rapid PVST+ defines three port states: discarding,

learning, and forwarding, and provides multiple enhancements to optimize network performance.

In this lab, you will configure the primary and secondary root bridge, examine PVST+ convergence, configure
Rapid PVST+ and compare its convergence to PVST+. In addition, you will configure edge ports to transition
immediately to a forwarding state using PortFast and prevent the edge ports from forwarding BDPUs using

BDPU guard.

Note: This lab provides minimal assistance with the actual commands necessary for configuration. However,
the required commands are provided in Appendix A. Test your knowledge by trying to configure the devices

without referring to the appendix.

Note: The switches used with CCNA hands-on labs are Cisco Catalyst 2960s with Cisco 10S Release 15.0(2)
(lanbasek9 image). Other switches and Cisco 10S versions can be used. Depending on the model and Cisco
IOS version, the commands available and output produced might vary from what is shown in the labs.

Note: Make sure that the switches have been erased and have no startup configurations. If you are unsure,

contact your instructor.

Required Resources
e 3 Switches (Cisco 2960 with Cisco 10S Release 15.0(2) lanbasek9 image or comparable)
e 2 PCs (Windows 7, Vista, or XP with terminal emulation program, such as Tera Term)
e Console cables to configure the Cisco IOS devices via the console ports
e Ethernet cables as shown in the topology

Part 1: Build the Network and Configure Basic Device Settings

In Part 1, you will set up the network topology and configure basic settings, such as the interface IP
addresses, device access, and passwords.

Step 1: Cable the network as shown in the topology.
Step 2: Configure PC hosts.
Step 3: Initialize and reload the switches as necessary.

Step 4: Configure basic settings for each switch.

a. Disable DNS lookup.
Configure the device name as shown in the Topology.

Assign cisco as the console and vty passwords and enable login.

Configure logging synchronous to prevent console messages from interrupting command entry.

b
c
d. Assign class as the encrypted privileged EXEC mode password.
e
f

Shut down all switch ports.

g. Copy the running configuration to startup configuration.
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Lab — Configuring Rapid PVST+, PortFast, and BPDU Guard

Part 2: Configure VLANSs, Native VLAN, and Trunks

In Part 2, you will create VLANS, assign switch ports to VLANSs, configure trunk ports, and change the native
VLAN for all switches.

Note: The required commands for Part 2 are provided in Appendix A. Test your knowledge by trying to
configure the VLANS, native VLAN, and trunks without referring to the appendix.

Step 1: Create VLANS.

Use the appropriate commands to create VLANs 10 and 99 on all of the switches. Name VLAN 10 as User
and VLAN 99 as Management.

config) # wvlan 10

S1(

Sl (config-vlan)# name User
S1(config-vlan)# wvlan 99
S1(

config-vlan)# name Management

S2 (config) # wvlan 10

S2 (config-vlan)# name User
S2 (config-vlan)# wvlan 99
S2 (

config-vlan)# name Management

S3(config)# wlan 10
S3(config-vlan) # name User
S3(config-vlan)# vlan 99
S3(config-vlan)# name Management

Step 2: Enable user ports in access mode and assign VLANSs.

For S1 FO/6 and S3 F0/18, enable the ports, configure them as access ports, and assign them to VLAN 10.

Step 3: Configure trunk ports and assign to native VLAN 99.
For ports FO/1 and FO/3 on all switches, enable the ports, configure them as trunk ports, and assign them to
native VLAN 99.

Step 4: Configure the management interface on all switches.
Using the Addressing Table, configure the management interface on all switches with the appropriate IP
address.

Step 5: Verify configurations and connectivity.

Use the show vlan brief command on all switches to verify that all VLANS are registered in the VLAN table
and that the correct ports are assigned.

Use the show interfaces trunk command on all switches to verify trunk interfaces.
Use the show running-config command on all switches to verify all other configurations.

What is the default setting for spanning-tree mode on Cisco switches?

Verify connectivity between PC-A and PC-C. Was your ping successful?
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If your ping was unsuccessful, troubleshoot the configurations until the issue is resolved.

Note: It may be necessary to disable the PC firewall to successfully ping between PCs.

Part 3. Configure the Root Bridge and Examine PVST+ Convergence

In Part 3, you will determine the default root in the network, assign the primary and secondary root, and use
the debug command to examine convergence of PVST+.

Note: The required commands for Part 3 are provided in Appendix A. Test your knowledge by trying to
configure the root bridge without referring to the appendix.

Step 1: Determine the current root bridge.

Which command allows a user to determine the spanning-tree status of a Cisco Catalyst switch for all
VLANs? Write the command in the space provided.

Use the command on all three switches to determine the answers to the following questions:

Note: There are three instances of the spanning tree on each switch. The default STP configuration on Cisco
switches is PVST+, which creates a separate spanning tree instance for each VLAN (VLAN 1 and any user-
configured VLANS).

What is the bridge priority of switch S1 for VLAN 1?
What is the bridge priority of switch S2 for VLAN 17?
What is the bridge priority of switch S3 for VLAN 17
Which switch is the root bridge?

Why was this switch elected as the root bridge?

Step 2: Configure a primary and secondary root bridge for all existing VLANS.

Having a root bridge (switch) elected by MAC address may lead to a suboptimal configuration. In this lab, you
will configure switch S2 as the root bridge and S1 as the secondary root bridge.

a. Configure switch S2 to be the primary root bridge for all existing VLANs. Write the command in the space
provided.

b. Configure switch S1 to be the secondary root bridge for all existing VLANs. Write the command in the
space provided.

Use the show spanning-tree command to answer the following questions:
What is the bridge priority of S1 for VLAN 17?
What is the bridge priority of S2 for VLAN 17?

Which interface in the network is in a blocking state?

Step 3: Change the Layer 2 topology and examine convergence.

To examine PVST+ convergence, you will create a Layer 2 topology change while using the debug command
to monitor spanning-tree events.

a. Enter the debug spanning-tree events command in privileged EXEC mode on switch S3.
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S3# debug spanning-tree events
Spanning Tree event debugging is on
b. Create a topology change by disabling interface FO/1 on S3.

S3(config)# interface £0/1
S3(config-if)# shutdown
*Mar 1 00:58:56.225: STP: VLANOOOl new root port Fa0/3,

cost 38

*Mar 1 00:58:56.225: STP: VLAN0OOOl Fa0/3 -> listening

*Mar 1 00:58:56.225: STP[1]: Generating TC trap for port FastEthernet(0/1
*Mar 1 00:58:56.225: STP: VLANOO010 new root port Fa0/3, cost 38

*Mar 1 00:58:56.225: STP: VLAN0010 Fa0/3 -> listening

*Mar 1 00:58:56.225: STP[10]: Generating TC trap for port FastEthernet0/1
*Mar 1 00:58:56.225: STP: VLANO0O099 new root port Fa0/3, cost 38

*Mar 1 00:58:56.225: STP: VLAN0099 Fa0/3 -> listening

*Mar 1 00:58:56.225: STP[99]: Generating TC trap for port FastEthernet0/1
*Mar 1 00:58:56.242: SLINEPROTO-5-UPDOWN: Line protocol

state to down

*Mar 1 00:58:56.242: SLINEPROTO-5-UPDOWN: Line protocol
state to down

on Interface Vlanl, changed

on Interface V1an99, changed

*Mar 1 00:58:58.214: $LINK-5-CHANGED: Interface FastEthernet0/1, changed state to

administratively down

*Mar 1 00:58:58.230: STP: VLANOOOl sent Topology Change
*Mar 1 00:58:58.230: STP: VLANOO1lO0 sent Topology Change
*Mar 1 00:58:58.230: STP: VLANOO099 sent Topology Change

*Mar 1 00:58:59.220: $SLINEPROTO-5-UPDOWN: Line protocol
changed state to down

*Mar 1 00:59:11.233: STP: VLAN0OOOl Fa0/3 -> learning

Notice on Fa0/3
Notice on Fa0/3
Notice on Fa0/3
on Interface FastEthernet0/1,

*Mar 1 00:59:11.233: STP: VLANOO1lO Fa0/3 -> learning

*Mar 1 00:59:11.233: STP: VLAN0099 Fa0/3 -> learning

*Mar 1 00:59:26.240: STP[1]: Generating TC trap for port FastEthernet0/3
*Mar 1 00:59:26.240: STP: VLAN0O0Ol Fa0/3 -> forwarding

*Mar 1 00:59:26.240: STP[10]: Generating TC trap for port FastEthernet0/3
*Mar 1 00:59:26.240: STP: VLANOO10 sent Topology Change Notice on Fa0/3
*Mar 1 00:59:26.240: STP: VLAN0010 Fa0/3 -> forwarding

*Mar 1 00:59:26.240: STP[99]: Generating TC trap for port FastEthernet0/3
*Mar 1 00:59:26.240: STP: VLANO0099 Fa0/3 -> forwarding

*Mar 1 00:59:26.248: SLINEPROTO-5-UPDOWN: Line protocol

state to up

*Mar 1 00:59:26.248: 3LINEPROTO-5-UPDOWN: Line protocol
state to up

on Interface Vlanl, changed

on Interface V1an99, changed

Note: Before proceeding, use the debug output to verify that all VLANs on FO/3 have reached a
forwarding state then use the command no debug spanning-tree events to stop the debug output.

Through which port states do each VLAN on FO0/3 proceed during network convergence?

Using the time stamp from the first and last STP debug message, calculate the time (to the nearest
second) that it took for the network to converge. Hint: The debug timestamp format is date

hh.mm.ss:msec.
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Part 4. Configure Rapid PVST+, PortFast, BPDU Guard, and Examine
Convergence

In Part 4, you will configure Rapid PVST+ on all switches. You will configure PortFast and BPDU guard on all
access ports, and then use the debug command to examine Rapid PVST+ convergence.

Note: The required commands for Part 4 are provided in Appendix A. Test your knowledge by trying to
configure the Rapid PVST+, PortFast, and BPDU guard without referring to the appendix.

Step 1. Configure Rapid PVST+.
a. Configure S1 for Rapid PVST+. Write the command in the space provided.

b. Configure S2 and S3 for Rapid PVST+.
c. Verify configurations with the show running-config | include spanning-tree mode command.

S1# show running-config | include spanning-tree mode

spanning-tree mode rapid-pvst

S2# show running-config | include spanning-tree mode

spanning-tree mode rapid-pvst

S3# show running-config | include spanning-tree mode

spanning-tree mode rapid-pvst

Step 2: Configure PortFast and BPDU Guard on access ports.

PortFast is a feature of spanning tree that transitions a port immediately to a forwarding state as soon as it is
turned on. This is useful in connecting hosts so that they can start communicating on the VLAN instantly,
rather than waiting on spanning tree. To prevent ports that are configured with PortFast from forwarding
BPDUs, which could change the spanning tree topology, BPDU guard can be enabled. At the receipt of a
BPDU, BPDU guard disables a port configured with PortFast.

a. Configure interface FO/6 on S1 with PortFast. Write the command in the space provided.

b. Configure interface FO/6 on S1 with BPDU guard. Write the command in the space provided.

c. Globally configure all non-trunking ports on switch S3 with PortFast. Write the command in the space
provided.

d. Globally configure all non-trunking PortFast ports on switch S3 with BPDU guard. Write the command in
the space provided.
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Step 3: Examine Rapid PVST+ convergence.

a. Enter the debug spanning-tree events command in privileged EXEC mode on switch S3.

b. Create a topology change by enabling interface FO/1 on switch S3.

S3(config)# interface £0/1
S3(config-if)# no shutdown
$LINK-3-UPDOWN: Interface FastEthernet0/1, changed state to up

*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
*Mar 1 01:
proposal

*Mar 1 01:
proposal

*Mar 1 01:
proposal

*Mar 1 01:

28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

28:

28:

28:

changed state

34.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.
37.

37.

37.

38.

to

946:
588:
588:
588:
588:
588:
588:
597:
597:
597:
597:
597:
597:
597:
597:
597:
597:
597:
597:
597:
597:
605:
605:
605:
605:
605:
605:
605:
622:

622:

622:

595:

up

initializing port Fa0/1
Fa0/1 is now designated
): initializing port Fa0/1
): FaO0/1 is now designated
): initializing port FaO/1
): FaO/1 is now designated
transmitting a proposal on FaO/1
) : transmitting a proposal on FaO/1
) : transmitting a proposal on FaO/1
updt roles, received superior bpdu on Fal/1
Fa0/1 is now root port
Fa0/3 blocked by re-root
synced Fa0/1
Fa0/3 is now alternate
updt roles, received superior bpdu on FaO/1
Fa0/1 is now root port
Fa0/3 blocked by re-root
synced Fa0/1
Fa0/3 is now alternate
updt roles, received superior bpdu on FaO/1
Fa0/1 is now root port
Fa0/3 blocked by re-root
synced Fa0/1
Fa0/3 is now alternate
Generating TC trap for port FastEthernet0/1
STP[10]: Generating TC trap for port FastEthernet(0/1
STP[99]: Generating TC trap for port FastEthernet0/1

RSTP (1) : transmitting an agreement on Fa0/l as a response to a

RSTP (10) : transmitting an agreement on FalO/l as a response to a

RSTP (99) : transmitting an agreement on FalO/l1 as a response to a

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1,

Using the time stamp from the first and last RSTP debug message, calculate the time that it took for the
network to converge.
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Reflection
1. What is the main benefit of using Rapid PVST+?

2. How does configuring a port with PortFast allow for faster convergence?

3. What protection does BPDU guard provide?

Appendix A — Switch Configuration Commands

Switch S1

config) # vlan 10

config-vlan) # name User
config-vlan) # vlan 99
config-vlan) # name Management
config-vlan) # exit

config)# interface £0/6
config-if)# no shutdown
config-if)# switchport mode access
config-if
config-if interface £0/1
config-if no shutdown
config-if switchport mode trunk
config-if
config-if no shutdown
config-if switchport mode trunk
config-if

config-if interface vlan 99

)
) #
) #
) #
) #
) #
)# interface £0/3
) #
) #
) #
) #
) #

config-if

config-if)# exit

config)# spanning-tree vlan 1,10,99 root secondary
config) # spanning-tree mode rapid-pvst

config) # interface £0/6

1
1¢
1
1
1¢
1¢
1
1(c
1¢
1
1
1¢
1(config-if
1
1¢
1
1
1
1
1
1
1
1
1 (config-if)# spanning-tree portfast
1

config-if)# spanning-tree bpduguard enable

Switch S2

S2 (config)# wvlan 10
S2 (config-vlan)# name User
S2 (config-vlan)# vlan 99
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switchport access wvlan 10

switchport trunk native vlan 99

switchport trunk native vlan 99

ip address 192.168.1.11 255.255.255.0
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config-vlan) # name Management
config-vlan) # exit

config) # interface £0/1
config-if) # no shutdown
config-if)# switchport mode trunk
config-if switchport trunk native vlan 99
config-if interface £0/3
no shutdown
config-if
config-if switchport trunk native vlan 99
interface vlan 99

ip address 192.168.1.12 255.255.255.0

config-if) # exit

#
#
#
# switchport mode trunk
#
config-if) #
#

config-if

S2(
S2(
S2(
S2(
S2( )
S2( )
S2( )
S2 (config-if)
S2( )
S2( )
S2( )
S2( )
S2(
S2 (config) # spanning-tree vlan 1,10,99 root primary
S2(

config) # spanning-tree mode rapid-pvst

Switch S3

config)# wvlan 10

config-vlan) # name User
config-vlan) # vlan 99
config-vlan)# name Management
config-vlan) # exit

config)# interface £0/18
config-if) # no shutdown
config-if)# switchport mode access
config-if switchport access vlan 10
config-if spanning-tree portfast
config-if spanning-tree bpduguard enable
interface £0/1

config-if no shutdown
config-if switchport mode trunk
config-if
interface £0/3
no shutdown

config-if
config-if
config-if switchport mode trunk
config-if switchport trunk native vlan 99
interface vlan 99

ip address 192.168.1.13 255.255.255.0

config-if)# exit

config-if

)
) #
) #
) #
) #
) #
) #
) # switchport trunk native vlan 99
) #
) #
) #
) #
) #
) #

S3(
S3(
S3(
S3(
S3(
S3(
S3(
S3(
S3(
S3(
S3(
S3(config-if
S3(
S3(
S3(
S3(
S3(
S3(
S3(
S3(
S3(config-if
S3(
S3(

config) # spanning-tree mode rapid-pvst
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Addressing Table

Device Interface IP Address Subnet Mask Default Gateway

R1 GO0/1 192.168.1.1 255.255.255.0 N/A

S0/0/0 (DCE) 10.1.1.1 255.255.255.252 | N/A
R2 S0/0/0 10.1.1.2 255.255.255.252 | N/A

S0/0/1 (DCE) 10.2.2.2 255.255.255.252 | N/A

Lol 209.165.200.225 | 255.255.255.224 | N/A
R3 GO0/1 192.168.1.3 255.255.255.0 N/A

S0/0/1 10.2.2.1 255.255.255.252 | N/A
S1 VLAN 1 192.168.1.11 255.255.255.0 192.168.1.1
S3 VLAN 1 192.168.1.13 255.255.255.0 192.168.1.3
PC-A NIC 192.168.1.31 255.255.255.0 192.168.1.1
PC-C NIC 192.168.1.33 255.255.255.0 192.168.1.3

Objectives

Part 1: Build the Network and Verify Connectivity

Part 2: Configure First Hop Redundancy using HSRP

Part 3: Configure First Hop Redundancy using GLBP

Background / Scenario

Spanning tree provides loop-free redundancy between switches within your LAN. However, it does not

provide redundant default gateways for end-user devices within your network if one of your routers fails. First
Hop Redundancy Protocols (FHRPs) provide redundant default gateways for end devices with no end-user
configuration necessary.

In this lab, you will configure two FHRPs. In Part 2, you will configure Cisco’s Hot Standby Routing Protocol
(HSRP), and in Part 3 you will configure Cisco’s Gateway Load Balancing Protocol (GLBP).

Note: The routers used with CCNA hands-on labs are Cisco 1941 Integrated Services Routers (ISRs) with
Cisco 10S Release 15.2(4)M3 (universalk9 image). The switches used are Cisco Catalyst 2960s with Cisco
IOS Release 15.0(2) (lanbasek9 image). Other routers, switches, and Cisco IOS versions can be used.
Depending on the model and Cisco 10S version, the commands available and output produced might vary
from what is shown in the labs. Refer to the Router Interface Summary Table at the end of this lab for the
correct interface identifiers.

Note: Make sure that the routers and switches have been erased and have no startup configurations. If you
are unsure, contact your instructor.

Required Resources
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e 3 Routers (Cisco 1941 with Cisco IOS Release 15.2(4)M3 universal image or comparable)
e 2 Switches (Cisco 2960 with Cisco 10S Release 15.0(2) lanbasek9 image or comparable)
e 2 PCs (Windows 7, Vista, or XP with terminal emulation program, such as Tera Term)

e Console cables to configure the Cisco IOS devices via the console ports
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Ethernet and serial cables as shown in the topology

Part 1. Build the Network and Verify Connectivity

In Part 1, you will set up the network topology and configure basic settings, such as the interface IP
addresses, static routing, device access, and passwords.

Step 1: Cable the network as shown in the topology.

Attach the devices as shown in the topology diagram, and cable as necessary.

Step 2: Configure PC hosts.

Step 3:

Initialize and reload the routers and switches as necessary.

Step 4: Configure basic settings for each router.

a.

b
c
d.
e
f

5 Q@

Disable DNS lookup.

Configure the device name as shown in the topology.

Configure IP addresses for the routers as listed in the Addressing Table.
Set clock rate to 128000 for all DCE serial interfaces.

Assign class as the encrypted privileged EXEC mode password.

Assign cisco for the console and vty password and enable login.

Configure logging synchronous to prevent console messages from interrupting command entry.

Copy the running configuration to the startup configuration.

Step 5: Configure basic settings for each switch.

-~ 0o o o0 T

2 Q@

Disable DNS lookup.

Configure the device name as shown in the topology.

Assign class as the encrypted privileged EXEC mode password.
Configure IP addresses for the switches as listed in the Addressing Table.
Configure the default gateway on each switch.

Assign cisco for the console and vty password and enable login.

Configure logging synchronous to prevent console messages from interrupting command entry.

Copy the running configuration to the startup configuration.

Step 6: Verify connectivity between PC-A and PC-C.

Ping from PC-A to PC-C. Were the ping results successful?

If the pings are not successful, troubleshoot the basic device configurations before continuing.

Note: It may be necessary to disable the PC firewall to successfully ping between PCs.

Step 7: Configure routing.

a.

Configure OSPF on the routers in area 0 with process ID of 1. Add all the networks, except
209.165.200.224/27 into the OSPF process.
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b.

Configure a default route on R2 using Lol as the exit interface to 209.165.200.224/27 network and
redistribute this route into the OSPF process.

Step 8: Verify connectivity.

a.

From PC-A, you should be able to ping every interface on R1, R2, R3, and PC-C. Were all pings
successful?

If the pings are not successful, troubleshoot the basic device configurations before continuing.

From PC-C, you should be able to ping every interface on R1, R2, R3, and PC-A. Were all pings
successful?

If the pings are not successful, troubleshoot the basic device configurations before continuing.

Part 2: Configure First Hop Redundancy Using HSRP

Even though the topology has been designed with some redundancy (two routers and two switches on the
same LAN network), both PC-A and PC-C are configured with only one gateway address. PC-A is using R1
and PC-C is using R3. If either of these routers or the interfaces on the routers went down, the PC could lose
its connection to the Internet.

In Part 2, you will test how the network behaves both before and after configuring HSRP. To do this, you will
determine the path that packets take to the loopback address on R2.

Step 1: Determine the path for Internet traffic for PC-A and PC-C.

a.

From a command prompt on PC-A, issue a tracert command to the 209.165.200.225 loopback address
of R2.

C:\ tracert 209.165.200.225
Tracing route to 209.165.200.225 over a maximum of 30 hops

1 1 ms 1 ms 1 ms 192.168.1.1
2 13 ms 13 ms 13 ms 209.165.200.225

Trace complete.

What path did the packets take from PC-A to 209.165.200.225?

From a command prompt on PC-C, issue a tracert command to the 209.165.200.225 loopback address
of R2.

What path did the packets take from PC-C to 209.165.200.225?

Step 2: Start a ping session on PC-A, and break the connection between S1 and R1.

a.

From a command prompt on PC-A, issue a ping —t command to the 209.165.200.225 address on R2.
Make sure you leave the command prompt window open.

Note: The pings continue until you press Ctrl+C, or until you close the command prompt window.

C:\ ping -t 209.165.200.225
Pinging 209.165.200.225 with 32 bytes of data:

Reply from 209.165.200.225: bytes=32 time=9ms TTL=254
Reply from 209.165.200.225: bytes=32 time=9ms TTL=254
Reply from 209.165.200.225: bytes=32 time=9ms TTL=254
Reply from 209.165.200.225: bytes=32 time=9ms TTL=254
Reply from 209.165.200.225: bytes=32 time=9ms TTL=254
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Reply from 209.165.200.225: bytes=32 time=9ms TTL=254
Reply from 209.165.200.225: bytes=32 time=9ms TTL=254
Reply from 209.165.200.225: bytes=32 time=9ms TTL=254
Reply from 209.165.200.225: bytes=32 time=9ms TTL=254
Reply from 209.165.200.225: bytes=32 time=9ms TTL=254
Reply from 209.165.200.225: bytes=32 time=9ms TTL=254
Reply from 209.165.200.225: bytes=32 time=9ms TTL=254
Reply from 209.165.200.225: bytes=32 time=9ms TTL=254
<output omitted>

b. As the ping continues, disconnect the Ethernet cable from FO/5 on S1. You can also shut down the S1
FO/5 interface, which creates the same result.

What happened to the ping traffic?

c. Repeat Steps 2a and 2b on PC-C and S3. Disconnect cable from FO/5 on S3.

What were your results?

d. Reconnect the Ethernet cables to FO/5 or enable the FO/5 interface on both S1 and S3, respectively. Re-
issue pings to 209.165.200.225 from both PC-A and PC-C to make sure connectivity is re-established.

Step 3: Configure HSRP on R1 and R3.

In this step, you will configure HSRP and change the default gateway address on PC-A, PC-C, S1, and S2 to
the virtual IP address for HSRP. R1 becomes the active router via configuration of the HSRP priority
command.

a. Configure HSRP on R1.

Rl (config) # interface g0/1

Rl (config-if) # standby 1 ip 192.168.1.254
Rl (config-if) # standby 1 priority 150

Rl (config-if) # standby 1 preempt

b. Configure HSRP on R3.

R3(config) # interface g0/1
R3(config-if) # standby 1 ip 192.168.1.254

c. Verify HSRP by issuing the show standby command on R1 and R3.

R1# show standby
GigabitEthernet0/1 - Group 1
State is Active
1 state change, last state change 00:02:11
Virtual IP address is 192.168.1.254
Active virtual MAC address is 0000.0c07.ac01
Local virtual MAC address is 0000.0c07.ac0l (vl default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.784 secs
Preemption enabled
Active router is local

Standby router is 192.168.1.3, priority 100 (expires in 9.568 sec)
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Priority 150 (configured 150)
Group name is "hsrp-GiO/1-1" (default)

R3# show standby
GigabitEthernet0/1 - Group 1
State is Standby
4 state changes, last state change 00:02:20
Virtual IP address is 192.168.1.254
Active virtual MAC address is 0000.0c07.ac01l

Local virtual MAC address is 0000.0c07.ac01 (vl default)

Hello time 3 sec, hold time 10 sec
Next hello sent in 2.128 secs

Preemption disabled

Active router is 192.168.1.1, priority 150 (expires in 10.592 sec)

Standby router is local
Priority 100 (default 100)
Group name is "hsrp-GiO/1-1" (default)

Using the output shown above, answer the following questions:
Which router is the active router?
What is the MAC address for the virtual IP address?

What is the IP address and priority of the standby router?

d. Use the show standby brief command on R1 and R3 to view an HSRP status summary. Sample output

is shown below.
R1# show standby brief

P indicates configured to preempt.

|
Interface Grp Pri P State Active Standby

Gi0/1 1 150 P Active 1local 192.168.

R3# show standby brief

P indicates configured to preempt.

|
Interface Grp Pri P State Active Standby
Gi0/1 1 100 Standby 192.168.1.1 local

1.

Virtual IP
192.168.1.254

Virtual IP
192.168.1.254

e. Change the default gateway address for PC-A, PC-C, S1, and S3. Which address should you use?

f.  Verify the new settings. Issue a ping from both PC-A and PC-C to the loopback address of R2. Are the

pings successful?

Step 4: Start a ping session on PC-A and break the connection between the switch that is

connected to the Active HSRP router (R1).

a. From a command prompt on PC-A, issue a ping —t command to the 209.165.200.225 address on R2.

Ensure that you leave the command prompt window open.
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b.

As the ping continues, disconnect the Ethernet cable from F0/5 on S1 or shut down the FO/5 interface.

What happened to the ping traffic?

Step 5: Verify HSRP settings on R1 and R3.

a.

Issue the show standby brief command on R1 and R3.

Which router is the active router?

Reconnect the cable between the switch and the router or enable interface FO/5.
Disable the HSRP configuration commands on R1 and R3.

Rl (config)# interface g0/1
Rl (config-if) # no standby 1

R3 (config) # interface g0/1
R3(config-if) # no standby 1

Part 3: Configure First Hop Redundancy Using GLBP

By default, HSRP does NOT do load balancing. The active router always handles all of the traffic, while the
standby router sits unused, unless there is a link failure. This is not an efficient use of resources. GLBP
provides nonstop path redundancy for IP by sharing protocol and MAC addresses between redundant
gateways. GLBP also allows a group of routers to share the load of the default gateway on a LAN.
Configuring GLBP is very similar to HSRP. Load balancing can be done in a variety of ways using GLBP. In
this lab, you will use the round-robin method.

Step 1: Configure GLBP on R1 and R3.

a.

Configure GLBP on R1.

Rl (config) # interface g0/1

R1 (config-if)# glbp 1 ip 192.168.1.254
Rl (config-if)# glbp 1 preempt
R1 (
R1 (

)
config-if)# glbp 1 priority 150
config-if)# glbp 1 load-balancing round-robin

Configure GLBP on R3.

R3(config) # interface g0/1
R3 (config-if)# glbp 1 ip 192.168.1.254
R3(config-if)# glbp 1 load-balancing round-robin

Step 2: Verify GLBP on R1 and R3.

a.

Issue the show glbp brief command on R1 and R3.
R1# show glbp brief

Interface Grp Fwd Pri State Address Active router Standby router
Gi0/1 1 - 150 Active 192.168.1.254 local 192.168.1.3
Gi0/1 1 1 - Active 0007.p400.0101 1local -
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Gi0/1 1 2 - Listen 0007.0400.0102 192.168.1.3 -

R3# show glbp brief

Interface Grp Fwd Pri State Address Active router Standby router
Gi0/1 1 - 100 Standby 192.168.1.254 192.168.1.1 local

Gi0/1 1 1 - Listen 0007.p400.0101 192.168.1.1 -

Gi0/1 1 2 - Active 0007.0400.0102 1local -

Step 3: Generate traffic from PC-A and PC-C to the R2 loopback interface.

a. From a command prompt on PC-A, ping the 209.165.200.225 address of R2.
C:\> ping 209.165.200.225
b. Issue an arp —a command on PC-A. Which MAC address is used for the 192.168.1.254 address?

c. Generate more traffic to the loopback interface of R2. Issue another arp —a command. Did the MAC
address change for the default gateway address of 192.168.1.254?

As you can see, both R1 and R3 play a role in forwarding traffic to the loopback interface of R2. Neither
router remains idle.

Step 4: Start a ping session on PC-A, and break the connection between the switch that is
connected to R1.

a. From a command prompt on PC-A, issue a ping —t command to the 209.165.200.225 address on R2.
Make sure you leave the command prompt window open.

b. As the ping continues, disconnect the Ethernet cable from FO0/5 on S1 or shut down the FO/5 interface.

What happened to the ping traffic?

Reflection

1. Why would there be a need for redundancy in a LAN?

2. If you had a choice, which protocol would you implement in your network, HSRP or GLBP? Explain your
choice.
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Router Interface Summary Table

Router Interface Summary

Router Model

Ethernet Interface #1

Ethernet Interface #2

Serial Interface #1

Serial Interface #2

1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)

1900 Gigabit Ethernet 0/0 Gigabit Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
(G0/0) (G0/1)

2801 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/1/0 (S0/1/0) | Serial 0/1/1 (S0/1/1)
(FO/0) (FO/1)

2811 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)

2900 Gigabit Ethernet 0/0 Gigabit Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)

(GO/0)

(GO/1)

Note: To find out how the router is configured, look at the interfaces to identify the type of router and how many
interfaces the router has. There is no way to effectively list all the combinations of configurations for each router
class. This table includes identifiers for the possible combinations of Ethernet and Serial interfaces in the device.
The table does not include any other type of interface, even though a specific router may contain one. An
example of this might be an ISDN BRI interface. The string in parenthesis is the legal abbreviation that can be
used in Cisco I0S commands to represent the interface.
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2.5.1.1 Documentation Tree

Objective

Identify common STP configuration issues.

Scenario

The employees in your building are having difficulty accessing a web server on the network. You look for the
network documentation that the previous network engineer used before he transitioned to a new job; however,
you cannot find any network documentation whatsoever.

Therefore, you decide create your own network recordkeeping system. You decide to start at the access layer of
your network hierarchy. This is where redundant switches are located, as well as the company servers, printers,
and local hosts.

You create a matrix to record your documentation and include access layer switches on the list. You also decide
to document switch names, ports in use, cabling connections, and root ports, designated ports, and alternate
ports.

For more detailed instructions on how to design your model, use the student PDF that accompanies this activity.

Resources

e Packet Tracer software
e Word processing software

Directions
Step 1: Create the topology diagram with three redundant switches.
Step 2: Connect host devices to the switches.

Step 3: Create the switch documentation matrix.

a. Name and switch location

=3

General switch description

Model, IOS version, and image name
Switch serial number

MAC address

-~ o o 0

Ports currently in use

Cable connections

2 Q@

Root ports

Designated ports, status, and cost

j- Alternate ports, status, and cost
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Step 4: Use show commands to locate Layer 2 switch information.

a. show version
b. show cdp neighbors detail

c. show spanning-tree
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3.0.1.2 Imagine This

Objective

Explain the operation of link aggregation in a switched LAN environment.

Scenario

It is the end of the work day. In your small- to medium-sized business, you are trying to explain to the network
engineers about EtherChannel and how it looks when it is physically set up. The network engineers have
difficulties envisioning how two switches could possibly be connected via several links that collectively act as one
channel or connection. Your company is definitely considering implementing an EtherChannel network.

Therefore, you end the meeting with an assignment for the engineers. To prepare for the next day’s meeting, they
are to perform some research and bring to the meeting one graphic representation of an EtherChannel network
connection. They are tasked with explaining how an EtherChannel network operates to the other engineers.

When researching EtherChannel, a good question to search for is “What does EtherChannel look like?” Prepare a
few slides to demonstrate your research that will be presented to the network engineering group. These slides
should provide a solid grasp of how EtherChannels are physically created within a network topology. Your goal is
to ensure that everyone leaving the next meeting will have a good idea as to why they would consider moving to a
network topology using EtherChannel as an option.

Required Resources

¢ Internet connectivity for research
e Software program for presentation model

Step 1: Use the Internet to research graphics depicting EtherChannel.

Step 2: Prepare athree-slide presentation to share with the class.

a. The first slide should show a very short, concise definition of a switch-to-switch EtherChannel.

b. The second slide should show a graphic of how a switch-to-switch EtherChannel physical topology would
look if used in a small- to medium-sized business.

c. The third slide should list three advantages of using EtherChannel.
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3.2.1.4 Lab — Configuring EtherChannel

Topology

PAgP (Pol)

Addressing Table

Objectives

Device Interface IP Address Subnet Mask
S1 VLAN 99 192.168.99.11 255.255.255.0
S2 VLAN 99 192.168.99.12 255.255.255.0
S3 VLAN 99 192.168.99.13 255.255.255.0
PC-A NIC 192.168.10.1 255.255.255.0
PC-B NIC 192.168.10.2 255.255.255.0
PC-C NIC 192.168.10.3 255.255.255.0

Part 1: Configure Basic Switch Settings
Part 2: Configure PAgP
Part 3: Configure LACP

Background / Scenario

Mind Wide Open”

Link aggregation allows the creation of logical links that are comprised of two or more physical links. This
provides increased throughput beyond using only one physical link. Link aggregation also provides
redundancy if one of the links fails.

In this lab, you will configure EtherChannel, a form of link aggregation used in switched networks. You will
configure EtherChannel using Port Aggregation Protocol (PAgP) and Link Aggregation Control Protocol

(LACP).
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Note: PAgP is a Cisco-proprietary protocol that you can only run on Cisco switches and on switches that are
licensed vendors to support PAgP. LACP is a link aggregation protocol that is defined by IEEE 802.3ad, and it
is not associated with any specific vendor.

LACP allows Cisco switches to manage Ethernet channels between switches that conform to the 802.3ad
protocol. You can configure up to 16 ports to form a channel. Eight of the ports are in active mode and the
other eight are in standby mode. When any of the active ports fail, a standby port becomes active. Standby
mode works only for LACP, not for PAgP.

Note: The switches used with CCNA hands-on labs are Cisco Catalyst 2960s with Cisco 10S Release 15.0(2)
(lanbasek9 image). Other switches and Cisco 10S versions can be used. Depending on the model and Cisco
IOS version, the commands available and output produced might vary from what is shown in the labs.

Note: Make sure that the switches have been erased and have no startup configurations. If you are unsure,

contact your instructor.

Required Resources
e 3 Switches (Cisco 2960 with Cisco 10S Release 15.0(2) lanbasek9 image or comparable)
e 3 PCs (Windows 7, Vista, or XP with terminal emulation program, such as Tera Term)
e Console cables to configure the Cisco IOS devices via the console ports
e Ethernet cables as shown in the topology

Part 1: Configure Basic Switch Settings

In Part 1, you will set up the network topology and configure basic settings, such as the interface IP
addresses, device access, and passwords.

Step 1: Cable the network as shown in the topology.

Attach the devices as shown in the topology diagram, and cable as necessary.

Step 2: Initialize and reload the switches.

Step 3: Configure basic settings for each switch.

a. Disable DNS lookup.

Configure the device name as displayed in the topology.

=3

Encrypt plain text passwords.
Create a MOTD banner warning users that unauthorized access is prohibited.

Assign class as the encrypted privileged EXEC mode password.

=~ ® o o

Assign cisco as the console and vty password and enable login.

Configure logging synchronous to prevent console message from interrupting command entry.

2 @

Shut down all switchports except the ports connected to PCs.

Configure VLAN 99 and name it Management.

j-  Configure VLAN 10 and name it Staff.

k. Configure the switch ports with attached hosts as access ports in VLAN 10.
I.  Assign the IP addresses according to the Addressing Table.

m. Copy the running configuration to startup configuration.
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Step 4. Configure the PCs.

Assign IP addresses to the PCs according to the Addressing Table.

Part 2: Configure PAgP

PAgP is a Cisco proprietary protocol for link aggregation. In Part 2, a link between S1 and S3 will be

configured using PAgP.

Step 1: Configure PAgP on S1 and S3.

For a link between S1 and S3, configure the ports on S1 with PAgP desirable mode and the ports on S3 with
PAgP auto mode. Enable the ports after PAgP modes have been configured.

S1 (config)# interface range £0/3-4

Sl (config-if-range)# channel-group 1 mode desirable

Creating a port-channel interface Port-channel 1
Sl (config-if-range)# no shutdown

S3(config) # interface range £0/3-4

S3 (config-if-range)# channel-group 1 mode auto

Creating a port-channel interface Port-channel 1

S3(config-if-range)# no shutdown

*Mar 1 00:09:12.792: SLINK-3-UPDOWN: Interface
*Mar 1 00:09:12.792: SLINK-3-UPDOWN: Interface
S3 (config-if-range) #

*Mar 1 00:09:15.384: SLINEPROTO-5-UPDOWN: Line
changed state to up

*Mar 1 00:09:16.265: $LINEPROTO-5-UPDOWN: Line
changed state to up

S3 (config-if-range) #
*Mar 1 00:09:16.357: SLINK-3-UPDOWN: Interface

*Mar 1 00:09:17.364: $SLINEPROTO-5-UPDOWN: Line
changed state to up

*Mar 1 00:09:44.383: SLINEPROTO-5-UPDOWN: Line
state to up

Step 2. Examine the configuration on the ports.

FastEthernet0/3, changed state to up
FastEthernet0/4, changed state to up

protocol on Interface FastEthernet0/3,

protocol on Interface FastEthernet0/4,

Port-channell, changed state to up

protocol on Interface Port-channell,

protocol on Interface Vlanl, changed

Currently the FO/3, FO/4, and Pol (Port-channell) interfaces on both S1 and S3 are in access operational

mode with the administrative mode in dynamic auto. Verify the

configuration using the show run interface

interface-id and show interfaces interface-id switchport commands, respectively. The example

configuration outputs for FO/3 on S1 are as follows:

S1# show run interface £0/3

Building configuration...

Current configuration : 103 bytes
!
interface FastEthernet0/3

channel-group 1 mode desirable

© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.

Page 3 of 7



Lab — Configuring EtherChannel

S1# show interfaces £0/3 switchport

Name: Fa0/3

Switchport: Enabled

Administrative Mode: dynamic auto

Operational Mode: static access (member of bundle Pol)
Administrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: native
Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk associations: none
Administrative private-vlan trunk mappings: none
Operational private-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false
Unknown unicast blocked: disabled
Unknown multicast blocked: disabled

Appliance trust: none

Step 3: Verify that the ports have been aggregated.

S1# show etherchannel summary

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer?2
U - in use f - failed to allocate aggregator

- not in use, minimum links not met
- unsuitable for bundling

waiting to be aggregated

- default port

o = ¢ =X
|

Number of channel-groups in use: 1

Number of aggregators: 1
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Group Port-channel Protocol Ports
—————— -
1 Pol (SU) PAgP Fa0/3 (P) Fa0/4 (P)

S3# show etherchannel summary

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use f - failed to allocate aggregator
M - not in use, minimum links not met
u - unsuitable for bundling
w - waiting to be aggregated
d - default port

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

—————— e e et e e
1 Pol (SU) PAgP Fa0/3 (P) Fa0/4 (P)

What do the flags, SU and P, indicate in the Ethernet summary?

Step 4: Configure trunk ports.

After the ports have been aggregated, commands applied at the port channel interface affect all the links that
were bundled together. Manually configure the Pol ports on S1 and S3 as trunk ports and assign them to
native VLAN 99.

Sl (config) # interface port-channel 1

Sl (config-if)# switchport mode trunk

Sl (config-if)# switchport trunk native vlan 99

S3(config) # interface port-channel 1
S3 (config-if)# switchport mode trunk
S3(config-if)# switchport trunk native vlan 99

Step 5: Verify that the ports are configured as trunk ports.

a. Issue the show run interface interface-id commands on S1 and S3. What commands are listed for FO/3
and FO0/4 on both switches? Compare the results to the running configuration for the Pol interface?
Record your observation.
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b. Issue the show interfaces trunk and show spanning-tree commands on S1 and S3. What trunk port is
listed? What is the native VLAN? What is concluding result from the output?

From the show spanning-tree output, what is port cost and port priority for the aggregated link?

Part 3: Configure LACP

LACP is an open source protocol for link aggregation developed by the IEEE. In Part 3, the link between S1
and S2, and the link between S2 and S3 will be configured using LACP. Also, the individual links will be
configured as trunks before they are bundled together as EtherChannels.

Step 1: Configure LACP between S1 and S2.

S1 (config)# interface range £f0/1-2

Sl (config-if-range)# switchport mode trunk

Sl (config-if-range)# switchport trunk native wvlan 99
Sl (config-if-range)# channel-group 2 mode active

Creating a port-channel interface Port-channel 2

S1 (config-if-range)# no shutdown

S2 (config) # interface range £0/1-2

S2 (config-if-range)# switchport mode trunk

S2 (config-if-range)# switchport trunk native wvlan 99
S2 (config-if-range)# channel-group 2 mode passive

Creating a port-channel interface Port-channel 2

S2 (config-if-range) # no shutdown

Step 2: Verify that the ports have been aggregated.

What protocol is Po2 using for link aggregation? Which ports are aggregated to form Po2? Record the
command used to verify.

Step 3: Configure LACP between S2 and S3.

a. Configure the link between S2 and S3 as Po3 and use LACP as the link aggregation protocol.

config) # interface range £0/3-4

S2(

S2 (config-if-range)# switchport mode trunk

S2 (config-if-range)# switchport trunk native wvlan 99
S2(

config-if-range)# channel-group 3 mode active

Creating a port-channel interface Port-channel 3
S2 (config-if-range)# no shutdown
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S3 (config)# interface range £f0/1-2
S3(config-if-range)# switchport mode trunk
S3(config-if-range)# switchport trunk native wvlan 99
S3(config-if-range)# channel-group 3 mode passive

Creating a port-channel interface Port-channel 3

S3(config-if-range)# no shutdown

b. Verify that the EtherChannel has formed.

Step 4: Verify end-to-end connectivity.

Verify that all devices can ping each other within the same VLAN. If not, troubleshoot until there is end-to-end
connectivity.

Note: It may be necessary to disable the PC firewall to ping between PCs.

Reflection

What could prevent EtherChannels from forming?
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3.2.2.4 Lab — Troubleshooting EtherChannel

Topology

Port-Channel 2

FO/3 FO/3

FO/1

FO/1

Port-Channel 1 Port-Channel 3

Addressing Table

Device Interface IP Address Subnet Mask
S1 VLAN 99 192.168.1.11 255.255.255.0
S2 VLAN 99 192.168.1.12 255.255.255.0
S3 VLAN 99 192.168.1.13 255.255.255.0
PC-A NIC 192.168.0.2 255.255.255.0
PC-C NIC 192.168.0.3 255.255.255.0
VLAN Assignments
VLAN Name
10 User
99 Management

Objectives

Part 1: Build the Network and Load Device Configurations
Part 2: Troubleshoot EtherChannel

Background / Scenario

The switches at your company were configured by an inexperienced network administrator. Several errors in
the configuration have resulted in speed and connectivity issues. Your manager has asked you to
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troubleshoot and correct the configuration errors and document your work. Using your knowledge of
EtherChannel and standard testing methods, find and correct the errors. Ensure that all of the EtherChannels
use Port Aggregation Protocol (PAgP), and that all hosts are reachable.

Note: The switches used are Cisco Catalyst 2960s with Cisco 10S Release 15.0(2) (lanbasek9 image). Other
switches and Cisco IOS versions can be used. Depending on the model and Cisco IOS version, the
commands available and output produced might vary from what is shown in the labs.

Note: Make sure that the switches have been erased and have no startup configurations. If you are unsure,
contact your instructor.

Required Resources

e 3 Switches (Cisco 2960 with Cisco I0OS Release 15.0(2) lanbasek9 image or comparable)
e 2 PCs (Windows 7, Vista, or XP with a terminal emulation program, such as Tera Term)

e Console cables to configure the Cisco IOS devices via the console ports

o Ethernet cables as shown in the topology

Part 1: Build the Network and Load Device Configurations

In Part 1, you will set up the network topology, configure basic settings on the PC hosts, and load
configurations on the switches.

Step 1. Cable the network as shown in the topology.

Step 2: Configure the PC hosts.

Step 3: Erase the startup and VLAN configurations and reload the switches.
Step 4: Load switch configurations.

Load the following configurations into the appropriate switch. All switches have the same passwords. The
privileged EXEC password is class. The password for console and vty access is cisco. As all switches are
Cisco devices, the network administrator decided to use Cisco’s PAgP on all port channels configured with
EtherChannel. Switch S2 is the root bridge for all VLANSs in the topology.

Switch S1 Configuration:

hostname S1
interface range f0/1-24, g0/1-2
shutdown
exit
enable secret class
no ip domain lookup
line vty 0 15
password cisco
login
line con O
password cisco
logging synchronous
login

exit
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vlan 10
name User
vlian 99
Name Management
interface range f0/1-2
switchport mode trunk
channel-group 1 mode active
switchport trunk native vlan 99
no shutdown
interface range f0/3-4
channel-group 2 mode desirable
switchport trunk native vlan 99
no shutdown
interface f0/6
switchport mode access
switchport access vlan 10
no shutdown
interface vlan 99
ip address 192.168.1.11 255.255.255.0
interface port-channel 1
switchport trunk native wvlan 99
switchport mode trunk
interface port-channel 2
switchport trunk native wvlan 99

switchport mode access
Switch S2 Configuration:

hostname S2
interface range f0/1-24, g0/1-2
shutdown
exit
enable secret class
no ip domain lookup
line vty 0 15
password cisco
login
line con 0
password cisco
logging synchronous
login
exit
vlian 10
name User
vlian 99
name Management

spanning-tree vlan 1,10,99 root primary
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interface range f0/1-2

switchport mode trunk

channel-group 1 mode desirable
switchport trunk native vlan 99

no shutdown
interface range f0/3-4

switchport mode trunk

channel-group 3 mode desirable
switchport trunk native vlan 99
interface vlan 99

ip address 192.168.1.12 255.255.255.0
interface port-channel 1

switchport trunk native vlan 99
switchport trunk allowed vlan 1,99
interface port-channel 3

switchport trunk native vlan 99
switchport trunk allowed vlan 1,10,99

switchport mode trunk
Switch S3 Configuration:

hostname S3
interface range £f0/1-24, g0/1-2
shutdown
exit
enable secret class
no ip domain lookup
line vty 0 15
password cisco
login
line con O
password cisco
logging synchronous
login
exit
vlan 10
name User
vlan 99
name Management
interface range f0/1-2
interface range f0/3-4
switchport mode trunk
channel-group 3 mode desirable
switchport trunk native vlan 99
no shutdown
interface £0/18

switchport mode access
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switchport access vlan 10

no shutdown
interface vlan 99

ip address 192.168.1.13 255.255.255.0
interface port-channel 3

switchport trunk native vlan 99

switchport mode trunk

Step 5: Save your configuration.

Part 2: Troubleshoot EtherChannel

In Part 2, you must examine the configurations on all switches, make corrections if needed, and verify full
functionality.

Step 1: Troubleshoot S1.

a. Use the show interfaces trunk command to verify that the port channels are functioning as trunk ports.

Do port channels 1 and 2 appear as trunked ports?

b. Use the show etherchannel summary command to verify that interfaces are configured in the correct
port channel, the proper protocol is configured, and the interfaces are in use.

Based on the output, are there any EtherChannel issues? If issues are found, record them in the space
provided below.

c. Use the command show run | begin interface Port-channel command to view the running configuration
beginning with the first port channel interface.

d. Resolve all problems found in the outputs from the previous show commands. Record the commands
used to correct the configurations.

e. Use the show interfaces trunk command to verify trunk settings.

f. Use the show etherchannel summary command to verify that the port channels are up and in use.

Step 2: Troubleshoot S2.

a. Issue the command to verify that the port channels are functioning as trunk ports. Record the command
used in the space provided below.
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Based on the output, are there any issues with the configurations? If issues are found, record them in the
space provided below.

b. Issue the command to verify that interfaces are configured in the correct port channel and the proper
protocol is configured.

Based on the output, are there any EtherChannel issues? If issues are found, record them in the space
provided below.

c. Use the command show run | begin interface Port-channel to view the running configuration beginning
with the first port-channel interface.

d. Resolve all problems found in the outputs from the previous show commands. Record the commands
used to correct the configuration.

e. Issue the command to verify trunk settings.
f. Issue the command to verify that the port channels are functioning. Remember that port channel issues
can be caused by either end of the link.

Step 3: Troubleshoot S3.

a. Issue the command to verify that the port channels are functioning as trunk ports.

Based on the output, are there any issues with the configurations? If issues are found, record them in the
space provided below.

b. Issue the command to verify that the interfaces are configured in the correct port channel and that the
proper protocol is configured.

Based on the output, are there any EtherChannel issues? If issues are found, record them in the space
provided below.

c. Use the command show run | begin interface Port-channel command to view the running configuration
beginning with the first port channel interface.
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d. Resolve all problems found. Record the commands used to correct the configuration.

e. Issue the command to verify trunk settings. Record the command used in the space provided below.

f. Issue the command to verify that the port channels are functioning. Record the command used in the
space provided below.

Step 4: Verify EtherChannel and Connectivity.

a. Use the show interfaces etherchannel command to verify full functionality of the port channels.
b. Verify connectivity of the management VLAN.
Can S1 ping S2?
Can S1 ping S3?
Can S2 ping S3?
c. Verify connectivity of PCs.
Can PC-A ping PC-C?

If EtherChannels are not fully functional, connectivity between switches does not exist, or connectivity
between hosts does not exist. Troubleshoot to resolve any remaining issues.

Note: It may be necessary to disable the PC firewall for pings between the PCs to succeed.
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3.3.1.1 Linking Up

Objective

Describe link aggregation.

Scenario

Many bottlenecks occur on your small- to medium-sized business network, even though you have configured
VLANSs, STP, and other network traffic options on the company’s switches.

Instead of keeping the switches as they are currently configured, you would like to try EtherChannel as an option
for, at least, part of the network to see if it will lesson traffic congestion between your access and distribution layer
switches.

Your company uses Catalyst 3560 switches at the distribution layer and Catalyst 2960 and 2950 switches at the
access layer of the network. To verify if these switches can perform EtherChannel, you visit the System
Requirements to Implement EtherChannel on Catalyst Switches. This site allows you to gather more information
to determine if EtherChannel is a good option for the equipment and network currently in place.

After researching the models, you decide to use a simulation software program to practice configuring
EtherChannel before implementing it live on your network. As a part of this procedure, you ensure that the
equipment simulated in Packet Tracer will support these practice configurations.

Resources

o World Wide Web connectivity
e Packet Tracer software
e Word processing or spreadsheet software

Directions

Step 1:  Visit System Requirements to Implement EtherChannel on Catalyst Switches.

a. Pay particular attention to the Catalyst 3560, 2960, and 2950 model information.

b. Record any information you feel would be useful to deciding whether to use EtherChannel in your
company.

Step 2: Create a matrix to record the information you recorded in Step 1b, including:

a. Number of ports allowed to bundled for an EtherChannel group
b. Maximum group bandwidth supported by bundling the ports

IOS version needed to support EtherChannel on the switch model

c
d. Load balancing availability

e. Load balancing configuration options
f.

Network layers supported for EtherChannel operation

Step 3: Open Packet Tracer.

a. Notice how many ports are available to bundle for EtherChannel on all three switch models.
b. Check all three models to see how many EtherChannel groups you could create on each model.

c. Make sure the IOS version is recent enough to support all EtherChannel configurations.
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Linking Up

d. Do not configure your simulated network, but do check the models available in the Packet Tracer to make
sure they will support all the EtherChannel configuration options.

Step 4: Share your matrix with another group or the class.
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4.0.1.2 Make Mine Wireless

Objective

Explain how wireless LAN components are deployed in a small- to medium-sized business.

Scenario

As the network administrator for your small- to medium-sized business, you realize that your wireless network
needs updating, both inside and outside of your building. Therefore, you decide to research how other businesses
and educational and community groups set up their WLANS for better access to their employees and clients.

To research this topic, you visit the Customer Case Studies and Research website to see how other businesses
use wireless technology. After viewing a few of the videos, or reading some of the case study PDFs, you decide
to select two to show to your CEO to support upgrading to a more robust wireless solution for your company.

To complete this class modeling activity, open the accompanying PDF for further instructions on how to proceed.

Resources

Internet access to the WWW

Step 1: Open your browser and the URL specified for this activity.

a. Choose two case studies about wireless LAN upgrades from the list to read, located on the Customer
Case Studies and Research website.

b. As you view the media or read the PDFs, write notes for the following categories:
1) The WLAN challenge that the company sought to mitigate
2) The solution that was found to the challenge

3) The results that were gained by WLAN updates

Step 2: Share your findings.
a. Share your findings with the class or a classmate.
b. Play the media or show the PDF for one of the case studies you chose from the URL page.
c. Inyour own words, explain the challenge, solution, and results learned from the media or PDF.

d. Explain how the results you found could be applied to improve your company’s network.
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4.1.2.10 Lab - Investigating Wireless Implementations

Objectives
Part 1: Explore Integrated Wireless Routers

Part 2: Explore Wireless Access Points

Background / Scenario

The number of mobile devices, such as smart phones, tablets, and laptops, continues to increase. These
mobile devices can connect via integrated wireless routers or wireless access points (WAPS) to access the
Internet and other network resources. Wireless routers are typically employed in home and small business
networks. WAPs are more common in larger, more complex networks.

In this lab, you will explore some integrated wireless routers and Cisco WAPs. You will access online
emulators for some of Linksys routers and Cisco WAPs. The emulators imitate the configuration screens for
the Linksys routers and Cisco WAPs.

Required Resources

Device with Internet access

Part 1: Explore Integrated Wireless Routers

Integrated wireless routers usually perform the functions of the following devices:
- aswitch by connecting wired devices
- an access point by connecting wireless devices
- arouter/gateway by providing access to the Internet through a modem to the ISP

Currently there are many different broadcast standards for wireless routers:
802.11b

802.11¢g

- 802.11n

- 802.11ac

The differences between these standards are speed and signal strength. In addition to the standards, each
integrated wireless router may have features that meet your network requirement, such as content filtering,
QosS, IPv6 support, and wireless security.

In Part 1, you will search the Internet for three different wireless routers and create a list of the important
router feature by recording them in the following table. During your search, you can also record additional
features that are important to you in the Other Features column in the table.

To explore emulators for some of the Linksys routers, go to http://ui.linksys.com/files/.

Note: The Linksys emulators may not provide the most current version of the firmware.

© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public. Page 1 of 3


http://ui.linksys.com/files/

Lab - Investigating Wireless Implementations

IPv6- Wireless
Brand/Model Price Enabled Security Band Other Features

Separate Guest
Network, 4 Gigabit
Ethernet Ports, QoS,
remote administration
Dual-band N (2.4 | from mobile devices,
Linksys/EA4500 $129.99 USD | Yes WPA2 GHz and 5 GHz) | such as smart phones

After you have completed the table above, determine which integrated wireless router you would choose for
your home. Explain your choice.

Part 2. Explore Wireless Access Points

Unlike integrated wireless routers, a WAP does not have integrated switch and router functions. A WAP only
allows users to access the network wirelessly using mobile devices and provides a connection to the main
wired network infrastructure. With the correct user credentials, wireless users can access resources on the
network.

In this part, you will explore two Cisco WAPs, WAP321 and AP541N. Cisco’s website (http://www.cisco.com)
can provide you with technical specifications regarding these WAPs. Furthermore, online emulators are also
available at the following links:

To access an online WAP321 emulator, go to
https://www.cisco.com/assets/sol/sb/WAP321 Emulators/WAP321 Emulator v1.0.2.3/main.html.

To access an online AP541N emulator, go to
http://www.cisco.com/assets/sol/sb/AP541N_Emulators/AP541N Emulator v1.9.2/Getting Started.htm.
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Model

Security

Band

Other Features / Comments

WAP321

APS541N

Reflection

What features on the wireless routers or WAPSs are important for your network? Why?
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4.4.2.3 Lab — Configuring a Wireless Router and Client

Topology

Internet
: Cable/DSL
EA Series Router /
Modem
Linksys Router Settings

Network Name (SSID) CCNA-Net
Network Password cisconet
Router Password ciscol23

Objectives
Part 1. Configure Basic Settings on a Linksys EA Series Router
Part 2: Secure the Wireless Network
Part 3: Review Additional Features on a Linksys EA Series Router

Part 4: Connect a Wireless Client

Background / Scenario

Surfing the web from anywhere in the home or office has become common. Without wireless connectivity,
users would be limited to connect only where there is a wired connection. Users have embraced the flexibility
that wireless routers provide for accessing the network and the Internet.

In this lab, you will configure a Linksys Smart Wi-Fi router, which includes applying WPA2 security settings
and activating DHCP services. You will review some added features available on these routers, such as USB
storage, parental controls, and time restrictions. You will also configure a wireless PC client.

Required Resources
e 1 Linksys EA Series Router (EA4500 with firmware version 2.1.39.145204 or comparable)
e 1 Cable or DSL modem (Optional - needed for Internet service and normally supplied by ISP)
e 1 PC with a Wireless NIC (Windows 7, Vista, or XP)

e Ethernet cables as shown in the topology
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Part 1. Configure Basic Settings on a Linksys EA Series Router

The most efficient way to configure basic settings on an EA Series router is to run the Linksys EA Series
Setup CD that came with the router. If the Setup CD is unavailable, download the Setup program from
http://Linksys.com/support.

Step 1: Insert the Linksys EA-Series Setup CD into the PC.

When prompted, select Set up your Linksys Router. You will be asked to read and accept the License
Terms for using the software. Click Next > after accepting the license terms.

"™ AutoPlay EE@

r

et up your Linksys Router
ublished by Cisco Consumer Products LLC

Open folder to view files
} using Windows Explorer

Yiew more AutoPlay options in Control Panel

Step 2: Cable the network as shown in the topology.

Follow the directions in the next window for connecting the power cable and Ethernet cable from your cable
modem or DSL modem. You may connect the PC to one of the four unused Ethernet ports on the back of the
router. After you have connected everything, click Next >.

# Linksys EA4500

Connect your Linksys EA4500

Let's get started setting up your router.

o Connect one end of the power cable to e Connect one end of the included blue cable to the yellow
your router and the other end into an Internet port on the back of your router. Connect the other
electrical outlet. end of the cable to your modem. If you're replacing an

existing router, disconnect its cable from the modem.
If your router has a power switch, turn it
on.
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Step 3: Configure Linksys router settings.

a. Allow time for the Linksys router settings window to display. Use the Linksys Router Settings table at
the beginning of this lab to fill in the fields in this window. Click Next to display the summary router
settings screen. Click Next.

vl

cisco LNk >mart Wi-Fi Router Setup

Linksys router settings

Your wireless network name (S5ID) and wireless password are shown below. You can change these settings now or later on. Also
create a router password to prevent access to your router.

WIRELES S

Wireless network name (SSID): Wireless password:
CCNA-Met cisconet

Learn more

ROUTER ADMINISTRATION

Router password:

@ S ciscol123
Learn more

MNeed help?

b. The Create your Linksys Smart Wi-Fi account window displays. A Linksys Smart Wi-Fi account
associates your router to the account, allowing you to remotely manage the router using a browser or
mobile device running the Smart Wi-Fi app. For this lab, bypass the account setup process. Click the No
thanks box and press Continue.

Note: An account can be setup by browsing to www.linksyssmartwifi.com.

st

cisco LNk

Create your Linksys Smart Wi-Fi account

Create your free Smart Wi-Fi account to experience and access your connected home from anywhere at any time. The account is
optional and takes only a few minutes to setup.

Why a Linksys Smart Wi-Fi account?

+ Get anytime, anywhere access to your home network
s Access new and exciting Apps

¢ Use intelligent media prioritization for HD video and gaming
« Control kids' content even when you're away from home

[ No thanks

© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public. Page 3 of 16


http://www.linksyssmartwifi.com/

Lab — Configuring a Wireless Router and Client

c. A Sign In window displays. In the Access Router field, enter cisco123, and click Sign In.

Sign In

Log in with your router password

Access Router

¢ Add mobile >
m devices, tablets, and | Sanin )

TV's to your network

English (United States) B

. To login with your Linksys Smart Wi-Fi account, click
here

Use your Linksys Smart Wi-Fi account to access your home network from

anywhere, at any time, even from your mobile device. Easily connect new

devices, set parental controls, get access to Smart Wi-Fi mobile Apps. and
maore._

For more information click here

d. On the Linksys Smart Wi-Fi home page, click Connectivity to view and change basic router settings.

LINKSYS" Smart Wi-Fi App Center

Smart Wi-Fi Tools 17 NeWoRRane

Device List DA }
>

8 Guest Access
A

INTERNET

Parental Controls

Media Prioritization

£\ Parental Controls

Speed Test

Parental Controls are OFF:

USB Storage Controlled devices:

Router Settings

Connectivity

i Device List

Troubleshooting Online devices:

Local
Wireless

Guest

Security ———
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e. Onthe Basic tab, you can edit the SSID name and password, change the router password, perform
firmware updates, and set the time zone for your router. (The router password and SSID information was
set in Step 3a.) Select the correct time zone for your router from the drop-down box and click Apply.

:._'I'sélr_: Linksys Smart Wi-Fi

Connectivity

View and change router settings

Network Name and Password | Edit

ax
2.4 GHz network name (SSID)
MNetwaork password

=] 5 GHz network name (SSID)
Metwork password

1

— Router Password | Edit

(c]
Router passwaord: ==

=

®

CCNA-Net

cisconet

CCMA-Net

cisconet

App Center Help CCNA-Net w

Firmware Update

M Automatic (Current Version: 2 139 145204)

Check for Updates

Manual:

Mo file chosen Choose File

Time Zone

(GMT-07-00) Arizona =

Port Lights

m

SignOut -

f.  The Internet Settings tab provides information about the Internet connection. In the example, the router
automatically configured the connection for DHCP. Both IPv4 and IPv6 information can be displayed from

this screen.

Connectivity

View and change router settings

Basic ocal Network Advanced Routing

Type of Internet Connection |

Connection Type:

Automatic Configuration - DHCP

Administration

Optional
Domain name:  ph.cox.net
MTU: Auto E|

Size:

(X
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g. The Local Network tab controls the local DHCP server settings. The default local network settings
specify the 192.168.1.0/24 network and the local IP address of the default router is 192.168.1.1. This can
be changed by clicking Edit next to Router Details. DHCP Server settings can be changed on this
screen. You can set the DHCP starting address, maximum number of DHCP users, client lease time, and
static DNS servers. Click Apply to accept all changes made on this screen.

Note: If DHCP is used to obtain ISP connection information, these DNS addresses will most likely be
populated with the ISP’s DNS server information.

thatlie e Net + .
.CIS.CO. Llnksys Smart Wi-Fi App Center Help CCNA-Net Sign Out

i Connectivity
View and change router settings
=]
A .@
Router Details | DHCP Server [ Enabled
ax
Hostname: CCNA-Net Start IP address 192 .188 .1 .| 100
: IP address: 182.168.1.1 Maximum number of users: | 50 1to 155
[ Subnetmask: 255.255.255.0 IP address range 192 .16 to
192
Client lease time: 1440 Minutes
0{} Static DNS 1 68 | 105 28 | 16
F’ Static DNS 2 68 | 105 |29 |16
Static DNS 2: 0 0 0 0
=
=
INS: 0 0 0 0
B
DHCP Resernvations

h. The Advanced Routing tab allows you to disable Network Address translation (NAT), which is enabled
by default. This screen also allows you to add static routes. Click Apply to accept any desired changes
made on this screen.

B

Connectivity

View and change router settings

Basic Internet Settings Local Network Administration

NAT [/ Enabled

Static Routing

Route name Destination IP address Subnet mask Gateway Interface
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i. The Administration tab provides controls for the management of the Smart Wi-Fi software. By chicking
the appropriate box, you can activate remote management access to the router. You can also activate
HTTPS access and restrict wireless management. Universal Plug and Play (UPnP) and Application Layer
Gateway controls are also available on this screen. Click Apply to accept any desired changes made on
this screen.

E3

Connectivity

View and change router settings

Basic Internet Settings Local Network Advanced Routing

Local Management Access Remote Access
™| [ HTTPS w remote access to Linksys Smart Wi-Fi Tools and Router
[ Access via wireless ote: Disabling this setting prevents you from accessing your
ver the Internet
UPnP [/ Enabled Application Layer Gateway
4 15ers to configure [ siP

1sers to disable Internet access

Part 2: Secure the Wireless Network

In Part 2, you will secure the Linksys EA series router wireless network and review firewall and port
forwarding options on a Linksys Smart Wi-Fi router.

Step 1: Add WPA security on the wireless routers.

a. From the Linksys Smart Wi-Fi home page, click Wireless.

LINKSYS™ Smart Wi-Fi

Smart Wi-Fi Tools
= Device List
Guest Access
Parental Controls
Media Prioritization A Pan

Speed Test Parental

USB Storage Controlle

Router Settings

“{¥ Connectivity
Troubleshooting
5> Wireless

Security
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b. The Wireless window displays the settings for both the 2.4 and 5 GHz radios. Use the Edit button next to
each column to modify the security setting on each wireless frequency range. (The SSID and password
were previously set in Part 1.) Click the Security mode drop-down list to select the WPA2/WPA Mixed
Personal option for each range. Click Apply to save your settings, and then click OK.

Wireless

View and change router settings

Wireless MAC Filtering Wi-Fi Protected Setup

2.4 GHz network 5 GHz network

Netwar [ Enablec Networ [ Enablec

Network name (SSID): | CCNA-Net Network name (SSID! CCMHA-Met

Pass cisconet Pass cisconet

Network mode Network mode Mixed E|

Security mode: Security mode: WPAZANPA Mixed Personal E|
None

Channel width Channel width WEP

WPA Personal

Channel Channel

Step 2: Apply firewall and port forwarding settings.

a. From the Linksys Smart Wi-Fi home page, click Security. In the Security windows, the Firewall, DMZ,
and Apps and Gaming tabs are available to view and change router security settings.

Router Settings

Connectivity
Troubleshooting

Wireless

Security

b. The Firewall tab displays firewall settings, where you can enable or disable IPv4 and IPv6 Stateful
Packet Inspection (SPI) firewall protection, Virtual Private Network (VPN) Passthrough options, and
Internet filters. Click Apply to accept any desired changes made on this screen.
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Security

View and change router settings

Firewall DMZ Apps and Gaming
Firewall Internet filters
IPvd SPI firewall protection ¥ Enabled [V Filter anonymous Internet requests
VB S wall protectic blec : :
IPvE SPI firewall protection ¥ Enabled [ Filter multicast
VPN Passthrough [] Filter Internet NAT redirection
IPSec Passthrough [« Enabled [« Filter ident (Port 113)
PPTP Passthrough [V Enabled
L2TP Passthrough [V Enabled
IPvE Port Services
Description Protocol IPv6 Address Allow ‘ Enabled ‘

Add IPvG Firewall Setting

o

c. The Apps and Gaming tab provides port forwarding capabilities. In the example, ports 5060 and 5061
have been opened for a VolP Softphone application running on a local device at IP address
192.168.1.126. Click Apply to accept any desired changes made on this screen.

Security

View and change router settings

Firewall DMz Apps and Gaming

DDNS | Single Port Forwarding KPurtRangeFurwarding H Port Range Triggering

Application name Start ~ End Port Protocol

Device IP#

Enabled

VolP Softphone 5060 - 5061 Both

192 168.1.126

Edit/

e Delste

Add a new Port Range Forwarding

oo
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Part 3: Review Additional Features on a Linksys EA Series Router

In Part 3, you will review some of the additional features available on the Linksys EA series router.

Step 1: Review Smart Wi-Fi Tools.

a. From the Linksys Smart Wi-Fi home page, click Device List.

LINKSYS"® Smart Wi-Fi

Smart Wi-Fi Tools

L Device List 1

Guest Access

THIS DEV

Parental Controls

Media Prioritization Pa

Speed TESt Parent:

USB Storage Control

Router Settings

*#% Connectivity

(& auhlachonting

The Device List window displays the list of clients on the local network. Notice that there is a tab for the
Guest Network. If the Guest network was activated, clients on that network would be displayed in the
Guest Network tab.

DeV|Ce LlSt [¥ Show widget on the homepage
View a list of connected devices and their status.
My Network Guest Network ‘4rAdd a Device
ﬁ/' Online
] (] o
(g Pad ! ce
Online S«
—
(] (] o
1%}
/er (Samba, Linu Rons-iPad
Offiine
(i) (] (i)
= P CCNAY
Rosannes-iPhone CCNA-Net
Offline o Online
(i) (]
-
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b. From the Linksys Smart Wi-Fi home page, click Guest Access. Clients on the guest network only have
access to the Internet and are unable to access other clients on the local network. To allow guest access,
click on the Allow guest access toggle button. Click Edit link (next to the Guest network name and
password) to change the Guest network password and click OK to accept the changes.

(%]

GueSt ACCESS [« Show widget on the homepage

Guest access allows visitors to connect to your wireless guest network and access the Internet, without
giving access to your other computers or personal data.

Allow guest access

Your guest should first connect to your guest ne

open a web browser, and then enter the guest password.

Guest network name and password | Edit
Guest network name (S5ID).  CCNA-MNet-guest

Guest netw

K passwe raspberry45

Total guests allowed

5 guests El

c. From the Linksys Smart Wi-Fi home page, click Parental Controls. Use these settings to restrict Internet
access on selected devices and to restrict time and websites. Click OK to save the settings.

[ X

Parental Controls [ Showwidget on the homepage

Limit when your children get online and what websites they can see.

Enable parental controls

Restrict Internet access on Block Internet access

iPad

Rons-iPhone

m

HP094B61

OfficeDesktop - B
Block specific sites |

Rons-iPad

C5-2099

Rosannes-iPhone i
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d. From the Linksys Smart Wi-Fi home page, click on Media Prioritization. These settings allows you to
assign network bandwidth prioritization to selected devices on the local network. In the example, the
device labeled Apple TV has been given the highest priority for network resources. To make prioritization

changes, just drag and drop the listed devices, and click OK to save your settings.

Media Prioritization v

Prioritization: f:!

High Priority

Normal Priority

Devices Applications

Online Gamos

e. From the Linksys Smart Wi-Fi home page, click Speed Test. Use this utility to test your Internet access
speeds. The example shows the results of the speed test. The router stores the results of each speed

tests and allows you to display that history.

Speed Test

Test your broadband speed.

Upload Speed

J 1 1 .04 Mbps

© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.

Page 12 of 16



Lab — Configuring a Wireless Router and Client

f.  From the Linksys Smart Wi-Fi home page, click USB Storage. Use this screen to review your USB drive
settings. From here, you can click on the appropriate tab to set up FTP and Media Servers. You can also
set up individual user accounts for access to these servers by clicking the tabs at the top of this screen. A

USB storage device is plugged into the back of the router to use this option. Click OK to save any desired
changes.

£

USB Storage [ Show widget on the homepage

Connect a USB storage device to your network and configure how users can access its contents

Status Folder Access FTP Servel edia Server

USB Drive Folder Access
Access shared folders from a computer on your network

USB volume name: TOSHIBA

L]
Space used: 167 MB used of 7.45 GB total
FTP Server
SIS LD eiech Access shared folders remotely using FTR.
FTP server: fip:/l 209.165.200.225:21
Secure Folder Access: On
Media Server (DLNA)
Contentis accessible using a username and password Access media on your storage device.

DLNA server: CCNA-Net

Step 2: Troubleshoot the router.

From the Linksys Smart Wi-Fi home page, click Troubleshooting.

a. The Status tab provides a list of clients on the local network along with their NIC MAC and IP addresses.
It also displays how they are connected to the network. Click OK to save any desired changes.

(3]

Troubleshooting

Troubleshoot router settings
Status Diagnostics

Devices | Report

Name MAC address IPv4 address Connection Reicst

iPad

ireless

Open in browser

Print
LAN
ireless
tamba, LinuxMint) LAN
Device LAN
Name MAC address IPv6 address Connection DHCP client table
.
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Lab — Configuring a Wireless Router and Client

b. The Diagnostics tab provides the ping and traceroute utilities. It also allows you to reboot the router,
backup and restore the router configuration, restore a previous firmware version, release and renew the
Internet addresses on your router, and reset to factory default settings. Click OK to save any desired

changes.

%]

Troubleshooting

Troubleshoot router settings

Ping IPv4 Router configuration
IP or host name: Backup Reslore
Numberto ping: | & E Router Firmware

Start to Ping Restore previous firmware

Trace route Internet Address:

IPv4: 209.165.200.225 Release and Renew
IP or host name:
IPv6 Release and Renew
Start to Traceroute
Rehoot Factory reset
Rebootthe router Reset to factory default seftings
—_—

c. The Logs tab provides Incoming and Outgoing, Security, and DHCP logs. You can print and clear these
logs from this screen. Click OK to save any desired changes.

(X}

Troubleshooting

Troubleshoot router settings

Enable Logs 5!‘ |
Incoming log it Refresh
Source IP address | Destination port number

m

Open in browser

URL or IP address | Service or port number
o . Print

Clear

Part 4: Connect a Wireless Client

In Part 4, you will configure the PC’s wireless NIC to connect to the Linksys EA Series Router.

Note: This lab was performed using a PC running the Windows 7 operating system. You should be able to
perform the lab with other Windows operating systems listed; however, menu selections and screens may

vary.
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Lab — Configuring a Wireless Router and Client

Step 1: Use the Network and Sharing Center.

a. Openthe Network and Sharing Center by clicking the Windows Start button > Control Panel > View
network status and tasks under Network and Internet heading in the Category View.

b. Inthe left pane, click the Change adapter settings link.

The Network Connections window provides the list of NICs available on this PC. Look for your Local
Area Connection and Wireless Network Connection adapters in this window.

AL

-

-

Local &Area Connection

TASC

T Intel(R) 82577LM Gigabit Metwork...

Wireless Network Connection

L'-' Disabled

dﬂ.” Intel(R) Centrino(R) Advanced-M ...

Note: VPN adapters and other types of network connections may also be displayed in this window.

Step 2: Work with your wireless NIC.

a. Select and right-click the Wireless Network Connection option to display a drop-down list. If your
wireless NIC is disabled, you must Enable it.

) Enable
Status
Diagno

Create
Delete
'&' Renam

'&' Properties

Wireless Network Connection

- 'l- = Dicabled

SE

Shortecut

]

N

(R) Centrino(R) Advanced-N ...

b. Right-click the Wireless Network Connection, and then click Connect/Disconnect. This displays a list
of SSIDs in range of your wireless NIC. Select CCNA-Net, then click the Connect.

Currently connected to: +
F=2 Network 10
Internet access
Wireless Metwork Connection ~
CCNA-Net a
Connect automatically
Budworth2 M
Budworth 1
youarebeingwatched "
Resolute "
Judy's Wi-Fi Network "
soop -
Open Netweork and Sharing Center
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Lab — Configuring a Wireless Router and Client

C.

When prompted, enter cisconet to supply the network security key, and then click OK.

@ Connect to a Network @
Type the network security key
Security key: oooooooooovﬂnl
[¥] Hide characters

14 \ “ou can also connect by pushing the
‘, button on the router,
Nl o

[ aK ] l Cancel ]

d. The wireless icon should display in your taskbar when you have a wireless connection. Click this icon to

display the list of SSIDs in range of your PC.

PO LT S TN

12:]
/1]

The SSID CCNA-Net should now show that you are connected to the CCNA-Net wireless network.

e.
Currently connected to: £ =
F=z Network 10
¥ Internet access
F=% CCNA-Net
¥ Internet access
Wireless Network Connection ~ =
comnet Cmeaanl
Budworth2 " |
Budworth Al
Resolute A
youarebeingwatched Al
Judy's Wi-Fi Network Al
Open Metwork and Sharing Center
Reflection

Why would you not want to use WEP security for your wireless network?
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4.5.1.1 Inside and Outside Control

Objective

Explain how wireless LAN components are deployed in a small- to medium-sized business.

Scenario

An assessment has been completed to validate the need for an upgrade to your small- to medium-sized wireless
network. Approved for purchase are indoor and outdoor access points and one wireless controller. You must
compare equipment models and their specifications before you purchase.

Therefore, you visit the Wireless Compare Products and Services web site and see a features chart for indoor
and outdoor wireless access points and controller devices. After reviewing the chart, you note there is some
terminology with which you are unfamiliar:

* Federal Information Processing Standard (FIPS)
«  MIMO

* Cisco CleanAir Technology

» Cisco FlexConnect

+ Band Select

Research the above terms. Prepare your own chart with your company’s most important requirements listed for
purchasing the indoor and outdoor wireless access points and wireless controller. This chart will assist in
validating your purchase order to your accounting manager and CEO.

Resources

Internet access to the World Wide Web
Part 1: Secure Background Knowledge of Wireless Terminology

Step 1: Define unfamiliar wireless terms.
a. FIPS
b. MIMO
c. Cisco CleanAir Technology
d. Cisco FlexConnect
e

Band Select

Step 2:  Visit the Wireless Compare Products and Services web site.

a. Compare the devices in each category based on their feature sets.

b. Choose one model from each category: indoor, outdoor, and controller categories for the upgrades for
your business.

Step 3: Create a chart for each device chosen in Step 2b to include:

a. The main type of selected device (indoor access point, outdoor access point, or controller).
b. A graphic of each selected device.

c. Five of the most beneficial features that the selected models would provide your business.
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Inside and Outside Control

Step 4. After research is complete, explain, and justify your choices with another student,
class group, or entire class.
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5.0.1.2 DR and BDR Elections

Objectives

Modify the OSPF interface priority to influence the Designated Router (DR) and Backup Designated Router (BDR)
election.

Scenario

You are trying to decide how to influence the selection of the designated router and backup designated router for
your OSPF network. This activity simulates that process.

Three separate designated-router election scenarios will be presented. The focus is on electing a DR and BDR for
your group. Refer to the PDF for this activity for the remaining instructions.

If additional time is available, two groups can be combined to simulate DR and BDR elections.

Required Resources

e Router priorities paper sign example (student developed)
e Router ID paper sign example (student developed)

Directions
This is a group activity with four classmates comprising each group. Before reporting to the group, each student
will prepare router priority and router ID signs to bring to the group.

Step 1: Decide the router priority.

a. Prior to joining your group, use a clean sheet of paper. On one side of the paper, write DEFAULT
ROUTER PRIORITY = 1.

b. On the other side of the same sheet of paper, write ROUTER PRIORITY = (choose a number between 0
and 255).

Step 2: Decide the router ID.

a. On a second clean sheet of paper, on one side, write ROUTER ID = (any IPv4 number).

b. On the other side, write ROUTER ID = Loopback (any IPv4) number.

Step 3: Begin DR and BDR elections.

a. Start the first election process.
1) Students within the group will show each other the router priority numbers they selected for Step 1b.

2) After comparing their priority numbers, the student with the highest priority number is elected the DR
and the student with the second-highest priority number is elected the BDR. Any student, who wrote 0
as their priority number, cannot participate in the election.

3) The elected DR student will announce the elections by saying “I am the DR for all of you in this group.
Please send me any changes to your networks or interfaces to IP address 224.0.0.6. | will then
forward those changes to all of you at IP address 224.0.0.5. Stay tuned for future updates.”
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DR and BDR Elections

4)

The BDR’s elected student will say, “I am your BDR. Please send all changes to your router
interfaces or networks to the DR. If the DR does not announce your changes, | will step in and do
that from that point onward.”

b. Start the second election process.

1)

2)
3)

4)

Students will hold up their DEFAULT ROUTER PRIORITY = 1 sign first. When it is agreed that all of
the students have the same router priority, they will put that paper down.

Next, students will display their ROUTER ID = Loopback (IPv4) address signs.

The student with the highest loopback IPv4 address wins the election and repeats “l am the DR for all
of you in this group. Our priorities are the same, but | have the highest loopback address on my router
as compared to all of you; therefore, you have elected me as your DR. Please send all changes to
your network addresses or interfaces to 224.0.0.6. | will then report any changes to all of you via
224.0.0.5.

The BDR will repeat his/her respective phrase from Step 3a,4).

c. Start the third election process, but this time, all students can choose which sides of their papers to
display. The DR/BDR election process uses the highest router priority first, highest loopback router 1D
second, and highest IPv4 router ID third, and elects a DR and BDR.

1)
2)
3)

Elect a DR and BDR.
Justify your elections.

If you have time, get together with another group and go through the scenario processes again to
solidify DR and BDR elections.
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5.1.1.9 Lab - Configuring Basic Single-Area OSPFv2

Topology
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Lab - Configuring Basic Single-Area OSPFv2

Addressing Table

Device Interface IP Address Subnet Mask Default Gateway

R1 GO0/0 192.168.1.1 255.255.255.0 N/A

S0/0/0 (DCE) 192.168.12.1 255.255.255.252 | N/A

S0/0/1 192.168.13.1 255.255.255.252 | N/A
R2 GO0/0 192.168.2.1 255.255.255.0 N/A

S0/0/0 192.168.12.2 255.255.255.252 | N/A

S0/0/1 (DCE) 192.168.23.1 255.255.255.252 | N/A
R3 G0/0 192.168.3.1 255.255.255.0 N/A

S0/0/0 (DCE) 192.168.13.2 255.255.255.252 | N/A

S0/0/1 192.168.23.2 255.255.255.252 | N/A
PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1
PC-B NIC 192.168.2.3 255.255.255.0 192.168.2.1
PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1

Objectives

Part 1: Build the Network and Configure Basic Device Settings
Part 2: Configure and Verify OSPF Routing

Part 3: Change Router ID Assignments

Part 4: Configure OSPF Passive Interfaces
Part 5: Change OSPF Metrics

Background / Scenario

Open Shortest Path First (OSPF) is a link-state routing protocol for IP networks. OSPFv2 is defined for IPv4
networks, and OSPFv3 is defined for IPv6 networks. OSPF detects changes in the topology, such as link
failures, and converges on a new loop-free routing structure very quickly. It computes each route using
Dijkstra’s algorithm, a shortest path first algorithm.

In this lab, you will configure the network topology with OSPFv2 routing, change the router ID assignments,
configure passive interfaces, adjust OSPF metrics, and use a number of CLI commands to display and verify
OSPF routing information.

Note: The routers used with CCNA hands-on labs are Cisco 1941 Integrated Services Routers (ISRs) with
Cisco I0S Release 15.2(4)M3 (universalk9 image). Other routers and Cisco 10S versions can be used.
Depending on the model and Cisco 10S version, the commands available and output produced might vary
from what is shown in the labs. Refer to the Router Interface Summary Table at the end of this lab for the
correct interface identifiers.

Note: Make sure that the routers have been erased and have no startup configurations. If you are unsure,
contact your instructor.
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Lab - Configuring Basic Single-Area OSPFv2

Required Resources
¢ 3 Routers (Cisco 1941 with Cisco 10S Release 15.2(4)M3 universal image or comparable)
e 3 PCs (Windows 7, Vista, or XP with terminal emulation program, such as Tera Term)
e Console cables to configure the Cisco IOS devices via the console ports
e Ethernet and serial cables as shown in the topology

Part 1: Build the Network and Configure Basic Device Settings

In Part 1, you set up the network topology and configure basic settings on the PC hosts and routers.

Step 1: Cable the network as shown in the topology.
Step 2: Initialize and reload the routers as necessary.

Step 3: Configure basic settings for each router.
a. Disable DNS lookup.
b. Configure device name as shown in the topology.
c. Assign class as the privileged EXEC password.
d. Assign cisco as the console and vty passwords.
e. Configure a message of the day (MOTD) banner to warn users that unauthorized access is prohibited.
f. Configure logging synchronous for the console line.
Configure the IP address listed in the Addressing Table for all interfaces.
Set the clock rate for all DCE serial interfaces at 128000.

5 Q@

i. Copy the running configuration to the startup configuration.

Step 4: Configure PC hosts.

Step 5: Test connectivity.

The routers should be able to ping one another, and each PC should be able to ping its default gateway. The
PCs are unable to ping other PCs until OSPF routing is configured. Verify and troubleshoot if necessary.

Part 2: Configure and Verify OSPF Routing

In Part 2, you will configure OSPFv2 routing on all routers in the network and then verify that routing tables
are updated correctly. After OSPF has been verified, you will configure OSPF authentication on the links for
added security.

Step 1: Configure OSPF on R1.

a. Use the router ospf command in global configuration mode to enable OSPF on R1.
Rl (config) # router ospf 1

Note: The OSPF process id is kept locally and has ho meaning to other routers on the network.
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Lab - Configuring Basic Single-Area OSPFv2

b. Configure the network statements for the networks on R1. Use an area ID of 0.

Rl (config-router) # network 192.168.1.0 0.0.0.255 area 0
Rl (config-router)# network 192.168.12.0 0.0.0.3 area O
Rl (config-router)# network 192.168.13.0 0.0.0.3 area O

Step 2: Configure OSPF on R2 and R3.

Use the router ospf command and add the network statements for the networks on R2 and R3. Neighbor
adjacency messages display on R1 when OSPF routing is configured on R2 and R3.
R1#

00:22:29: %0OSPF-5-ADJCHG: Process 1, Nbr 192.168.23.1 on Serial0/0/0 from LOADING to
FULL, Loading Done

R1#

00:23:14: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.23.2 on Serial0/0/1 from LOADING to
FULL, Loading Done

R14#
Step 3: Verify OSPF neighbors and routing information.

a. Issue the show ip ospf neighbor command to verify that each router lists the other routers in the
network as neighbors.

R1# show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
192.168.23.2 0 FULL/ - 00:00:33 192.168.13.2 Serial0/0/1
192.168.23.1 0 FULL/ - 00:00:30 192.168.12.2 Serial0/0/0

b. Issue the show ip route command to verify that all networks display in the routing table on all routers.

R1# show ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route
Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks
192.168.1.0/24 is directly connected, GigabitEthernet0/0
192.168.1.1/32 is directly connected, GigabitEthernet0/0
192.168.2.0/24 [110/65] via 192.168.12.2, 00:32:33, Serial0/0/0
192.168.3.0/24 [110/65] via 192.168.13.2, 00:31:48, Serial0/0/1
192.168.12.0/24 is variably subnetted, 2 subnets, 2 masks
192.168.12.0/30 is directly connected, Serial0/0/0
192.168.12.1/32 is directly connected, Serial0/0/0
192.168.13.0/24 is variably subnetted, 2 subnets, 2 masks
192.168.13.0/30 is directly connected, Serial0/0/1
192.168.13.1/32 is directly connected, Serial0/0/1

Q O O B O

H Q
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192.168.23.0/30 is subnetted, 1 subnets
0 192.168.23.0/30 [110/128] via 192.168.12.2, 00:31:38, Serial0/0/0
[110/128] wvia 192.168.13.2, 00:31:38, Serial0/0/1

What command would you use to only see the OSPF routes in the routing table?

Step 4: Verify OSPF protocol settings.

The show ip protocols command is a quick way to verify vital OSPF configuration information. This
information includes the OSPF process ID, the router ID, networks the router is advertising, the neighbors the
router is receiving updates from, and the default administrative distance, which is 110 for OSPF.

R1# show ip protocols

*** IP Routing is NSF aware ***

Routing Protocol is "ospf 1"

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 192.168.13.1
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:

192.168.1.0 0.0.0.255 area O

192.168.12.0 0.0.0.3 area O

192.168.13.0 0.0.0.3 area O

Routing Information Sources:

Gateway Distance Last Update
192.168.23.2 110 00:19:16
192.168.23.1 110 00:20:03

Distance: (default is 110)

Step 5: Verify OSPF process information.

Use the show ip ospf command to examine the OSPF process ID and router ID. This command displays the
OSPF area information, as well as the last time the SPF algorithm was calculated.
R1# show ip ospf
Routing Process "ospf 1" with ID 192.168.13.1
Start time: 00:20:23.260, Time elapsed: 00:25:08.296
Supports only single TOS(TOS0) routes
Supports opagque LSA
Supports Link-local Signaling (LLS)
Supports area transit capability
Supports NSSA (compatible with RFC 3101)
Event-log enabled, Maximum number of events: 1000, Mode: cyclic
Router 1is not originating router-LSAs with maximum metric
Initial SPF schedule delay 5000 msecs
Minimum hold time between two consecutive SPFs 10000 msecs
Maximum wait time between two consecutive SPFs 10000 msecs
Incremental-SPF disabled

Minimum LSA interval 5 secs
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Minimum LSA arrival 1000 msecs
LSA group pacing timer 240 secs
Interface flood pacing timer 33 msecs
Retransmission pacing timer 66 msecs
Number of external LSA 0. Checksum Sum 0x000000
Number of opaque AS LSA 0. Checksum Sum 0x000000
Number of DCbitless external and opaque AS LSA O
Number of DoNotAge external and opaque AS LSA 0
Number of areas in this router is 1. 1 normal O stub 0 nssa
Number of areas transit capable is O
External flood list length 0
IETF NSF helper support enabled
Cisco NSF helper support enabled
Reference bandwidth unit is 100 mbps
Area BACKBONE (0)
Number of interfaces in this area is 3
Area has no authentication
SPF algorithm last executed 00:22:53.756 ago
SPF algorithm executed 7 times
Area ranges are
Number of LSA 3. Checksum Sum 0x019A61
Number of opagque link LSA 0. Checksum Sum 0x000000
Number of DCbitless LSA 0
Number of indication LSA 0
Number of DoNotAge LSA O
Flood list length 0

Step 6: Verify OSPF interface settings.

a. Issue the show ip ospf interface brief command to display a summary of OSPF-enabled interfaces.

R1# show ip ospf interface brief

Interface PID Area IP Address/Mask Cost State Nbrs F/C
Se0/0/1 1 0 192.168.13.1/30 64 P2P 1/1
Se0/0/0 1 0 192.168.12.1/30 64 P2P 1/1
Gi0/0 1 0 192.168.1.1/24 1 DR 0/0

b. For a more detailed list of every OSPF-enabled interface, issue the show ip ospf interface command.

R1# show ip ospf interface
Serial0/0/1 is up, line protocol is up
Internet Address 192.168.13.1/30, Area 0, Attached via Network Statement
Process ID 1, Router ID 192.168.13.1, Network Type POINT TO POINT, Cost: 64
Topology-MTID Cost Disabled Shutdown Topology Name
0 64 no no Base
Transmit Delay is 1 sec, State POINT TO POINT
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40
Hello due in 00:00:01
Supports Link-local Signaling (LLS)
Cisco NSF helper support enabled
IETEF NSF helper support enabled
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Index 3/3, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 192.168.23.2
Suppress hello for 0 neighbor(s)
Serial0/0/0 is up, line protocol is up
Internet Address 192.168.12.1/30, Area 0, Attached via Network Statement
Process ID 1, Router ID 192.168.13.1, Network Type POINT TO POINT, Cost: 64
Topology-MTID Cost Disabled Shutdown Topology Name
0 64 no no Base
Transmit Delay is 1 sec, State POINT TO POINT
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40
Hello due in 00:00:03
Supports Link-local Signaling (LLS)
Cisco NSF helper support enabled
IETEF NSF helper support enabled
Index 2/2, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 192.168.23.1
Suppress hello for 0 neighbor(s)
GigabitEthernet0/0 is up, line protocol is up
Internet Address 192.168.1.1/24, Area 0, Attached via Network Statement
Process ID 1, Router ID 192.168.13.1, Network Type BROADCAST, Cost: 1
Topology-MTID Cost Disabled Shutdown Topology Name
0 1 no no Base
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 192.168.13.1, Interface address 192.168.1.1
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40
Hello due in 00:00:01
Supports Link-local Signaling (LLS)
Cisco NSF helper support enabled
IETF NSF helper support enabled
Index 1/1, flood queue length O
Next 0x0(0)/0x0(0)
Last flood scan length is 0, maximum is 0
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)

© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public. Page 7 of 22



Lab - Configuring Basic Single-Area OSPFv2

Step 7: Verify end-to-end connectivity.

Each PC should be able to ping the other PCs in the topology. Verify and troubleshoot if necessary.

Note: It may be necessary to disable the PC firewall to ping between PCs.

Part 3: Change Router ID Assignments

The OSPF router ID is used to uniquely identify the router in the OSPF routing domain. Cisco routers derive
the router ID in one of three ways and with the following precedence:

1) IP address configured with the OSPF router-id command, if present
2) Highest IP address of any of the router’s loopback addresses, if present
3) Highest active IP address on any of the router’s physical interfaces

Because no router IDs or loopback interfaces have been configured on the three routers, the router ID for
each router is determined by the highest IP address of any active interface.

In Part 3, you will change the OSPF router ID assignment using loopback addresses. You will also use the
router-id command to change the router ID.

Step 1: Change router IDs using loopback addresses.

a. Assign an IP address to loopback 0 on R1.

Rl (config)# interface 1lo0
Rl (config-if)# ip address 1.1.1.1 255.255.255.255
Rl (config-if)# end

b. Assign IP addresses to Loopback 0 on R2 and R3. Use IP address 2.2.2.2/32 for R2 and 3.3.3.3/32 for
R3.

c. Save the running configuration to the startup configuration on all three routers.

d. You must reload the routers in order to reset the router ID to the loopback address. Issue the reload
command on all three routers. Press Enter to confirm the reload.

e. After the router completes the reload process, issue the show ip protocols command to view the new
router ID.

R1# show ip protocols
*** IP Routing is NSF aware ***

Routing Protocol is "ospf 1"

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 1.1.1.1
Number of areas in this router is 1. 1 normal O stub 0 nssa
Maximum path: 4
Routing for Networks:

192.168.1.0 0.0.0.255 area O

192.168.12.0 0.0.0.3 area O

192.168.13.0 0.0.0.3 area O

Routing Information Sources:

Gateway Distance Last Update
3.3.3.3 110 00:01:00
2.2.2.2 110 00:01:14
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Distance: (default is 110)
f. Issue the show ip ospf neighbor command to display the router ID changes for the neighboring routers.

R1# show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
3.3.3.3 0 FULL/ - 00:00:35 192.168.13.2 Serial0/0/1
2.2.2.2 0 FULL/ - 00:00:32 192.168.12.2 Serial0/0/0
R1#

Step 2: Change the router ID on R1 using the router-id command.

The preferred method for setting the router ID is with the router-id command.

a. Issue therouter-id 11.11.11.11 command on R1 to reassign the router ID. Notice the informational
message that appears when issuing the router-id command.

Rl (config) # router ospf 1

Rl (config-router)# router-id 11.11.11.11

Reload or use "clear ip ospf process" command, for this to take effect
Rl (config) # end

b. You will receive an informational message telling you that you must either reload the router or use the
clear ip ospf process command for the change to take effect. Issue the clear ip ospf process
command on all three routers. Type yes to reply to the reset verification message, and press ENTER.

c. Setthe router ID for R2 to 22.22.22.22 and the router ID for R3 to 33.33.33.33. Then use clear ip ospf
process command to reset ospf routing process.

d. Issue the show ip protocols command to verify that the router ID changed on R1.

R1# show ip protocols

*** IP Routing is NSF aware ***

Routing Protocol is "ospf 1"

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 11.11.11.11
Number of areas in this router is 1. 1 normal 0O stub 0 nssa
Maximum path: 4
Routing for Networks:

192.168.1.0 0.0.0.255 area O

192.168.12.0 0.0.0.3 area O

192.168.13.0 0.0.0.3 area O

Passive Interface(s):

GigabitEthernet0/1

Routing Information Sources:
Gateway Distance Last Update
33.33.33.33 110 00:00:19
22.22.22.22 110 00:00:31
3.3.3.3 110 00:00:41
2.2.2.2 110 00:00:41

Distance: (default is 110)
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e. Issue the show ip ospf neighbor command on R1 to verify that new router ID for R2 and R3 is listed.

R1# show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
33.33.33.33 0 FULL/ - 00:00:36 192.168.13.2 Serial0/0/1
22.22.22.22 0 FULL/ - 00:00:32 192.168.12.2 Serial0/0/0

Part 4: Configure OSPF Passive Interfaces

The passive-interface command prevents routing updates from being sent through the specified router
interface. This is commonly done to reduce traffic on the LANs as they do not need to receive dynamic routing
protocol communication. In Part 4, you will use the passive-interface command to configure a single
interface as passive. You will also configure OSPF so that all interfaces on the router are passive by default,
and then enable OSPF routing advertisements on selected interfaces.

Step 1: Configure a passive interface.

a. Issue the show ip ospf interface g0/0 command on R1. Notice the timer indicating when the next Hello
packet is expected. Hello packets are sent every 10 seconds and are used between OSPF routers to
verify that their neighbors are up.

R1# show ip ospf interface g0/0
GigabitEthernet0/0 is up, line protocol is up
Internet Address 192.168.1.1/24, Area 0, Attached via Network Statement
Process ID 1, Router ID 11.11.11.11, Network Type BROADCAST, Cost: 1
Topology-MTID Cost Disabled Shutdown Topology Name
0 1 no no Base
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 11.11.11.11, Interface address 192.168.1.1
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40
Hello due in 00:00:02
Supports Link-local Signaling (LLS)
Cisco NSF helper support enabled
IETF NSF helper support enabled
Index 1/1, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 0, maximum is O
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)
b. Issue the passive-interface command to change the GO/0 interface on R1 to passive.

Rl (config)# router ospf 1
Rl (config-router) # passive-interface g0/0

c. Re-issue the show ip ospf interface g0/0 command to verify that GO/O is now passive.

R1# show ip ospf interface g0/0

GigabitEthernet0/0 is up, line protocol is up
Internet Address 192.168.1.1/24, Area 0, Attached via Network Statement
Process ID 1, Router ID 11.11.11.11, Network Type BROADCAST, Cost: 1
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Topology-MTID Cost Disabled Shutdown Topology Name
0 1 no no Base

Transmit Delay is 1 sec, State DR, Priority 1

Designated Router (ID) 11.11.11.11, Interface address 192.168.1.

No backup designated router on this network

1

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

oob-resync timeout 40
No Hellos (Passive interface)
Supports Link-local Signaling (LLS)
Cisco NSF helper support enabled
IETEF NSF helper support enabled
Index 1/1, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 0, maximum is 0
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)

d. Issue the show ip route command on R2 and R3 to verify that a route to the 192.168.1.0/24 network is

still available.

R2# show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile,
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter a
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external typ
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-
ia - IS-IS inter area, * - candidate default, U - per-user
o - ODR, P - periodic downloaded static route, H - NHRP, 1

+ - replicated route, % - next hop override

Gateway of last resort is not set

2.0.0.0/32 is subnetted, 1 subnets

C 2.2.2.2 is directly connected, LoopbackO

O 192.168.1.0/24 [110/65] via 192.168.12.1, 00:58:32, Serial0Q/
192.168.2.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.2.0/24 is directly connected, GigabitEthernet0/0

L 192.168.2.1/32 is directly connected, GigabitEthernet0/0

0 192.168.3.0/24 [110/65] via 192.168.23.2, 00:58:19, Serial0/
192.168.12.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.12.0/30 is directly connected, Serial0/0/0

L 192.168.12.2/32 is directly connected, Serial0/0/0
192.168.13.0/30 is subnetted, 1 subnets

0 192.168.13.0 [110/128] via 192.168.23.2, 00:58:19, Serial

[110/128] wvia 192.168.12.1, 00:58:32, Serial
192.168.23.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.23.0/30 is directly connected, Serial0/0/1
L 192.168.23.1/32 is directly connected, Serial0/0/1
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Step 2: Set passive interface as the default on a router.

a.

e.

Issue the show ip ospf neighbor command on R1 to verify that R2 is listed as an OSPF neighbor.

R1# show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
33.33.33.33 0 FULL/ - 00:00:31 192.168.13.2 Serial0/0/1
22.22.22.22 0 FULL/ - 00:00:32 192.168.12.2 Serial0/0/0

Issue the passive-interface default command on R2 to set the default for all OSPF interfaces as
passive.

R2 (config) # router ospf 1
R2 (config-router)# passive-interface default

R2 (config-router) #

*Apr 3 00:03:00.979: $OSPF-5-ADJCHG: Process 1, Nbr 11.11.11.11 on Serial0/0/0 from
FULL to DOWN, Neighbor Down: Interface down or detached

*Apr 3 00:03:00.979: $OSPF-5-ADJCHG: Process 1, Nbr 33.33.33.33 on Serial0/0/1 from
FULL to DOWN, Neighbor Down: Interface down or detached

Re-issue the show ip ospf neighbor command on R1. After the dead timer expires, R2 will no longer be
listed as an OSPF neighbor.

R1# show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
33.33.33.33 0 FULL/ - 00:00:34 192.168.13.2 Serial0/0/1

Issue the show ip ospf interface S0/0/0 command on R2 to view the OSPF status of interface S0/0/0.

R2# show ip ospf interface s0/0/0
Serial0/0/0 is up, line protocol is up
Internet Address 192.168.12.2/30, Area 0, Attached via Network Statement
Process ID 1, Router ID 22.22.22.22, Network Type POINT TO POINT, Cost: 64
Topology-MTID Cost Disabled Shutdown Topology Name
0 64 no no Base
Transmit Delay is 1 sec, State POINT TO POINT
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40
No Hellos (Passive interface)
Supports Link-local Signaling (LLS)
Cisco NSF helper support enabled
IETF NSF helper support enabled
Index 2/2, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 0, maximum is O
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)
If all interfaces on R2 are passive, then no routing information is being advertised. In this case, R1 and

R3 should no longer have a route to the 192.168.2.0/24 network. You can verify this by using the show ip
route command.
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f.  OnR2, issue the no passive-interface command so the router will send and receive OSPF routing
updates. After entering this command, you will see an informational message that a neighbor adjacency
has been established with R1.

R2 (config) # router ospf 1
R2 (config-router) # no passive-interface s0/0/0

R2 (config-router) #

*Apr 3 00:18:03.463: $OSPF-5-ADJCHG: Process 1, Nbr 11.11.11.11 on Serial0/0/0 from
LOADING to FULL, Loading Done

g. Re-issue the show ip route and show ip ospf neighbor commands on R1 and R3, and look for a route
to the 192.168.2.0/24 network.

What interface is R3 using to route to the 192.168.2.0/24 network?
What is the accumulated cost metric for the 192.168.2.0/24 network on R3?

Does R2 show up as an OSPF neighbor on R1?

Does R2 show up as an OSPF neighbor on R3?

What does this information tell you?

h. Change interface S0/0/1 on R2 to allow it to advertise OSPF routes. Record the commands used below.

i. Re-issue the show ip route command on R3.
What interface is R3 using to route to the 192.168.2.0/24 network?

What is the accumulated cost metric for the 192.168.2.0/24 network on R3 now and how is this
calculated?

Is R2 listed as an OSPF neighbor to R3?

Part 5: Change OSPF Metrics

In Part 5, you will change OSPF metrics using the auto-cost reference-bandwidth command, the
bandwidth command, and the ip ospf cost command.

Note: All DCE interfaces should have been configured with a clocking rate of 128000 in Part 1.

Step 1: Change the reference bandwidth on the routers.

The default reference-bandwidth for OSPF is 100Mb/s (Fast Ethernet speed). However, most modern
infrastructure devices have links that are faster than 100Mb/s. Because the OSPF cost metric must be an
integer, all links with transmission speeds of 100Mb/s or higher have a cost of 1. This results in Fast Ethernet,
Gigabit Ethernet, and 10G Ethernet interfaces all having the same cost. Therefore, the reference-bandwidth
must be changed to a higher value to accommodate networks with links faster that 100Mb/s.
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a. Issue the show interface command on R1 to view the default bandwidth setting for the GO/0 interface.

R1# show interface g0/0
GigabitEthernet0/0 is up, line protocol is up
Hardware is CN Gigabit Ethernet, address is c471.fed5.7520 (bia c471.£fe45.7520)
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full Duplex, 100Mbps, media type is RJ45
output flow-control is unsupported, input flow-control is unsupported
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output 00:17:31, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts (0 IP multicasts)
0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 0 multicast, 0 pause input
279 packets output, 89865 bytes, 0 underruns
0 output errors, 0 collisions, 1 interface resets
0 unknown protocol drops
0 babbles, 0 late collision, 0 deferred
1 lost carrier, 0 no carrier, 0 pause output

0 output buffer failures, 0 output buffers swapped out

Note: The bandwidth setting on GO/0 may differ from what is shown above if the PC host interface can
only support Fast Ethernet speed. If the PC host interface is not capable of supporting gigabit speed, then
the bandwidth will most likely be displayed as 100000 Kbit/sec.

b. Issue the show ip route ospf command on R1 to determine the route to the 192.168.3.0/24 network.

R1# show ip route ospf
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
+ - replicated route, % - next hop override

Gateway of last resort is not set
0 192.168.2.0/24 [110/65] via 192.168.12.2, 00:01:08, Serial0/0/0

0 192.168.3.0/24 [110/65] via 192.168.13.2, 00:00:57, Serial0/0/1
192.168.23.0/30 is subnetted, 1 subnets
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¢} 192.168.23.0 [110/128] wvia 192.168.13.2, 00:00:57, Serial0/0/1
[110/128] via 192.168.12.2, 00:01:08, Serial0/0/0

Note: The accumulated cost to the 192.168.3.0/24 network from R1 is 65.
c. Issue the show ip ospf interface command on R3 to determine the routing cost for G0/0.

R3# show ip ospf interface g0/0
GigabitEthernet0/0 is up, line protocol is up
Internet Address 192.168.3.1/24, Area 0, Attached via Network Statement
Process ID 1, Router ID 3.3.3.3, Network Type BROADCAST, Cost: 1
Topology-MTID Cost Disabled Shutdown Topology Name
0 1 no no Base
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 192.168.23.2, Interface address 192.168.3.1
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40
Hello due in 00:00:05
Supports Link-local Signaling (LLS)
Cisco NSF helper support enabled
IETEF NSF helper support enabled
Index 1/1, flood queue length O
Next 0x0(0)/0x0(0)
Last flood scan length is 0, maximum is 0
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)
d. Issue the show ip ospf interface s0/0/1 command on R1 to view the routing cost for S0/0/1.

R1# show ip ospf interface s0/0/1
Serial0/0/1 is up, line protocol is up
Internet Address 192.168.13.1/30, Area 0, Attached via Network Statement
Process ID 1, Router ID 1.1.1.1, Network Type POINT TO POINT, Cost: 64
Topology-MTID Cost Disabled Shutdown Topology Name
0 64 no no Base
Transmit Delay is 1 sec, State POINT TO POINT
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40
Hello due in 00:00:04
Supports Link-local Signaling (LLS)
Cisco NSF helper support enabled
IETF NSF helper support enabled
Index 3/3, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 192.168.23.2
Suppress hello for 0 neighbor (s)
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The sum of the costs of these two interfaces is the accumulated cost for the route to the 192.168.3.0/24
network on R3 (1 + 64 = 65), as can be seen in the output from the show ip route command.

Issue the auto-cost reference-bandwidth 10000 command on R1 to change the default reference
bandwidth setting. With this setting, 10Gb/s interfaces will have a cost of 1, 1 Gb/s interfaces will have a
cost of 10, and 100Mb/s interfaces will have a cost of 100.

Rl (config) # router ospf 1

Rl (config-router)# auto-cost reference-bandwidth 10000

% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
Issue the auto-cost reference-bandwidth 10000 command on routers R2 and R3.
Re-issue the show ip ospf interface command to view the new cost of GO/0 on R3, and S0/0/1 on R1.

R3# show ip ospf interface g0/0
GigabitEthernet0/0 is up, line protocol is up
Internet Address 192.168.3.1/24, Area 0, Attached via Network Statement
Process ID 1, Router ID 3.3.3.3, Network Type BROADCAST, Cost: 10
Topology-MTID Cost Disabled Shutdown Topology Name
0 10 no no Base
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 192.168.23.2, Interface address 192.168.3.1
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40
Hello due in 00:00:02
Supports Link-local Signaling (LLS)
Cisco NSF helper support enabled
IETEF NSF helper support enabled
Index 1/1, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 0, maximum is 0
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)

Note: If the device connected to the GO/0 interface does not support Gigabit Ethernet speed, the cost will
be different than the output display. For example, the cost will be 100 for Fast Ethernet speed (100Mb/s).

R1# show ip ospf interface s0/0/1
Serial0/0/1 is up, line protocol is up
Internet Address 192.168.13.1/30, Area 0, Attached via Network Statement
Process ID 1, Router ID 1.1.1.1, Network Type POINT TO POINT, Cost: 6476
Topology-MTID Cost Disabled Shutdown Topology Name
0 6476 no no Base
Transmit Delay is 1 sec, State POINT TO POINT
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40
Hello due in 00:00:05
Supports Link-local Signaling (LLS)
Cisco NSF helper support enabled
IETF NSF helper support enabled
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Index 3/3, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 192.168.23.2

Suppress hello for 0 neighbor(s)

h. Re-issue the show ip route ospf command to view the new accumulated cost for the 192.168.3.0/24

route (10 + 6476 = 6486).

Note: If the device connected to the GO/O interface does not support Gigabit Ethernet speed, the total
cost will be different than the output display. For example, the accumulated cost will be 6576 if GO/O is

operating at Fast Ethernet speed (100Mb/s).
R1# show ip route ospf

Codes: L - local, C - connected, S - static, R - RIP,
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1,
ia - IS-IS inter area, * - candidate default,

o - ODR, P - periodic downloaded static route,

o)

+ - replicated route, % - next hop override

Gateway of last resort is not set

0 192.168.2.0/24 [110/6486] via 192.168.12.2, 00:05:40,
0 192.168.3.0/24 [110/6486] via 192.168.13.2, 00:01:08,

192.168.23.0/30 is subnetted, 1 subnets
0 192.168.23.0 [110/12952] via 192.168.13.2,
[110/12952] via 192.168.12.2,

M - mobile,

L2 - IS-IS level-2

U - per-user static route

Serial0/0/0
Serial0/0/1

Serial0/0/1
Serial0/0/

Note: Changing the default reference-bandwidth on the routers from 100 to 10,000 in effect changed the
accumulated costs of all routes by a factor of 100, but the cost of each interface link and route is now

more accurately reflected.

i. To reset the reference-bandwidth back to its default value, issue the auto-cost reference-bandwidth

100 command on all three routers.

Rl (config)# router ospf 1

Rl (config-router)# auto-cost reference-bandwidth 100

)

% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.

Why would you want to change the OSPF default reference-bandwidth?

Step 2: Change the bandwidth for an interface.

On most serial links, the bandwidth metric will default to 1544 Kbits (that of a T1). If this is not the actual
speed of the serial link, the bandwidth setting will need to be changed to match the actual speed to allow the
route cost to be calculated correctly in OSPF. Use the bandwidth command to adjust the bandwidth setting

on an interface.
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Note: A common misconception is to assume that the bandwidth command will change the physical
bandwidth, or speed, of the link. The command modifies the bandwidth metric used by OSPF to calculate
routing costs, and does not modify the actual bandwidth (speed) of the link.

a. Issue the show interface s0/0/0 command on R1 to view the current bandwidth setting on S0/0/0. Even
though the clock rate, link speed on this interface was set to 128Kb/s, the bandwidth is still showing
1544Kb/s.

R1# show interface s0/0/0
Serial0/0/0 is up, line protocol is up
Hardware is WIC MBRD Serial
Internet address is 192.168.12.1/30
MTU 1500 bytes, BW 1544 Kbit/sec, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation HDLC, loopback not set
Keepalive set (10 sec)
<Output omitted>

b. Issue the show ip route ospf command on R1 to view the accumulated cost for the route to network
192.168.23.0/24 using S0/0/0. Note that there are two equal-cost (128) routes to the 192.168.23.0/24
network, one via S0/0/0 and one via S0/0/1.

R1# show ip route ospf

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP

+ - replicated route, % - next hop override

Gateway of last resort is not set

0 192.168.2.0/24 [110/65] via 192.168.12.2, 00:00:26, Serial0/0/0

0 192.168.3.0/24 [110/65] via 192.168.13.2, 00:00:26, Serial0/0/1
192.168.23.0/30 is subnetted, 1 subnets

0 192.168.23.0 [110/128] via 192.168.13.2, 00:00:26, Serial0/0/1

[110/128] via 192.168.12.2, 00:00:26, Serial0/0/0
c. Issue the bandwidth 128 command to set the bandwidth on S0/0/0 to 128Kb/s.

Rl (config)# interface s0/0/0
Rl (config-if) # bandwidth 128

d. Re-issue the show ip route ospf command. The routing table no longer displays the route to the
192.168.23.0/24 network over the S0/0/0 interface. This is because the best route, the one with the
lowest cost, is now via S0/0/1.

R1# show ip route ospf
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
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ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP

+ - replicated route, % - next hop override

Gateway of last resort is not set

¢} 192.168.2.0/24 [110/129] wvia 192.168.12.2, 00:01:47, Serial0/0/0

¢} 192.168.3.0/24 [110/65] via 192.168.13.2, 00:04:51, Serial0/0/1
192.168.23.0/30 is subnetted, 1 subnets

0 192.168.23.0 [110/128] wvia 192.168.13.2, 00:04:51, Serial0/0/1

e. Issue the show ip ospf interface brief command. The cost for S0/0/0 has changed from 64 to 781 which
is an accurate cost representation of the link speed.

R1# show ip ospf interface brief

Interface PID Area IP Address/Mask Cost State Nbrs F/C
Se0/0/1 1 0 192.168.13.1/30 64 P2P 1/1
Se0/0/0 1 0 192.168.12.1/30 781 P2P 1/1
Gi0/0 1 0 192.168.1.1/24 1 DR 0/0

f. Change the bandwidth for interface S0/0/1 to the same setting as S0/0/0 on R1.

g. Re-issue the show ip route ospf command to view the accumulated cost of both routes to the
192.168.23.0/24 network. Note that there are again two equal-cost (845) routes to the 192.168.23.0/24
network, one via S0/0/0 and one via S0/0/1.

R1# show ip route ospf

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP

+ - replicated route, % - next hop override

Gateway of last resort is not set

0 192.168.2.0/24 [110/782] via 192.168.12.2, 00:00:09, Serial0/0/0

0 192.168.3.0/24 [110/782] via 192.168.13.2, 00:00:09, Serial0/0/1
192.168.23.0/30 is subnetted, 1 subnets

0 192.168.23.0 [110/845] via 192.168.13.2, 00:00:09, Serial0/0/1

[110/845] via 192.168.12.2, 00:00:09, Serial0/0/0
Explain how the costs to the 192.168.3.0/24 and 192.168.23.0/30 networks from R1 were calculated.

h. Issue the show ip route ospf command on R3. The accumulated cost of the 192.168.1.0/24 is still
showing as 65. Unlike the clock rate command, the bandwidth command needs to be applied on each
side of a serial link.

R3# show ip route ospf
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
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D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP

+ - replicated route, % - next hop override

Gateway of last resort is not set

0 192.168.1.0/24 [110/65] via 192.168.13.1, 00:30:58, Serial0/0/0

0 192.168.2.0/24 [110/65] via 192.168.23.1, 00:30:58, Serial0/0/1
192.168.12.0/30 is subnetted, 1 subnets

0 192.168.12.0 [110/128] wvia 192.168.23.1, 00:30:58, Serial0/0/1

[110/128] via 192.168.13.1, 00:30:58, Serial0/0/0
i. Issue the bandwidth 128 command on all remaining serial interfaces in the topology.
What is the new accumulated cost to the 192.168.23.0/24 network on R1? Why?

Step 3: Change the route cost.

OSPF uses the bandwidth setting to calculate the cost for a link by default. However, you can override this
calculation by manually setting the cost of a link using the ip ospf cost command. Like the bandwidth

command, the ip ospf cost command only affects the side of the link where it was applied.
a. Issue the show ip route ospf on R1.

R1# show ip route ospf

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP

+ - replicated route, % - next hop override
Gateway of last resort is not set
0 192.168.2.0/24 [110/782] via 192.168.12.2, 00:00:26, Serial0/0/0

0 192.168.3.0/24 [110/782] via 192.168.13.2, 00:02:50, Serial0/0/1
192.168.23.0/30 is subnetted, 1 subnets

0 192.168.23.0 [110/1562] wvia 192.168.13.2, 00:02:40, Serial0/0/1
[110/1562] wvia 192.168.12.2, 00:02:40, Serial0/0/0

b. Apply the ip ospf cost 1565 command to the S0/0/1 interface on R1. A cost of 1565 is higher than the

accumulated cost of the route through R2 which is 1562.

Rl (config) # interface s0/0/1
Rl (config-if) # ip ospf cost 1565
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c. Re-issue the show ip route ospf command on R1 to display the effect this change has made on the

routing table. All OSPF routes for R1 are now being routed through R2.
R1# show ip route ospf

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP

+ - replicated route, % - next hop override

Gateway of last resort is not set

0 192.168.2.0/24 [110/782] via 192.168.12.2, 00:02:06, Serial0/0/0
0 192.168.3.0/24 [110/1563] wvia 192.168.12.2, 00:05:31, Serial0/0/0

192.168.23.0/30 is subnetted, 1 subnets

0 192.168.23.0 [110/1562] wvia 192.168.12.2, 01:14:02, Serial0/0/0

Note: Manipulating link costs using the ip ospf cost command is the easiest and preferred method for
changing OSPF route costs. In addition to changing the cost based on bandwidth, a network administrator
may have other reasons for changing the cost of a route, such as preference for a particular service provider

or the actual monetary cost of a link or route.
Explain why the route to the 192.168.3.0/24 network on R1 is now going through R2?

Reflection

1. Why is it important to control the router ID assignment when using the OSPF protocol?

2. Why is the DR/BDR election process not a concern in this lab?

3. Why would you want to set an OSPF interface to passive?
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Router Interface Summary Table

Router Interface Summary

Router Model

Ethernet Interface #1

Ethernet Interface #2

Serial Interface #1

Serial Interface #2

1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)

1900 Gigabit Ethernet 0/0 Gigabit Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
(G0/0) (G0/1)

2801 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/1/0 (S0/1/0) | Serial 0/1/1 (S0/1/1)
(FO/0) (FO/1)

2811 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)

2900 Gigabit Ethernet 0/0 Gigabit Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)

(GO/0)

(GO/1)

Note: To find out how the router is configured, look at the interfaces to identify the type of router and how many
interfaces the router has. There is no way to effectively list all the combinations of configurations for each router
class. This table includes identifiers for the possible combinations of Ethernet and Serial interfaces in the device.
The table does not include any other type of interface, even though a specific router may contain one. An
example of this might be an ISDN BRI interface. The string in parenthesis is the legal abbreviation that can be
used in Cisco I0S commands to represent the interface.
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