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5.0 Introduction

5.1 Advanced Single-Area OSPF Implementations

5.2 Troubleshooting Single-Area OSPF Implementations
5.3 Summary



Chapter 5: Objectives

After completing this chapter, you will be able to:

«  Modify the OSPF interface priority to influence the DR/BDR election.
 Configure a router to propagate a default route in an OSPF network.
*  Modify OSPF interface settings to improve network performance.

»  Configure OSPF authentication to ensure secure routing updates.

» Explain the process and tools used to troubleshoot a single-area OSPF network.
* Troubleshoot missing route entries in a single-area O5FPFvZ route table.

*  Troubleshoot missing route entries in a single-area O5PFv3 route table.
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Routing in the Distribution and Core Layers

Routing versus Switching

= Switches, link aggregation, LAN redundancy and wireless LANs are
all technologies that provide or enhance user access to network
resources.

= Scalable networks also require optimal reachability between sites.
Remote network reachability is provided by routers and Layer 3
switches which operate in the distribution and core layers.
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Routing in the Distribution and Core Layers

Static Routing

Static and Default Route Scenario

Router R2 is connected
to other networks and to
the Internet. |t is also my
only way out of here. |
just need a default static
route to reach any
network that | do not
knowe about.

S0/0/0

192.168.11.0/24

Router R1 only has two :
networks that | need to 10.1.2.0124

know about, so | just need
two static routes to reach
those networks.
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Routing in the Distribution and Core Layers

Dynamic Routing Protocols

Dynamic Routing Protocol Scenario

Heylam R1and | am
using EIGRP to let my
neighbors know that |
can reach the following
networks:

= 192.168.10.0/24

192.168.10.0/24 |~ 192.166.11.0/24
10 o «  2009.165.200.224/30

I 209.165.200.224/30

=

192.168.11.0/24 | Y. ﬂ-i;;rglg‘ﬁgqg am 10.1.2.0/24
my neighbors know that |
can reach the following
networks:

« 10.1.1.0024

- 10.1.2.0024

- 200.165.200.224/30

| am also the default
gateway to the Internet.
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Routing in the Distribution and Core Layers

Configuring Single-Area OSPF

Area 0

172.16.2.0/24

172.16.1.0/24

192.168.10.4/30

Rl {config)# interface GigabitEthernet0/0

Bl {config-if)}# bandwidth 1000000

Bl {config-if)}4 exit

Rl {config) # router ospf 10

Fl {config-router)# router-id 1.1.1.1

Rl {config-router)# autoc-cost reference-bandwidth 1000

¥ DSPF: Reference bandwidth iz changed.
Flezszse ensure reference bandwidih is conzistent

across a2ll roukera.

Rl {config-router)# network 172.16.1.0 0.0.0.255 area 0
Rl {config-router)# network 172.16.3.0 0.0.0.3 area 0
Rl {config-router)# network 192.168.10.4 0.0.0.3 area 0
Rl {config-router) 4

Rl {config-router)# passive-interface g0/0

Rl {config-router) #

Internet

192.168.1.0/24

B2 (config) # interface GigabitEthernet0/0
B2 (config-if}# bandwidth 1000000
B2 ({config-if)}# exit
F2 (config) $# router ospf 10
F2 {config-router)# router-id 2.2.2.2
E? {config-router)# aunto-cost reference-bandwidth 1000
% 0OSPF: Reference bandwidth is changed.

Fleazse ensure reference bandwidth is conaistent
across 211 ronters.
E2 {config-router)# network 172.16.2.1 0.0.0.0 area 0
E2 {config-router) 4 network 172.16.3.2 0.0.0.0 area 0
E2 {config-router) 4 network 192.168.10.9 0.0.0.0 area 0
E2 {config-router) #
B2 (config-router) # passive-interface g0/0
F2 {config-router) #
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Routing in the Distribution and Core Layers

Verifying Single-Area OSPF

rl¥ show ip ospf neighbor
Meighbor ID Pri  sState Dead Time  Address Interface
3.3.3.3 o FUOLLS - 00:00:32 1%2.168.10. 6 serialosos1l
2.2.2.2 i FULLS - 00:00:3% 172.16.3.2 Zeriallso/o
EL¥

rl¥ show ip protoocols

L

* I[P Routing 1z HSF aware *##

routing Protocol iz "ozpf 10T

outgoing update filter list for all interfaces iz not set
Incoming update filter list for all interfaces iz not set
Fouter ID 1.1.1.1
Humber of areas in this router is 1. 1 normal © stub 0 nzsa
Maximum path: 4
Fouting for Metworks:

172.16.L.0 0.0.0.255 area 0

172.16.3.0 0.0.0.3 area 0

122 168.10.4 0.0.0.3 ar=ea 0
ragzive Interface(s):

GigabitEtherneti/0

Fouting Information Sources;
zateway Disztance Last Update
53.3.3.3 114 00:12:14
2.2.2.2 114 00:112:486

Digtance: (default iz 110}

Blfw
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Routing in the Distribution and Core Layers

Verifying Single-Area OSPF (cont.)

Bl¥ show ip ospf
Fouting Process "ospf 10" with 10 1.1.1.1
Start time: J0:06:1%.%52, Time elapsed: 00:3%:5&.400

<(utput omitted=

Mumber of areas in this router iz 1. 1 normal O stub 0 nsza
Mumber of areas tranait capable is 0
External flood list length O
IETF H&F helpsr support enabled
Cizco MSF helper support enabled
Feference bandwidth unit is 1000 mbps
Area BROHBOWE [0
Humber of interfaces in thiz area iz 32
nrea has no authentication
3PF algorithm last executed 00:15:21.4358 ago
3PF algorithm executed & times
Area Tanges ara
pumber of LA 3. Checksum Sum Jx023523
Humber of opaque link Lsa 0. Checksum Sum Ox000000
Humber of Dobhitless LA O
Humber of indication LS 0
Humber af DoWobage L3A 0O
Flood list length O

Bl§
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Routing in the Distribution and Core Layers
Verifying Single-Area OSPF (cont.

El¥ show ip ospf interface
GigabitEthernet(/0 iz up, line protocol iz up
Internst Address 172.16.1.1/24, aArea 0, Attached wia Hetwork

Statement
Process ID 10, Bouker ID 1.1.1.1, Hetwoark Type BROADCRST, Cosk: 1
Tapolagy-MTID Caat Dizabled Shutdown Topology Nams
0 1 no falls! Baze

Transmit Delavy iz 1 =ec, state DR, Friority 1

Designated Bouter {IDy 1.1.1.1, Interface address 172.16.1.1

Ho backup designated router on thiz network

Timer intervals configured, Hslle 10, Dead 40, wait 40,
retransmit §

ocob-resyne timeout 40
Mo Hellos (Pasziwve interface)

supports Link-local Signaling (LLS)

Cisco ¥sF helper support enabled

IETE MESF helper support enabled

Index 171, flood gueue length 0

Haxt 0x0{0} /0x0{0)

Last flood scan length iz 0, maximum iz 0

Last flood scan time i3 0 msec, maximum iz 0 meEec

Heighbor count iz 0, Rdjacent neighbor count iz O

suppress hello for 0 neighbor(s)
seriald/0/1 iz up, line protocal i3 up

Internst Address 152.188.10.5/30, Brea 0, Attached wia Hetwork
Statement

FProgess ID 10, Router ID 1.1.1.1, HWetwark Typs PFOINT TO POINT,
cozt: 647 -

=Qutput omitted=

el¥ show ip ospf interface brief

Interface FID hraa IF hddresa/Mashk ozt  State ¥bra F/C
Gi0/0 10 0 17z.16.1.1724 1 DE 050
3a0/0/1 10 0 1%2 . 168.10.5/530 847 FZE 1/1
Fa0/0/0 10 0 172.16.3.1730 847 =0l =) 1/1

1§




CISCO.

Routing in the Distribution and Core Layers

Configuring Single-Area OSPFv3

Area 0

2001:DB8: CAFE:2::/64

2001:DB8:CAFE:A001::/64 2001:DB8: CAFE:A002::/64

2001:DB8: CAFE:1::/64 2001:DB8: CAFE:3::/64

Bl (config)# ipvé router ocepf 10
Rl (config-rtr) 4 router-id 1.1.1.1
Bl (ponfig-rtr) 4 auto-cost reference-bandwidth 1000
% O5PFv3-10-IFvé: Reference bandwidth is changed.
Pleaze ensure reference bandwidth is conzistent acrosa all

B2 (config)# ipwé router ospf 10
R2 (config-rtr)4 router-id 2.2.2.2
B2 (config-rir) 4 auto-cost reference-bandwidth 1000
% O8PEw3-10-IFvé: Refersnce bandwidth is changed.
Fleaze snsure reference bandwidth is consistent scrosa all

routers. routers.

Rl (config-rtr) 4 R2 (config-rtr) 4

Bl (config-ritr) 4 interface GigabitEthernet 0/0 RZ(config-rtr)4 interface GigabitEthernet 0/0
Rl (config-if}# bandwidth 1000000 RZ[config-if) # bandwidth 1000000

Bl (config-ifi# ipvé ospf 10 area 0 R2(config-if} # ipvé ospf 10 area 0

Bl (config-if}# R2 (config-if) ¢

Bl {config-ifi# interface Seriall/0/0 R2(config-if) # interface Serial0/0/0

62 (config-if)# ipwvé ospf 10 area 0
R2 (config-if)}#

1 o . . RZ(config-if} # interface Berial0/0/1
Bl (config-ifl ¢ interface Seriall/0/1 R2 [config-if)§ ipvé cspf 10 azea O

Bl (config-if}# ipvé ospf 10 area 0 R2 (config-if}§ emd
Bl (ponfig-if}# end o
1§

Bl {config-if}# ipvé ospf 10 area 0
rl (config-if)#
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Routing in the Distribution and Core Layers

Verifying Single-Area OSPFv3

El$ show ipwé ospf neighbor

O8PFYE Router with ID (1.1.1.1} (Procesa ID 10}

Heiqhbnr ID Pri State Dead Time Interface ID Intarface

3.3.3.3 0 FULLS - QO:00:31 & erialds0fl
2.2.2.2 0 FULLS - Qh:=00:37 & Seriald/0f0
2.2.2.2 1 FULL/BOE Dh:=00:=38 32 GigabitEtharnetos o
3.3.3.3 1 FULL/CROTHER 00:00:32 3 FigabitEthernsti/ 0
rl¥

elf show ipvé protocols
IFvE Eouting Frotocol iz "connected™
IPvwé Routing Protocol iz "ND"
IFvE Eouting Protocol is "ospf 10"
Fouter ID 1.1.1.1
Humber of areas: 1 normal, O atub, 0 nssa
Interfaces {Area 0):
Herialdys0s 1
Beriald/s0s0
GilgabitEthernetds 0
Radistribution:
Monea
RL¥
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Verifying Single-Area OSPFv3 (cont.)

El¥ show ipv6 route ospf
IFve Eoukbing Table - default - 10 entries
Codes: © - Connected, L - Local, 5 - static,
I - Per-user Static route
B - B3F, R - RIF, H - NHEF, Il - ISI& 1l
I2 - IsI% L2, Ia - I3I5 interasrea, 13 - ISIS summary,
L — EIGEP
EX — EIGEF external, HD - HD Default, KDp - HMD Prefix,
DCE - Destination
WDr - Bedirect, 0 - 0SPF Intra, OI - OSPF Inter,
0E1 - 03pF ext 1
OEZ - OHPF ext 2, ON1 - OSFF Hs8R ext 1,
ONZ - O5PF NS5A ext 2
0O  2001:DBB:CAFE:2::/64 [110/1]
via GigabitEthernet0/0, directly connected
0 2001:DBE:CAFE:2::/64 [110/1]
via GigabitBthernst0/0, directly connected
0 2001 :0BE:CAFERO02: /64 [110/648]
vwia FEEO::2, GigabitEthernstd/0
via FEEQ::3, SigabitEthernsto/o
rRL§

rl¥ show ipwé ospf interface brief

Intarface FID Araa Intf IO co=t sState wWhra F/C
Ha0/0/1 10 [l 1 a47 BZE 1.1
H5a0/0/0 10 0 & a47 EZE 1/
GLOS0 10 [l 3 1 DE 2,2

RL¥




OSPF in Multiaccess Networks

OSPF Network Types

Point-to-point — Two routers interconnected over a common link.
Often the configuration in WAN links.

Broadcast Multiaccess — Multiple routers interconnected over an
Ethernet network.

Non-broadcast Multiaccess (NBMA) — Multiple routers
interconnected in a network that does not allow broadcasts, such
as Frame Relay.

Point-to-multipoint — Multiple routers interconnected in a hub-
and-spoke topology over an NBMA network.

Virtual links — Special OSPF network used to interconnect distant
OSPF areas to the backbone area.



OSPF in Multiaccess Networks

Challenges in Multiaccess Networks

Multiaccess networks can create two challenges for OSPF:

= Creation of multiple adjacencies — creating adjacencies with

multiple routers would lead to an excessive number of LSAs
being exchanged.

= Extensive flooding of LSAs — Link-state routers flood the
network when OSPF is initialized or when there is a change.

 Formula used to calculate ?
the number of required
adjacencies n(n-1)/2

« Atopology of 4 routers would
resultin 4(4-1)/2=6




OSPF in Multiaccess Networks

OSPF Designated Router

The designated router (DR) is the solution to managing adjacencies
and flooding of LSAs on a multiaccess network.

The backup designated router (BDR) is elected in case the DR
fails.

All other non-DR and non-BDR routers become DROTHERS.
DROTHERSs only form adjacencies with the DR and BDR.

DROTHERS only send their LSAs to the DR and BDR using the
multicast address 224.0.0.6.

DR uses the multicast address 224.0.0.5 to send LSAs to all other
routers. DR only router flooding LSAs.

DR/BDR Elections only necessary on multiaccess networks.



OSPF in Multiaccess Networks

OSPF Designated Router (cont.)

Role of the DR

DR sends out any LSAs to all other routers.

DR EDR

Here are 10.1.1.1's
LSAs.
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OSPF in Multiaccess Networks

Verifying DR/BDR Roles

Verifying the Role of R1

A1} show ip oapf intarface GigabitEtharnat 070
GigabitEthernetl/] is up, line protocol is up
Internet Bddress 192.168.1.1/28,Area (,Attached via Hetwork Statement
Frocess ID 1], Fouter ID 1.1.1.1, M=twork Type BERDRDCAST, Cost: 1
Topolagy-MTID Cost Dimabled Zhutdown Topology Hames
1] 1 no no Base
OTran_ﬁm_'i.t D=lay is 1 meo, State DROTHER, Priority 1
D=signated Fouter {ID) 3.3.3.3, Interface address 1%32.1G6E.1.3

Backup Designated router (ID} 2.2.2.2, Interface address 192, 168.1.2

Timer intervals configqured, Hello 10, Dead 40, Wait 40, Eetransmit §
oob-resync timecut 40
Hello due in 00:00:06

Zupports Link-local Signaling (LL3)

Cisce HEF helper support enabled

IETF HSF he=lper support enshled

Index 2,2, fleod queus length

Bt Cocd (0) /QxD (0}

Last flood scan length is 1, maximm is 2

Last flood scan time is ( msec, maximum is [ msec

M=ighbor Count is 2, Bdjacent ne=ighbor count is 2
Adjacent with neighbor 2.2.2.2 (Backup Designated FRoukter)
Adjacent with neighbor 3.3.3.3 (Designat=d Bouter)

Zupprass b=lle for 0 neighbor(s)

R14




OSPF in Multiaccess Networks

Verifying DR/BDR Adjacencies

State of neighbors in multiaccess networks can be:

FULL/DROTHER - This is a DR or BDR router that is fully
adjacent with a non-DR or BDR router.

FULL/DR - The router is fully adjacent with the indicated DR
neighbor.

FULL/BDR - The router is fully adjacent with the indicated
BDR neighbor.

2-WAY/DROTHER - The non-DR or BDR router has a
neighbor adjacency with another non-DR or BDR router.

El{ show ip ospf neighbor

Neaighbor ID Pri Stats Dead Tims Address Interface
';::j 2.2,2.2 1 FILL,/BIR 0O-00:36 192.168.1.2 GigabitEthern=t0/]
';;:; 3.3.%.3 1 FULL,/C& D:00:35 162.168.1.3 GigabitEthern=t0l/]

R1¢



OSPF in Multiaccess Networks

Default DR/BDR Election Process

The router with the highest interface priority is elected as the DR.

The router with the second highest interface priority is elected as
the BDR.

Priority can be configured between 0-255. (Priority of O - router
cannot become the DR. 0

If interface priorities are eq#al, then the router with highest router ID
Is elected DR and second highest the BDR

Three ways to determine router ID:
* Router ID can be manually configured.

« If not configured, the ID determined by the highest loopback IP
address.

- If no loopbacks, the ID is determined by the highest active IPv4
address.

In an IPv6 network, the router ID must be configured manually.



OSPF in Multiaccess Networks

DR/BDR Election Process

DR remains the DR until one of the following occurs:

= The DR fails.

= The OSPF process on the DR fails or is stopped.

= The multiaccess interface on the DR fails or is shutdown.
If the DR fails, the BDR is automatically promoted to DR.

= There is then a new BDR election and the DROTHER with the
higher priority or router ID is elected as the new BDR.



OSPF in Multiaccess Networks
The OSPF Priority

= Instead of setting the router ID on all routers, it is better to control
the election by setting interface priorities.

- To change the priority, use one of the following commands:
ip ospf priority value (OSPFv2 interface command)
ipv6é ospf priority value (OSPFv3 interface command)

= To begin another OSPF election, use one of the following methods:

Shutdown the router interfaces and then re-enable them
starting with the DR, then the BDR, and then all other routers.

Reset the OSPF process using the clear ip ospf
process privieged EXEC mode command on all routers.

Fl{config)$ interface GigabitEthernmet 0/0
Rl (config-if)# ip ospf priority 255
Fl{config-if}l# end

Rl




Default Route Propagation

Propagating a Default Static Route in OSPFv2

The router connected to the Internet that is used to propagate a
default route is often called the edge, entrance or gateway router.
In an OSPF network, it may also be call the autonomous system
boundary router (ASBR).

Area 0

172.16.2.0/24

209.165.200.224,27

Internet ?

2 (config)# ip route 0.0.0.0 0.0.0.0 209.165.200.226
B2 (config)#

B2 (config)# router ospf 10

2 (config-router) 4 default-information originate

R2 (config-router) 4 end

r2$

2,/750000 S0MGE
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Default Route Propagation

Verifying the Propagated Default Route

r2¥ show ip route | begin Gateway

zateway of last resort is Z0%.165.200.226 to network
0.0.0.0

S+ 0.0.0.0/0 [L/0] wvia 20%.165.200.228, Lﬂnpbackﬂ
172.16.0.0/1¢ iz wariably subnetted, 5 subnetz, 3 masks
0 172.16.1.0/24 [110/65] wia 172.16.3.1, 00:01:44,
seriall 070
172.16.2.0/24 iz directly connected, GigabitEthernet(s0
172.16.2.1/732 iz directly connected, GigabitEthernetis0
172.16.3.0/30 1z directly connected, sSeriald/0/s0
172.16.3.2/732 iz directly connected, Seriald/0f0
192.168.1.0/24 [110/658] wis 192.168.10.10, Q0:01:12,
serialds0/1
192.162.10.0/24 1is wvariably subnetted, 3 subnets, =2
mazks
0 192.162.10.4/30 [110/128] +wia 192.1&2.10.10, 00:01:12,
seriald/0/1
[110/128) wia 172.16.3.1, 00:01:12, Beriald/0/ 0
C 192,162 10.8/30 iz directly connected, Serialld/0/1
L 192,162.10.9/32 iz directly connected, Serialld/0/1
20%.165.200.0/24 i3 wvariably subnetted, 2 subnetsz, 2

mazks r

o O e N e I
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Default Route Propagation

Propagating a Default Static Route in OSPFv3
Enabling OSPFv3 on the R1 Interfaces

B2 {configlf ipvh rowte ::f0 2001:DES:FEED:1::2

BZ {canfig) #

BZ {canfiglf ipwvh router ospf 10

BZ {config-rix] + defanlt-information originata

BZ {canfig-rtxr} ¢ and

B2

*Apr 10 11:36:21.985: %SYS-5-CONFIG I: Configured fram console by

cansale
B2

Verifying the propagated IPv6 default Route

EZf{ show ipvh route static

IFvE Routing Tahl= — default - 12 entries

Codes:C —Connected, L - Local, 5 - Static, 0 - Per—user 3tatic route
B -BGF, R - RIP, H - NHRP, I[1 - 1515 Ll
12 -I&I& L3, IA - IS5IS interarsa, I5-I5I5 summary,-EIGRF
EX -EIGZEP external, NID-HD D=faunlt ,HDp-HI Prefix, DCE-Destinatiaon
HOr —Badirect, 0 - O2FF Intra,0I-03FF Inter,0E1-0SPF ext 1
CE2? -0S5FF ext £, ONL - DSPF MESR =xt 1, OH2? - OSFPF NSEA ext 2

] c2f0 [1/0]

wia Z00L:0BH:FEED:1::2, Loapbacki

R2f
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Fine-tuning OSPF Interfaces

OSPF Hello and Dead Intervals

OSPF Hello and Dead intervals must match, or a neighbor
adjacency will not occur.

Verifying the OSPF Intervals on R1

Rlf show ip ospf interface aserial 0/0/0 | include Timer

Timer intervals configured, Hello 10, Dead 449, wait 40,
Eetransmit 5

Timer intervals configured, Hello 10, Dead 449, wait 40,
Ratransmit §

Timer intervals configured, Hello 10, Dead 440, wWait 40,

Retransmit §
El§

Verifying OSPF Timer Activity

rl¥ show ip ospf neighbor

Meighbor ID Fri State Dead Time Address Interface
3.3.3.3 a FUOLL,— Qd0:00:35 1%2.168.10.¢ Beriald/orfl
2.2.2.2 q FOLL,S— Q0:00:33 172.16.53.2 Heriald/osn0

RL¥
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Fine-tuning OSPF Interfaces

Modifying OSPF Intervals
= Modifying OSPFv2 Intervals

El (config)¢ interface serial 0/0/0

Bl (config-if) ¢ ip oepf hello-interwval 5
Bl (ponfig-if) ¢ ip oepf dead-interwal 20
El (config-if) ¥ end

El¥

= Modifying OSPFv3 Intervals

Rl (config) ¢ interface serial 0/0/0

Bl {config-if) ¢ ipvé ospf hello-interval 5
Bl {config-if) ¢ ipvé ospf dead-interval 20
Rl (config-if) ¥ end

El¥

= Verifying the OSPFv3 interface intervals

E2f show ipvé ospf interface s0/0/0 | include Timer
Timer intervals configqured, Hells 5, Dead 20, wWait 20,

Retransmit 5

R2 ¥

EZf show ipvé ospf neighbor

CEPFv3 Router with ID (2.2.2.2) {Procaszsz ID 14}
Meighbor I Pri  state  Dead Time  Interface ID Interface

3.3.3.3 1] FOLLS= Q0:00:38 T serialososl
1.1.1.1 ] FOLLS- Q0:00:19 & serialo o0
B2 ¥

P2 - B %



Secure OSPF
Secure Routing Updates

When neighbor authentication has been configured on a router,
the router authenticates the source of each routing update
packet that it receives.

An authenticating key that is known to both the sending and the
receiving route is exchanged.

OSPF supports three types of authentication:
* Null — no authentication.

- Simple password authentication — the password in the
update is sent in plaintext over the network (outdated
method).

- MDS5 authentication — Most secure and recommended
method of authentication. Password is calculated using the
MDS5 algorithm.
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Secure OSPF

MD5 Authentication

Operation of the MD5 Algorithm

.
ﬁ — R2

Routing Meszage

DSFPF Update Packet
= O L R R Secret Key
== N O M K K

N/

Signature | 4ehlDxE7NMopD

v

=]

Di=zcard Signatures Match? Accept




Secure OSPF

Configuring OSPF MDS5 Authentication

= MD5 authentication can be enabled globally for all interfaces or
on a per-interface basis.

= To enable OSPF MDS5 authentication globally, configure:

* ip ospf message-digest-key key
md5 password (interface configuration command)

* area area-id authentication message-digest (router
configuration command)

= To enable MD5 authentication on a per-interface basis,
configure:

- ip ospf message-digest-key key
md5 password (interface configuration command)

* ip ospf authentication message-digest (interface
configuration command)
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Secure OSPF

OSPF MDS5 Authentication Example

Fl {zconfig) # router ocspf 10

Rl {config-router)# area 0 authentication message-digest

Fl {config-router)# exit

Bl {config) $

*Apr 8 09:58:09.838: %0SPF-S5-ADJCHG: Process 10, MHbr 2.2.2.2
on Seriall/0/0 from FULL to DOWH, Heighbor Down: Dead timer
expired

Bl {config)

*Apr 8 09:58:28.627: %0SPF-S5-ADJCHG: Process 10, Hbr 3.3.3.3
on Serizld/0f]1 from FULL to DOWN, Heighbor Down: Dead timer
expired

Bl {config)

Fl{zonfig)# interface GigabitEthernet 0/0

Rl {config-if) ¥ ip ospf message-digest-key 1 mdS CISCO-123
Bl {config-if)l# exit

Bl {config) $

El {zonfig)$# interface Serial 0/0/0

Fl{zonfig-if)} % ip ospf message-digest-key 1 md5 CIBCO-123
Bl {config-if}# exit

Bl {config) #

Fl{config)$ interface Berial 0/0/1

Fl {config-if)} ¥ ip ospf message-digest-key 1 md5 CIBCO-123

Rl {config-if)4 continued
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Secure OSPF

OSPF MD5 Authentication Example (cont.)

Rl {config)$# interface GigabitEthernet 0/0

Fl({config-if} ¥ ip ospf message-digeat-key 1 md5 CISCO-123
Fl{config-if}# ip ospf anthentication message-digest

Bl (config-if)#¥ exit

Bl (config)#

Fl{config)$# interface Serial 0/0/0

Bl {config-if) ¥ ip ospf message-digest-key 1 md5 CISCO-123
Rl {config-if) ¥ ip ospf anthentication message-digest

Fl {config-if} ¥ exit

Rl (config) #

Fl{config)$# interface Berial 0/0/1

Fl{config-if}# ip ospf message-digeat-key 1 md5 CISCO-123
Bl {config-if) ¥ ip ospf anthentication message-digest

Rl {config-if}¥ exit

Rl (config) #

*2pr B 10:20:10.6847: %0OSPF-5-ADJCHG: Procesas 10, HNbr 2.2.2.2
on Seriall,/0/0 from FULL to DOWN, Neighbor Down: Dead timer
expired

Rl (config) #

*2pr B 10:20:50.007: %0OSPF-5-ADJCHG: Procesas 10, Nbr 3.3.3.3
on Seriall,/0/1 from FULL to DOWN, Neighbor Down: Dead timer
expired

Bl ({config)#
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Secure OSPF

Verifying OSPF MD5 Authentication

.F.l# show ip oapf interface serial a/0/0 :
Eeriald/0/0 is up, line protocol iz up
Internet Address 172.16.3.1/30, Area 0, Attached wia
Hetwork Etatement
Frocess ID 10, Router ID 1.1.1.1, Hetwork Tyvpe
POINT T POIMT, Cost: &4
Tnpalgqv:MTID ozt Dizabled Shutdown Topolaogy Hams
1] 54 no no Baze
Tranamit Delay iz 1 sec, State POINT TO POINT
Timer intervals configured, Helloc 5%, Dead Z0, Wait 20, i
Retranamit 5
pob-resync timeout 40
Hello due in 00:00:02
Supports Link-local Eignaling (LLS)
Cisco HSF helper support enzbled
IETF MS5F helper support enabled
Index 2/2, flood gueus length 0
Wext Ox0i0) /0=x00)
Lazt flood zcan length iz 1, maximom iz 1
Last flood scan time iz 0 msec, maximum is [ msec
Heighbor Count iz 1, Adjacent neighbor count is 1
Rdjacent with neighbor 2.2.2.2
Suppress hello for 0 neighboris)
Mezzzge digest suthentication enabled -
¥Youngest key id is 1
Rl#
Fl# show ip ospf interface | include Message

Message digest authentication enablea
Message digest zuthentication enablea

Mezzage digest zuthentication enabled
Rl#
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Secure OSPF

Verifying OSPF MD5 Authentication (cont.)

Verify the Routing Table on R1

rl$ show ip route o=pf
Codes: L - local, © - connected, 5 - static, E - RIP,
K - mobile, B - B3P, D — EIGEF,
EX - EIGEP external, 0 - 0SPF, IR - 05PF inter area
Nl - DsPpF MEER external fLype 1,
N2 - O5PF MESRh external Type Z
El - 05PF external type 1
EZ - 08PF external type 2
1 - IE-IS, 5u - IS-IS summary, L1 - IS-I3 lewel-1,
L2 - I5-1I5 level-2, ia - I5-1I5 inter area,
*# — candidate default, U - per-user static route
0 - CDR, P - pericdic downloaded static route
H - MHRF, 1 - LISF
+ - replicated route, % - next hop owarride

cateway of last resort ig 172.16.3.2 to network 0.0.0.0

O*E2  0.0.0.0/0 [110/1] wia 172.16.3.2, Q0:33:17, 3eriald/0/0
172.16.0.0/16 i3 wvariably subnetted, 5 subnetz, 3 masks

0 172.16.2.0/24 [110/65] wia 172.16.3.2, 00:33:17, sSerial0/0:0

o] 1%22.168.1.0/24 [110/65] wia 192.168.10.8, 00:;30:43, Serialdsos1
1%2 .168.10.0/24 iz wariably subnetted, 3 subnets, 2 mazks

0 1%2.168.10.8/30 [110/128] wia 1%2.1668.10.6, 00:30:43, Sarialdsosl

[110/128] +wig 1T2.16.3.2, 00:33:17, Berial0 0/0
Rl
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Components of Troubleshooting Single-Area OSPF

Forming OSPF Adjacencies

OSPF Adjacencies

& =

OSPF Adjacencies will not form if:

* The interfaces are not on the =ame network.

«  O5PF network types do not match.

*»  O5PF Hello or Dead Timers do not match.

* |Interface to neighbaor iz incorrectly configured as passive.
*  There iz a mig=ing or incorrect O5PF network command.
« Authentication is misconfigured.




Components of Troubleshooting Single-Area OSPF

Transitioning via OSPF States

Down State

The router should not

remain in any states ihibon it e
other than FULL or e
2Way for extended

periods of time.

chronize

OSPF Excha Siate
Databases 1

it

Loading State




Components of Troubleshooting Single-Area OSPF

OSPF Troubleshooting Commands

show ip protocols — Verifies vital OSPF configuration
information.

show ip ospf neighbor - Verifies that the router has
formed an adjacency with its neighboring routers.

show ip ospf interface — Displays the OSPF parameters
configured on an interface, such as the OSPF process ID.

show ip ospf — Examines the OSPF process ID and router
ID.

show ip route ospf — Displays only the OSPF learned
routes in the routing table.

clear ip ospf [process-id] process — Resets the
OSPFv2 neighbor adjacencies.



Components of Troubleshooting Single-Area OSPF

Components of Troubleshooting OSPF

Connectivity I2sues due to routing?

»l, Y¥es Troubleshoot

= Are the interfaces operational?

= Are the interfaces enabled for
OEPF?

=  [Does the OSPF area match?

« |sthere an interface that is
configured as passive?

s the neighbor table

cormect? Troubleshoot

Show commands
Troubleshoot gshow ip ospf neighbors
ghow ip interface brief
show ip ocepf interface

Iz the routing table

Cormect s

Doeas traffic take

desired path? Troubleshoot

Functional Metwork?




Troubleshoot Single-Area OSPFv2 Routing Issues
Troubleshooting Neighbor Issues

= Verify active OSPF interfaces using the show ip ospf interface

command.

= Verify the OSPF settings using the show ip
protocols command.

= Disable the interface as passive using the no passive-interface

command.

= Verify routes using the show ip route command.

Gateway of last resort is 172.16.3.2 to network 0.0.0.0

O*E2 0.0.0.0/0 [110/1] wia 172.16.3.2, 00:00:18,
serialn/osa
172.16.0.0/16 is wvariably subnetted, 5 subnets, 3

mas ks

0 172.16.2.0/24 [110/65] wia 172.16.3.2, 00:00:18,
Serialn/as0

] 1%2.168.1.0/24 [110/128] wia 172.16.3.2, 0Q0:00:18,

serialososn
192.168.10.0,/30 i= subnetted, 1 subnets
O 192,.1668.10.8 [110/128] wia 172.16€.3.2, 00:00:18,
serialdso/n




Troubleshoot Single-Area OSPFv2 Routing Issues

Troubleshooting OSPF Routing Table Issues

= The show ip protocols command verifies networks that are
advertised in OSPF. R+ show ip protocols

*+* TP Routing is WNSF aware **+*
Rocuting Protoccol is "ospf 10™
outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 3.3.3.3
Mumber of areas in this router is 1. 1 normal 0 stub 4
nssa
Maximum path: 4
routing for wetworks:
192.168.10.8 0.0.0.32 area 0

= For an interface to be enabled for OSPF, a matching network
command must be configured under the OSPF routing process.

R34 conf t

Enter configuraticn commands, one per line. End with cHTL/=.
R3(ccnfig) 4 rooter ospf 10

R3(ceonfig-router)+ network 192.168.1.0 0.0.0.255 area 0
Rijconfig-router) # end

= Use the show ip route command to verify routes in a routing table.

= Use the show ip protocols command to verify that a route is
being advertised.



Troubleshoot Single-Area OSPFv3 Routing Issues

OSPFv3 Troubleshooting Commands

show ipv6 protocols — Verifies vital OSPFv3 configuration
information.

show ipvé ospf neighbor - Verifies that the router has formed
an adjacency with its neighboring routers.

show ipvé ospf interface — Displays the OSPFv3
parameters configured on an interface.

show ipv6é ospf — Examines the OSPFv3 process ID and router
ID.

show ipvée route ospf — Displays only the OSPFv3 learned
routes in the routing table.

clear ipv6 ospf [process-id] process — Resets the
OSPFv3 neighbor adjacencies.
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Chapter 5: Summary

= OSPF defines five network types: point-to-point, broadcast
multiaccess, NBMA, point-to-multipoint, and virtual links.

= The DR and BDR are elected to overcome challenges of flooding in
an OSPF network.

= The routers in the network elect the router with the highest interface
priority as DR. The router with the second highest interface priority is
elected as the BDR.

= If all priorities are equal, the router with the highest ID is elected DR
and the second highest ID becomes the BDR.

= To propagate a default route in OSPF, the ASBR must be
configured with a default static route and the default-information
originate command.

= Verify routes with the show ip route or show ipvé
route command.



Chapter 5: Summary (cont.)

For OSPF to make a correct path determination, it may be
necessary to adjust the default interface bandwidth.

To adjust the reference bandwidth, use the auto-cost reference-
bandwidth Mbps router configuration mode command.

To adjust the interface bandwidth, use the bandwidth kilobits
interface configuration mode command.

The OSPF Hello and Dead intervals must match or a neighbor
adjacency does not occur.

OSPF supports three types of authentication: null, simple password
authentication, and MD5 authentication.

When troubleshooting OSPF neighbors, be aware that the FULL or
2WAY states are normal.




Chapter 5: Summary (cont.)

= Troubleshooting commands: show ip protocols, show ip
ospf neighbor, show ip ospf interface, show ip
ospf

= Troubleshooting OSPFv3 commands: show ipvé
protocols, show ipv6é ospf neighbor, show ipvé6
ospf interface, show ipv6 ospf, show ipv6 route
ospf, and clear ipv6 ospf [process-id] process
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