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Chapter 5

= 5.1 LAN Security

= 5.2 Syslog and NTP
= 5.3 SNMP

= 5.4 NetFlow

= 5.5 Cisco Switch Port Analyzer (SPAN)
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L2 Security

= CDP Reconnaissance Attacks

= Telnet Attacks

= MAC Address Table Flooding Attacks
= VLAN Attacks

= DHCP Attacks

= |2 Device Access Control
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CDP Reconnaissance Attacks
CDP automatically discover other CDP-enabled devices.

CDP data: IP address, 10S version, platform, capabillities.
CDP uses unencrypted broadcast communication.

(Untitled) - Wireshark
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version: 2
TTL: 180 seconds
& Checksum: Oxdl39 [incorrect, should be Oxd237)
s Device 10: M1

Type: Soﬂure version (Ox000%)
Length: 188

softwire version: Clisco 105 Software, C2900 sSoftwiare (C2O900-LANBASEXS-M), version 12.2(44)SE, RELEASE SOFTWARE (fcl)
Copyright (<) 1986-2008 by Cisco Systems, Inc.
Compiled Sat 05-Jan-08 00:42 by weiliu

Wireshark captured the software version from CDP frame.

Cisco |0S Software, C2960 Software (C2960-LANBASEK9-M), Version 12.2(44)SE,
RELEASE SOFTWARE (fc1)...




Telnet Attacks
- Attacking administration access to a switch or router.

* Insecure communication with unencrypted password.
1. Brute force password attack: generating passwords

2. Telnet DoS attack: prevents Telnet process to accept legitimate
connections

Mitigation
« Use SSH
* Filter VTY access using ACL
 Use strong password
* Apply AAA authentication




Addresses for
fictitious hosts are

added to the MAC
address table.

MAC Address Table Flooding Attacks (CAM Table Overflow)
* An attacker sends frames with spoofed source MAC address
A switch assigns MAC addresses to the port in the CAM table

« |If MAC table is full, no more addresses can be inserted and the switch
broadcasts every.

Fictitious Hosts X
and Y are on Port 3
and the MAC
address table is

updated.

MAC Port
X 3
Y 3
Host B
C 3
g‘
Port 2

Attacker starts sending
5 unknown bogus MAC
Port 1

addresses.
i @
to ?

. 4

Host C

Intruder runs an attack tool on
Host C.




Mitigating CAM Overflow using Port Security

Port 0/1 allows MAC A |
Port 0/2 allows MAC B
Port 0/3 allows MAC C

”~

MAC A
Q’

MAC A

« Sticky address
« Max MAC addresses
* Violation policy

Attacker 1

Attacker 2



= VLAN Attacks (VLAN spoofing)
- An attacker pretends to be a switch.

* He imposes 802.1Q trunk using DTP communication.
* When successful, a trunk between a switch and a host is established.
« Attacker can access all VLANS.

802.1Q VLAN 10

Trunk

Server1

802.1Q

'Unauthorized
Trunk

Server2

Attacker gains access
to the server VLAN.



Mitigating VLAN attacks

Disable DTP and set interfaces to

access mode
o r
Trunk
(Native VLAN = 10)
2 o

» Explicitly configure access links

« Disable DTP auto trunking using switchport non-negotiate
« Manually enable trunk links

« Set the native VLAN to others than 1

» Disable unused port and assign them to a black-hole VLAN.




DHCP Attacks

- DHCP spoofing attack — using a roque DHCP server
« DHCP starvation attack — an attacker leases all available IP addresses

g i
5

Rogue DHCP Attacker

& o

Legitimate DHCP Server H




o Trusted Port

AUntrusted Port

« Enable DHCP snooping on a interface or a VLAN
« Define trusted ports to upstream DPHC servers (explicitly configured)
» Define untrusted ports to hosts (default)



User Access Control on L2 using AAA

" ;I'ACACS+ or RADIUS protocols are used to communicate between \f
 the router and AAA security servers. ‘

AAA Router

AAA Server

Remote User

« AAA Framework: Authentication, Authorization, Accounting
* Router/switch authenticates a user via username and password.

« Implementing AAA in Cisco devices:
1. Local AAA Authentication: local user database
2. Server-based AAA Authentication: central Radius/ TACACS+
database



Port Based Authentication

Supplicant Authenticator Authentication
gl
Requires access Controls physical Performs client
and responds to access to the authentication
requests from network based on
switch client authentication

status

« Configure 802.1x port-based authentication

« Client software provides authentication with the switch or AP

« Switch (Authentication) uses local database or contact authentication
server (Radius, TACACS+)
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Introduction to Syslog

= Protocol for logging computers and network device messages (RFC 5424)

= Supported by routers, switches, application servers, firewalls, etc.

= System messages sent across the network to syslog servers:
« Gather logging information for monitoring and troubleshooting
- Select the type of logging information that is captures

Syslog Server

System Messages Ym Messages
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Syslog Operation Syslog message format

= Severity levels 0-7

Syslog destinations Explanation
; Emergency Level 0 System Unusable

- Loggmg buffer Alert Level 1 Immediate Action Needed

= Console line Critical Level 2 Critical Condition
Error Level 3 Error Condition

= Terminal line Warning Level 4 Warning Condition
Matification Level 5 MNormal, but Significant Condition

" SyS|Og server Informational Level 6 Informational Message
Debugging Level 7 Debugging Message

= Message format
seq no: timestamp: %facility-severity-MNEMONIC:description

Explanation

seq no Stamps log messages with a sequence number only if the
service sequence-numbers (lobal configuration
command is configured.

timestamp Date and time of the message or event, which appears only if
the service timestamps global configuration command is
configured.

5 5 facility The facility to which the message refers.
Lgﬂf—!:_::g C"I‘_’I‘rﬁ'f = T"'L':‘Hl“" severity Single-digit code from 0 to 7 that is the severity of the
) message.
MNEMONIC Text string that uniquely describes the message.
description Text string containing detailed information about the event

being reported.




Service Timestamp

= Log messages can be time-stamped.

= Timestamps are set using (conf) #service timestamp log datetime

= The clock can be configured manually or automatically using NTP.

Configuring Network Time Protocol (NTP)
NTP Client NTP Server

ﬁmjmz s 1[}.1.1.16

E2 (config)# ntp master 1

Rl (config)# ntp server 10.1.1.1




Syslog Server

= Provides a relatively user-friendly interface for viewing syslog output.

= Parses the output and displays the messages

= Network administrators can easily navigate the large amount of data.

& Titpd32 by Ph. Jounin o ® )
Curtent Directoty |C \Program Fles (SSN\T pd32 -l Browie |
Server medace: ﬁg} 16813 LJ Show D ]

Titp Setver | Thp Chent | DHCP server  Sysiog server | Log viewer |
et fom date
18242 “Jun 12 07:42 30 315 XSYSSCONFIG_| Configred hrom console by conscle 192 168.1.1 12/06 0048 58 674
Clex ] Cooy J
\ About | Settngs Help
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Router and Switch Commands for Syslog Clients

%1 (config)4 logging 192.168.1.3

Rl {config)# logging trap 4

Rl {config)4 logging source-interface g0/0

R1(cenfig) 4 interface loopback 0 /714 show logging -
Rl (config=if)# w

Syslog logging: enabled (0 messages dropped, Z messages rate=limited, D
*Jun 12 22:06:02.902: ZLINKFISUPDOWN: Interface Loopback(, flushes, 0 cwerruna, wuml disabled, filtering disabled)
changed state to up

*Jun 12 22:06:03.902: RLINEPROTO-S5-UPDOWN: Line protocol on Mo Active Message Discriminator.
Interface Loopback(, changed state to up
*Jun 12 22:06:03.902: “.'.SYS'6'13GGINGHC5:_STARTSTDP: Llogging to Ho Inactive Measage Dizcriminater.
host 192.168.1.3 port 514 started - CLI initiated
Rl (config-if)# shutdown Console logging: level debugging, 32 messages logged, xoml disabled,
Rl (config-if)# filtering disabled _
*Jun 12 22:06:49.642: ALINK-5-CHANGED: Interface Loopback@, Monitor logging: level debugging, O messages logged, sml disabled, =
changed state to administratively down filtering disabled
*Jun 12 22:( 2LINEPROTO-S~UPDOWN: Line protocol on Buffer logging: level debugging, 32 messages logged, xonl disabled,
Interface Loopback(, changed state to down filtering disabled
Rl (config-if)# no shutdown Exception Logging: size (4096 bytes)
Rl (config-if)# Count and timestamp logglng messages: disabled
*Jun 12 22:09:18.210: SLINK=3=UPDOWN: Interface LoopbackO, Perslstent logglng: disabled
changed state to up
*Jun 12 22:09:19.210: ILINEPROTO=5-UPDOWN: Line protocol on Ho ackiwe £ilter modoles.
Interface Loopback(, changed state to up
Rl (config-if) # Trap logging: level informaticnal, 34 messzage lines logged
Logging Scource-Interface: VEEF NHame:

Log Buffer (B132 bytes):

Syslog Cﬂnﬁguration *Jan 2 00:00:02.527: ALICENSE-6-EULA ACCEFT ALL: The Right toc Use End User |w|

Default Logging Service Settings



Verifying Syslog

‘R1# show logging | include changed state to up il
*Jun 12 17:46:26.143: 3LINK-3-UPDOWN: Interface

GigabitEthernet0/1, changed state to up

*Jun 12 17:46:26.143: $LINK-3-UPDOWN: Interface SerialQ/0/1,

changed state to up

*Jun 12 17:46:27.263: SLINEPROTO-5-UPDOWN: Line protocol on
Interface GigabitEthernet(0/1, changed state to up

*Jun 12 17:46:27.263: 3LINEPROTO-5-UPDOWN: Line protocol on :
Interface Serial0/0/1, changed state to up =
*Jun 12 20:28:43.427: 3LINK-3-UPDOWN: Interface

GigabitEthernet0/0, changed state to up

*Jun 12 20:28:44.427: LINEPROTO-5-UPDOWN: Line protocel on
Interface GigabitEthernet0/0, changed state to up

*Jun 12 22:04:11.862: $LINEPROTO-5-UPDOWN: Line protocel on
Interface Loopback(, changed state to up

*Jun 12 22:06:02.902: 3LINK-3-UPDOWN: Interface LoopbackO(,

changed state to up

*Jun 12 22:06:03.902: SLINEPROTO-5-UPDOWN: Line protocol on
Interface Loopback(, changed state to up

*Jun 12 22:09:18.210: 3LINK-3-UPDOWN: Interface LoopbackO,

changed state to up

*Jun 12 22:09:19.210: 3LINEPROTO-5-UPDOWN: Line protocol on
Interface Loopback(, changed state to up

*Jun 12 22:35:55.926: 3LINK-3-UPDOWN: Interface LoopbackO0,

changed state to up

*Jun 12 22:35:56.926: $TLINEPROTO-5-UPDOWN: Line protocol on
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Simple Network Management Protoco

ﬁ Managed Node

SNMP Agent

SNMP Manager get

5 Managed Node

SNMP Agent

i g
Managed Node

SNMP Agent

= SNMP allows administrators to monitor devices on an IP network.

= SNMP Elements: Manager, Agent, MIB
= SNMP Operation: Trap, Get, Set
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Simple Network Management Protocol (SNMP)

| want to check the MIB variable to
find out if GO/O is up/up.
. B The MIB

SNMP GET . R e S

MO BALO LB LoLs

2 U0 LOLOLY L8 TALOLOLO

4 §¥ B S8 8 L2 9

LRl L0 3L ey

get-request Retrieves a value from a specific variable.
get-next-request Retrieves a value from a variable within a table; the SNMP manager does not need

to know the exact variable name. A sequential search is performed to find the
needed variable from within a table.

get-bulk-request Retrieves large blocks of data, such as multiple rows in a table, that would
otherwise require the transmission of many small blocks of data. (Only works with
SNMPv2 or later.)

get-response Replies to a get-request, get-next-request, and set-request sent by
an NMS.

set-request Stores a value in a specific variable.




Simple Network Management Protocol (SNMP)

Manager

=)

get-request

Retrieves value of specific MIB variable.

get-next-request

Retrieves next instance of MIB variable.

set-request

Modifies the value of a MIB variable.

get-response

-

Contains values of requested variable.

trap
-

Transmits an unsolicited alarm condition.

Managed Device

Agent

MIB

LEEL LILEIR

BEILLL ELIR

LEEL LaLEIR

LRI LILE B
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SNMP Versions and Security
B ——

SNMPv1

SNMPv2c

SNMPv3

SNMPv3

SNMPv3

noAuthMNoPriv
noAuthNoPriv

noAuthMNoPriv

authNoPriv

authPriv
(requires the
cryptographic
software
image)

Community
string

Community
string

Username

Message Digest
5 (MD5) or
Secure Hash
Algorithm (SHA)

MDS5 or SHA

No

No

Data Encryption
Standard (DES)
or Advanced
Encryption
Standard (AES)

Uses a community string match for
authentication.

Uses a community string match for
authentication.

Uses a username match for
authentication (an improvement over
SNMPv2c).

Provides authentication based on the
HMAC-MD5 or HMAC-SHA
algorithms.

Provides authentication based on the
HMAC-MD5 or HMAC-SHA
algorithms. Allows specifying the
User-based Security Model (USM)
with these encryption algorithms:

* DES 56-bit encryption in addition
to authentication based on the
CBC-DES (DES-56) standard.

« 3DES 168-bit encryption.

« AES 128-bit, 192-bit, or 256-bit
encryption.
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iso (1)

SNMP MIB ;

org (3)
Y
dod (6)

v

internet (1)

—

private (4)
i
enterprises (1)
¥
1— cisco (9) -—l
local variables (2) cisco mgmt (9)
Y Y
interface group (2) cisco flash group (10)

SEFEPRCIREEION I PR > B Ccrmunity 10.250.250.14 .1.3.6.1.4.1.9.2.1.58.

OID Number

SNMEv2-SMI: :enterprises.%.2.1.58.0 = INTEGER

Obtained CPU
Value


http://snmp.cloudapps.cisco.com/Support/SNMP/do/SearchOID.do?local=en&step=1

\i

e Al ¥R

1. (Required) Configure the community string and access level

snmp-server community string ro | rw

2. (Optional) Set the location of the device

snmp-server location text

3. (Optional) Set the system contact

snmp-server contact text

4. (Optional) Restrict SNMP access to by an ACL

snmp-server community string access-list-number

5. (Optional) Specify the recipient of the SNMP trap operations

snmp-server host host-id [version {1 | 2c | 3 [auth |
noauth | priv]}] community-string

6. (Optional) Enable traps on an SNMP agent

snmp-server enable traps notification-types




SNMP viewer installed.

=4
Gy

192.168.1.1

PC1
192.168.1.3

Rl (config)# snmp-server community batonaug ro SNMP ACL

Rl (config)# snmp-server location NOC_SNMFP MANAGER

Rl (config) # =snmp-server contact Wayne World

Rl (config)# snmp-server host 192.168.1.3 version 2c batonaug

Rl (config) # snmp-serwver enable traps
Rl (config)}# ip access-list standard SNMP ACL
Rl (config-std-nacl)# permit 192.168.1.3




Rl# show snmp

Chassis: FTX1636848%

Contact: Wayne World

Location: N OC_SNMFP_MANAGER

0 SNMP packets input LEES Ll G ) Ee L TRERS

0 Bad SNMP version errors

Community name:

Community Inde

Community S 2 ILMI

0 Encoding errors storage-type: read-only active

0 Number of requested variables

0 Number of altered variables

0 Get-request PDUs Community name: batonaug

0 Get—next PDUS Community Index: cisco?7

Community SecurityName: batonaug

storage-type: nonvolatile active access-list: SNMP ACL

0 Unknown community name
0 Illegal operation for community name supplied

0 Set-request PDUs
0 Input gqueue packet drops (Maximum queue size 1000)
19 SNMP packets output
0 Too big errors (Maximum packet size 1500) Community name: batonaug@l
0 No such name errors Community Ind c
0 Bad walues errors Community SecurityName: batonaug@l
0 General errors storage-type: nonvolatile active access-list: SNMP ACL
0 Response PDUs
19 Trap PDUs .
swep Dispatcher: # show snmp community
gueue 0/75 {current/max), 0 dropped
SNMP Engine:
queue 0/1000 {current/max), 0 dropped

SNMF logging: enabled
Logging to 192.168.1.3.162, 0/10, 19 sent, 0 dropped.

# show snmp
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SNMP Best Practices

Managed routers with

SNMP and Syslog agents h
Internet - Internet

Managed switch with
SNMP and Syslog agents

= Use read-only communities

= Restrict access using ACLs
= Use SNMPv3

NMS using SNMP to monitor and
manage network devices. NMS also
receives Syslog messages from
network devices.

Managed switch with
SNMP and Syslog agents

Managed switch with
SNMP and Syslog agents




SNMPv3

= Message Encryption and Authentication
1. Message integrity and authentication
2. Encryption
3. Access control

Managed Node

Managed Node

g — Encrypted Tunnel
5

NMS




Al

Configuring SNMPv3

atep 1: Configure an ACL to permit access to the protected management network.

Bouter{config)$# ip access-list standard acli-name
Router (config-std-nacl) # permit scurce net

atep 2: Configure an SNMP view.

REouter (config)$# snmp-server view view-name clid-tres

step 3: Configure an SNMP group.

Foutericonfig)$# snmp-server group group—-name v3 priv read view-name access [acl-
number | acl-name]

atep 4: Configure a user as a member of the SNMP group.

Bouter (config) # snmp-server user username group-name v3 auth {md5 | sha] auth-
pazzsword priv {des | 3des | ass (128 | 192 | 256} ) privpassword




Protected Management Network
192.168.1.0/24

Rl (config) # ip access-list standard PERMIT-ADMIN

Rl (config-std-nacl) # permit 192.168.1.0 0.0.0.255

Rl (config-std-nacl) # exit

Rl (config) # snmp-zerver view SNMP-RO izo included

Rl (config) # snmp-server group ADMIN v3 priv read SNMP-RO access PERMIT-ADMIN

Rl (confiqg) # snmp-server user BOB ADMIN v3 auth sha ci=scol2345 priv aes 128 cisco54321

Rl (config) # end
R1#
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Introduction to NetFlow
= Monitoring system to collect statistics on packets flowing through a device.
= Defined by RFC 3954 (NetFlow version 9)

= Architecture
* NetFlow Exporter (NetFlow Enabled Router, NetFlow Probe)

* NetFlow Collector and Analyzed software

*  NetFlow Protocol

NetFlow Analyzed Traffic Flow
-€ o

NetFlow
Enabled
Router

NetFlow Collector and
Analyzed Software



Network Flows

The flow is a set of packets having the same combination of seven key fields.

= Source and destination IP address

Source and destination port number

Layer 3 protocol type

Type of service (ToS) marking

Input logical interface

MatFlow Router




NetFlow Configuration

1. Configure NetFlow data capture from ingress and egress interface

(conf-if)# ip flow ingress

(conf-if)# ip flow egress

2. Configure NetFlow data export

(conf)# ip flow-export destination ip-address {udp-port}

3. (Optional) Configure NetFlow version (1, 5, 7, 8, 9)

(conf)# ip flow-export version version

4. (Optional) Define source interface as the source of packets sent to a collector

(conf)# ip flow-export source typenumber




NetFlow Configuration

NetFlow collector installed. 5
NetFlow .
- ﬁ
PC1

192.168.1.3 192.168.1.1

Rl (config) # interface GigabitEthernet 0/1

Rl (config-if)# ip flow ingress

Rl (config-if)# ip flow egress

Rl (config-if)# exit

Rl (config)# ip flow-export destination 192.168.1.3 2055
Rl (config)# ip flow-export version 5




Verifying NetFlow

R1# show ip flow interface
GigabitEthernet0/1

ip flow ingress

ip flow egress

Rl# show ip cache flow -
IP packet size distribution (178617 total packets): =
1-32 &4 96 128 160 192 224 256 288 320 352 384 416 448 480
.00z .080 .008 .005 .0OL .0O0 .0O01 .0O1 .0OO .QOOQ 00O .00O .0OO .00O0 .000

512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
.000 .000 .000 .000 .895 .000 .000 .000 .0O0O0 .000 .000

IP Flow Switching Cache, 278544 bytes

5 actiwve, 4091 inactive, 1573 added

18467 ager polls, 0 flow alloc failures _

Active flows timeout in 1 minutes =

Inactive flows timeout in 15 seconds
IP Sub Flow Cache, 34056 bytes

5 active, 1019 inactive, 1562 added, 1569 added to flow

0 alloc failures, 0 force free

1 chunk, 1 chunk added

last clearing of statistics never
Prctocol Total Flows Packets Bytes Packets Rctive (Sec) Idle(Sec)
———————— Flows /Sec /Flow /Pkt /Sec /Flow /Flow
TCP-Telnet 3 0.0 3 50 0.0 1.0 15.0 |
TCP-TW 245 0.0 3 93 0.0 0.3 2.4
TCP-other 529 0.0 27 57 0.2 0.7 6.2
UDP-other 328 0.0 6 107 0.0 2.4 15.3
ICMP 711 0.0 226 1261 2.4 0.2 15.4
Total: 1816 0.0 98 1137 2.7 0.8 11.0 (]
SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstF Pkts
GO/1 192.168.1.3 Local 152.168.1.1 06 100B 0O1EB 1
GO/1 152.168.1.3 Local 192.168.1.1 01 0000 0303 1
G0/1 192.168.1.3 Local 192.168.1.1 01 0000 0800 1 -

R1# show ip flow export
Flow export v5 is enabled for main cache

Export source and destination details :

VRE ID : Default

Destination(l) 192.168.1.3 (2055)

Version 5 flow records

1764 flows exported in 532 udp datagrams
flows failed due to lack of export packet
export packets were sent up to process level
export packets were dropped due to no fib
export packets were dropped due to adjacency issues
export packets were dropped due to fragmentation failures
export packets were dropped due to encapsulation fixup failures

o o o O O o
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NetFlow Collector

NetFlow Collector Functions

??ﬁ

Workstation
Filter T User Intarface
LY
b
~
Y
~
5\

b ~

Y .
I\I'\u
S
Aggregate - - - - Config Files

L | ‘
|

o e MNelFlow Consumer Applicatons

Storage

NetFlow Collector Top Talkers

Top 10 Conversations EXPORT HELF

BOTH, LAST HOUR 'I

INGRESS EGRESS INGRESS| EGRESS
R BYTES BYTES PACKETS| PACKETS ]

Betwean KJOHNSTONXP .;md 3544 10.7 047k 21.82%
rapidshare.com (198.18131.7 Kbyles Mbryles
Eebween mbshopwks and 24310 9.0 445 1877k 18.16%

rapidshare.com (198.18.131.7) Kbytes Mbyies
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Cisco Switch Port Analyzer (SPAN)

Port mirroring

« The port mirroring feature allows a switch to copy and send Ethernet
frames from specific ports to the destination port connected to a
packet analyzer.

« The original frame is still forwarded in the usual manner.

PC1-PC2 Unicast Traffic

g

Duplicated Traffic

Y

=

Sniffer




Cisco Switch Port Analyzer (SPAN)

Analyzing Suspicious Traffic
- Packet analyzers
* Intrusion Prevention Systems (IPSs)

IPS Sensor
FO/1 FO/2 =
=55 - - or
» SPAN port sending copies

PCA of traffic g
5

Packet
Analyzer



Local SPAN

[ Source Port (Ingress) [ Source Port (Egress) ]

~ vy
/

Destination Port
(Monitor Port)

Ingress traffic
Egress traffic

Source (SPAN) port
Destination (SPAN) port

SPAN session

Source VLAN

D

Sniffer
Definition

This is traffic that enters the switch.
This is traffic that leaves the switch.
This is a port that is monitored with use of the SPAN feature.

This is a port that monitors source ports, usually where a packet

analyzer, IDS or IPS is connected. This port is also called the monitor
port.

This is an association of a destination port with one or more source
ports.

This is the VLAN monitored for traffic analysis.
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Remote SPAN (RSPAN)

PC1-PC2 Unicast Traffic
Ll <

o
y Trunk Link
Duplicated Traffic (RSPAN VLAN)
Shiffer
RSPAN source session This is the source port/VLAN to copy traffic from.
RSPAN destination session This is the destination VLAN/port to send the traffic to.
RSPAN VLAN = A unigue VLAN is required to transport the traffic from one

switch to another.

= The VLAN is configured with the remote-span vlan
configuration command.

*= This VLAN must be defined on all switches in the path and must

also be allowed on trunk ports between the source and
destination.



SPAN Configuration

= Use monitor session global configuration command

Associate a SPAN session with a source port

Switch {config)# monitor session number source [ interface interface | vlan vlan |

Associate a SPAN session with a destination port

Switch (config)# monitor session number destination [ interface interface | vlan vlan ]

r SPAN port sending copies r

PCA of traffic Packet
Analyzer

S1 (confiqg) # monitor session 1 source interface fastethernet 0/1

Sl (config) # monitor session 1 destination interface fastethernet 0/2



SPAN port sending copies

PCA of traffic Packet
Analyzer

Local Session
Source Ports
Both FaO/1

Destination Ports Fal/2
Encapsulation Native
Tngress Cisabled
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