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Chapter 5: Network Security 
and Monitoring

Connecting Networks
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5.1 LAN Security
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L2 Security
 CDP Reconnaissance Attacks

 Telnet Attacks

 MAC Address Table Flooding Attacks 

 VLAN Attacks 

 DHCP Attacks

 L2 Device Access Control
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CDP Reconnaissance Attacks

• CDP automatically discover other CDP-enabled devices.

• CDP data: IP address, IOS version, platform, capabilities. 

• CDP uses unencrypted broadcast communication.
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Telnet Attacks

• Attacking administration access to a switch or router. 

• Insecure communication with unencrypted password.

1. Brute force password attack: generating passwords

2. Telnet DoS attack: prevents Telnet process to accept legitimate 
connections

Mitigation

• Use SSH

• Filter VTY access using ACL

• Use strong password

• Apply AAA authentication
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MAC Address Table Flooding Attacks (CAM Table Overflow)

• An attacker sends frames with spoofed source MAC address

• A switch assigns MAC addresses to the port in the CAM table

• If MAC table is full, no more addresses can be inserted and the switch 
broadcasts every.
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Mitigating CAM Overflow using Port Security

• Sticky address
• Max MAC addresses
• Violation policy
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 VLAN Attacks (VLAN spoofing)

• An attacker pretends to be a switch.

• He imposes 802.1Q trunk using DTP communication.

• When successful, a trunk between a switch and a host is established. 

• Attacker can access all VLANs.
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Mitigating VLAN attacks

• Explicitly configure access links
• Disable DTP auto trunking using switchport non-negotiate

• Manually enable trunk links
• Set the native VLAN to others than 1
• Disable unused port and assign them to a black-hole VLAN.
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DHCP Attacks

• DHCP spoofing attack – using a roque DHCP server

• DHCP starvation attack – an attacker leases all available IP addresses
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Mitigating DHCP attacks using DHCP snooping

• Enable DHCP snooping on a interface or a VLAN
• Define trusted ports to upstream  DPHC servers (explicitly configured)
• Define untrusted ports to hosts (default)
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User Access Control on L2 using AAA

• AAA Framework: Authentication, Authorization, Accounting

• Router/switch authenticates a user via username and password.

• Implementing AAA in Cisco devices:
1. Local AAA Authentication: local user database
2. Server-based AAA Authentication: central Radius/TACACS+ 

database
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Port Based Authentication

• Configure 802.1x port-based authentication
• Client software provides authentication with the switch or AP
• Switch (Authentication) uses local database or contact authentication 

server (Radius, TACACS+)
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5.2 Syslog and NTP
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Introduction to Syslog
 Protocol for logging computers and network device messages (RFC 5424)

 Supported by routers, switches, application servers, firewalls, etc. 

 System messages sent across the network to syslog servers:

• Gather logging information for monitoring and troubleshooting

• Select the type of logging information that is captures
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Syslog Operation

Syslog destinations

 Logging buffer

 Console line

 Terminal line

 Syslog server

Syslog message format

 Severity levels 0-7

 Message format

seq no: timestamp: %facility-severity-MNEMONIC:description
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Service Timestamp

 Log messages can be time-stamped.

 Timestamps are set using (conf)#service timestamp log datetime

 The clock can be configured manually or automatically using NTP.

Configuring Network Time Protocol (NTP)
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Syslog Server

 Provides a relatively user-friendly interface for viewing syslog output. 

 Parses the output and displays the messages

 Network administrators can easily navigate the large amount of data.
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Router and Switch Commands for Syslog Clients
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Verifying Syslog
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5.3 SNMP
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Simple Network Management Protocol (SNMP)

 SNMP allows administrators to monitor devices on an IP network.

 SNMP Elements: Manager, Agent, MIB

 SNMP Operation: Trap, Get, Set
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Simple Network Management Protocol (SNMP)
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Simple Network Management Protocol (SNMP)
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SNMP Versions and Security
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SNMP MIB

SNMP Object Navigator

http://snmp.cloudapps.cisco.com/Support/SNMP/do/SearchOID.do?local=en&step=1
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Configuring SNMP

1. (Required) Configure the community string and access level 

snmp-server community string ro | rw

2. (Optional) Set the location of the device 

snmp-server location text

3. (Optional) Set the system contact 

snmp-server contact text

4. (Optional) Restrict SNMP access to by an ACL

snmp-server community string access-list-number

5. (Optional) Specify the recipient of the SNMP trap operations 

snmp-server host host-id [version {1 | 2c | 3 [auth | 

noauth | priv]}] community-string

6. (Optional) Enable traps on an SNMP agent 

snmp-server enable traps notification-types
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Configuring SNMP
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Verifying SNMP Configuration

# show snmp

# show snmp community
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SNMP Best Practices

 Use read-only communities

 Restrict access using ACLs

 Use SNMPv3



Presentation_ID 33© 2008 Cisco Systems, Inc. All rights reserved. Cisco Confidential

SNMPv3

 Message Encryption and Authentication

1. Message integrity and authentication

2. Encryption

3. Access control
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Configuring SNMPv3
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Configuring SNMPv3
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5.4 NetFlow
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Introduction to NetFlow
 Monitoring system to collect statistics on packets flowing through a device. 

 Defined by RFC 3954 (NetFlow version 9)

 Architecture

• NetFlow Exporter (NetFlow Enabled Router, NetFlow Probe)

• NetFlow Collector and Analyzed software

• NetFlow Protocol
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Network Flows
The flow is a set of packets having the same combination of seven key fields.

 Source and destination IP address

 Source and destination port number

 Layer 3 protocol type

 Type of service (ToS) marking

 Input logical interface
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NetFlow Configuration

1. Configure NetFlow data capture from ingress and egress interface

(conf-if)# ip flow ingress

(conf-if)# ip flow egress

2. Configure NetFlow data export

(conf)# ip flow-export destination ip-address {udp-port}

3. (Optional) Configure NetFlow version (1, 5, 7, 8, 9)

(conf)# ip flow-export version version

4. (Optional) Define source interface as the source of packets sent to a collector

(conf)# ip flow-export source typenumber



Presentation_ID 40© 2008 Cisco Systems, Inc. All rights reserved. Cisco Confidential

NetFlow Configuration
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Verifying NetFlow



Presentation_ID 42© 2008 Cisco Systems, Inc. All rights reserved. Cisco Confidential

NetFlow Collector
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5.5 Switch Port Analyzer
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Cisco Switch Port Analyzer (SPAN)

Port mirroring

• The port mirroring feature allows a switch to copy and send Ethernet 
frames from specific ports to the destination port connected to a 
packet analyzer. 

• The original frame is still forwarded in the usual manner.
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Cisco Switch Port Analyzer (SPAN)

Analyzing Suspicious Traffic

• Packet analyzers

• Intrusion Prevention Systems (IPSs)
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Local SPAN
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Remote SPAN (RSPAN)
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SPAN Configuration

 Use monitor session global configuration command
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SPAN Verification
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