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Chapter 6: Quality of 
Service

Connecting Networks
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6.1 QoS Overview
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Network Transmission Quality
Prioritizing Traffic

• Queuing packets causes delay -> new packets cannot be transmitted 

• Number of packets increases -> memory fills up, packets are dropped.

• Congestions occurs when multiple links aggregate into a single device.
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Typical Congestion Points
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Delays

 Network congestion causes delay.

Delay (latency)

• Delay is the time it takes for a packet to travel from the source to the 
destination.

• Fixed delay (transmission, packetization, coding)

• Variable delay (queuing time, propagation)

Jitter is the variation in the delay of received packets.



Presentation_ID 6© 2008 Cisco Systems, Inc. All rights reserved. Cisco Confidential

Packet Loss

 When congestion occurs, network devices can drop packets.

 Packet loss is a common cause of voice quality problems on an IP network. 

 In a properly designed network, packet loss should be near zero.

 QoS mechanisms is used to classify voice packets for zero packet loss.
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Voice

 Demands on voice, video, and data 
traffic are very different.

 Voice is very sensitive to delays 
and dropped packets:

• Packets are not retransmitted if 
they are lost.

• Must receive a higher priority than 
other types of traffic.

• Voice can tolerate a certain 
amount of latency, jitter, and loss 
without any noticeable effects.

Network Traffic Trends
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Video

 Compared to voice, video is less 
resilient to loss and has a higher 
volume of data per packet.

 Video can tolerate a certain amount 
of latency, jitter, and loss without 
any noticeable affects.

Network Traffic Trends
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Data

 Data applications that have no 
tolerance for data loss, such as 
email and web pages, use TCP that 
ensures that lost packets are resent.

 Data traffic is relatively insensitive to 
drops and delays compared to voice 
and video.

Network Traffic Trends
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First In First Out (FIFO)

• No concept of priority or classes of traffic.

• The fastest method of queuing.

• Effective for large links that have little delay and minimal congestion.

• Default method on network interfaces (except serial)

Queueing Algorithms
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Weighted Fair Queuing (WFQ)

• An automated scheduling method that provides fair bandwidth allocation.

• Applies priority/weights to identified traffic and classifies it into flows.

o Identification based on IP/MAC addresses, protocol, port numbers

o Classification sets the ToS value

• Not supported with tunneling and encryption -> they modify the packet.

Queueing Algorithms
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Class-Based Weighted Fair Queuing (CBWFQ)

• Extends the standard WFQ functionality -> user-defined traffic classes.

• Classes based on match criteria: protocols, ACLs, interfaces.

• A class is assigned bandwidth, weight, and maximum packet limit.

• The queue limit sets the maximum no. of packets allowed in the queue.

Queueing Algorithms
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Low Latency Queuing (LLQ)

• Adds strict priority queuing (PQ) for CBWFQ: delay-sensitive data first.

• Without LLQ, all packets are serviced fairly based on weight only.

• With LLQ, delay-sensitive data such as voice is sent first.

Queueing Algorithms
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6.2 QoS Mechanisms
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Models for Implementing QoS

Three models for implementing QoS policy
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Best-Effort Model

• No guarantee for packet delivery.

• Default for IP networks.

• All packets treated in the same way. 
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Integrated Services (IntServ)

• Provides resource reservation and admission-control to establish and maintain QoS.

• The edge router performs admission control to ensure that available resources are 
sufficient in the network. 

• Hard QoS approach: guarantees traffic characteristics such as bandwidth, delay, 
packet-loss rates between end points. 

The IntServ standard assumes that routers 
along a path set and maintain the state for 
each individual communication
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Differentiated Services (DiffServ)

• DiffServ divides network traffic into classes based on business requirements.

• Each of the classes can then be assigned a different level of service.

• Network elements sets  multiple classes of traffic for QoS requirements.

• Soft QoS approach: not an end-to-end QoS strategy.

1. Edge router classifies a packet.

2. QoS policy is configured on all network 
devices.

3. QoS is enforced on a hop-by-hop basis.
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Comparison

Integrated Services

Differentiated Services
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Avoiding Packet Loss

 Packet loss is a result of congestion on a interface.

 Dropped TCP segments cause TCP sessions to reduce their window sizes. 

 Some applications do not use TCP and cannot handle drops.

 QoS Sequence
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Classification and Marking

Before QoS policy is applied, packet has to be classified.

• ACLs, class maps, Network Based Application Recognition (NBAR)

Marking = adding a value to the packet header

• Marking on L2 or L3

• Depends on transmission technology



Presentation_ID 22© 2008 Cisco Systems, Inc. All rights reserved. Cisco Confidential

Classification and Marking: Layer 2

Standards IEEE 802.1Q and  802.1P

• Three bits for the Class of Service (CoS)
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Classification and Marking: Layer 3

IPv4: Type of Service (ToS)

• 3-bits of IP precedence or 6 bits for DSCP code

IPv6: Traffic Class



Presentation_ID 24© 2008 Cisco Systems, Inc. All rights reserved. Cisco Confidential

Mapping L2 Marking to L3 Marking
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Trust Boundaries

 Traffic should be classified and marked as close to its source as 
technically and administratively feasible.

• Trusted endpoints mark application traffic using L2 and/or L3 values.
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Congestion Avoidance

 Congestion management includes queuing and scheduling.

 Congestion avoidance tools:

• Monitor network traffic load

• Depending on the current queue size, packet starts to be dropped.

• Weighted Random Early Detection (WRED) algorithm is applied.
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Shaping and Policing

 Traffic shaping retains excess packets in a queue and then schedules the excess 
for later transmission over increments of time.

 Policing is applied to inbound traffic on an interface. When the traffic rate reaches 
the configured maximum rate, excess traffic is dropped (or remarked).
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