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Chapter 8: Network 
Troubleshooting

Connecting Networks
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8.1 Troubleshooting Methodology



Presentation_ID 3© 2008 Cisco Systems, Inc. All rights reserved. Cisco Confidential

1 Network Documentation
 Documentation is critical to being able to monitor and 

troubleshoot a network.

 Documentation includes:

• Configuration files

o Network configuration files 

o End-system configuration files

• Topology diagrams

o Physical topology 

o Logical topology

• A baseline performance levels
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Network Configuration Tables

Router 
documentation

Switch
documentation
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End-System Configuration Tables
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Physical Network Topology



Presentation_ID 7© 2008 Cisco Systems, Inc. All rights reserved. Cisco Confidential

Logical Network Topology
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Establishing a Network Baseline
 Step 1. Determine what types of data to collect.

 Step 2. Identify devices and ports of interest.

 Step 3. Determine the baseline duration.
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Identifying devices and ports of interest
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Measuring Data

Manual collection of data

Automated tools
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2 Troubleshooting Process
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Gathering Symptoms
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Gathering Symptoms
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Using Layered Models for Troubleshooting
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Troubleshooting Methods
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Another Troubleshooting Methods

 Educated guess

• By an expert network administrator.

• Based on the symptoms of the problem.

 Comparison

• Comparing a working and non-working 
situation and spotting significant 
differences.

 Substitution

• Swapping the problematic device with a 
known, working one.
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Guidelines for Selecting a Troubleshooting Method
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8.2 Troubleshooting Scenarios
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1 IP SLA Concept

 Cisco IP Service Level Agreement (IP SLA) generates traffic to measure 
network performance.

• SLA monitoring, measurement, and verification

• Measure the jitter, latency, or packet loss in the network

• IP service network health assessment

• Edge-to-edge network availability
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IP SLA Configuration

Router #show ip sla application
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IP SLA Configuration

IP SLA ICMP Echo Configuration
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Verifying IP SLA configuration
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2 Software Troubleshooting Tools
 Network Management System Tools 

• IBM QRadar, SolarWinds Log & Event Management, HP Arcsight

• Zabbix, Nagios, PRTG

 Knowledge Bases 

• Cisco Tools & Resources, Fluke Knowledge Base, Google

 Baselining Tools

• create network diagrams, measure network baseline

• help keep network software and hardware documentation up-to-date

 Protocol Analyzers

• investigate packet content while flowing through the network

https://www.ibm.com/cz-en/marketplace/ibm-qradar-siem
https://www.solarwinds.com/log-event-manager
https://software.microfocus.com/en-us/software/siem-security-information-event-management
https://www.zabbix.com/
https://www.nagios.org/
https://www.paessler.com/prtg
https://www.cisco.com/c/en/us/support/web/tools-catalog.html
http://www.flukenetworks.com/knowledge-base
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HardwareTroubleshooting Tools
 Network analysis module (NAM)

 Digital multimeters

 Cable testers

• Fluke MicroMapper, MicroScanner, 
IntelliTone

 Cable analyzers

• Fluke CableIQ, DTX Cable Analyzer

 Portable network analyzers

• Fluke OptiView, Bluelight BL400A
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Using a Syslog Server for Troubleshooting
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3 Network Troubleshooting: Physical Layer
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Data Link Layer Troubleshooting
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Network Layer Troubleshooting
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Transport Layer Troubleshooting
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Application Layer Troubleshooting
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Troubleshooting IP Connectivity
 Step 1. Check physical connectivity

 Step 2. Check for duplex mismatches.

 Step 3. Check data link and network 
layer addressing.

 Step 4. Verify that the default gateway 
is correct.

 Step 5. Ensure that devices are 
determining the correct path from the 
source to the destination.

 Step 6. Verify the transport layer is 
functioning properly. 

 Step 7. Verify that there are no ACLs 
blocking traffic.

 Step 8. Ensure that DNS settings are 
correct. 
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Troubleshooting IP Connectivity
 Step 1. Verify the physical layer
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Troubleshooting IP Connectivity
 Step 2. Check for duplex mismatches

Duplex configuration guidelines:

• Autonegotiation of speed and duplex is recommended.

• If autonegotiation fails, manually set the speed and duplex on interconnecting ends.

• Point-to-point Ethernet links should always run in full-duplex mode.

• Half-duplex is uncommon and typically encountered only when legacy devices.
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Troubleshooting IP Connectivity
 Step 3. Verify L2 and L3 addressing on the LAN

L2 addressing

 arp command (PC)

 show mac address-table

L3 addressing

 netsh interface ipv6 show neighbor

 show ipv6 neighbors
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Troubleshooting IP Connectivity
 Step 4. Verify default gateway
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Troubleshooting IP Connectivity
 Step 5. Verify correct path
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Troubleshooting IP Connectivity
 Step 6. Verify the transport layer
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Troubleshooting IP Connectivity
 Step 7. Verify ACLs
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Troubleshooting IP Connectivity
 Step 7. Verify DNS
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