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Module Objectives

Module Title: The Windows Operating System

Module Objective: Explain the security features of the Windows operating system.

Topic Title Topic Objective

Windows History Describe the history of the Windows Operating System.
Windows Architecture and Operations Explain the architecture of Windows and its operation.

Windows Configuration and Monitoring Explain how to configure and monitor Windows.

Windows Security Explain how Windows can be kept secure.



3.1 Windows History



The Windows Operating System
Disk Operating System

» The Disk Operating System (DOS) is an
operating system that the computer uses to
enable the data storage devices to read and write
files.

Starting M5-DOS...

HIMEM is testing extended memory... done.
C:\> C:\DOS\SMARTDRV.EXE /X

C:\>» dir

Volume in drive C is M5-DOS 6

Volume Serial Number is 4886-6930

Directory of C:\

* DOS provides a file system which organizes the
files in a specific way on the disk.

 MS-DQOS, created by Microsoft, used a command DOS <DIR> 85-86-17
line as the interface for people to create programs |l >4,645 @5-31-94
and manipulate data files. DOS commands are WINAZE 386 9,349 05-31-94

i i i CONFIG  SYS 1 85-86-17 1:
shown in bold text in the given command output. CONFIG — 5Y 71 85-86-17 1
AUTOEXEC BAT 78 05-86-17 1:

« With MS-DOS, the computer had a basic working 5 file(s) 64,143 bytes
knowledge of accessing the disk drive and 517,021,696 bytes
loading the operating system files directly from =
disk as part of the boot process.




The Windows Operating System

Disk Operating System (Contd.)

» Early versions of Windows consisted of a Graphical User Interface (GUI) that ran over MS-
DOS, starting with Windows 1.0 in 1985.

» In newer versions of Windows, built on New Technologies (NT), the operating system itself is
in direct control of the computer and its hardware.

« Today, many things that used to be accomplished through the command line interface of MS-
DOS can be accomplished in the Windows GUI.

» To experience a little of MS-DOS, open a command window by typing cmd in Windows
Search and pressing Enter.



The Windows Operating System

Disk Operating System (Contd.)

The following table lists some of the commands of MS-DOS:

dir Shows a listing of all the files in the current directory (folder)

cd directory Changes the directory to the indicated directory

cd .. Changes the directory to the directory above the current directory
cd\ Changes the directory to the root directory (often C:)

copy source destination Copies files to another location

del filename Deletes one or more files

find Searches for text in files

mkdir directory Creates a new directory

ren oldname newname Renames a file
help Displays all the commands that can be used, with a brief description

help command Displays extensive help for the indicated command



The Windows Operating System
Windows Versions

- Since 1993, there have been more than 20 releases of Windows that are based on the NT
operating system (OS).

- Many editions were built specifically for workstation, professional, server, advanced server,
and datacenter server, to name just a few of the many purpose-built versions.

- The 64-bit operating system was an entirely new architecture. It had a 64-bit address space
instead of a 32-bit address space.

« 64-bit computers and operating systems are backward-compatible with older, 32-bit
programs, but 64-bit programs cannot be run on older, 32-bit hardware.

- With each subsequent release of Windows, the operating system has become more refined
by incorporating more features.

- Microsoft has announced that Windows 10 is the last version of Windows. Rather than
purchasing new operating systems, users will just update Windows 10 instead.



The Windows Operating System
Windows Versions (Contd.)

The following table lists common Windows versions:
Windows 7 Starter, Home Basic, Home Premium, Professional, Enterprise, Ultimate

Foundation, Standard, Enterprise, Datacenter, Web Server, HPC Server,

Windows Server 2008 R2 ltanium-Based Systems

Windows Home Server 2011 None

Windows 8 Windows 8, Windows 8 Pro, Windows 8 Enterprise, Windows RT
Windows Server 2012 Foundation, Essentials, Standard, Datacenter

Windows 8.1 Windows 8.1, Windows 8.1 Pro, Windows 8.1 Enterprise, Windows RT 8.1
Windows Server 2012 R2 Foundation, Essentials, Standard, Datacenter

Windows 10 Home, Pro, Pro Education, Enterprise, Education, loT Core, Mobile, Mobile

Enterprise

Essentials, Standard, Datacenter, Multipoint Premium Server, Storage

Windows Server 2016 Server, Hyper-V Server



The Windows Operating System

Windows GUI

« Windows has a graphical user interface (GUI) for users to work with data files and software.

The GUI has a main area that is
known as the Desktop. The Desktop
can be customized with various colors
and background images.

Windows supports multiple users, so
each user can customize the Desktop.
The Desktop can store files, folders,
shortcuts to locations and programs,
and applications.

The Desktop also has a recycle bin
icon, where files are stored when the
user deletes them. Files can be
restored from the recycle bin or the
recycle bin can be emptied of files,
which truly deletes them.

Recycle Bin Icon

Start Menu and Search

Quick Launch icons 1' Notification Area
| |




The Windows Operating System

Windows GUI (Contd.)

At the bottom of the desktop, is the
Task Bar.

At the left is the Start menu which is
used to access all of the installed
programs, configuration options, and
the search feature.

At the center, users place quick launch
icons that run specific programs or
open specific folders when they are
clicked.

On the right of the Task Bar is the
notification area. The notification area
shows, at a glance, the functionality of
many different programs and features.

Recycle Bin Icon

Start Menu and Search

) |

Quick Launch icons Notification Area




The Windows Operating System

Windows GUI (Contd.)
Home  share
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The Windows Operating System
Operating System Vulnerabilities

Operating systems consist of millions of lines of code. With all this code comes vulnerabilities.

A vulnerability is some flaw or weakness that can be exploited by an attacker to reduce the
viability of a computer’s information.

To take advantage of an operating system vulnerability, the attacker must use a technique or
a tool to exploit the vulnerability.

The attacker can then use the vulnerability to get the computer to act in a fashion outside of
its intended design.

In general, the goal is to gain unauthorized control of the computer, change permissions, or to
manipulate or steal data.



The Windows Operating System
Operating System Vulnerabilities (Contd.)

The following table lists some common Windows OS Security recommendations:

* By default, Windows uses Windows Defender for malware protection.
Virus or malware * Windows Defender provides a suite of protection tools built into the system.
protection « If Windows Defender is turned off, the system becomes more vulnerable to attacks
and malware.

* There are many services that run behind the scenes.

Unknown or « It is important to make sure that each service is identifiable and safe.

unm_anaged  With an unknown service running in the background, the computer can be
services

vulnerable to attack.
Encryption * When data is not encrypted, it can easily be gathered and exploited.

* This is not only important for desktop computers, but especially mobile devices.

* A good security policy must be configured and followed.

SRl [pelley * Many settings in the Windows Security Policy control can prevent attacks.



The Windows Operating System
Operating System Vulnerabilities (Contd.)

* By default, Windows uses Windows Firewall to limit communication with devices on
the network. Over time, rules may no longer apply.

AU « It is important to review firewall settings periodically to ensure that the rules are still
applicable and remove any that no longer apply.
* These permissions must be set correcily. It is easy to give the “Everyone” group Full
File and share Control, but this allows all people to access all files.
permissions * It is best to provide each user or group with the minimum necessary permissions for
all files and folders.
* Many people choose weak passwords or do not use a password at all.
Weak or no : . : .
* It is especially important to make sure that all accounts, especially the Administrator
password
account, have a very strong password.
* When a user logs in as an administrator, any program that they run will have the
Login as privileges of that account.
Administrator * It is best to log in as a Standard User and only use the administrator password to

accomplish certain tasks.



3.2 Windows Architecture and
Operations



Windows Architecture and Operations
Hardware Abstraction Layer

» A hardware abstraction layer (HAL) is
software that handles all of the
communication between the hardware L
and the kernel. i

» The kernel is the core of the operating DR windows AP

system and has control over the entire

computer.  mmoe- 1 ________________________________________

v

r v
« The kernel handles all of the input and o omera .
er perating System Kernel File System
output requests, memory, and all of the KEmEITHads Brivers OINers

peripherals connected to the computer.

. . . . Hardware Abstraction Layer
* The basic Windows architecture is _

shown in the figure. i

o]
Cisco



Windows Architecture and Operations
User Mode and Kernel Mode

- The two different modes in which a
CPU operates when the computer
has Windows installed are the user
mode and the kernel mode.

|

Windows API

- Installed applications run in user Useriode N
mode, and operating system code User Mode

. A
runs in kernel mode. oo
Kernel Mode ¢ v *
- All of the code that runs in kernel
Drivers

Other

Operating System Kernel

mode uses the same address space. Kernel-Mode Drivers
- When user mode code runs, itis ¢ ¢
granted its own restricted address

space by the kernel, along with a i
process created specifically for the

application.

o]
Cisco



Windows Architecture and Operations
Windows File Systems

A file system is a way of organizing the information on storage media. The following table lists
the file systems supported by Windows:

Windows File Description
System i

* This is a simple file system supported by many different operating systems.

* FAT has limitations to the number of partitions, partition sizes, and file sizes that it
can address, so it is not usually used for hard drives or solid-state drives
anymore.

* Both FAT16 and FAT32 are available to use, with FAT32 being the most common
as it has many fewer restrictions than FAT16.

exFAT

* This file system is used on MAC OS X computers and allows much longer
Hierarchical File filenames, file sizes, and partition sizes.
System Plus (HFS+) - Although it is not supported by Windows without special software, Windows is
able to read data from HFS+ partitions.



Windows Architecture and Operations

Windows File Systems (Contd.)

Windows File Description
System P

* This file system is used with Linux-based computers.
« Although it is not supported by Windows, Windows is able to read data from
EXT partitions with special software.

Extended File
System (EXT)

* This is the most commonly used file system when installing Windows. Al
New Technology File versions of Windows and Linux support NTFS.
System (NTFS) * Mac-OS X computers can only read an NTFS partition. They are able to write to
an NTFS partition after installing special drivers.



Windows Architecture and Operations

Windows File Systems (Contd.)

NTFS formatting creates important structures on the disk for file storage, and tables for
recording the locations of files:

Partition Boot Sector: This is the first 16 sectors of the drive. It contains the location of
the Master File Table (MFT). The last 16 sectors contain a copy of the boot sector.

Master File Table (MFT): This table contains the locations of all the files and directories on
the partition, including file attributes such as security information and timestamps.

System Files: These are hidden files that store information about other volumes and file
attributes.

File Area: The main area of the partition where files and directories are stored.

Note: When formatting a partition, the previous data may still be recoverable because not all the
data is completely removed. It is recommended to perform a secure wipe on a drive that is being
reused. The secure wipe will write data to the entire drive multiple times to ensure there is no
remaining data.



Windows Architecture and Operations
Alternate Data Streams

° NTFS StoreS ﬁles as a Series Of attributes’ SUCh C:\AD5> echo "Alternate Data Here" > Testfile.txt:ADS

C:ZADS> dir

as the name of the file, or a timestamp. Volume in drive C is Windows
. . . . . Vol 5 ial Numb iz ABB6-CB1B
» The data which the file contains is stored in the |-t
attribute $DATA, and is known as a data 2620-64-28 ©4:01 PM  <DIR>
2026-84-28 ©4:81 PM <DIR> ..
Stream 2828-84-28 84:81 PM 8 Testfile.txt
. 1 File(s) 8 bytes
- By using NTFS, Alternate Data Streams (ADSSs) e B I E b (e
can be connected to the file. C:\ADS> more < Testfile.txt:ADS
"Alternate Data Here"
« An attacker could store malicious code within an KSRt
H Volume in drive C is Windows
ADS that can then be called from a different R S
fHEB. Directory of C:\ADS
. . . . 2026-84-28 ©4:081 PM <DIR>
 In the NTFS file system, a file with an ADS is 2020-84-28 @4:01 PM  <DIR> .
identified after the filename and a colon, for JETESERT SRl B @ Testfile.txt
. . . 24 Testfile.txt:ADS:$DATA
example, Testfile.txt:ADS. This filename 1 File(s) B bytes

indicates an ADS called ADS is associated with | 2 Dir(s) 43,500,624,832 bytes free
the file called Testfile.txt.




Windows Architecture and Operations
Windows Boot Process

* Many actions occur between the power button
Is pressed and Windows is fully loaded. This is
the Windows Boot process. Two types of
computer firmware exist:

« Basic Input-Output System (BIOS): The
process begins with the BIOS initialization
phase in which the hardware devices are
initialized and a POST is performed. When
the system disk is discovered, the POST
ends and looks for the master boot record
(MBR).The BIOS executes the MBR code
and the operating system starts to load.

« Unified Extensible Firmware Interface
(UEFI): UEFI firmware boots by loading EFI
program files (.efi) stored in a special disk
partition, known as the EFI System Partition
(ESP).

BIOS Initialization

UEFI Initialization

MBR EFI Files
POST /
+ Hibernation? Yes )
Bootmgr.exe - BCD 3= Winresume.exe
Winload exe
KMCS — Ntoskrnl.exe
HAL
Y Y

SMSS Hiberfil sys

Logon




Windows Architecture and Operations

Windows Boot Process (Contd.)

Whether the firmware is BIOS or UEFI, after a valid Windows installation is located,
the Bootmgr.exe file is run.

Bootmgr.exe reads the Boot Configuration Database (BCD).
If the computer is coming out of hibernation, the boot process continues with Winresume.exe.
If the computer is being booted from a cold start, then the Winload.exe file is loaded.

Winload.exe also uses Kernel Mode Code Signing (KMCS) to make sure that all drivers are
digitally signed.

After the drivers have been examined, Winload.exe runs Ntoskrnl.exe that starts the
Windows kernel and sets up the HAL.

Note: A computer that uses UEFI stores boot code in the firmware. This helps to increase the
security of the computer at boot time because the computer goes directly into protected mode.



Windows Architecture and Operations

Windows Startup

- There are two important registry items that are used to automatically start applications and
services:

« HKEY_LOCAL_MACHINE - Several aspects of Windows configuration are stored in this key,
including information about services that start with each boot.

« HKEY_CURRENT_USER - Several aspects related to the logged in user are stored in this
key, including information about services that start only when the user logs on to the
computer.

- Different entries in these registry locations define which services and applications will start, as
indicated by their entry type.

- These types include Run, RunOnce, RunServices, RunServicesOnce, and Userinit. These
entries can be manually entered into the registry, but it is much safer to use
the Msconfig.exe tool.

- The Msconfig tool is used to view and change all of the start-up options for the computer. It
opens the System Configuration window.



Windows Architecture and Operations
Windows Startup (Contd.)

There are five tabs that contain the configuration options.

Gen eral & System Configuration

General Boot Services Startup Tools

Three different startup types can be St

chosen here: (® Normal startup
° Normal IOadS a” drive rs and Load all device drivers and services
services. (O Diagnostic startup

Load basic devices and services only

« Diagnostic loads only basic
drivers and services.

« Selective allows the user to
choose what to load on startup.

(O selective startup

)ad system services

Use origina boot »:::,r[ﬁ;_:\_y ation

Cancel Apply Help




Windows Architecture and Operations

Windows Startup (Contd.)

Boot

« Any installed operating system
can be chosen here to start.

» There are also options for Safe
boot, which is used to
troubleshoot startup.

afaln
cisco

& System Configuration

General Boot  Services Startup Tools

Advanced options...

Boot options
[]safe boot
Minimal
Alternate shell
Active Directory repair

Network

Set as default Delete

[CInNo GUI boot
[IBootlog

[[]Base video

[[] os boot information

[ oc ] conce

Timeout:

e

[[IMake all boot settings
permanent

Apply Help




Windows Architecture and Operations

Windows Startup (Contd.)

Services

- All the installed services are
listed here so that they can be
chosen to start at startup.

& System Configuration

General Boot Services Startup Tools

Service Manufacturer Status Date Disabled A
E} AllJoyn Router Service Microsoft Corporation
Application Layer Gateway Service Microsoft Corporation Stopped
[ application Identity Microsoft Corporation Stopped
Application Management Microsoft Corporation Stopped
App Readiness Microsoft Corporation Stopped
AppX Deployment Service (AppX... Microsoft Corporation Running
[~] windows Audio Endpoint Builder ~ Microsoft Corporation Running
Windows Audio Microsoft Corporation Running
[ ActiveX Installer (AxInstsV) Microsoft Corporation Stopped
BitLocker Drive Encryption Service Microsoft Corporation Stopped
Base Filtering Engine Microsoft Corporation Running
[ Backaround Intelligent Transfer ... Microsoft Corporation Running b
Note that some secure Microsoft services may not be disabled. Enable al Disable al
[[JHide all Microsoft services Y —————
Cance Aoy | [ e

afaln
cisco




Windows Architecture and Operations

Windows Startup (Contd.)

Startup

- All the applications and services
that are configured to
automatically begin at startup can
be enabled or disabled by
opening the task manager from
this tab.

) System Configuration

General Boot Services Startup Tools

To manage startup items, use the Startup section of Task Manager.

Help




Windows Architecture and Operations

Windows Startup (Contd.)

Tools

- Many common operating system
tools can be launched directly
from this tab.

& system Configuration

General Boot Services Startup Tools
Tool Name Description A
About Windows Display Windows version information.
Change UAC Settings Change User Account Control settings.
Security and Maintenance Open Security and Maintenance.
Windows Troubleshooting Troubleshoot problems with your computer.
Computer Management View and configure system settings and components.
System Information View advanced information about hardware and software settings.
Event Viewer View monitoring and troubleshooting messages.
Programs Launch, add or remove programs and Windows components,
Svetem Pronerties View hasir infarmation ahoiit vour comniter svstem settinns. ¥
< >
Selected command:
C:\WINDOWS\system32\winver.exe
Launch
[ ]| conce Aoply Help

afaln
cisco




Windows Architecture and Operations
Windows Shutdown

- It is always best to perform a proper shutdown to turn off the computer. The computer needs
time to close each application, shut down each service, and record any configuration
changes before power is lost.

- During shutdown, the computer will close user mode applications first, followed by kernel
mode processes.

- There are several ways to shut down a Windows computer: Start menu power options, the
command line command shutdown, and using Ctrl+Alt+Delete and clicking the power icon.

- There are three different options from which to choose when shutting down the computer:

« Shutdown: Turns the computer off (power off).
* Restart: Re-boots the computer (power off and power on).

» Hibernate: Records the current state of the computer and user environment and stores it
in a file. Hibernation allows the user to pick up right where they left off very quickly with all
their files and programs still open.



Windows Architecture and Operations
Processes, Threads, and Services

- A Windows application is made up of
processes. A process is any program that is

12 Task Manager

File Options View

Currently executlng. Processes Performance App history Startup Users Details Services
5 3% 55% 0% 0%

PU

- Each process that runs is made up of at least

. Apps (6

one thread. A thread is a part of the process that = ... e s
Can be executed_ B Microsoft Edge 0% 13.3 M8 0 MB/s 0 Mbps
& Microsoft Management Console 0% 8.2 M8 0 MB/s 0 Mbps
° TO Conflgure WIndOWS processes, Search for EMncrosoltOneDnve(32bul) 0% 29M8B 0 MB/s 0 Mbps
Store 0% 0.1 MB 0 MB/s 0 Mbps
Task Manager. The Processes tab of the Task s — oo U

Manager is shown in the figure. Background processes (23)
%] Application Frame Host 0% 94 M8 0 MB/s 0 Mbps
- All of the threads dedicated to a process are ) Browser Broker 0% 19M8  OMBs  OMbps
contained within the same address space which =~ * "™ o
0 urrogate 0% 04 MB 0 MB/s 0 Mbps
means that these threads may not access the [ COM Surrogate % 09MB  OMBs  OMbps
address space of any other process. This B Cotne TR oWh| e

Fewer details

prevents corruption of other processes.




Windows Architecture and Operations
Processes, Threads, and Services (Contd.)

- Some of the processes that Windows
runs are services. These are programs
that run in the background to support the EEE— Rt

operating system and applications. es mEas Bm e
Sevices {Local) “ Services (Local)

Windows Defender Firewall Name Description Status Startup Type Log On As

- Services provide long-running — s s e e

Windows Defender Firewall helps

H H H y & Windk Defender Security . Wind De. R Automat; Local Syst
functionality, such as wireless or access by L ol sceiosimess iffoie ol o oS

*3 Windows Defender Firewall

access to your computer through the (& windows Error Reporting Se.  Allows errors—. Runnin g Manual (Trigger Start) Local System

to an FTP server. Aot s cetioa & Windows Event Collector  This service - Manual Network Se.
£ Windows Event Log This service - Runnin g Automatic Local Service

& Windows Font Cache Service  Optimizes p..  Runnin: g Automatic Local Service

. . . G Windows Image Acquisition - Providesima Running  Automatic Local Service

° T f g W d S h & Windows Insider Service Provides infr. Manual (Trigger Start) Local System
O CO n I u re I n OWS e rVI Ces ! Se arC &3 Windows Installer Adds, modifi-  Runnin g Manual Local System

M M H & Windows License Manager S Provides infr.  Running  Manual (Trigger Start) Local Service

fo r Se rVI Ces . T h e WI n d OWS Se er Ces i Windows Management Instr.  Providesac.  Running  Automatic Local System
. . &4 Windows Media Player Netw.. Shares Wind.. Manual Network Se_

contro I p ane I ap p I etiss h own in th e £ Windows Mobile Hotspot Se... Provides the. Monual (Trigger Start Lol Sevice
S Windows Modules Installer Enables inst— Manual Local System

&% Windows Perception Service  Enables spat. Manual (Trigger Start) Local Service

figure. R oo Sy, T e

& Windows Push No!

ions..  Thisservicer. Running  Automatic Local System
& Windows Push Notifications.. This service . Runnin g Automatic Local System
&) Windows PushTolnstall Servi.. Provides infr_ Manual (Trigger Start) Local System

- Be very careful when manipulating the — o St Mo, -
settings of these services. Shutting down
a service may adversely affect
applications or other services.




Windows Architecture and Operations
Memory Allocation and Handles

The virtual address space for a process is the set of virtual addresses that the process
can use.

The virtual address is not the actual physical location in memory, but an entry in a page table
that is used to translate the virtual address into the physical address.

Each process in a 32-bit Windows computer supports a virtual address space that enables
addressing up to 4 gigabytes.

Each process in a 64-bit Windows computer supports a virtual address space of 8 terabytes.

Each user space process runs in a private address space, separate from other user space
processes.

When the user space process needs to access kernel resources, it must use a process handle.

As the user space process is not allowed to directly access these kernel resources, the
process handle provides the access needed by the user space process without a direct
connection to it.



Windows Architecture and Operations

Memory Allocation and Handles (Contd.)

- A powerful tool for viewing
memory allocation is RAMMap,

File Empty

Help

Use Counts

which is shown in the figure.

Processes  Prionity Summary Physical Pages  Physical Ranges  Flie Summary  File Detals

|

RAMMap is part of the
Windows Sysinternals Suite of
tools. It can be downloaded
from Microsoft.

RAMMap provides information
regarding how Windows has
allocated system memory to
the kernel, processes, drivers,
and applications.

o]
cisco

Usge Tod  Actve [l Stndy [l modted ] Modfedrownte ] Tronsten | Zeoed [l Fee ] < B
Process Private  6,325,764K 5,921,100 358,836 X 458K
Magped Fie 3017,024K  1198,480K  1,818,512K 12K
Duresdie m,350K 729,108% 16K 43,128%
Page Table 226,292 26,292%
Wesoecvoa 999,512 599,512K
NonpagedPodl  694,880K 694,860 K 0K
System PTE 131,3HK 131, 3K
| MetsSe 1,436,916K 22,3126 1,214,372K 32K
| B
Bloriver tocked  3,043,188K  3,043,183K
Karnel Stack 68,456 68,260 196K
Unused 310,900 X 118,608 % 1759126 16,380K
Large Page
Totsl 1,678,976K  13,005412K  3,391,8%K 89,164 K K 20K 175,912k 16,380K



Windows Architecture and Operations

The Windows Registry

- Windows stores all of the information about hardware, applications, users, and system
settings in a large database known as the registry.

- The registry is a hierarchical database where the highest level is known as a hive, below that
there are keys, followed by subkeys.

- Values store data and are stored in the keys and subkeys. A registry key can be up to 512
levels deep.

« The following table lists the five hives of the Windows reqgistry:

HKEY_CURRENT_USER (HKCU) Holds information concerning the currently logged in user.
HKEY_USERS (HKU) Holds information concerning all the user accounts on the host.

Holds information about object linking and embedding (OLE)
HKEY_CLASSES ROOT (HKCR) registrations. It allows users to embed objects from other applications
into a single document.

HKEY LOCAL_MACHINE (HKLM) Holds system-related information.
HKEY_CURRENT_CONFIG (HKCC) Holds information about the current hardware profile.



Windows Architecture and Operations

The Windows Registry (Contd.)

New hives cannot be created. The
registry keys and values in the hives
can be created, modified, or deleted
by an account with administrative
privileges.

As shown in the figure, the

tool regedit.exe is used to modify
the registry.

Be very careful when using this tool.
Minor changes to the registry can
have massive or even catastrophic
effects.

afaln
cisco

B Registry Editor

File Edll Vnew hwmes Help

v Computu
HKEY_CLASSES_ROOT
v HKEY_CURRENT _USER
> AppEvents

AppXBackupContentTyp

Console
Control Panel
Environment
EUDC
Keyboard Layout
Network
Printers
v SOFTWARE
> AppDatalow
Classes
Microsoft
Mine
Policies

RegisteredApplication

Wowbii2Node
Syﬂm
Volatile Environment
HKEY_LOCAL_MACHINE
> HKEY_USERS
v HKEY_CURRENT_CONFIG
Software
System

<

>

Name
¥ (Default)

o) AppXIhttrezc1g1282gpB6p86n35d 1 3xqgel

b AppX1rvm2npas Twivvdecwbqlpwewtnf 527
2 AppX22gwidwSrgbSmmqurwvehsikqervheg
¥ AppX25 Thyphkjrhhacsd0SJaevgileldcb:
2] AppX2xacbbm773x5g03c TmngviSepviilictx
b’ AppX22406)dblrzhvE09¢ cdpvrbigpblovps)

5 AppX30ym 1xdbhgh3zzbermy dvahsibldamm
o AprlSS;SylplgwdthenSwv!,(M&!ﬂv
) AppXéfny
o App)(n&;rdlqmqwc-ﬂ.ﬂ‘lm«

% AppXawgkbIdSmuT76qalvsaq19gOcInfhivz
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ComputeAHKEY_CURRENT_USER\SOFTWARE\RegisteredApplications

Type

REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ

Data
(value not set)
Software\Classes\Local \
Software\Classes\Local Settings\Software\Microsoft\Windows\Ct
Software\Classes\Local Settings\Softy Microsoft\Windows\C
Software\Classes\Local Settings\Software\M:
Software\Classes\Local Settings\Softy Microsoft\Wind Ce
Software\Classes\Local Settings\Software\Microsoft\Windows\Cy
Software\Classes\Local Settings\Software\Microsoft\Windows\Ci
Software\Classes\Local S \Software\Microsoft\Windows\Cu
Software\Classes\Local Settings\Software\Microsoft\Windows\C
Software\Classes\Local Setting?\ Software\Microsoft\Windows\Ci
Software\Classes\Local Settings\Software\Microsoft\Windows\Ct
Software\Classes\Local Settings\Software\Microsoft\Windows\Ci
Software\Classes\Local Settings\Software\Microsoft\Windows\Cy
Software\Classes\Local Settings\Software\M: R\ Windows\C
Software\Classes\Local Settings\Software\Microsoft\Windows\Cy
Software\Classes\Local Settings\Software\M: ft\Windows\C
Software\Classes\Local Settings\Softy M #t\Wind
Software\Clazses\Local Settings\Software\Microsoft\Windows\Ct
Software\Classes\Local Settings\Software\Microsoft\Windows\Ci
Software\Classes\Local Settings\Software\Microsoft\Windows\Ct
Software\Classes\Local Setting \Microsoft\Windows\C1
Software\Classes\Local Settings\Software\Microsoft\ Windows\C
Software\Classes\Local Settings\Sof \M: ft\Windows\Cu
Software\Classes\Local Settings\Software\Microsoft\Windows\Ct
Software\Classes\Local Settings\Software\Microsoft\ Windows\C
Software\Classes\Local Settings\Software\Microsoft\Windows\Ci
Software\Classes\Local Settings\Software\Microsoft\Windows\Ci
Software\Classes\Local Settings\Software\Microsoft\Windows\Ci
>

A Cafey M f\Windows\C:

f\Windows\Ct

C

2 Cofty
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The Windows Registry (Contd.)

Navigation in the registry is very similar to Windows file explorer.

Use the left panel to navigate the hives and the structure below it and use the right panel to
see the contents of the highlighted item in the left panel.

The path is displayed at the bottom of the window for reference.

Registry keys can contain either a subkey or a value. The different values that keys can
contain are as follows:

« REG_BINARY: Numbers or Boolean values
« REG_DWORD: Numbers greater than 32 bits or raw data
« REG_SZ: String values

The registry also contains the activity that a user performs during normal day-to-day computer
use.

This includes the history of hardware devices, including all devices that have been connected
to.the computer including the name, manufacturer and serial number.



Windows Architecture and Operations
Lab - Exploring Processes, Threads, Handles, and Windows

Registry

In this lab, you will complete the following objectives:

- Explore the processes, threads, and handles using Process Explorer in
Sysinternals Suite.

- Use the Windows Registry to change a setting.



3.3 Windows Configuration and
Monitoring
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Run as Administrator

- As a security best practice, it is not advisable to log on to Windows using the Administrator

account or an account with administrative privileges.

- There are two different ways to run or install =

a software that requires the privileges of the "
Administrator. # Quickaccess

I Desitop
& Downloads

Administrator S

- Right-click the command in the Windows File = ...

Explorer and choose Run as Administrator 3 Thihe
from the Context Menu. @ Networ

4 Homegroup

s 1 item selected 237 KB

95 itern:
& Delete
© Rename
Properties

pplication Tool dow
Share age
» ThisPC » Local Disk (C:) » Windows »
£ DISVC
bootstat.dat
comsetup
= diagerr
* diagwmn
Dtcinstall
r explorer
© HelpPane
2 hh
Isasetup
mib,bin
notepad
PFRO Open
* Professional & Run a5 administrator
g&f regedit Pin to Start
setupact u Scan with Windows Defender...
setuperr Pin to taskbar
= sphwowbd Restore previous versions
S0 Send to
twain _32.d1
Cut
WindowsUpdate Copy

Create shortcut
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Run as Administrator (Contd.)

Administrator Command Prompt

Search for command, right-click the
executable file, and choose Run as
Administrator from the Context Menu.

Every command that is executed from this
command line will be carried out with the

Administrator privileges, including installation
of software.

Best match
Command Prompt
Run as administrator
Settings . :
Open file location

&= Replace Command

PowerShell when u: Fin 0 Start

Pin to taskbar
Web

£ command

B & b 0 8 o= Hhn &

£ command
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Local Users and Domains

- When a new computer is started for the first time, or Windows is installed, there will be a
prompt to create a user account. This is known as a local user.

« This account contains all the customization settings, access permissions, file locations, and
many other user-specific data.

- To make administration of users easier, Windows uses groups. A group will have a name
and a specific set of permissions associated with it.

- When a user is placed into a group, the permissions of that group are given to that user.

- A user can be placed into multiple groups to be provided with many different permissions.
When the permissions overlap, certain permissions, like “explicitly deny” will override the
permission provided by a different group.

- There are many different user groups built into Windows that are used for specific tasks.
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Local Users and Domains (Contd.)

» lusrmgr - [Local Users and Groups (Lecal)\Groups)

- Local users and groups are Fa Adion View Hidp

e 2macs Bm

managed with the 85 Local Users and Groups Loca) | e Deciptien et
&% Access Control Assist.. Members of this group can remotely query authorzation ¢
lusrmgr.msc control panel W ideiciontons Adminiouatos hova complee s rvasicndsccess 0
& Backup Operators Backup Operators can overnde security restrictions for the

applet, as shown in the figure.

Windows also use domains to
set permissions. A domain is a
type of network service where

&% Coyptographic Opesat... M

&% Distnbuted COM Users
2% Event Log Readers
B Guests

& Hyper-V Administrators

& 1S USRS

& Network Configuratio...

& Performance Log Users

bers are auth d to perfi cryptographic operats
Members are allowed to launch, activate and use Distnbut
Members of this group can read event logs from local mas
Guests have the same access as members of the Users gro
Members of thes group have complete and unrestricted ac
Built-in group used by Internet Information Sesvices.

Members in this group can have some administrative privi
Members of this group may schedule logging of performe

&% Peddormance Monitor ..

& Power Users

Members of this group can access performance counter d
Power Users are included for backwards compatibilty and

& Remote Desktop Users  Members in this group are granted the right to logon rems
al I Of th e u Se rs ] g ro u pS ] Q Remote Management... Members of this group can access WMI resources over me
. }k Replicator Supports file replication in a domain
Computers, pe“pherals, and %SyﬂmMmagedAcc Members of this group are managed by the system
&% Users Users are prevented from making accidental o intentional

security settings are stored on
and controlled by a database.

o]
Cisco
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CLI and PowerShell

- The Windows command line interface (CLI) can be used to run programs, navigate the file
system, and manage files and folders.

- To open the Windows CLI, search for cmd.exe and click the program. These are a few things to
remember when using the CLI:

The file names and paths are not case-sensitive, by default.
Storage devices are assigned a letter for reference. This followed by a colon and backslash (\).

Commands that have optional switches use the forward slash (/) to delineate between the
command and the switch option.

You can use the Tab key to auto-complete commands when directories or files are referenced.

Windows keeps a history of the commands that were entered during a CLI session. Access
previously entered commands by using the up and down arrow keys.

To switch between storage devices, type the letter of the device, followed by a colon, and then
press Enter.



Windows Configuration and Monitoring

CLI and PowerShell (Contd.)

Another environment, called the Windows PowerShell, can be used to create scripts to
automate tasks that the regular CLI is unable to create.

PowerShell also provides a CLI for initiating commands.

PowerShell is an integrated program within Windows.

Like the CLI, PowerShell can also be run with administrative privileges.

These are the types of commands that PowerShell can execute:

cmdlets - These commands perform an action and return an output or object to the next
command that will be executed.

PowerShell scripts - These are files with a .ps1 extension that contain PowerShell
commands that are executed.

PowerShell functions - These are pieces of code that can be referenced in a script.
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CLI and PowerShell (Contd.)

- To see more information about PowerShell and e i Ty P
get started using it, type help, as shown in the cerc
command output. e

Displays help about Windows PowerShell cmdlets amd concepts.

Windows Powershell

 There are four levels of help in Windows N T e e
PowerShell: ; -

i lisde h--1|. files, but you cam read the
help topics online, or use the Update-Help cmdlet to download help files

« get-help PS command - Displays basic help ok the comnd dine, ey e R

for a command ﬁf « relassad co that your 1ocad help content. 55 never. o

nlays auto-generated help for o

 get-help PS command [-examples] - e
i find help for Windows Powershel fnline im the TechNet Library

Displays basic help for a command with Yo con Find e Tor eI entine in whe Tech
examples Sy e Hag e

® get-h eI p PS Command [_detailed] - Displays * IJLI.!::I:: :zj-J-fi::t:j:eIr“;:-lzljl:fihu:hzuu;'ulr-lu::u:::urlutr.-.'|tu| option.
detailed help for a command with examples ' Eﬁ.ﬁl’;.uem |

® get_h elp PS Command [-fu”] - Displays a” jl»;t::;::u::}-rj ;L‘L[._ iles d:..l'll..iT..:'.. M L:h:lu:-:-i:“F::ll- d?gl:.;u::d
help information for a command with T e e s

Get-Help Update-Help -Online

examples in greater depth - More -
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Windows Management Instrumentation

- Windows Management Instrumentation (WMI) is used to manage remote computers.

- It can retrieve information about computer components, hardware and software statistics, and
monitor the health of remote computers.

- To open the WMI control from the Control Panel, double-click Administrative
Tools > Computer Management to open the Computer Management window, expand
the Services and Applications tree and right-click the WMI Control icon > Properties.
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Windows Management Instrumentation (Contd.)

« The WMI Control Properties window  *

Fle Ation View Help

Is shown in the figure. Four tabs in % 20 B B

_‘& Computer Management {Local)

the WMI Control Properties window - @ s o e

are: s — Ganeral BocupMestore  Seausty Advensced
+ General - Summary information S G o ——————
about the local computer and WMI - & s st T
aeaee B e S R g
« Backup/Restore - Allows manual T
backup Of StatIStICS gathered by WM location * C UATNDOWS system3Ziabem
WMI

« Security - Settings to configure
who has access to different WMI
statistics

* Advanced - Settings to configure
the default namespace for WMI
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The net Command

« The net command is used in the ——
administration and maintenance of the OS. ISRt
command
- The net command supports many ~or-
subcommands that follow it and can be o 1e arc.
combined with switches to focus on NET ACCOUNTS NET HELPMSG NET STATISTICS
. NET CODMPUTER NET LOCALGROUP NET STOP
specific output. NET CONFIG NET PAUSE NET TIME
NET CONTIMNUE MET SESSION NET USE
- To see a list of the many net commands, neT e T Suane iy
type net help at the command prompt. NET HELP

NET HELP MAMES explains different types of names inm NET HELP syntax lines.

NET HELP SERVICES lists some of the serwvices you cam start.

* The Command OUtpl'It ShOWS the NET HELP SYNTAX explains how to read NET HELF syntax lines.
Commands tha‘[ the net Command can MET HELF command | MORE displays Help one screen at a time.
o>
use.

- To see verbose help about any of the net
commands, type C:\> net help.
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The net Command (Contd.)

The following table lists some common net commands:

net accounts Sets password and logon requirements for users

: Lists or disconnects sessions between a computer and other computers on the
net session

network

net share Creates, removes, or manages shared resources
net start Starts a network service or lists running network services
net stop Stops a network service
net use Connects, disconnects, and displays information about shared network resources

net view Shows a list of computers and network devices on the network
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Task Manager and Resource Monitor

There are two useful tools to help an administrator to understand the different applications,
services, and processes that are running on a Windows computer.

% Task Manager - O X
Task Manager e, Dytiois Viaw
- The Task Manager, which is shown in Procenes [seiocrintal hop Meee/ i uppliUwe | U | Savie
the figure, provides a lot of ool e, |
information about the software that is Apps (3)
run nlng and the general perfo rmance () Resource and Performance Monitor 4.4% 16.8 MB 0MB/s 0 Mbps
15 Task Manager 0% 84MB 0MB/s 0 Mbps
Of th e CO m p Ute r B8 Windows Command Processor 0% 0.1 MB 0MB/s 0 Mbps
- The Task Manager has seven tabs. ki prscaieds 1
[37 Application Frame Host 0% 0.5M8 0MB/s 0Mbps
[37 COM Surrogate 0% 1.3 MB 0MB/s 0 Mbps
[#7 COM Surrogate 0% 0.5MB 0MB/s 0 Mbps
[%7 COM Surrogate 0% 1.2M8B 0 MB/s 0 Mbps
[€) Cortana 0%  761M8B 0MB8/s 0Mbps
@ Cortana Background Task Host 0% 2.7MB 0MB/s 0 Mbps
[®] Device Association Framework Provider Host 0% 26MB 0MB/s 0 Mbps
[¥] Host Process for Windows Tasks 0% 1.8 MB 0 MB/s 0 Mbps
o+ Microsoft Distributed Transaction Coordinator Service 0% 0.6 M8 0MB/s 0 Mbps

Fewer details
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Task Manager and Resource Monitor (Contd.)

The following table describes the seven tabs in the Task Manager:

Task Manager .

* Lists all of the programs and processes that are currently running.
Processes * Displays the CPU, memory, disk, and network utilization of each process.
» The properties can be examined or ended if it is not behaving properly or has stalled.

A view of the performance statistics provides a overview of the CPU, memory, disk, and
Performance  network performance.
* Clicking each item in the left pane will show detailed statistics of that item in the right pane.

» The use of resources by application over time provides insight into applications that are
consuming more resources.

* Click Options and Show history for all processes to see the history of every process that
has run since the computer was started.

App history

« All the applications and services that start when the computer is booted are shown in this
Startup tab.
* To disable a program from starting at startup, right-click the item and choose Disable.
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Task Manager and Resource Monitor (Contd.)

« All of the users that are logged on to the computer and all the resources that each
Users user’s applications and processes are using are shown in this tab.
* From this tab, an administrator can disconnect a user from the computer.

* This tab provides additional management options for processes such as setting a
priority to make the processor devote more or less time to a process.

» CPU affinity can also be set which determines which core or CPU a program will use.

* A useful feature called Analyze wait chain shows any process for which another
process is waiting. This feature helps to determine if a process is simply waiting or is
stalled.

Details

« All the services that are loaded are shown in this tab.
» The process ID (PID) and a short description are also shown along with the status of
Services either Running or Stopped.
* At the bottom, there is a button to open the Services console which provides
additional management of services.
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Task Manager and Resource Monitor (Contd.)

Resource Monitor

- When more detailed information
about resource usage is needed,
the Resource Monitor can be
used.

- When searching for the reason a
computer may be acting
erratically, the Resource Monitor
can help to find the source of the
problem.

- Resource Monitor has Five tabs.

V) Resource Monitor

File Monitor Help

) pertmon.exe

] owm.exe

O] system interrupts

[ system

[ svehostece (LocaiSyste
] exptorer.exe

7] veoxService.exe

[7) msmpEng exe

[7) csrss exe

| Disk

B 0 Kbps Network VO W 0% Network Utitcation

Overview CPU Memory Disk Network
cPU W 2% CPU Usage
] image M0 Description
M ses

M

U

3t Resource and Performan
3092 Desktop Window Mana

Deferred Procedure Calis.

NT Kernel & Syitem

(X% Host Process for Windo
2740 Windows Explorer

960 VirtuaiBox Guest Adadtio.
2404

5868

W 0 KB/sec Disk VO

W 0 Hard Faulty/sec

B 0% Highest Active Time

M 25% Used Physicl Memory

100% Maxamum Frequency
Status Threads CPU  Average CPU
Running 17 [« 797
Running 0.35
Running 0.18
Running 2 .10
Running “ 0.08
Running 7 05
Running [ 03
Runming 3
Running 3

CPU 100%

60 Seconds 0% Jd
Disk 100 KB/sec 4

Memory 100 Hard Faults/sec
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Task Manager and Resource Monitor (Contd.)

The following table describes the five tabs of the Resource Monitor:

Resource Description
Monitor Tabs P

Overview The tab displays the general usage for each resource.

* The PID, number of threads, which the process is using, and the average CPU usage of each
process is shown.

SR  Additional information about any services and the associated handles and modules can be
seen by expanding the lower rows.
All the statistical information about how each process uses memory is shown in this tab and an
Memory : :
overview of usage of all the RAM is shown below the Processes row.
Disk All the processes that are using a disk are shown in this tab, with read/write statistics and an
overview of each storage device.
* All the processes that are using the network are shown in this tab, with read/write statistics.
Network * It is very useful when trying to determine which applications and processes are

communicating over the network. Also, tell if an unauthorized process is accessing the
network.
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Networking

Network and Sharing Center

One of the most important features of any operating system is the ability for the computer to
connect to a network.

To configure Windows networking properties and test networking settings, the Network and
Sharing Center is used. A r——

- v P & 5 Control Panel » All Control Panel Items > Network and Sharing Center v O ear P

. View your basic network information and set up connections
Control Panel Home

It is used to verify or create network

connections, configure network sharing, S
and change network adapter settings.

The initial view shows an overview of g e

the active network. _mmmmmmmmm————
From the Window’ you can see the = I‘Jnra"g:k;;e‘;andhrerp‘a!rvnélworkproblems.ovge(uoubleshoolmgm!o.'mahcn‘

HomeGroup the computer belongs to,

or create one if it is not already partofa ...
HomeGroup. Note that HomeGroup
was removed from Windows 10 in

version 1803.
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Networking (Contd.)

Change Adapter Settings

- To configure a network adapter, choose Change adapter settings in the Networking and
Sharing Center to show all of the network connections that are available. Select the adapter
that is to be configured.

- Following are the steps to change an Ethernet adapter to acquire its IPv4 address

automatically from the network: # Network Connections - o X
A & « Net.. > Network Connections v & | Search Network Connections 0
Step 1: Access Adaptor Properties Oweise'>  Disiblethsnswoiideice) Dgrosetiscometion » B~ O @
Right-click the adapter you wish to Bt Oreme
configure and choose Properties, as S beekR) PROMONOMTY Deseny Ak s
shown in the figure. Status

Diagnose
& Bridge Connections

Create Shortcut

@ Delete

® Rename

® Properties

1item 1 item selected =
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Networking (Contd.)

Step 2: Access TCP/IPv4 properties

« This connection uses Internet Protocol
Version 4 (TCP/IPv4) or Internet Protocol

Version 6 (TCP/IPv6) depending on which
version the user wish to use.

* In the figure, IPv4 is being selected.

o]
cisco

Y Ethernet 3 Properties

Networking Authentication  Sharing
Connect using:
¥ Plugable Network

This connection uses the following items:
& Client for Microsoft Networks
W % File and Printer Sharing for Microsoft Networks
™ %8 VitualBox NDIS6 Bridged Networking Driver
TH QoS Packet Scheduler
2N intemet Protocol Version 4 (TCP/IPv4) |
. Cisco Media Services Interface Protocol Driver

4. Link-Layer Topology Discovery Mapper 1/O Driver v
<

A

>

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

OK Cancel
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Networking (Contd.)
Step 3: Change Settings

Click Properties to configure the adapter.

In the Properties dialogue box, choose to Obtain
an address automatically if there is a DHCP
server available on the network or if the user wish
to configure addressing manually, fill in the
address, subnet, default gateway, and DNS
servers.

Click OK to accept the changes.

You can also use the netsh.exe tool to configure
networking parameters from a command prompt.

This program can display and modify the network
configuration.

Type netsh /? at the command prompt to see a
list'of all the switches.

Internet Protocol Version 4 (TCP/IPv4) Properties

General Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(® Obtain an IP address automaticaly
(O Use the following IP address:

(® Obtain DNS server address automatically
(O Use the following DNS server addresses:

Advanced...
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Networking (Contd.)

nslookup and netstat

- Domain Name System (DNS) should also be tested because it is essential to finding the
address of hosts by translating it from a name, such as a URL.

- Use the nslookup command to test DNS.

- Type nslookup cisco.com at the command prompt to find the address of the Cisco webserver. If
the address is returned, the DNS is functioning correctly.

- Type netstat at the command line to see details of active network connections.

C:\Users\USER»netstat

Active Conmectioms

Proto Local Address Foreign Address o

TCP 127.@.0.1:3@30 USER-VGFFA:SE8652  ESTABLISHED
TCP 27.8.1 36 USER-VGFFA: 521 ESTAELISHED
TCP 7’ USER-VGFFA:52420  TIME_WAIT
TCP 2 USER-VGFFA:52481  TIME_WAIT
TCP 27.8.8 USER-VGFFA:52484  TIME_WALT
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Accessing Network Resources

Windows uses networking for many different applications such as web, email, and file
services.

Server Message Block (SMB) protocol is used to share network resources. It is mostly used
for accessing files on remote hosts.

The Universal Naming Convention (UNC) format is used to connect to resources such as
\\servername\sharenameifile.

In the UNC, servername is the server that is hosting the resource. The sharename is the root
of the folder in the file system on the remote host, while the file is the resource that the local
host is trying to find.

When sharing resources on the network, the area of the file system that will be shared will
need to be identified. Access control can be applied to the files to restrict users and groups to
specific functions.

There are also special shares that are automatically created by Windows. These shares are
called administrative shares and are identified by a dollar sign ($) that comes after the share
name.
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Accessing Network Resources (Contd.)

%35 Remote Desktop Connection -

- Besides accessing shares on remote hosts,
the user can also log in to a remote host and L Remote Desktop
manipulate that computer, as if it were local, 19 Connection
to make configuration changes, install I P
software, or troubleshoot an issue. i

- In Windows, this feature uses the Remote (g Frverine name of the remate computer

Desktop Protocol (RDP). The Remote Gt g o i —
Desktop Connection window is shown in the ek
f|gure The computer name field is blank. Enter a full remote computer
name
« Since Remote Desktop Protocol (RDP) is
designed to permit remote users to control me———
individual hosts, it is a natural target for threat Save the curent connecton setings o an RDP fe oropen 3
f Vi nn n
actors. Save Save As... Open..

2) bt gt oo
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Windows Server

« Most Windows installations are performed as desktop installations on desktops and laptops.

» There is another edition of Windows that is mainly used in data centers called Windows
Server. This is a family of Microsoft products that began with Windows Server 2003.

« Windows Server hosts many different services and can fulfill different roles within a company.
» These are some of the services that Windows Server provides:

* Network Services: DNS, DHCP, Terminal services, Network Controller, and Hyper-V
Network virtualization

» File Services: SMB, NFS, and DFS
 Web Services: FTP, HTTP, and HTTPS
« Management: Group policy and Active Directory domain services control

Note: Although there is a Windows Server 2000, it is considered a client version of Windows
NT 5.0. Windows Server 2003 is a server based on NT 5.2 and begins a new family of
Windows Server versions.
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Lab - Create User Accounts

In this lab, you will create and modify user accounts in Windows.



Windows Configuration and Monitoring

Lab - Using Windows PowerShell

In this lab, you will explore some of the functions of PowerShell.



Windows Configuration and Monitoring

Lab - Windows Task Manager

In this lab, you will explore Task Manager and manage processes from within Task
Manager.
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Lab - Monitor and Manage System Resources in Windows

In this lab, you will use administrative tools to monitor and manage system
resources.

o]
Cisco
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The netstat Command

The netstat command is used to look for inbound or outbound connections that are not
authorized.

The netstat command will display all of the active TCP connections.

By examining these connections, it is possible to determine the programs which are listening
for connections that are not authorized.

When a program is suspected of being malware, the process can be shut down with Task
Manager, and malware removal software can be used to clean the computer.

To make this process easier, the connections can be linked to the running processes that
were created by them in Task Manager.
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The netstat Command (Contd.)

- To do this, open a command prompt with Microsoft Windows [Version 16.8.18363.720]
.. . .. {c) 2819 Microsoft Corporation. All rights reserved.
administrative privileges and enter C:\WINDOWS\system32> netstat -abmo
Active Conmections
the netStat -abno Command Proto Local Address Foreign Address State
Lo . . TCP 0.8.8.0:808 8.0.8.8:8 LISTENING
- By examining the active TCP connections, Can not obtain ownership information
. . TCP 8.8.8.8:135 8.0.8.8:8 LISTENING
an analyst should be able to determine if Rpcss
there are any suspicious programs that are [j;';““*:;‘f;_a% o o00r0 S
listening for incoming connections on the Can not obtain ownership information
f]()sst TCP @.8.8.8:623 B8.0.8.8:8 LISTENING
. [LMs. exe]
TCP 8.8.8.8:3389 g.8.8.8:8 LISTENING
- There may be more than one process B
listed with the same name. If this is the TCP  0.0.0.0:504 8.0.0.0:0 LISTENING
case, use the unique PID to find the correct [ "
1 TCP 8.8.8.8:5357 g.8.8.8:8 LISTENING
process TO dlsplay the PIDS for the Can not obtain ownership informationm
processes |n the Ta_Sk Manager, Open TCP . BE:.\?.B:EEEE: . . E-'.:l:].El.ﬂ-:E.'- LISTENING
. - Cam no oDTaln owWwnersnip Lnformatlion
the Task Manager, r|ght'CI|Ck the table TCP ©.0.8.0:2899 8.0.0.8:0 LISTENING

headlng and SeleCt PID [SolarwWinds TFTP Server.exe]

TCP 2.8.8.8:16992 B8.08.8.8:8 LISTENING




Windows Security
Event Viewer

- Windows Event Viewer logs the history of application, security, and system events.

* These log files are a
troubleshooting tool as they
provide information necessary to
identify a problem.

* Windows includes two categories
of event logs: Windows Logs and
Application and Services Logs.

* A built-in custom view called
Administrative Events shows all
critical, error, and warning events
from all the administrative logs.

« Security event logs are found
under Windows Logs. They use
event IDs to identify the type of
event.

4] Event Viewer

File Action
| m

View Help
u -
{3 Event Viewer (Local)
v g Custom Views
¥ Administrative Events
v s Windows Logs
[s] Application
fs] Security
| ] Setup
|s] System
| | Forwarded Events
v . Applications and Services Lo
[+] Hardware Events
[+ ] Internet Explorer
[s] Key Management Service
Microsoft
[s] Windows PowerShell
s Subscriptions

Event Viewer (Local)

iOnmew

mmary Lact refreched: S/147

To view events that have occurred on your computer,
select the appropnate source, log or custom view node
in the console tree. The Administrative Events custom

7k

| Summary of Administrative Events

v

Event Type EventiD  Source Log o4
Critical . . . v

< >

L Recently Viewed Nodes
Name Description  Modified "
Custom Views\Administr... Critical, Er... N/A v
< >

| Leg Summary
Log Name Size (Curr... Modified -
Apphcation 207 MB/2.. 5/13/2017 5:42:05P1 v
< >

Actions
Event Viewer (Local)
Open Saved Log...
¥ Create Custom View
Import Custom View...
Connect to Another Computer...
View

(i Refresh

ﬂ Help
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Windows Update Management

« To ensure the highest level of
protection against the attacks,

always ensure Windows is up to

date with the latest service
packs and security patches.

- Update status, shown in the
figure, allows you to check for
updates manually and see the

update history of the computer.

- Patches are code updates that
manufacturers provide to
prevent a newly discovered
virus or worm from making a
successful attack.

e

Home

[

Nindows Update

Windows Defender

Backup

Recovery

Activation

For developers

Windows Insider Program

Update status

Your device is up to date. Last checked: Yesterday, 4:06 PM

Check for updates

Good news! The Windows 10 Creators Update is on its way, Want to be one of the first to get it?

Update settings

Available updates will be downloaded and installed automatically, except over metered
connections (where charges may apply).

Looking for info on the latest updates?



Windows Security

Windows Update Management (Contd.)

From time to time, manufacturers combine patches and upgrades into a comprehensive
update application called a service pack.

Many devastating virus attacks could have been much less severe if more users had
downloaded and installed the latest service pack.

It is highly desirable that enterprises utilize systems that automatically distribute, install, and
track security updates.

Windows routinely checks the Windows Update website for high-priority updates that can
help protect a computer from the latest security threats.

There are also settings for the hours where the computer will not automatically restart, for
example during regular business hours.

Advanced options are also available to choose how updates are installed how other Microsoft
products are updated.



Windows Security
Local Security Policy

« A security policy is a set of objectives
that ensures the security of a
network, the data, and the computer
systems in an organization.

* In most networks that use Windows
computers, Active Directory is
configured with Domains on a
Windows Server. Windows
computers join the domain.

- Windows Local Security Policy can
be used for stand-alone computers
that are not part of an Active
Directory domain.

iﬁ Local Security Policy

File Action View Help
%@ Xz Bm

S Security Settings | =
; :&:::upn:lilh:»es 4 Account Policies

Windows Firewall with Advanced Seci
Network List Manager Policies
Public Key Policies
Software Restriction Policies
Application Control Policies

8, IP Security Policies on Local Compute | Application Control Policies
Advanced Audit Policy Configuration & IP Security Policies on Local Computer

| Advanced Audit Policy Configuration

4 Local Policies
| Windows Firewall with Advanced Security
Network List Manager Policies
Public Key Policies
| Software Restriction Policies

Description

Password and account lockout policies

Auditing, user rights and security options polici...
Windows Firewall with Advanced Security
Network name, icon and location group policies.

Application Control Policies
Internet Protocol Security (IPsec) Administratio...
Advanced Audit Policy Configuration
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Local Security Policy (Contd.)

Password guidelines are an important component of a security policy.

In the Local Security Policy, Password Policy is found under Account Policies and defines the
criteria for the passwords for all of the users on the local computer.

Use the Account Lockout Policy in Account Policies to prevent brute-force login attempts.

It is important to ensure that computers are secure when users are away. A security policy
should contain a rule about requiring a computer to lock when the screensaver starts.

If the Local Security Policy on every stand-alone computer is the same, then use the Export
Policy feature. This is particularly helpful if the administrator needs to configure extensive
local policies for user rights and security options.

The Local Security Policy applet contains security settings that apply specifically to the local
computer. The user can configure User Rights, Firewall Rules, and the ability to restrict the
files that users or groups are allowed to run with the AppLocker.



Windows Security
Windows Defender

- Malware includes viruses, worms, Trojan horses, keyloggers, spyware, and adware. These
are designed to invade privacy, steal information, damage the computer, or corrupt data.

- It is important to protect computers and mobile devices using reputable antimalware software.
The following types of antimalware programs are available:

Antivirus protection: This program continuously monitors for viruses. When a virus is
detected, the user is warned, and the program attempts to quarantine or delete the virus.

Adware protection: This program continuously looks for programs that display advertising
on the computer.

Phishing protection: This program blocks the IP addresses of known phishing websites
and warns the user about suspicious sites.

Spyware protection: This program scans for keyloggers and other spyware.

Trusted / untrusted sources: This program warns about unsafe programs about to be
installed or unsafe websites.



Windows Security

Windows Defender (Contd.)

It may take multiple scans to completely
remove all malicious software. Run only one
malware protection program at a time.

Several security organizations such as
McAfee, Symantec, and Kaspersky offer all-
inclusive malware protection for computers
and mobile devices.

Windows has built-in virus and spyware
protection called Windows Defender.

Windows Defender is turned on by default to

provide real-time protection against infection.

Although Windows Defender works in the
background, the user can perform manual
scans of the computer and storage devices.

o

3

Security at a glance

at's hapg q with the ity and health of your device

= any actions needed

@ 5

Virus & threat Account protection
protection No action needed

No actions needed

w =

Device security

App & browser control
! ! No action needed

No action needed

3

Firewall & network
protection
No action needed

B

Device performance &
health

No action needed
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Windows Defender Firewall

- Afirewall selectively denies traffic to a computer
or network segment.

- To allow program access through the Windows
Defender Firewall, search for Control Panels.
Under Systems and Security, locate Windows
Defender Firewall. Click Allow an app or
feature through Windows Defender Firewall,
as shown in the figure.

- To disable the Windows Firewall and use a
different software firewall, click Turn Windows
Firewall on or off.

- Many additional settings can be found under
Advanced settings. Here, inbound or outbound
traffic rules can be created and different aspects
of:the firewall can be monitored.

T"

Control Panel » All Control Panel items > Windows Defender Firewall

Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC
through the Intérnet or a network.

o For your security, some settings are managed by your system administrator.

I o Domain networks Connected

Networks at 2 workplace that are attached to a domain

Windows Defender Firewall state On

Incoming connections: Block all connections to apps that are not on the list
of allowed apps

Active domain networks 15

Motification state; Motify me when Windows Defender Firewall blocks a
new app

I o Private networks Connected

Metworks at home or work where you know and trust the pecple and devices on the network

Windows Defender Firewall state: On

Incoming connections: Block all connections to apps that are not on the list
of allowed apps

Active private networks: & nidentified network

Notification state; Maotify me when Windows Defender Firewall blocks a
néw app

I o Guest or public networks Connected

Networks in public places such as airports or coffee shops

Windows Defender Firewall state: On

Incoming connections: Block all connections 1o apps that are not on the list
of allowed apps




3.5 The Windows Operating
System Summary



The Windows Operating System Summary

What Did | Learn in this Module?

The first computers required a Disk Operating System (DOS) to create and manage files.

Microsoft developed MS-DOS as a command line interface (CLI) to access the disk drive and
load the operating system files. Early versions of Windows consisted of a Graphical User
Interface (GUI) that ran over MS-DOS.

Windows consists of a hardware abstraction layer (HAL) which handles all the
communication between the hardware and the kernel.

Windows operates in two different modes, the user mode and kernel mode. Most Windows
programs run in user mode. The kernel mode allows operating system code direct access to the
computer hardware.

A computer works by storing instructions in RAM until the CPU processes them.

Each process in a 32-bit Windows computer supports a virtual address space that enables
addressing up to four gigabytes. Each process in a 64-bit Windows computer supports a
virtual address space of up to eight terabytes.



The Windows Operating System Summary

What Did | Learn in this Module? (Contd.)

Windows stores all of the information about hardware, applications, users, and system
settings in a large database known as the registry.

The reqistry is a hierarchical database where the highest level is known as a hive, below that
there are keys, followed by subkeys.

There are five registry hives that contain data regarding the configuration and operation of
Windows. There are hundreds of keys and subkeys.

For security reasons, it is not advisable to log on to Windows using the Administrator account
or an account with administrative privileges.

Use Windows groups to make administration of users easier. Local users and groups are
managed with the lusrmgr.msc control panel applet.

You can use the CLI or the Windows PowerShell to execute commands. PowerShell can be
used to create scripts to automate tasks that the regular CLI is unable to automate.

Windows Management Instrumentation (WMI) is used to manage remote computers.



The Windows Operating System Summary

What Did | Learn in this Module? (Contd.)

The net command can be combined with switches to focus on specific output.

Task Manager provides a lot of information about what is running, and the general
performance of the computer. The Resource Monitor provides more detailed information
about resource usage.

The Server Message Block (SMB) protocol is used to share network resources such as files
on remote hosts.

The Windows netstat command displays all open communication ports on a computer and
can also display the software processes that are associated with the ports.

Windows Event Viewer provides access to numerous logged events regarding the operation
of a computer.

It is very important to keep Windows up to date to guard against new security threats.

Windows should be configured to automatically download and install updates as they become
available.
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