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Operating System



Module Objectives

= Module Title: The Windows Operating System

= Module Objective: Explain the security features of the Windows
operating system.

Topic Title Topic Objective

Windows History Describe the history of the Windows Operating System.

Windows Architecture and Operations Explain the architecture of Windows and its operation.

Windows Configuration and Monitoring Explain how to configure and monitor Windows.

Windows Security Explain how Windows can be kept secure.



3.1 Windows History




Disk Operating System

= The Disk Operating System (DOS) is an Starting MS-DOS. ..
operating system that the computer uses to : i
enable the data storage devices to read and HIMEM is testing extended memory... done.
write files. C:\> C:\DOS\SMARTDRV.EXE /X

C:\» dir

Volume in drive C is M5-DOS 6

Volume Serial Number is 4886-6939

= MS-DOS, created by Microsoft, used a Directory of C:\
command line as the interface for people to DOS <DIR> 85-86-17
create programs and manipulate data files.
DOS commands are shown in bold text in the

= DOS provides a file system which organizes
the files in a specific way on the disk.

COMMAND COM 54,645 85-31-94
given command output. WINA28 386 9,349 85-31-94

With MS-DOS. th ter had a basi CONFIG  SYS 71 05-86-17 1:
= Wi - , the computer had a basic . o Be_BE17 1-
working knowledge of accessing the disk drive MTGEKELEB%T ?u__BS s 1
and loading the operating system files directly 5 file(s) 64,143 bytes

from disk as part of the boot process. 517,821,696 bytes




Disk Operating System (Contd. )

= Early versions of Windows consisted of a
Graphical User Interface (GUI) that ran over MS-
DOS, starting with Windows 1.0 in 1985.

= [n newer versions of Windows, built on New
Technologies (NT), the operating system itself is in
direct control of the computer and its hardware.

= Today, many things that used to be accomplished
through the command line interface of MS-DOS
can be accomplished in the Windows GUI.

= To experience a little of MS-DOS, open a
command window by typing cmd in Windows
Search and pressing Enter.
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Disk Operating System (Contd.)

The following table lists some of the commands of MS-DOS:

dir Shows a listing of all the files in the current directory (folder)

cd directory Changes the directory to the indicated directory

cd .. Changes the directory to the directory above the current directory
cd\ Changes the directory to the root directory (often C:)

copy source destination Copies files to another location

del filename Deletes one or more files

find Searches for text in files

mkdir directory Creates a new directory

ren oldname newname Renames a file
help Displays all the commands that can be used, with a brief description

help command Displays extensive help for the indicated command



Windows Versions

= Since 1993, there have been more than 20 releases of Windows that are
based on the NT operating system (OS).

 Protection of memory
* Preemptive multitasking

= Many editions were built specifically for workstation, professional, server,
advanced server, and datacenter server, to name just a few of the many
purpose-built versions.

= The 64-bit operating system was an entirely new architecture. It had a 64-
bit address space instead of a 32-bit address space.

= 64-bit computers and operating systems are backward-compatible with
(r)lld%r, 32-bit programs, but 64-bit programs cannot be run on older, 32-bit
ardware.



Windows Versions (Contd.)

The following table lists common Windows versions:

Windows 7

Windows Server 2008 R2

Windows Home Server 2011
Windows 8

Windows Server 2012
Windows 8.1

Windows Server 2012 R2

Windows 10

Windows Server 2016

Starter, Home Basic, Home Premium, Professional, Enterprise, Ultimate

Foundation, Standard, Enterprise, Datacenter, Web Server, HPC Server,
Itanium-Based Systems

None

Windows 8, Windows 8 Pro, Windows 8 Enterprise, Windows RT
Foundation, Essentials, Standard, Datacenter

Windows 8.1, Windows 8.1 Pro, Windows 8.1 Enterprise, Windows RT 8.1
Foundation, Essentials, Standard, Datacenter

Home, Pro, Pro Education, Enterprise, Education, loT Core, Mobile, Mobile
Enterprise

Essentials, Standard, Datacenter, Multipoint Premium Server, Storage
Server, Hyper-V Server



Operating System Vulnerabilities

= Operating systems consist of millions of lines of code. With all this
code comes vulnerabilities.

= A vulnerability is some flaw or weakness that can be exploited by
an attacker to reduce the viability of a computer’s information.

= To take advantage of an operating system vulnerability, the attacker
must use a technique or a tool to exploit the vulnerability.

= The attacker can then use the vulnerability to get the computer to
act in a fashion outside of its intended design.

= In general, the goal is to gain unauthorized control of the computer,
change permissions, or to manipulate or steal data.



Operating System Vulnerabilities (Contd.)

The following table lists some common Windows OS Security recommendations:

Virus or malware
protection

Unknown or
unmanaged
services

Encryption

Security policy

* By default, Windows uses Windows Defender for malware protection.

* Windows Defender provides a suite of protection tools built into the system.

« If Windows Defender is turned off, the system becomes more vulnerable to attacks
and malware.

* There are many services that run behind the scenes.

* It is important to make sure that each service is identifiable and safe.

 With an unknown service running in the background, the computer can be
vulnerable to attack.

* When data is not encrypted, it can easily be gathered and exploited.
* This is not only important for desktop computers, but especially mobile devices.

* A good security policy must be configured and followed.
* Many settings in the Windows Security Policy control can prevent attacks.



Operating System Vulnerabilities (Contd.)

* By default, Windows uses Windows Firewall to limit communication with devices on
the network. Over time, rules may no longer apply.

Rl « It is important to review firewall settings periodically to ensure that the rules are still
applicable and remove any that no longer apply.
* These permissions must be set correctly. It is easy to give the “Everyone” group Full
File and share Control, but this allows all people to access all files.
permissions * It is best to provide each user or group with the minimum necessary permissions for
all files and folders.
* Many people choose weak passwords or do not use a password at all.
Weak or no : S : -
* It is especially important to make sure that all accounts, especially the Administrator
password
account, have a very strong password.
* When a user logs in as an administrator, any program that they run will have the
Login as privileges of that account.
Administrator * It is best to log in as a Standard User and only use the administrator password to

accomplish certain tasks.



3.2 Windows Architecture and
Operations




Hardware Abstraction Layer
= A hardware abstraction layer (HAL) B

is software that handles all of the
= The kernel is the core of the

communication between the
hardware and the kernel. i
] L
- Drivers
operating system and has control
over the entire computer. 1 ________________ I

= The kernel handles all of the input Y ' y
and output requests, memory, and
all of the peripherals connected to FemErHBGE BES S
the computer. ¢ i

= The basic Windows architecture is

shown in the figure. 1




User Mode and Kernel Mode

= The two different modes in
which a CPU operates when the
computer has Windows installed
are the user mode and the

|

kernel mode.
. . . Sl -~ Windows API

= Installed applications run in user pers
mode, and operating system R T
code runs in kernel mode. el Mode ) T ]

= All of the code that runs in Other Operating System Kem File System
kernel mode uses the Same Kernel-Mode Drivers Drivers
address space. ¢ ¢

= When user mode code runs, it is
granted its own restricted i
address space by the kernel,
along with a process created

specifically for the application.



Windows File Systems

= A file system is a way of organizing the information on storage

Windows File Description
System i

* This is a simple file system supported by many different operating systems.

* FAT has limitations to the number of partitions, partition sizes, and file sizes that it
can address, so it is not usually used for hard drives or solid-state drives
anymore.

* Both FAT16 and FAT32 are available to use, with FAT32 being the most common
as it has many fewer restrictions than FAT16.

exFAT

Hierarchical File
System Plus (HFS+)

* This file system is used on MAC OS X computers and allows much longer
filenames, file sizes, and partition sizes.

« Although it is not supported by Windows without special software, Windows is
able to read data from HFS+ partitions.



Windows File Systems (Contd.)

Windows File Description
System P

* This file system is used with Linux-based computers.
« Although it is not supported by Windows, Windows is able to read data from
EXT partitions with special software.

Extended File
System (EXT)

* This is the most commonly used file system when installing Windows. Al
New Technology File versions of Windows and Linux support NTFS.
System (NTFS) * Mac-OS X computers can only read an NTFS partition. They are able to write to
an NTFS partition after installing special drivers.



Windows File Systems (Contd.)

= NTFS formatting creates important structures on the disk for file
storage, and tables for recording the locations of files:

« Partition Boot Sector: This is the first 16 sectors of the drive. It
contains the location of the Master File Table (MFT). The last 16
sectors contain a copy of the boot sector.

* Master File Table (MFT): This table contains the locations of all the
files and directories on the partition, including file attributes such as
security information and timestamps.

- System Files: These are hidden files that store information about
other volumes and file attributes.

 File Area: The main area of the partition where files and directories
are stored.

= Note: When formatting a partition, the previous data may
still be recoverable because not all the data is completely
removed. It is recommended to perform a secure wipe on
a drive that is being reused. The secure wipe will write
data to the entire drive multiple times to ensure there is no
remaining data.
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$LogFile

$Volume
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$Bitmap

$Boot
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$Secure

$UpCase
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File record (1KiB)

*| standard information

Filename

Data stream)

Extents

Attr. 1
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Alternate Data Streams

C:\AD5> echo "Alternate Data Here" > Testfile.txt:ADS

= NTFS stores files as a series of attributes, C:\ADS> dir
such as the name of the file, or a timestamp. Volume in drive € is Windows
Volume Serial Number is A686-CB1B
= The data which the file contains is stored in the Directory of C:\ADS
attribute $DATA, and is known as a data 2020-84-28 ©4:61 PM  <DIR>
Stream. 2028-94-28 94:01 PM <DIR> ..
2020-84-28 84:81 PM 8 Testfile.txt
= By using NTFS, Alternate Data Streams 1 File(s) 8 bytes
(ADSs) can be connected to the file. 2 Dir(s) 43,509,571,584 bytes free
C:\ADS> more < Testfile.txt:ADS
= An attacker could store malicious code within "Alternate Data Here
an ADS that can then be called from a EBl > DI U
diﬁ:erent flle Volume in drive C is Windows
Volume Serial Number is A686-CB1B
= In the NTFS file system, a file with an ADS is Directory of C:\ADS

identified after the filename and a colon, for 2020-64-28  B4:01 P <DIR>

example, Testfile.txt:ADS. This filename
indicates an ADS called ADS is associated 24 TestFile. txt:ADS:$DATA
with the file called Testfile.txt. 1 File(s) @ bytes

2 Dir(s) 43,509,624,332 bytes free

2028-84-28 ©84:81 PM <DIR> - -
2028-84-28 B84:81 PM 8 Testfile.txt




B System Information - O *

Windows Boot Process === . :

?"Hardware Resources Processor Intel(R) Core(TM]) i7-10700K CPU
. ?--Components. BIOS Version/Date American Megatrends Inc. F5, &/,
= Many actions occur between the power button  Software Environment SMBIOS Version s
is pressed and Windows is fully loaded. This is Y
the WlndOWS Boot process. TWO types Of BaseBoard Manufacturer Gigabyte Technology Co., Ltd.
. BaseBoard Product Z490| AORUS ULTRA
computer firmware exist: Sesegoard prod B
Find what: | Find

[ search selected category only Close Find

[ search categary names only

= Basic Input-Output System (BIOS): The

process begins with the BIOS initialization
phase in which the hardware devices are F—

Initialized and a POST is performed. When the fee— e

system disk is discovered, the POST ends and  |[Suinm

looks for the master boot record (MBR).The
BIOS executes the MBR code and the
Operatlng System Starts to |Oad. > PC Health Status

Esc : Quit
F18 : Save & Exit Setup

= Unified Extensible Firmware Interface
(UEFI): UEFI firmware boots by loading EFI
program files (.efi) stored in a special disk Legacy BIOS D e :
partition, known as the EFI System Partition —

(ESP)' UEFI BI

Time, Date, Hard Disk Type




Windows Boot Process (Contd.)

= Whether the firmware is BIOS or UEFI, after a valid

Windows installation is located, the Bootmgr.exe file is
run. BIOS Initialization UEFI Initialization

Y Y

MBR EFI Files

= Bootmgr.exe reads the Boot Configuration Database
(BCD).

Y
= If the computer is coming out of hibernation, the boot POST
process continues with Winresume.exe. 7
Hibernation? Yes

Bootmgr.exe - BCD > Winresume.exe

= |If the computer is being booted from a cold start, then

the Winload.exe file is loaded. = *d

= Winload.exe also uses Kernel Mode Code Signing ]
(KMCS) to make sure that all drivers are dlgltally KMCS . Ntoskrnl exe
signed. 7

= After the drivers have been HAL

examined, Winload.exe runs Ntoskrnl.exe that starts the ¥ L 7
Windows kernel and sets up the HAL. SMsS Hiberfl.sys

= Note: A computer that uses UEFI stores boot code N v
in the firmware. This helps to increase the security rogen
of the computer at boot time because the computer
goes directly into protected mode.




Windows Startup

= There are two important registry items that are used to automatically start
applications and services:

 HKEY LOCAL MACHINE - Several aspects of Windows configuration are stored in
this key, including information about services that start with each boot.

* HKEY CURRENT USER - Several aspects related to the logged in user are stored in
this key, including information about services that start only when the user logs on to
the computer.

= Different entries in these registry locations define which services and
applications will start, as indicated by their entry type.

= These types include Run, RunOnce, RunServices, RunServicesOnce, and
Userinit. These entries can be manually entered into the registry, but it is much
safer to use the Msconfig.exe tool.

= The services.msc or Msconfig tool is used to view and change all of the
start-up options for the computer. It opens the System Configuration window.



Windows Startup (Contd.)

= There are five tabs that
contain the configuration
options.

= General

» Three different startup
types can be chosen here:

 Normal loads all drivers and
services.

 Diagnostic loads only basic
drivers and services.

* Selective allows the user to
choose what to load on
startup.

g System Configuration

General Boot Services Startup Tools

Startup selection

(® Normal startup
Load all device drivers and services

(O Diagnostic startup
Load basic devices and services only

(O Selective startup

Help




Windows Startup (Contd.)

= Boot

= Any installed operating
system can be chosen
here to start.

= There are also options
for Safe boot, which is
used to troubleshoot
startup.

B system Configuration

General Boot  Services Startup Tools

Windows 10 (C:\WINDOWS) : Current OS; Default OS

Advanced options...

Boot options

[ safe boot

Minimal

[CInNo GUI boot
[IBootlog

[[]Base video

[[] os boot information

Cancel

Timeout:

30 seconds

[[IMake all boot settings
permanent




Windows Startup (Contd.)

= Services

= All the installed
services are listed
here so that they can
be chosen to start at
startup.

& System Configuration

General Boot Services Startup Tools

Service Manufacturer Status Date Disabled A

AllJoyn Router Service Microsoft Corporation Stopped

Application Layer Gateway Service Microsoft Corporation Stopped

Application Identity Microsoft Corporation Stopped

Application Management Microsoft Corporation Stopped

App Readiness Microsoft Corporation Stopped

AppX Deployment Service (AppX... Microsoft Corporation Running

Windows Audio Endpoint Builder Microsoft Corporation Running

Windows Audio Microsoft Corporation Running

ActiveX Installer (AxInstSV) Microsoft Corporation Stopped

BitLocker Drive Encryption Service Microsoft Corporation Stopped

Base Filtering Engine Microsoft Corporation Running

[V1 Backaround Intelligent Transfer ... Microsoft Corporation Running Y
Note that some secure Microsoft services may not be disabled. Enable al Disable al
[JHide all Microsoft services

cancs | [y [ e




Windows Startup (Contd.)

= Startup

= All the applications and
services
that are configured to
automatically begin at
startup can be enabled
or disabled by opening
the task manager from
this tab.

& System Configuration

General Boot Services Startup Tools

To manage startup items, use the Startup section of Task Manager.

Help




Windows Startup (Contd.)

. TOOIS L System Configuration

General Boot Services Startup Tools

= Many common

. Tool Name Description A

operating system tools
Change UAC Settings Change User Account Control settings.

Can b e I aU n C h e d Security and Maintenance Open Security and Maintenance.

. . Windows Troubleshooting Troubleshoot problems with your computer.

d I re Ctly frO m th IS tab . Computer Management View and configure system settings and components.
System Information View advanced information about hardware and software settings.
Event Viewer View monitoring and troubleshooting messages.
Programs Launch, add or remove programs and Windows components.
Svetem Pronerties View hasic information ahout volir comnuter system settinns. ¥
< >

Selected command:

C:\WINDOWS\system32\winver.exe

e




Windows Shutdown

= |tis always best to perform a proper shutdown to turn off the
computer. The computer needs time to close each application,
shut down each service, and record any configuration changes
before power is lost.

= During shutdown, the computer will close user mode
applications first, followed by kernel mode processes.

= There are several ways to shut down a Windows computer:
Start menu power options, the command line
command shutdown, and using Ctrl+Alt+Delete and clicking
the power icon.

= There are three different options from which to choose when
shutting down the computer:

« Shutdown: Turns the computer off (power off).
* Restart: Re-boots the computer (power off and power on).

» Hibernate: Records the current state of the computer and user
environment and stores it in a file. Hibernation allows the user to
pick up right where they left off very quickly with all their files and
programs still open.

=i Run [1] [Windows-Logo]+[R] x

Type the name of a program, folder, document, or Internet
=/ resource, and Windows will open it for you.

Open: [[2] v

Cancel Browse...

User Accounts

Users [3]

Passwords S

You can manage the passwords you have stored on this computer

Manage Passwords

Advanced user management

Local Users and Groups can be used to perform advanced user
E7y  management tasks,

Advanced

Secure sign-in

() Foradded security, you can require users to press Ctrl+Alt+Delete
before signing in. This guarantees that the authentic Windows
sign-in screen appears, protecting the system from programs
that mimic a sign-in to retrieve password info.

4.

[4] [ @ cquire users to press Cirls Alts Delete ]

[5]
\

'l OK. Cancel Apply

-




Processes, Threads, and Services

= A Windows application is made up of = ——
processes. A process is any program that Fie Optons View
IS Currently exeCUtlng. Processes Performance App history Startup Users Details Services
g 3% 55% 0% 0%
= Each process that runs is made up of at | e e
least one thread. A thread is a part of the ,
process that can be executed. s ] R
= To configure Windows processes, search cumaoncs TR
for Task Manager. The Processes tab of [ stoe % 0IMB  OMEE  OMbps
the Task Manager is shown in the figure. 9 Tosk Manage 12%  SOMB  OMEs  OMeps
Background processes (23)
= All of the threads dedicated to a process 05 Applcation Fame Host 0% oAMB  OMBE  OMbps
are contained within the same address ) Browser Broker 0% 19M8  OMBs  OMbps
space which means that these threads o s B
may not access the address space of B - ™ e
. 5| COM Surrogate 0% 0.9 M8 0MB/s 0 Mbps
any other process. This prevents - T |
corruption of other processes.




Processes, Threads, and Services (Contd.)

= Some of the processes that Windows
runs are services. These are
programs that run in the background ==& il

File Acion View Help

to support the operating systemand «=+ =« @o ceus

applications | ——

p p " Windows Defender Firewall Name Description Status Startup Type Log On As 2

& Windows Defender Antivirus.. Helps protec. Manual Local System

- S - - - m:x':ge’mﬁ Firewall belps *#3 Windows Defender Firewall  Windows De_ Running  Automatic Local Service

ervices provide long-running e o Waeace i Arkime poe o

. . . unauthorized users from gaining &% Windows Encryption Provid..  Windows En. Manual (Trigger Start) Local Service

fu n Ctl 0 n al |ty Su C h as WiI re | eSS O r access to your computer through the (& windows Error Reporting Se.  Allows errors.. Running  Manual (Trigger Start) Local System

! AT or-8 netiecek & Windows Event Collector This service .. Manual Network Se.

access to an FT P S e rve r & Windows Event Log Thisservice—  Running  Automatic Local Service

" & Windows Font Cache Service  Optimizes p..  Running Automatic Local Service

&) Windows Image Acquisition . Provides ima_  Running  Automatic Local Service

. . . &) Windows Insider Service Provides infr-. Manual (Trigger Start) Local System

= To configure Windows Services, Qodom it Aot Rriog Ml g

. . &), Windows License Manager .. Provides infr. Running  Manual (Trigger Start) Local Service

S e arC h fO r Se rVI Ces . T h e WI n d OWS i Windows Management Instr.  Providesac.  Running  Automatic Local System

. . £ Windows Media Player Netw... Shares Wind.. Manual Network Se_

Services control pane| app|et IS & Windows Mabe Hotspo e.. Provides the. Monusl(ggersr)  Loca Servie

3 . & Windows Modules Installer  Enables inst.. Manual Local System

S h own in th e f| g ure R Whclows Percerition Serice:  Enables spet Mansal (Figge# Stard Lol Sk

" &% Windows Presentation Foun.. Optimizesp-  Running  Manual Local Service

&, Windows Push Notifications.. This servicer. Running  Automatic Local System

. . &) Windows Push Notifications.. This service .  Running  Automatic Local System

= Be ve ry careful when manipu lati ng the B8 o skl St Prodaoiih VadOhigitid  lioclien
£ Windows Remote Managem,, Windows Re, Manual Network Se. baf

settings of these services. Shutting =T =
down a service may adversely affect
applications or other services.



Memory Allocation and Handles

The virtual address space for a process is the set of virtual addresses that the process
can use.

The virtual address is not the actual physical location in memory, but an entry in a page table that is
used to translate the virtual address into the physical address.

Each process in a 32-bit Windows computer supports a virtual address space that enables
addressing up to 4 gigabytes.

Each process in a 64-bit Windows computer supports a virtual address space of 8 terabytes.

Each user space process runs in a private address space, separate from other user space
processes.

When the user space process needs to access kernel resources, it must use a process handle.

As the user space process is not allowed to directly access these kernel resources, the process
handle provides the access needed by the user space process without a direct connection to it.



Memory Allocation and Handles (Contd.)

= A powerful tool for viewing
memory allocation is
RAMMap, which is shown in
the figure.

= RAMMap is part of the
Windows Sysinternals Suite
of tools. It can be
downloaded from Microsoft.

= RAMMap provides
information regarding how
Windows has allocated
system memory to the
kernel, processes, drivers,
and applications.

File Empty Help

Use Counts  Processes  Prionty Summary  Physcal Pages  Physical Ranges  File Summary  File Detals

Usage Toud  Actve sandy ]l Modted ] Modfedrowite ] Transton [l oot [l Free ] < B
ProcessPrivate  6,325,764K  5,921,300K 358,806 K 4538k
Mapped Fle 3,017,024 1,158,480 1,818,532K 2K
Shreadie mInK 729,108 16K 43,128
Page Table 26,20 26,292K
Wosoesvou 99,512K 599,512K

Norpaged Pool 694,580 K 694,860 K 2K
System PTE 131,3HK 131, 3K

2, 52,348 K
| Metsbe 1,4%6,916K 222,312K

-
1,214,372K 232K
| B
B orver Locked 3,043,188 3,043,188
Karnel Stack 68,456 68,260 196K
Unused 310,900 118,608 K 175,912 16,300K
Large Page
Totsl 16,678,976K  13,005,412K  3,391,856K 89,164K 2K 20K 175,912 16,380K



The Windows Registry

= Windows stores all of the information about hardware, applications, users, and system settings in a large
database known as the registry.

= The registry is a hierarchical database where the highest level is known as a hive, below that there are
keys, followed by subkeys.

= Values store data and are stored in the keys and subkeys. A registry key can be up to 512 levels deep.

= The following table lists the five hives of the Windows registry:

HKEY CURRENT USER (HKCU) Holds information concerning the currently logged in user.

HKEY USERS (HKU) Holds information concerning all the user accounts on the host.
Holds information about object linking and embedding (OLE)

HKEY CLASSES ROOT (HKCR) registrations. It allows users to embed objects from other applications
into a single document.

HKEY LOCAL MACHINE (HKLM) Holds system-related information.

HKEY CURRENT CONFIG (HKCC) Holds information about the current hardware profile.



The Windows Registry (Contd.)

B Registry Editor
File Edit
v Bl Computer
HKEY_CLASSES_ROOT
HKEY_CURRENT _USER
AppEvents
AppXBackupContentTyp
Console
Control Panel
Environment
EUDC
Keyboard Layout
Network
Prnters
SOFTWARE
AppDatalow
Classes
Microsoft
Mine
Policies
RegisteredApplicatior
Wowbd32Node
System
Volatile Environment
HKEY_LOCAL_MACHINE
HKEY_USERS
HKEY_CURRENT_CONFIG
Software
System

View Favorites Help

= New hives cannot be
created. The registry keys -
and values in the hives can
be created, modified, or
deleted by an account with
administrative privileges. :

= As shown in the figure, the
tool regedit.exe is
used to modify the registry.

= Be very careful when using -
this tool. Minor changes to
the registry can have
massive or even . :
catastrophic effects.

Name

A5 (Default)

] AppX1httrezc191282gp66p86n85413xqgel

| AppX1evm2npas Twivvdecwbqbpwewtn2f 527
! AppX22gwiwSrgbSmmaqunvehsrkqervheg
41 AppX25ThyphigrhhacsddS3aevgBadelddch:

a4 AppX2xacbbm773x5g03< TmngviSepviilictx
2’ AppX22406d6krzinE09¢cdpvrbqpblovyes)

4] AppX30ym 1xdbhgbizzberry3vahijbidamm
b’ AppX4s55)Sy2pigwdghhdenSwyijchsbstety
34 AppXEfnymhsviyS5dibcfeg3wwmhvnmqddsd
b AppXaaBijrdtgareB0ctjfzf 10b0dtxeq

% AppXawgkbIdImuT76qalvsaq19gOcInfhivz
25 AppXcPslternvw 1 153bzka2cykywgwpvby
b AppXdeq1019ntnwfmkgquwwtiwnivE2p59eds
' AppXegwdOgsftOhSaqtzh237h1819swibbs1
b’ AppXfgxdhwgkk2bigkévkidgshapewidhe
b AppXgk3qSndOymSekbgqgawidc3dzamdsgl
| AppXhntkaahdn2nS0mdyagaf3g2wsSsifs
25 AppXgpvdny Twkbddngphtpkriab 1s4gpg9

b AppXiiglagpsimaggel ccggk138Tmwnisnga’
' AppXicdw2gm Txq2 Stz ebd TzyacSjymiddbx
A7 AppXm0rp4528)1pgabfz74fdadeéiinSbbyw
a4 AppXm3s1rdrmmTted2ew ! 3gbkgedweptpfed
' AppXmBatx0TveaSracby3zel Sgbavind53jd

A% AppXmkyncvwtTz3cdnT 4cnvbpkdvdyf27cz
b AppXn311n240rq3hhdmeadigyqtihaTowes
b AppXnucjBbgrgdTnqdniSzqlpweziminb
' AppXpejbridiwibtziveeitcsvhnbTpfagbm
a5 AppXpfewImS512553g 1tdgk22jcs23vwTws29
<

Computer\HKEY_CURRENT_USER\SOFTWARE\RegisteredApplications

Type

REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REGSZ
REG_SZ
REG_SZ

Data
(value not set)
Software\Classes\Local Settings\Software\Microsoft\Windows\Ci
Software\Classes\Local Settings\Software\Microsoft\Windows\Ct
Software\Classes\Local Settings\ Software\Microsoft\Windows\Ci
Software\Classes\Local Settings\Software\Microsoft\ Windows\Cy
Software\Classes\Local Settings\Software\Microsoft\Windows\Ct
Software\Classes\Local Settings\ Software\Microsoft\Windows\Cy
Software\Classes\Local Settings\Software\Microsoft\ Windows\Ci
Software\Classes\Local Settings\Software\Microsoft\Windows\C
Software\Classes\Local Settings\Software\Microsoft\Windows\Ci
Software\Classes\Local Settings\ Software\Microseft\Windows\Ci
Software\Classes\Local Settings\Software\Microsoft\Windows\Ct
Software\Classes\Local Settings\Software\Microsoft\Windows\Ct
Software\Classes\Local Settings\Software\Microsoft\ Windows\C
Software\Classes\Local Settings\Software\Microsoft\Windows\C1
Software\Claszes\Local Settings\Software\Microsoft\Windows\Ct
Software\Classes\Local Settings\Software\Microsoft\Windows\Ci
Software\Classes\Local Settings\Software\Microsoft\Windows\Ct
Software\Clazses\Local Settings\Software\Microsoft\ Windows\Co
Software\Classes\Local Settings\Software\Microsoft\Windows\C
Software\Classes\Local Settings\Software\Microsoft\Windows\Ct
Software\Classes\Local Settings\Software\Microsoft\Windows\Ci
Software\Classes\Loca! Settings\Software\Microsoft\ Windows\C
Software\Classes\Local Settings\Software\Microsoft\ Windows\Ct
Software\Classes\Local Settings\Software\Microsoft\Windows\Ci
Software\Classes\Local Settings\ Software\Microsoft\ Windows\Cy
Software\Classes\Local Settings\Software\Microsoft\Windows\C1
Software\Classes\Local Settings\Software\Microsoft\ Windows\Ct
Software\Classes\Local Settings\Software\Microsoft\Windows\Cit o
>



The Windows Registry (Contd.)

Navigation in the registry is very similar to Windows file explorer.

Use the left panel to navigate the hives and the structure below it and use the right
panel to see the contents of the highlighted item in the left panel.

The path is displayed at the bottom of the window for reference.

Registry keys can contain either a subkey or a value. The different values that keys can
contain are as follows:

« REG_BINARY: Numbers or Boolean values
« REG_DWORD: Numbers greater than 32 bits or raw data
« REG_SZ: String values

The registry also contains the activity that a user performs during normal day-to-day
computer use.

This includes the history of hardware devices, including all devices that have been
connected to the computer including the name, manufacturer and serial number.



Lab - Exploring Processes, Threads,

Handles, and Windows Registry
= In this lab, you will complete the following objectives:

= Explore the processes, threads, and handles using Process
Explorer in Sysinternals Suite.

= Use the Windows Registry to change a setting.



3.3 Windows Configuration and
Monitoring




Run as Administrator

= As a security best practice, it is not
advisable to log on to Windows using the
Administrator account or an account with
administrative privileges.

= There are two different ways to run or
install

a software that requires the privileges of
the

Administrator.
= Administrator

= Right-click the command in the Windows
File
Explorer and choose Run as
Administrator
from the Context Menu.

Applic
File S [
- v > ThisPC » Local Disk (C:) » Wi
# Quick access ® DISVC
8 Desitop ¢ bootstat.dat
J Downloads ¢ ooy
= diagerr
Document 3
* diagwmn
P
. e Dtcinstall
d Music 1 explorer
B videos © HelpPane
2 hh
4 OneDrive ot
Isasetup
3 This PC mib,bin
notepad
2 Network P
PFRO
4 Homegroup * Professional
E&f regedit
setupact
setuperr

= sphwowbd
system
twain_32.dil

WindowsUpdate
s 1 item selected 237 KB

95 itern:

ndows »

Open
& Run a5 administrator
Pin to Start
U Scan with Windows Defender...
Pin to taskbar
Restore previous versions
Send to
Cut
Copy

Create shortcut

& Delete
© Rename

Properties




Run as Administrator (Contd.)

= Administrator Command Prompt

Command Prompt

Run as administrator

= Search for command, right-click
the
executable file, and choose Run as
Administrator from the Context
Menu.

Settings : '
Open file location

&= Replace Command

PowerShell when u: Pin to Start

Pin to taskbar
Web

£ command

= Every command that is executed
from this command line will be
carried out with the Administrator
privileges, including installation of
software.

B & b 0 8 o= Hhn &

£ command



| ocal Users and Domains

= When a new computer is started for the first time, or Windows is installed,
there will be a prompt to create a user account. This is known as a local user.

= This account contains all the customization settings, access permissions, file
locations, and many other user-specific data.

= To make administration of users easier, Windows uses groups. A group will
have a nhame and a specific set of permissions associated with it.

= When a user is placed into a group, the permissions of that group are given to
that user.

= A user can be placed into multiple groups to be provided with many different
perm|SS|ons When the permissions overlap, certain permissions, like
“explicitly deny” will override the permission provided by a different group.

= There are many different user groups built into Windows that are used for
specific tasks.



Local Users and Domains (Contd.)

= Local users and groups
are managed with the
lusrmgr.msc control
panel applet, as shown
In the figure.

= Windows also use
domains to set
permissions. A domain is
a type of network service
where all of the users,
groups, computers,
peripherals, and security
settings are stored on
and controlled by a
database.

& lusemge - [Local Users and Groups (Local)\Groups]
9

File Action View Help
o 7 | G L ﬂ 'n

B Local Users and Groups (Local) || Name
Users

:k Access Control Assist
Groups

& Admnistrators

& Backup Operators

&k Cryptographic Operat
& Distnbuted COM Users
2% Event Log Readers

B Guests

& Hyper-V Administratoes
&S USRS

@ Network Configuratio
& Pedformance Log Users
O Perdormance Mondor
& Power Users

& Remote Desktop Users
_‘k Remote Management
& Replicator

B System Managed Acc

% Users

Description

Members of this group can remotely query authonzation &
Administrators have complete and unrestnicted access tot
Backup Operators can overnde security restrictions for the
Members are authorized to perform cryptographic operats
Members are allowed to launch, activate and use Distnbut

Members of this group can read event logs from local mas

Guests have the same access as members of the Users gro
Members of this group have complete and unrestncted ac
Built-in group used by Internet Information Services.

Members in this group can have some administrateve privi

Members of this group may schedule logging of performe
Members of this group can access performance counter d
Power Users are included for backwards compatibility and
Members in this group are granted the nght to logon rems
Members of this group can access WM rezources over me
Supports file replication in & domain

Members of this group are managed by the system

Users are prevented from making accidental o¢ intentional

Actions
Groups

More Actions



CLI and PowerShell

= The Windows command line interface (CLI) can be used to run programs,
navigate the file system, and manage files and folders.

= To open the Windows CLI, search for cmd.exe and click the program. These
are a few things to remember when using the CLI:

The file names and paths are not case-sensitive, by default.

Storage devices are assigned a letter for reference. This followed by a colon and
backslash (\).

Commands that have optional switches use the forward slash (/) to delineate between
the command and the switch option.

You can use the Tab key to auto-complete commands when directories or files are
referenced.

Windows keeps a history of the commands that were entered during a CLI session.
Access previously entered commands by using the up and down arrow keys.

To switch between storage devices, type the letter of the device, followed by a colon,
and then press Enter.



CLI and PowerShell (Contd.)

= Another environment, called the Windows PowerShell, can be used to
create scripts to automate tasks that the regular CLI is unable to create.

= PowerShell also provides a CLI for initiating commands.
= PowerShell is an integrated program within Windows.
= Like the CLI, PowerShell can also be run with administrative privileges.

= These are the types of commands that PowerShell can execute:

« cmdlets - These commands perform an action and return an output or object
to the next command that will be executed.

« PowerShell scripts - These are files with a .psl1 extension that contain
PowerShell commands that are executed.

- PowerShell functions - These are pieces of code that can be referenced in a
script.



CLI and PowerShell (Contd

= To see more information about
PowerShell and get started using it, type
help, as shown in the command output.

= There are four levels of help in Windows
PowerShell:

* get-help PS command - Displays basic
help for a command

* get-help PS command [-examples] -
Displays basic help for a command with
examples

* get-help PS command [-detailed] -
Displays detailed help for a command
with examples

* get-help PS command [-full] - Displays
all help information for a command with
examples in greater depth

PowerShell Help System
PTION
¥5 help about Windows PowerShell cmdlets amd concepts.
LONG DESCRIPTION
Windows PowerShell Help describes Windows PowerShell cmdlets,
Function cripts, and modules, and y ncepts, including
the elements of € il Powershell langu.
Windows PowerShell does include help files, b you can read the
help topics online, or the Update-Help - d pad help files
and then use the Get-Help &t [: ay the help
mmand 1ime.
the Update-Help cmdlet to downlosd oudFEdI

Without help il
functions, and seripts.
OMLINE HELP
¥ Can in the TechNet Library
kID=188518.

let or function, Type:
Get-Help <cmdlet-name> -Online
UPDATE-HELP

oad and install help files on yo omputer:

. Start Window:s PowerShell with the "Run as administrator” option.
2. Type:
Update-Help
After the help files are installed, can use the Get-Help emdlet to
display the help to €A the Update-Help cmdlet to
iload updated help
date.
more information about the Update-Help cmdlet,
Get-Help Update-Help -Online




Windows Management Instrumentation

= Windows Management Instrumentation (WMI) is used to
manage remote computers.

= |t can retrieve information about computer components, hardware

and software statistics, and monitor the health of remote
computers.

= To open the WMI control from the Control Panel, double-
click Administrative Tools > Computer Management to open the
Computer Management window, expand the Services and
Applications tree and right-click the WMI Control icon > Properties.



Windows Management Instrumentation
(Contd.)

= The WMI Control Properties e i s
window is shown in the figure. cela¥io niy

Four tabs in the WMI Control Kl — e
Properties window are: Mhewi=— )

 General - Summary information Pl T nm—
about the local computer and e T S

ervices
W M I Processer  Intel(R) Core(TM) 7-76000 CPU @ 2 B0GH2
Operatng System = Microsolt Windows 10 Enterprse
7

OF Verson . 00171

Seevice Pack 00

- Backup/Restore - Allows I
manual backup of statistics
gathered by WMI

» Security - Settings to configure
who has access to different
WMI statistics

* Advanced - Settings to
configure the default
namespace for WMI

oK | Concel




The net Command

= The net command is used in the C:\> net help
administration and maintenance of the IR
OS NET HELF

command
-Or-
= The net command supports many NET command /HELP
SUbCO-mman-dS that fO”OW It and can be ;E:mi‘lgfz”s:zilahle i MET HELPMSG NET STATISTICS
Comb_l_ned Wlth SWItCheS to fOCUS on NET E.lé\'l-'IF'I:ITEF! NET LEHIALI:_EF!EH.IP NET ET;:-P‘ e
SpeCIfIC Output. NET CONFIG NET PAUSE NET TIME
NET CONTINUE NET SESSION NET USE
- TO see a I|St Of the many net MET FILE HET SHARE NET USER
NET GROUP MET START NET VIEM
commands, type net help at the NET HELP
Command prompt MET HELF MAMES explains different types of names in MET HELP syntax lines.
MET HELP SERVICES lists some of the services you cam start.

- The Command Output ShOWS the NET HELP SYNTAX explains how to read NET HELF syntax lines.

MET HELP command | MORE displays Help one screen at a time.

commands that the net command can [
use.

= To see verbose help about any of the net
commands, type C:\> net help.



The net Command (Contd.)

= The following table lists some common net commands:

net accounts

net session

net

net

net

net

net

share
start

stop

use

view

Sets password and logon requirements for users

Lists or disconnects sessions between a computer and other computers on the
network

Creates, removes, or manages shared resources

Starts a network service or lists running network services

Stops a network service

Connects, disconnects, and displays information about shared network resources

Shows a list of computers and network devices on the network



Task Manager and Resource Monitor

= There are two useful tools to
help an administrator to
understand the different
applications, services, and
processes that are running on a
Windows computer.

= Task Manager

= The Task Manager, which is
shown in the figure, provides a lot
of information about the software
that is running and the general
performance of the computer.

= The Task Manager has seven
tabs.

"7 Task Manager

File Options

Processes

Background processes (21

View

Perfor

man

57 Task Manager

ce App history Startup Users

B Windows Command Processor

[%7 Application Frame Host

s COM Surrogate

1| COM Surrogate

[# COM Surrogate

@ Cortana

@ Cortana Background Task Host

% | Device Association Framework Provider Host

[#] Host Process for Windows Tasks

o=+ Microsoft Distributed Transaction Coordinator Service

Fewer

detail

Is

Details Services

5%

QA e O 0 O © a . a
R * * * * * P * *

49%

16.8 MB
84 MB

0.1 M8

0.5M8
1.3 MB
0.5M8
1.2M8B
76.1 MB
2.7MB
26 MB
1.8 M8
0.6 MB

0%

0MB/s
0MB/s

0MB/s

0 MB/s
0MB/s
0MB/s
0MB/s
0 MB/s
0 MB/s
0 MB/s
0M8/s

0MB/s

0%

0 Mbps
0 Mbps

0 Mbps

0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps

0 Mbps v



Task Manager and Resource Monitor
(Contd.)

= The following table describes the seven tabs in the Task

* Lists all of the programs and processes that are currently running.
Processes * Displays the CPU, memory, disk, and network utilization of each process.
* The properties can be examined or ended if it is not behaving properly or has stalled.

A view of the performance statistics provides a overview of the CPU, memory, disk, and
Performance  network performance.
* Clicking each item in the left pane will show detailed statistics of that item in the right pane.

» The use of resources by application over time provides insight into applications that are
consuming more resources.

* Click Options and Show history for all processes to see the history of every process that
has run since the computer was started.

App history

« All the applications and services that start when the computer is booted are shown in this
Startup tab.
* To disable a program from starting at startup, right-click the item and choose Disable.



Task Manager and Resource Monitor
(Contd.)

« All of the users that are logged on to the computer and all the resources that each
Users user’s applications and processes are using are shown in this tab.
* From this tab, an administrator can disconnect a user from the computer.

* This tab provides additional management options for processes such as setting a
priority to make the processor devote more or less time to a process.

» CPU affinity can also be set which determines which core or CPU a program will use.

* A useful feature called Analyze wait chain shows any process for which another
process is waiting. This feature helps to determine if a process is simply waiting or is
stalled.

Details

* All the services that are loaded are shown in this tab.
* The process ID (PID) and a short description are also shown along with the status of
Services either Running or Stopped.
* At the bottom, there is a button to open the Services console which provides
additional management of services.



Task Manager and Resource Monitor
(Contd.

= Resource Monitor

= When more detailed Ovnes U Memay Ok Neor
information about resource e B e LT N (1
usage is needed, the Orovee o soowicomuo posa 8 0 :
Resource Monitor can be Q wstore oo

- S

used. H— — =

L) System Interrupts Running 018

. IZ', System 4 4 Running 10

= When searching for the e W ol e -
reason a Computer may be P |
t' t' | I th [7) csrssexe 5868 Running

aC Ing erra ICa y’ e | Disk W 0 KB/sec Disk VO W 0% Highest Active Time v

Resource Monitor can help [ . — —— :

tO flnd the Source Of the Mcn;ofy Iﬁommrmxxm« M 25% Used Physical Memory v
problem.

= Resource Monitor has Five
tabs.




Task Manager and Resource Monitor
(Contd.)

= The following table describes the five tabs:

Overview

CPU

Memory

Disk

Network

The tab displays the general usage for each resource.

* The PID, number of threads, which the process is using, and the average CPU usage of each
process is shown.

 Additional information about any services and the associated handles and modules can be
seen by expanding the lower rows.

All the statistical information about how each process uses memory is shown in this tab and an
overview of usage of all the RAM is shown below the Processes row.

All the processes that are using a disk are shown in this tab, with read/write statistics and an
overview of each storage device.

» All the processes that are using the network are shown in this tab, with read/write statistics.

* It is very useful when trying to determine which applications and processes are
communicating over the network. Also, tell if an unauthorized process is accessing the
network.



Networking

= One of the most important features of any
operating system is the ability for the
computer to connect to a network.

= To configure Windows networking properties
and test networking settings, the Network and
Sharing Center is used.

= Network and Sharing Center View your active networs

Change adapter settings

A",-' Network and Sharing Center
- v A & > Control Panel > All Control Panel Items > Network and Sharing Center v O

View your basic network information and set up connections

- Itis used to verify or create network Gt M) Conaectonn: #* Evarn
connections, configure network sharing,
and change network adapter settings. B i

- The initial view shows an overview of the L e
active network. B o U N M

- From the window, you can see the
HomeGroup the computer belongs to, or
create one if it is not already part of a
HomeGroup. Note that HomeGroup was
removed from Windows 10 in version
1803.




Networking (Contd.)

= Change Adapter Settings

= To configure a network adapter,
choose Change adapter settings in
the Networking and Sharing Center
to show all of the network
connections that are available. Select & i comecions
the adapter that is to be configured.

A & « Net.. > Network Connections v 0 S
™ F0”0W|ng are the StepS to Change an Organize v Disable this network device Diagnose this connection  »
Ethernet adapter to acquire its IPv4 Ry =
address automatically from the %7 i) PRO/IOMTDestiop Ad
network: i
« Step 1: Access Adaptor Properties - s
- . . Bridge Connections

- Right-click the adapter you wish to e

configure and choose Properties, as © oci

shown in the figure. ® Rename

® Properties

1item 1 item selected



Networking (Contd.)

= Step 2: Access TCP/IPv4
properties

= This connection uses Internet
Protocol Version 4 (TCP/IPv4)
or Internet Protocol Version 6
(TCP/IPv6) depending on which
version the user wish to use.

= In the figure, IPv4 is being
selected.

% Ethernet 3 Properties X

Networking  Authentication Sharing

Connect using:
¥ Plugable Network

This connection uses the following items:

v EH Client for Microsoft Networks ~
W " File and Printer Sharing for Microsoft Networks

W 58 VitualBox NDIS6 Bridged Networking Driver

W %8 QoS Packet Scheduler

2 rtemet Protocol Version 4 (TCP/IPv4) |

M 4 Cisco Media Services Interface Protocol Driver

M 4 Link-Layer Topology Discovery Mapper /O Driver v

< >
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks

OK Cancel



Networking (Contd.)

Step 3: Change Settings
Click Properties to configure the adapter.

In the Properties dialogue box, choose to
Obtain an address automatically if there is a
DHCP server available on the network or if the
user wish to configure addressing manually, fill
in the address, subnet, default gateway, and
DNS servers.

Click OK to accept the changes.

You can also use the netsh.exe tool to
configure networking parameters from a
command prompt.

This program can display and modify the
network configuration.

Type netsh /? atthe command prompt to
see a list of all the switches.

Internet Protocol Version 4 (TCP/IPv4) Properties X

General Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(® Obtain an IP address automaticaly
(O Use the following IP address:

(® Obtain DNS server address automatically
(O Use the following DNS server addresses:

Advanced...



Networking (Contd.)

* nslookup

= Domain Name System (DNS)
should also be tested because it
Is essential to finding the
address of hosts by translating it
from a name, such as a URL.

= Use the nslookup command to
test DNS.

= Type nslookup
cisco.com atthe command
prompt to find the address of the
Cisco webserver. If the address
is returned, the DNS is
functioning correctly.

Command Prompt - nslookup

Unknown
18.2.8.1

Got answer:
HEADER:
opcode = QUERY, id = 2, rcode = NOERROR
header flags: respon want recursion, recursion awvail.
gquestions = 1, answers 1, authority records = 8, additional = @

QUESTIONS:

wikipedia.org, type = A, class = IN
ANSWERS:
-» wikipedia.org

intern

Mon-authoritative answer:



Accessing Network Resources

Windows uses networking for many different applications such as web, email, and file services.

Server Message Block (SMB) protocol is used to share network resources. It is mostly used for
accessing files on remote hosts.

The Universal Naming Convention (UNC) format is used to connect to resources such as
\\servername\sharenameifile.

In the UNC, servername is the server that is hosting the resource. The sharename is the root of the
folder in the file system on the remote host, while the file is the resource that the local host is trying
to find.

When sharing resources on the network, the area of the file system that will be shared will need to
be identified. Access control can be applied to the files to restrict users and groups to specific
functions.

There are also special shares that are automatically created by Windows. These shares are called
administrative shares and are identified by a dollar sign ($) that comes after the share name.



Accessing Network Resources (Contd )

&5 Remote Desktop Connection

= Besides accessing shares on remote
hosts, the user can also log into a A Eemte Desktop
remote host and manipulate that iy Conhection
computer, as if it were local, to make
configuration changes, install

General Display Local Resources BExperence Advanced
Logon settings

software, or troubleshoot an issue. (e name of theremot computer

= In Windows, this feature uses the uplic, |l
Remote Desktop Protocol e |
(RDP). The Remote Desktop T oo SN e Edorx ol oot
Connection window is shown in the
figure.

Connection settings

= Since Remote Desktop Protocol e e

(RDP) is designed to permit remote Save Save As. Open.

users to control individual hosts, it is

a natural target for threat actors.
g 4 Hide Options Help



Windows Server

= Most Windows installations are performed as desktop installations on desktops and
laptops.

There is another edition of Windows that is mainly used in data centers called Windows
Server. This is a family of Microsoft products that began with Windows Server 2003.

Windows Server hosts many different services and can fulfill different roles within a
company.

These are some of the services that Windows Server provides:

* Network Services: DNS, DHCP, Terminal services, Network Controller, and Hyper-V Network virtualization
* File Services: SMB, NFS, and DFS

* Web Services: FTP, HTTP, and HTTPS

« Management: Group policy and Active Directory domain services control

Note: Although there is a Windows Server 2000, it is considered a client
version of Windows NT 5.0. Windows Server 2003 is a server based on NT
5.2 and begins a new family of Windows Server versions.



Windows Configuration and Monitoring

Lab - Create User Accounts
= |n this lab, you will create and modify user accounts in Windows.



Windows Configuration and Monitoring
Lab - Using Windows PowerShell

= In this lab, you will explore some of the functions of PowerShell.



Windows Configuration and Monitoring

Lab - Windows Task Manager
= In this lab, you will explore Task Manager and manage processes
from within Task Manager.



VIO OV D CUTIMO U T OO T G TO VIO TITCO TG .
Lab - Monitor and Manage System

Rr@ﬁ@ ngcg@l?vdlmuwmglﬂw&ve tools to monitor and manage

system resources.



3.4 Windows Security




The netstat Command

= The netstat command is used to look for inbound or outbound
connections that are not authorized.

= The netstat command will display all of the active TCP connections.

= By examining these connections, it is possible to determine the programs
which are listening for connections that are not authorized.

= When a program is suspected of being malware, the process can be shut
down with Task Manager, and malware removal software can be used to
clean the computer.

= To make this process easier, the connections can be linked to the running
processes that were created by them in Task Manager.



The netstat Command (Contd.)

Microsoft Windows [Version 19.8.18362.728]

= TO dO thlS, Open a Command prompt {c) 2819 Microscft Corporation. All rights reserved.
with administrative privileges and SIS SRR
enter the nets tat - “-F'r"n:ntﬂ- Ln:n-:él An:lér'ess Foreign Address State
abno Command_ TCP 8.8.8.08:88 8.8.8.8:8 LISTENING
Can not obtain ownership informationm
. By examining the active TCP ;EZSS 8.8.8.8:135 8.8.8.8:8 LISTENING
connections, an analyst should be [suchost.exe] _ .
able to determine if there are any B
SUSplCIOUS programs that are TCF  8.8.8.9:623 8.0.8.8:8 LISTENING
[LMs. exe]
{:Il’?éel’?lor;% for |nC0m|ng ConneCt|0nS on TCP @.8.8.8:3389 8.8.8.8:8 LISTENING
Termservice
[swchost.exe]
- There may be more than One lg:::_w: 8.8.8.8:5848 8.8.8.8:8 LISTENING
process listed with the same name. If [svchost.exe)
th|S IS the Case, use the Un|que PlD _TCF' a.a.?.a:55:5?-_ L a.ta.a.a:e- LISTENING
. . Can not obtain ownership informationm
tO f|nd the COrI'EC'[ prOCeSS. TO d|Sp|ay TCP 8.08.8.8:5593 8.8.8.8:8 LISTENING
the PIDs for the processes in the e e .
Task Manager, open the Task TR I R

Manager’ right-click the table heading TCP ©.8.8.8:16392 9.8.8.8:8 LISTENING
and select PID.



Event Viewer

= Windows Event Viewer logs the
history of application, security, and
system events.

= These log files are a troubleshooting
tool as they provide information
necessary to identify a problem.

= Windows includes two categories of
event logs: Windows Logs and
Application and Services Logs.

= A built-in custom view called
Administrative Events shows all
critical, error, and warning events
from all the administrative logs.

= Security event logs are found under
Windows Logs. They use event IDs
to identify the type of event.

4] Event Viewer

File Action View Help
< |m Hrm

3] Event Viewer (Local)
v .y Custom Views
¥ Administrative Events
v s Windows Logs
51 Application
51 Security
[ ] Setup
|s] System
| | Forwarded Events
v . Applications and Services Lo
[s] Hardware Events
[+ ] Internet Explorer
[¢] Key Management Service
Microsoft
[s] Windows PowerShell
s Subscriptions

P |  To view events that have occurred on your computer,
select the appropnate source, log or custom view node
in the console tree. The Administrative Events custom

( Summary of Administrative Events

Event Type EventiD  Source Log e
Critical v

< >

| Recently Viewed Nodes
Name Description Modified -
Custom Views\Administr... Critical, Er... N/A v
< >

| Log Summary
Log Name Size (Curr... Modified -
Application 207MB/2... 5/13/2017 5:42:05P1 v

<

>

Actions
Event Viewer (Local)
Open Saved Log...
¥ Create Custom View..
Import Custom View...
Connect to Another Computer...
View

(i Refresh

ﬂ Help



Windows Update Management

To ensure the highest level
of protection against the
attacks, always ensure
Windows is up to date with
the latest service packs
and security patches.

Update status, shown in
the figure, allows you to
check for updates manually
and see the update history
of the computer.

Patches are code updates
that manufacturers provide
to prevent a newly
discovered virus or worm
from making a successful
attack.

Windows Defender

Backup

) Recovery

Activation

For developers

Windows Insider Program

Update status

Your device is up to date. Last checked: Yesterday, 4:06 PM

Check for updates

Good news! The Windows 10 Creators Update is on its way, Want to be one of the first to get it?

Update settings

Available updates will be downloaded and installed automatically, except over metered
connections (where charges may apply).

active | irs

Looking for info on the latest updates?



Windows Update Management (Contd.)

= From time to time, manufacturers combine patches and upgrades into a
comprehensive update application called a service pack.

= Many devastating virus attacks could have been much less severe if more
users had downloaded and installed the latest service pack.

= It is highly desirable that enterprises utilize systems that automatically
distribute, install, and track security updates.

= Windows routinely checks the Windows Update website for high-priority
updates that can help protect a computer from the latest security threats.

= There are also settings for the hours where the computer will not
automatically restart, for example during regular business hours.

= Advanced options are also available to choose how updates are installed
how other Microsoft products are updated.



Local Security Policy

= A security policy is a set of
objectives that ensures the e
security of a network, the data, s FXE B a
and the computer systems in 3 Secuty Setngs = Descpion
an Organ|zat|0n_ i Aot Entices A Account Policies Password and account lockout policies

I Pol 4
) oS 4 Local Policies Auditing, user rights and security options polici...

3 Local Security Policy = O X

Wind F Il with Ad d S
T e e Windows Firewall with Advanced Security Windows Firewall with Advanced Security

= I n mOSt netWO rkS th at Use e r— e Network List Manager Policies Network name, icon and location group policies.

Public Key Policies

Windows computers, Active Software Restricton Polcies s o

Application Control Policies | Software Restriction Policies

D [ re Cto ry IS CO nfl g u red Wlth ®, IP Security Policies on Local Compute g' Application Control Policies Application Control Policies

H - Advanced Audit Policy Configuration IP Security Policies on Local Computer Internet Protocol Security (IPsec) Administratio...
D O m al nS O n a WI n d OWS Se rve r- . - a . Advanced Audit Policy Configuration Advanced Audit Policy Configuration
Windows computers join the

domain.

= Windows Local Security Policy
can be used for stand-alone
computers that are not part of . .
an Active Directory domain.



Local Security Policy (Contd.)

Password guidelines are an important component of a security policy.

In the Local Security Policy, Password Policy is found under Account Policies and
defines the criteria for the passwords for all of the users on the local computer.

Use the Account Lockout Policy in Account Policies to prevent brute-force login
attempts.

It is important to ensure that computers are secure when users are away. A security
policy should contain a rule about requiring a computer to lock when the screensaver
starts.

If the Local Security Policy on every stand-alone computer is the same, then use the
Export Policy feature. This is particularly helpful if the administrator needs to configure
extensive local policies for user rights and security options.

The Local Security Policy applet contains security settings that apply specifically to the
local computer. The user can configure User Rights, Firewall Rules, and the ability to
restrict the files that users or groups are allowed to run with the AppLocker.



Windows Defender

= Malware includes viruses, worms, Trojan horses, keyloggers, spyware, and adware.
These are designed to invade privacy, steal information, damage the computer, or
corrupt data.

= It is important to protect computers and mobile devices using reputable antimalware
software. The following types of antimalware programs are available:

Antivirus protection: This program continuously monitors for viruses. When a virus is
detected, the user is warned, and the program attempts to quarantine or delete the virus.

Adware protection: This program continuously looks for programs that display advertising
on the computer.

Phishing protection: This program blocks the IP addresses of known phishing websites and
warns the user about suspicious sites.

Spyware protection: This program scans for keyloggers and other spyware.

Trusted / untrusted sources: This program warns about unsafe programs about to be
installed or unsafe websites.



Windows Defender (Contd.)

It may take multiple scans to completely
remove all malicious software. Run only one
malware protection program at a time.

Several security organizations such as
McAfee, Symantec, and Kaspersky offer all-
inclusive malware protection for computers
and mobile devices.

Windows has built-in virus and spyware
protection called Windows Defender.

Windows Defender is turned on by default to

provide real-time protection against infection.

Although Windows Defender works in the
background, the user can perform manual
scans of the computer and storage devices.

I

D

3]

Security at a glance

at’s happ

= any actions needed

(4

Virus & threat
protection

No actions needed

w’

App & browser control

No action needed

d health of your device

o

Account protection
No action needed

0

Device security
No action needed

3

Firewall & network
protection
No action needed

B

Device performance &
health

No action needed



Windows Defender Firewall

A firewall selectively denies traffic to a
computer or network segment.

Control Panel Home

Allow an app or feature

ar
hrough Windows Defender

To allow program access through the Windows
Defender Firewall, search for Control Panels.
Under Systems and Security, locate Windows
Defender Firewall. Click Allow an app or
feature through Windows Defender Firewall,
as shown in the figure.

Troubleshoat my network

To disable the Windows Firewall and use a
different software firewall, click Turn Windows
Firewall on or off.

Many additional settings can be found under
Advanced settings. Here, inbound or outbound
traffic rules can be created and different
aspects of the firewall can be monitored.

4 o » Control Panel » All Control Panel Items * Windows Defender Firewall

Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC
through the Intérnet or a network.

(D For your security, some settings are managed by your system administrator.

I Q Domain networks

Networks at 2 workplace that are attached to a domain

Connected

Windows Defender Firewall state On

Incoming connections: Block all connections to apps that are not on the list

of allowed apps

Active domain networks o

Motification state; Motify me when Windows Defender Firewall blocks a

New app

I o Private networks

Metworks at home or work where you know and trust the pecple and devices on the network

Connected

Windows Defender Firewall state: On

Incoming connections: Block all connections to apps that are not on the list

of allowed apps
Active private networks: & Unidentified network

Notification state: Maotify me when Windows Defender Firewall blocks a

rrrrr P

I o Guest or public networks

Netwarks in public places such as airports or coffee shops

Connected

Windows Defender Firewall state: On

Incoming connections: Block all connections 1o apps that are not on the list

of allowed apps




Thank you! Questions?
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Module 4: Linux Overview



Module Objectives

= Module Title: Linux Overview

= Module Objective: Implement basic Linux security.

Topic Objective

Explain why Linux skills are essential for network security monitoring and
investigation.

Topic Title

Linux Basics

Working in the Linux Shell Use the Linux shell to manipulate text files.

Linux Servers and Clients Explain how client-server networks function.
Basic Server Administration Explain how a Linux administrator locates and manipulates security log files.
The Linux File System

Working in the Linux GUI

Manage the Linux file system and permissions.
Explain the basic components of the Linux GUI.

Use tools to detect malware on a Linux host.

Working on a Linux Host



4.1 Linux Basics




What I1s Linux?

= Linux is an operating system that was created
in 1991.

= Linux is open source, fast, reliable, and small.
It requires very little hardware resources to run
and is highly customizable.

= Linux is part of several platforms and can be
found on
devices anywhere from wristwatches to
supercomputers.

= Linux is designed to be connected to the
network, which makes it much simpler to write
and use network-based applications.

= A Linux distribution is the term used to
describe packages created by different
organizations and include the Linux kernel with
customized tools and software packages.




The Value of Linux

= Linux is often the operating system of choice in the Security Operations
Center (SOC). These are some of the reasons to choose Linux:

= Linux is open source - Any person can acquire Linux at no charge and
modify it to fit specific needs.

= The Linux CLI is very powerful - The Linux Command Line Interface (CLI)
IS extremely powerful and enables analysts to perform tasks not only
directly on a terminal, but also remotely.

= The user has more control over the OS - The administrator user in Linux,
known as the root user, or superuser, can modify any aspect of the
computer with a few keystrokes.

= |t allows for better network communication control - Control is an inherent
part of Linux.



Linux in the SOC

= The flexibility provided by Linux is

a

great feature for the SOC. The
entire

operating system can be tailored
to

become the perfect security
analysis

platform.

= Sguil is the cybersecurity analyst
console in a special version of
Linux called Security Onion.

suite of tools that work together
for
network security analysis.

RT 7 seconion- 5.1583 20200510 21:29:13  209.165.201.17 52458 200.165.200.235 80 6  ET INFO Dotted Quad Host HTA
RT 7 seconion- 5.1584 2020-05-10 21:29:13  209.165.201.17 52458  209.165.200.235 80 6 ET POLICY Possible HTA Applica.
1 seconion- 51599 202005-10 21:29:13  209.165.201.17 52460  209.165.200.235 80 6 ET TROJAN Probable Onelouder
RT 1 seconion- 5.1600 2020-05-10 21:29:13  209.165.201.17 52468  209.165.200.235 80 6 ET WEB_SERVER Possible Cher
RT 7 seconion- 7.1896 2020-05-10 21:29:13  209.165.201.17 52458 209.165.200.235 80 6  ET INFO Dotted Quad Host HTA
RT 7 seconion- 7.1897 20200510 21:29:13  209.165.201.17 52458  209.165.200.235 80 6 ET POLICY Possible HTA Applica.
. 1 seconion- 7.1912 2020-05-10 21:29:13  209.165.201.17 52460  209.165.200.235 80 6 ET TROJAN Probable Onelouder
RT 1 seconion- 7.1913 2020-05-10 21:29:13  209.165.201.17 52468  209.165.200.235 80 6  ETWEB_SERVER Possible Cher
- 1 seconion-. 5.1679 2020-05-10 21:29:49  209.165.201.17 52836 209.165.200.235 80 6 ET WEB_SERVER /bin/bash In U
- 1 seconion- 7.1992 20200510 21:29:49  209.165.201.17 52836  209.165.200.235 80 6  ETWEB_SERVER /bivbash In U
- 49 seconion-.. 7.1998 20200510 21:29:52  209.165.201.17 52806 209.165.200.235 80 6 ETWEB_SERVER /bin/sh In URI ..
- 49 seconion- 5.1701 202005-10 21:29:52  209.165.201.17 52896  209.165.200.235 80 6  ET WEB_SERVER /binvsh In URI
RT 1 seconion- 51770 20200510 21:41:13  209.165.201.17 38782  209.165.200.235 3306 6  ET SCAN Suspicious inbound to

Security Onion is an open source

SGUIL-0.9.0 - Connected To localhost e

Etle Query Repots Sound: Off localhost L analyst UserlD: 2

2020-05-12 18:49:59 GMT

RealTime Events | Escalated Events |

N v Show Packet Data v Show Rule
IERSRNSEN Agers Status ]""' w] ERSRRRN | (e tcp SHOME_NET any -> SEXTERNAL_NET SHTTP_PORTS (msg-"ET TROJAN Probable

m" OnelLouder downloader (Zeus P2P)"; flow:to_server,established; content:"GET"; hitp_method.

M
SECOoNnion-0S... SEconion-0s... 0ssec 2020-05-12 Source IP Dest IP Ver HL TOS len ID Flags Offset TTL ChkSum
seconion-en seconion-en.,. pcap 2020-05-12 209.165.201.17 209.165200.235 4 5 0 (172 5017512 0 63 16900
seconion-en... seconion-en.. snort 2020-05-10 UAPRSF

Source Dest RRRCSSY |

-V R WN -

seconion-en...  seconion-en... pcap 20200512 Pon Pot 10GKHTNN Seq# Ack#  Offset Res Window Urp ChkSum
seconion-en... seconlon-en.. snom 2020-05-10 52460 80 X X 2237277941 150319043118 0 501 |0 30678
seconion-en... seconion-en... pcap 202005-12 47 45 54 20 2F 31 31 20 48 54 54 50 2F 31 2 31 (GET /11 WTTP/1.1
Secoslonan.. Secoonen... snod 20200510 0D OA 48 6F 73 74 3A 20 32 30 39 2€ 31 36 35 2E |..Host: 209.165.

32 30 30 2E 32 33 35 0D OA 55 73 65 72 2D 41 67 1200.235..User-Ag
65 6E 74 3A 20 4D 6F 7A 69 6C 6C 61 2F 34 2E 30 |ent: Mozilla/4.8
20 28 63 6F 6D 70 61 74 69 62 6C 65 3B 20 4D 53 (compatible; MS

Update Interval (secs): 15 w| Now Search Packet Payload Hex * Text | NoCase




Linux in the SOC (Contd.)

= The following table lists a few tools that are often found in a SOC.:

Network packet capture
software

Malware analysis tools

Intrusion detection systems
(IDSs)

A crucial tool for a SOC analyst as it makes it possible to observe
and understand every detail of a network transaction.
Wireshark is a popular packet capture tool.

These tools allow analysts to safely run and observe malware
execution without the risk of compromising the underlying system.

These tools are used for real-time traffic monitoring and inspection.
If any aspect of the currently flowing traffic matches any of the
established rules, a pre-defined action is taken.



Linux in the SOC (Contd.)

Firewalls

Log managers

Security information and
event management (SIEM)

Ticketing systems

This software is used to specify, based on pre-defined rules, whether
traffic is allowed to enter or leave a network or device.

Log files are used to record events.
Because a network can generate a very large number of log entries, log
manager software is employed to facilitate log monitoring.

SIEMs provide real-time analysis of alerts and log entries generated by
network appliances such as IDSs and firewalls.

Task ticket assignment, editing, and recording is done through a ticket
management system. Security alerts are often assigned to analysts
through a ticketing system.



Linux Tools

= Linux computers that are used in the
SOC often contain penetration testing
tools.

= A penetration test, also known as
PenTesting, is the process of looking for
vulnerabilities in a network or computer
by attacking it.

= Packet generators, port scanners, and
proof-of-concept exploits are examples of
PenTesting tools.

= Kali Linux is a Linux distribution which
contains many penetration tools together
in a single Linux distribution.

= Notice all the major categories of
penetration testing tools of Kali Linux.




4.2 Working in the Linux Shell




The Linux Shell

= [n Linux, the user communicates with the OS by using the CLI or the GUI.
= Linux often starts in the GUI by default. This hides the CLI from the user.

= One way to access the CLI from the GUI is through a terminal emulator
application. These applications provide user access to the CLI and are
named as some variation of the word terminal.

= [n Linux, popular terminal emulators are Terminator, eterm, xterm, konsole,
and gnome-terminal.

= Fabrice Bellard has created which allows an emulated version of
Linux to run in a browser.

= Note: The terms shell, console, console window, CLI terminal, and
terminal window are often used interchangeably.


https://bellard.org/jslinux/vm.html?url=alpine-x86-xwin.cfg&mem=256&graphic=1

The Linux Shell (Contd.)

0 rod@desktop: ~

= The figure shows gnome- odfieacion:-s nmne s

Linux desktop 3.13.0-32-generic #57-Ubuntu SMP Tue Jul 15 03:51:08 UTC 2014 x86_

terminal, a popular Linux ?Zgggigg‘éo;?‘fg“ = e
. rod@desktop:~$
termlnal emUIator rod@desktop:~$ s -1 Documents/

total 12

drwxrwxr-x 3 rod rod 40696 Dec 8 2013 air
drwxrwxr-x 3 rod rod 4696 Aug 13 13:24 backup
-rW-rw-r-- 1 rod rod 0 Aug 13 13:27 configs
-rw-rw-r-- 1 rod rod 0 Aug 13 13:27 notes
drwxrwxr-x 2 rod rod 4096 Aug 13 13:26 0S_images
rod@desktop:~$

rod@desktop:~$

rod@desktop:~$ 1s -1 Documents/ | grep 0S
drwxrwxr-x 2 rod rod 4096 Aug 13 13:26 05_images
rod@desktop:~$

rod@desktop:~$

rod@desktop:~$ ||




Basic Commands

= Linux commands are programs created to perform a specific task.

= As the commands are programs stored on the disk, when a user types a command, the
shell must find it on the disk before it can be executed.

= The following table lists basic Linux commands and their functions:

mv
chmod
chown
dd
pwd
pS

su

Moves or renames files and directories.

Modifies file permissions.

Changes the ownership of a file.

Copies data from an input to an output.

Displays the name of the current directory.

Lists the processes that are currently running in the system.

Simulates a login as another user or to become a superuser.



Basic Commands (Contd.)

sudo
grep
ifconfig
apt-get

iwconfig
shutdown

passwd
cat

man

Runs a command as a super user, by default, or another named user.

Used to search for specific strings of characters within a file or other command outputs.
Used to display or configure network card related information.

Used to install, configure and remove packages on Debian and its derivatives.

Used to display or configure wireless network card related information.

Shuts down the system and performs shut down related tasks including restart, halt, put to
sleep or kick out all currently connected users.

Used to change the password.
Used to list the contents of a file and expects the file name as the parameter.

Used to display the documentation for a specific command.



File and Directory Commands

= Many command line tools are included in Linux by default. The
following table lists a few of the most common commands related to
files and directories:

Is

cd
mkdir
cp
mv

rm

grep

cat

Displays the files inside a directory.

Changes the current directory.

Creates a directory under the current directory.
Copies files from source to destination.

Moves files to a different directory.

Removes files.

Searches for specific strings of characters within a file or other commands
outputs.

Lists the contents of a file and expects the file name as the parameter.



Working with Text Files

= Linux has many different text editors, with various features and functions.

= Some text editors include graphical interfaces while others are command-
line only tools. Each text editor includes a feature set designed to support
a specific type of task.

= Some text editors focus on the programmer and include features such as
syntax highlighting, parenthesis check, and other programming-focused
features.

= While graphical text editors are convenient and easy to use, command
line-based text editors are very important for Linux users. The main benefit
of command-line-based text editors is that they allow for text file editing
from a remote computer.



Working with Text Files (Contd.)

= The figure shows nano, a @ e o

popular command-line

analyst@secOps:-/lab.support.files/attack_scr

ipts

text editor.

= The administrator is
editing firewall rules. Text
editors are often used for
system configuration and
maintenance in Linux.

= Due to the lack of
graphical support, nano
(or GNU nano) can only
be controlled with the
keyboard.

fw_rules

ate RELATED,ESTABLISHED -j ACCEPT




The Importance of Text Files in Linux

= In Linux, everything is treated as a file. This includes the memory, the disks, the
monitor, and the directories.

= Configuration files are text files which are used to store adjustments and settings for
specific applications or services.

= Users with proper permission levels can use text editors to change the contents of
configuration files.

= After the changes are made, the file is saved and can be used by the related service or
application. Users are able to specify exactly how they want any given application or
service to behave. When launched, services and applications check the contents of
specific configuration files to adjust their behavior accordingly.

= Note: The administrator used the command sudo nano /etc/hosts to open
the file. The command sudo (short for “superuser do’) invokes the superuser
privilege to use the nano text editor to open the host file.



The Importance of Text Files in Linux (Contd.)

™ | Terminal - analyst@secOps:~ A - 0O0X

= |n the figure, the
administrator opened the
host configuration file .
In nano for editing.

= The host file contains
static mappings of host IP
addresses to names.

= The names serve as
shortcuts that allow
connecting to other
devices by using a name
iInstead of an IP address.
Only the superuser can
change the host file.

[ Read 5 lines ]
Cut Text A _||_|g.1__1f",-'



e EEEEEEEEEEREEEEEEE——
Working in the Linux Shell

Lab — Working with Text Files in the CLI

= In this lab, you will get familiar with Linux command-line text editors
and configuration files.



e EEEEEEEEEEREEEEEEE——
Working in the Linux Shell

Lab — Getting Familiar with the Linux Shell

= In this lab, you will use the Linux command line to manage files and
folders and perform some basic administrative tasks.



4.3 Linux Servers and Clients




An Introduction to Client-Server Communications

= Servers are computers with software
installed that enables them to provide
services to clients across the network.

= Some provide external resources such
as files, email messages, or web pages
to clients upon request.

= Other services run maintenance tasks
such as log management, disk scanning
and so on.

= Each service requires separate server
software.

= The server in the figure uses file server
software to provide clients with the ability
to retrieve and submit files.

Files are downloaded from the server to the client.

- &) I

V"

>
k.

Server

=)

Client

| Resources are stored on the server.

A client is a hardware/software
combination that people use directly.




Servers, Services, and Their Ports

= Aportis areserved network resource used by a service.

= While the administrator can decide which port to use with any given service, many clients are
configured to use a specific port by default.

= The following table lists a few commonly used ports and their services. These are also called as
well-known ports.

20/21 File Transfer Protocol (FTP)

22 Secure Shell (SSH)

23 Telnet remote login service

25 Simple Mail Transfer Protocol (SMTP)
53 Domain Name System (DNS)

67/68 Dynamic Host Configuration Protocol (DHCP)



Servers, Services, and Their Ports (Contd.)

69 Trivial File Transfer Protocol (TFTP)

80 Hypertext Transfer Protocol (HTTP)

110 Post Office Protocol version 3 (POP3)

123 Network Time Protocol (NTP)

143 Internet Message Access Protocol (IMAP)
161/162 Simple Network Management Protocol (SNMP)

443 HTTP Secure (HTTPS)



Clients

= Clients are programs or
applications designed to a

communicate with a specific type
of server. ' 7’ o) .
\\ etwork/} /-
= Clients use a well-defined protocol |
to communicate with the server. = jj fj = Q
L _
= Web brOWSGI‘S are WEb C|IentS that : Files are uploaded from the client to the server for _ ol
are used to communicate with web Server storage. Clent
servers through the Hyper Text _
Transfer PI‘OtOCO| On port 80 Resources are stored on the server. ?Oigz?;é:ioanrli;(:v:aef;iogia;recﬂy

= The File Transfer Protocol client is
software used to communicate with
an FTP server.

= The figure shows a client
uploading files to a server.



e
Linux Servers and Clients

Lab - Linux Servers

= In this lab, you will use the Linux command line to identify servers
that are running on a computer.



4.4 Basic Server Administration




Service Configuration Files

= |n LinUX, SerViceS are managed [analyst@isecOps ~]$ cat /etc/nginx/nginx.conf

using configuration files. user ftnl;

worker_processes 1;

= Common options in configuration derror_log logs/error.log;

files are port number, location of the [T

hosted resources, and client ferrar_log logs/error.log info;

. . ’. #pid logs/nginx.pid;

authorization details. events {
= When the service starts, it looks for — [INEEESEER

its configuration files, loads them into [

memory, and adjusts itself according include  mine. types;

to the SEtt|ngS 18 the f|leS- default_type application/octet-stream;

#log format main '$remote addr - $remote user [$time local] "$request” '

u The_Command Out_put ShOWS_ a # '$status $body bytes sent "$http referer” '

portion of the configuration file for " “=ghttp user agent” “Shttp x foruarded for™’;

NginX, Wh|Ch iS a ||ghtwe|ght Web #access_log logs/access.log main;
server for Linux.




Service Configuration Files (Contd.)

[analyst@secOps ~]% cat fetc/ntp.conf
C

Please consider joining the pool:

= The command output
shows the configuration
file for the network time
protocol (NTP).

http://wew.pool.ntp.org/join. html

- https://wiki.archlinux.org/index.php/Network Time Protocol_daemon
- http://support.ntp.org/bin/view/Support/GettingStarted
- the ntp.conf man page

#
#
#
#
# For additional information see:
#
#
#
#

Associate to Arch's NTP pool
server @.arch.pool.ntp.org
server 1l.arch.pool.ntp.org
server 2.arch.pool.ntp.org
server 3.arch.pool.ntp.org
# By default, the server allows:
# - all queries from the local host
# - only time queries from remote hosts, protected by rate limiting and kod
restrict default kod limited nomodify nopeer noquery notrap
restrict 127.8.9.1
restrict ::1
# Location of drift file
[analyst@secOps ~]%




Service Configuration Files (Contd.)

[analyst@secoOps ~]% cat fetc/snortS/snort.conf

= The command output
shows the configuration
file for Snort, a Linux-
based intrusion
detection system (IDS).

For more information wisit us at:
http://www.snort.org Snort Website
http://vrt-bleg.snort.org/ Sourcefire VRT Elog

Mailing list Contact: snort-sigs@lists.sourceforge.net
False Positive reports: fp@sourcefire.com
Snort bugs: bugs@snort.org

Compatible with Snort versions:
VERSIONS : 2.9.9.8

#
#
#
#
#
#
#
#
#
#
#
#
#

= There is no rule for a R
. . . smort build options:
m # OPTIONS : --enable-gre --enmable-mpls --enable-targetbased --enable-ppm --enable-perfprofiling --
CO nflguratlon flle for a-t- enable-z1ib --Enal:-le-actli'-.'E-r::-punsE I--EI'IEblE-I'I;I":EliI‘-.E: --En:ble-r*-'::aad T-enablefreac:_ --Enab;e- I

flexresp3

It is the choice of the
. , T e ue . ue e . aq
Se rVICG S developer_ # Step #1: set the network variables. For more information, see README.variables

- - - - - - - - "

1 — # Setup the network addresses you are protecting
However, the option = e e ek o
###ipvar HOME_MET [192.162.8.8/24,192.163.1.8/24]

value format is often ovar oM NET [209. 165,200 2287201

# Set up the external network addresses. Leave as "any" in most situations

u Se d . ipvar EXTERNAL_NET any




Hardening Devices

= Device hardening involves implementing proven methods of securing the
device and protecting its administrative access.

= Some of these methods involve maintaining passwords, configuring
enhanced remote login features, and implementing secure login with
SSH.

= Depending on the Linux distribution, many services are enabled by default.
Stopping such services and ensuring they do not automatically start at
boot time is another device hardening technique.

= OS updates are extremely important to maintaining a hardened device. OS
developers create and issue fixes and patches regularly.



Hardening Devices (Contd.)

= The following are basic best practices for device hardening:
= Ensure physical security

= Minimize installed packages

= Disable unused services

= Use SSH and disable the root account login over SSH

= Keep the system updated

= Disable USB auto-detection

= Enforce strong passwords

= Force periodic password changes

= Keep users from re-using old passwords



Monitoring Service Logs

= Log files are the records that a computer stores to keep track of important
events. Kernel, services, and application events are all recorded in log
files.

= By monitoring Linux log files, an administrator gains a clear picture of the
computer’s performance, security status, and any underlying issues.

= In Linux, log files can be categorized as:

* Application logs
* Event logs
« Service logs
« System logs
= Some logs contain information about daemons that are running in Linux. A
daemon is a background process that runs without the need for user
Interaction.



Monitoring Service Logs (Contd.)

= The following table lists a few popular Linux log files and their

functions:

/var/log/messages

/var/log/auth.log

/var/log/secure

/var/log/boot.log

This directory contains generic computer activity logs.
It is mainly used to store informational and non-critical system messages.

This file stores all authentication-related events in Debian and Ubuntu
computers.
Anything involving the user authorization mechanism can be found in this file.

This directory is used by RedHat and CentOS computers.
It also tracks sudo logins, SSH logins, and other errors logged by SSSD.

This file stores boot-related information and messages logged during the
computer startup process.



Monitoring Service Logs (Contd.)

« This directory contains kernel ring buffer messages.
» Information related to hardware devices and their drivers is recorded here.
/var/log/dmesg « Itis very important because, due to their low-level nature, logging systems
such as syslog are not running when these events take place and are
unavailable to the administrator in real-time.

Ivar/log/kern.log » This file contains information logged by the kernel.

« Cronis a service used to schedule automated tasks in Linux and this
directory stores its events.

* Whenever a scheduled task (or cron job) runs, all its relevant information
including execution status and error messages are stored here.

/var/log/cron

This is the MySQL log file.
All debug, failure and success messages related to the mysqgld process
and mysqgld_safe daemon are logged here.

Ivar/log/mysqld.log or
/var/log/mysql.log



Monitoring Service Logs (Contd.)

= The command output

shows a portion

of /var/log/messages

log file.

= Each line represents a

logged event.

= The timestamps at the
beginning of the lines
mark the moment the

event took place.

[analyst@:
Mar 28 15

Mar 28 15:
4ddf-bfds
Mar 15
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar 2
" stan
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar

o om D@D

@ @@

WoR R R OR R RRR
o

R

o O @

ard"
p =

@D D @ @@ DD D@D DD DD

2
2
2
2
2
pd
pd
2
2
2
2
2
2
2
2
2
2
3

=]

~1% sudo cat fvar/log/messages

= kernel: Linuw rs 1 4.15.18-1-ARCH (buildus

PREEMPT Thu Mar 15 12:24:34 UTC 2818
s kernel: Command linme: BOOT_IMAGE=
rw guiet
KERNEL supported cpus:
Imtel GenuineImtel
AMD AuthenticAMD
taur CentaurHauls
supporting XSAVE feature e
supporting XSAVE feature @
supporting XSAVE feature @
state offset[2]: 576, x
Enabled tate features ex7,

ical RAM map:
[mem 22800823080002a8 -8
[ mem B2a000a8aaa3 T Caa- A
[mem aaeecasasefaasa-a

kernel:
cernel:
kernel:

[ mem BSE0888Teceaasa - B
[mem BapagaeTecoaaae-a
: [mem exoegeooasffcoosa-a:
MX (Execute Disable} protection:
random: fast init done

SMBIOS 2.5 present.

DMI: innot

Hyperviso T OKWM

eg2a: last_pfn
MTRR: Disabled
*86,/PAT: MTRRs disabled,

B EMmE@EEODE @@

8 max_arch_pfn

erghefti

linux root=UUID=

7 floating

registers
registers

[mem 860088881 00886 - axa
[mem aapasaazfease- axsd

aaapoaaatec
oaaaooaatecaat

aaaaaaaat it

= Bxdasaapaad

1%

int registers"
.

<, using

usable

reserved
reserved
usable

ACPI data
reserved
reserved
reserved
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Basic Server Administration

Lab — Locating Log Files

= In this lab, you will get familiar with locating and manipulating Linux
log files.



4.5 The Linux File System




The File System Types in Linux

= There are many different kinds of file systems, varying in properties of
speed, flexibility, security, size, structure, logic and more.

= The administrator decides the file system type which is suitable for the
operating system.

= The following table lists a few file system types commonly found and
supported by Linux.

« ext2 was the default file system in several major Linux distributions until

supplanted by ext3.

ext2 is still the file system of choice for flash-based storage media, as its

lack of a journal, increases performance and minimizes the number of

writes.

« As flash memory devices have a limited number of write operations,
minimizing write operations increases the device’s lifetime.

ext2 (second extended ’
file system)



The File System Types in Linux (Contd.)

ext3 (third extended file
system)

ext4 (fourth extended file
system)

ext3 is a journaled file system designed to improve the existing ext2 file
system.

A journal or log, the main feature added to ext3, is a technique used to
minimize the risk of file system corruption in the event of sudden power loss.
The file systems keeps a log of all the changes to be made.

If the computer crashes before the change is complete, the journal can be
used to restore or correct any issues created by the crash.

The maximum file size in ext3 file systems is 32 TB.

ext4 was created based on a series of extensions to ext3.

While the extensions improve the performance of ext3 and increase
supported file sizes, developers were concerned about stability issues and
were opposed to adding the extensions to the stable ext3.

The ext3 project was split in two; one kept as ext3 and its normal
development and the other, named ext4, incorporated the mentioned
extensions.



The File System Types in Linux (Contd.)

NFS (Network File
System)

CDFS (Compact
Disc File System)

Swap File System

NFS is a network-based file system, allowing file access over the network.
From the user standpoint, there is no difference between accessing a file
stored locally or on another computer on the network.

NFS is an open standard which allows anyone to implement it.

CDFS was created specifically for optical disk media.

The swap file system is used by Linux when it runs out of RAM.

When this happens, the kernel moves inactive RAM content to the swap
partition on the disk.

While swap partitions can be useful to Linux computers with a limited amount
of memory, they should not be considered as a primary solution.

Swap patrtition is stored on disk which has much lower access speeds than
RAM.



The File System Types in Linux (Contd.)

HFS Plus or HFS+
(Hierarchical File
System Plus)

APES (Apple File
System)

Master Boot Record
(MBR)

A file system used by Apple in its Macintosh computers.
The Linux kernel includes a module for mounting HFS+ for read-write
operations.

An updated file system that is used by Apple devices.
It provides strong encryption and is optimized for flash and solid-state
drives.

Located in the first sector of a partitioned computer, the MBR stores all the
information about the way in which the file system is organized.

The MBR quickly hands over control to a loading function, which loads the
OS.



The File System Types in Linux (Contd.)

| Mounting iS the term .. I c type pr‘c:c {rw, nosuld , nodev, noexec , r".-_'lﬁ‘tlmi.-."l

=) type = W, nosuid, modew , no
used for the process Of ev type devimpfs (rw,nosuid,relatime,si
. N . on JSrun type tmpf rw,nosuid, nodev,relatime,mode=755)
aSS|g n I ng a d I reCtO ry to _.l"dev,.i'sdal on f type exta (r‘w rela‘tlme}
.. securityfs ¢ 1t {rw, nosuid, nodev, noexec ,relatime)
a partition e e _ .
. devpts on type devwpts (rw,nosui c,relatime,gid=5,mo 8, ptmanode =008 )
tmpfs on S roup type tmpfs (ro,nosuid,nodewv,noexec,mod
CEroup2 on , ifi type cgroup2 (rw,nosuid,nodewv,no c,relatime,nsdelegat
u After a SucceSSfU| CEroup on E MU, emd type cgroup (rw,nosuld,nodewv,noexed,relatime, xattr,name=s
. . pstore on = 1 8 pstore {rwe, ne relatime}
mount operation, the file RN :
. ! CEroup on sSfcgroup/rdma type cgroup W, nosuid, node c,relatime, rdma)
System Contalned On the CEroup on L 1 pu,cpuacct type ¢ y {rw, nosuid, nodev, noexec ,relatime, cpu, cpuacct)
. . . . CEroup on E upSf i g/ grof » mosuid, nodewv, n relatime,bl
p artltl O n IS acceSSI b I e cgroup on = Scgroup/hugetlb type cgroup (rw,nosuid,nocdev,noex )
CEroup on - roup/cpuset group {rw, uid, nodew, noexec ,relatime, cpu
th ro u g h th e S p e C i fi ed CEroup on < roupfdevices type cgroup (rw,nosuid,nodev,noexec,relatime,d
CEroup on 5 roup/pids type cgroup {rw,nosuid,mnode relatime, pids)
d i re Cto ry CEroup on E roup/memory type cgroup (rw,nosuid,nodev, i i
. CEroup o 54 roup/net_cls,net_prioc type cgroup (rw,nosuid
CEroup on 5 roup/perf_event type cgroup (rw,nosuid,nod
group on S roupsfr r tvpe roup {rw,nosuld, nodev, noe
= The command output S s < /binfmt_

{rw,relatime,fd =1, timeout=8,minpro

ShOWS the Output Of debugfs on 'k?rnel::detu;g t3.-'|:l:=.: -ilr:t-ug-Fs -‘r'h.nn-:!;l..;ld.lnnde

tracefs on ,

the mount Command hugetlbfs on

mgueue on Sde /pe mgueue [ rw,nos

Issued In the CISCO tmpfs on ftmp type tmpfs (rw,nosuid,nodewv)
CyberOPS VM.




Linux Roles and File Permissions

= Linux uses file permissions in order to organize the system and
enforce boundaries within the computer.

= Every file in Linux carries its file permissions, which define the
actions that the owner, the group, and others can perform with the
file.

= The possible permission rights are Read, Write, and Execute.

= The Is command with the -I parameter lists additional information
about the file.



Linux Roles and File Permissions (Contd.)

= The output of the 1s -1 command
provides a lot of information about
the file space.txt:

« The first field displays the permissions
with space.txt (-rwxrw-r--).

+ The second field defines the number of hard links [analyst@secOps ~]$ 1s -1 space.txt
to the file (number 1 after the permissions). -rwxrw-r-- 1 analyst staff 253 May 28 12:49 space.txt

(1)(2)(3)(4)(5)(6)(7)

« The third and fourth field display the user i
(analyst) and group (staff) who own the file, [analyst@secOps ~]%
respectively.

 The fifth field displays the file size in bytes.
The space.txt file has 253 bytes.

- The sixth field displays the date and time of the
last modification.

« The seventh field displays the file name.



Linux Roles and File Permissions (Contd.)

The figure here shows a breakdown of file permissions in Linux. The file space.txt has the
following permissions:

The dash (-) means that this is a file.

The first set of characters (rwx) is for user permission. The user (analyst) who owns the file
can Read, Write and eXecute the file.

The second set of characters is for group permissions (rw-). The group (staff) who owns the file can Read
and Write to the file.

The third set of characters is for any other user or group permissions (r--) who can only Read the file.

File or directory bit:

- indicates it is a file User Group Other
d indicates it is a directory




Linux Roles and File Permissions (Contd.)

= Qctal values are used to define permissions.
= File permissions are a fundamental part of Linux and cannot be broken.
= The only user that can override file permission on a Linux computer is the root user.

0 No access
001 1 --X Execute only
010 2 -W- Write only
011 3 -WX Write and Execute
100 4 r-- Read only
101 5 r-X Read and Execute
110 6 rw- Read and Write
111 7 rwx Read, Write and Execute



Hard Links and Symbolic Links

= A hard link is another file that points to the
same location as the original file.

= Use the command 1n to create a hard link.

= The first argument is the existing file and the
second argument is the new file.

= As shown in the command output, the
file space.txt is linked to space.hard.txt and the
link field now shows 2.

= Both files point to the same location in the file
system. If you change one file, the other is
changed, as well.

» The echo command is used to add some text
to space.txt.

[analyst@secOps ~]% ln space.txt space.hard.txt
[analyst@secOps ~]%
[analyst@secOps ~]% 1ls -1 space*

-rw-r--r-- 2 analyst analyst 230 May 7 18:18 space.hard.txt

-rw-r--r-- 2 analyst analyst 239 May 7 18:18 space.txt
[analyst@secOps ~]%

[analyst@secOps ~]% echo "Testing hard link™ >> space.txt
[analyst@secOps ~]%

[analyst@secOps ~]% 1ls -1 space*

-rw-r--r-- 2 analyst analyst 257 May 7 18:19 space.hard.txt
-rw-r--r-- 2 analyst analyst 257 May 7 18:19 space.txt
[analyst@secOps ~]%

[analyst@secOps ~]% rm space.hard.txt

[analyst@secOps ~]%

[analyst@secOps ~]% more space.txt

Space... The final frontier..

These are the voyages of the Starship Enterprise. Its continuing mission:
- To explore strange new worlds..

- To seek out new life; new civilizations..

- To boldly go where no one has gone before!

Testing hard link

[analyst@secOps ~]%



Hard Links and Symbolic Links (Contd.)

= A symbolic link, also called a
symlink or soft link, is similar to
a hard link in that applying
changes to the symbolic link
will also change the original
file.

= As shown in the command
output, use the In command
option -s to create a symbolic
link.

= Notice that adding a line of text
to test.txt also adds the line
to mytest.txt.

[analyst@secOps ~]% echo "Hello World!" > test.txt
[analyst@secOps ~
[analyst@secOps ~]% ln -s test.txt mytest.txt
[analyst@secOps ~

[analyst@secOps ~]$% echo "It"s a lovely day!” >> mytest.txt

[analyst@secOps

$
$
$
$
$
$
$

[analyst@secOps more test.txt

Hello World!

It's a lovely day!

[analyst@secOps ~]%

[analyst@secOps ~]$% rm test.txt

[analyst@secOps ~]%

[analyst@secOps ~]% more mytest.txt

more: stat of mytest.txt failed: Mo such file or directory
[analyst@secOps ~]%

[analyst@secOps ~]% 1ls -1 mytest.txt

Irwxrwxrwx 1 analyst analyst 8 May 7 208:17 mytest.txt -»> test.txt
[analyst@secOps ~]%



Hard Links and Symbolic Links (Contd.)

= The following table shows several benefits of symbolic links over
hard links:

Hard Links Soft Links

Locating hard links is difficult. Symbolic links show the location of the original
file in the Is - command.

Hard links are limited to the file system in which ~ Symbolic links can link to a file in another file
they are created. system.

Hard links cannot link to a directory as the Symbolic links can link to directories.
system itself uses hard links to define the
hierarchy of the directory structure.



Lab - Navigating the Linux Filesystem and

Permission Settings
= In this lab, you will familiarize yourself with Linux filesystems.



4.6 Working with the Linux GUI




X Window System

= The graphical interface present in most Linux computers is based on the X
Window System.

= X Window, also known as X or X11, is a windowing system designed to
provide the basic framework for a GUI.

= X includes functions for drawing and moving windows on the display
device and interacting with a mouse and keyboard.

= X works as a server, which allows a remote user to use the network to

connect, start a graphical application, and have the graphical window open
on the remote terminal.

= X does not specify the user interface, leaving it to other programs, such as
window managers, to define all the graphical components.



X Window System (Contd.)

are Gnome and KDE.

= Examples of window managers

vvvv

- 22:26

= The Gnome Window Manager The KDE Window Manager



4.7 Working on a Linux Host




Installing and Running Applications on a Linux Host

= Many end-user applications are complex
programs written in compiled languages.

= To aid in the installation process, Linux
includes programs called package
managers.

= By using a package manager to install a
package, all the necessary files are placed
In the correct file system location.

= A package is the term used to refer to a
program and all its supporting files.

= The command output shows the output
of a few apt-get commands used in
Debian distributions.

analyst@cuckoo:~$ sudo apt-get update

[sudo] password for analyst:

Hit:1 http://us.archive.ubuntu.com/ubuntu xenial InRelease

Get:2 http://us.archive.ubuntu.com/ubuntu xenial-updates InRelease [182 kB]

Get:3 http://security.ubuntu.com/ubuntu xenial-security InRelease [182 kB

Get:4 http://us.archive.ubuntu.com/ubuntu xenial-backports InRelease [182 kB]

Get:5 http://us.archive.ubuntu.com/ubuntu xenial-updates/main amd64 Packages [534 kB]
<output omitted>

Fetched 4,613 kB in 4s (1,803 kB/s)

Reading package lists... Done

analystficuckoo:~$

analystfcuckoo:~$ sudo apt-get upgrade

Reading package lists Done

Building dependency tree

Reading state information... Done

Calculating upgrade... Done

The following packages have been kept back:

linux-generic-hwe-16.84 linux-headers-generic-hwe-16.84
linux-image-generic-hwe-16.84

The following packages will be upgraded:

firefox firefox-locale-en girl.2-javascriptcoregtk-4.8 girl.2-webkit2-4.8 libjavascriptcoregtk-4.8-18
libwebkit2gtk-4.8-37 libwebkit2gtk-4.8-37-gtk2 libxen-4.6 libxenstore3.@ linux-libc-dev logrotate
openssh-client

gemu-block-extra gerau-kvm gemu-system-common gemu-system-x86 gemu-utils




Keeping the System Up to Date

= OS updates, also known as patches, are released periodically by OS companies to
address any known vulnerabilities in their operating systems.

= Modern operating systems will alert the user when updates are available for download
and installation, but the user can check for updates at any time.

= The following table compares Arch Linux and Debian/Ubuntu Linux distribution
commands to perform package system basic operations.

Install a package by name pacman -S apt install
Remove a package by name pacman -Rs apt remove
Update a local package pacman -Syy apt-get update

Upgrade all currently installed packages pacman -Syu apt-get upgrade



Keeping the System Up to Date (Contd.)

= A Linux GUI can also
be used to manually
check and install
updates.

® software updater
A Applications

Software Updater

= In Ubuntu for example,
to install updates you
would click Dash
Search Box, type
software updater, and
then click the Software
Updater icon.
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Processes and Forks

= A process is a running instance of a computer program.

= Forking is a method that the kernel uses to allow a process to create a
copy of itself.

= Processes need a way to create new processes in multitasking operating
systems. The fork operation is the only way of doing so in Linux.

= When a process calls a fork, the caller process becomes the parent
process and the newly created process becomes its child.

= After the fork, the processes are, to some extent, independent processes.
They have different process IDs but run the same program code.



Processes and Forks (Contd.)

= The following table lists three commands that are used to manage

PS *

top

Kill

Used to list the processes running on the computer at the time it is invoked.
It can be instructed to display running processes that belong to the current user or other
users.

Used to list running processes, but unlike ps, top keeps displaying running processes
dynamically.
Press g to exit top.

Used to modify the behavior of a specific process.

Depending on the parameters, kill will remove, restart, or pause a process.
In many cases, the user will run ps or top before running kill.

This is done so the user can learn the PID of a process before running kill.



Processes and Forks (Contd.)

= The command output
shows
the output of
the top command on a
Linux computer.

[analyst@secOps ~]$% top

top - 11:29:16 up © min, 1 user, load average: 1.89, ©.31, 8.11

Tasks: 119 total, 1 running, 118 sleeping, © stopped, @ zombie

%Cpu(s 5.4us, 2.8s5y, 8.8 ni, 87.4 id, 2.7 wa, 1.4 hi, 1.8 si, 8.8 st

MiB Mem : 982.8 total, 67.9 free, 765.8 used, 149.1 buff/cache

MiB Swap: 8.8 total, 8.8 free, 8.9 used. 39.3 avail Mem
PID USER PR NI VIRT RES SHR 5 %CPU %MEM TIME+ COMMAND
729 analyst ; 6 : 61876 S 2.7 28.3 8:86.75 Web Con+
578 analyst 69 62484 2.8 21.4 8:06.99 firefox
357 root y 5 1.3 9.1 8:81.63 Xorg
461 analyst 1.3 2.1 8:80.67 xfced-p+
121 root : ) 85 6.7 0.8 90:00.43 kswapdd
1 root : e 174376 4196 . 8.4 ©:00.66 systemd

204 root : 8 245836 11876 . 1.2 9:080.34 python2+
539 analyst 8 150824 660 8.1 ©:80.082 VBoxCli+

208 analyst 8 477768 18968 5 : 1.9 0:80.30 xfced-t+

2 root : ) .8 :80.088 kthreadd
root :80.80 rcu_gp
80.88 rcu_par+
80.088 kworker+
80.088 kworker+
88.080 kworker+
:00.08 mm_perc+
180.82 ksoftir+

i

root
root
root
root
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root
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L= T~ O~ R~ O~ N~ <~ <~
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0

9 root
[analyst@secOps ~]%



Malware on a Linux Host

= Linux malware includes viruses, Trojan
horses, worms, and other types of
malware that can affect the operating
system.

= A common Linux attack vector is its
services and processes.

= The command output shows an attacker
using the Telnet command to probe the
nature and version of a web server (port
80).

= The attacker has learned that the server
IS running nginx version 1.12.0. The next
step would be to research known
vulnerabilities in the nginx 1.12.0 code.

analyst@secOps ~]% telnet 289.165.200.224 858
Trying 289.165.2808.224. ..

Connected to 289.165.288.224.

Escape character is “~]*.

<type anything to force an HTTP error response>
HTTP/1.1 488 Bad Reguest

Server: nginx/1.12.8

Date: Wed, 17 May 2817 14:27:38 GMT
Content-Type: text/html

Content-Length: 173

Connection: close

<htm1>

<head><title»488 Bad Request</title></head>
<body bgcolor="white">»

<center><hl1>486 Bad Request</hl></center>
<hr><center>nginx/1.12.8</center>

</body>»

</html >

Connection closed by foreign host.

analyst@secOps ~]%



Rootkit Check

= Arootkit is a type of malware designed to [sudo] password for analyst:
increase an unauthorized user’s privileges or ROOTDIR is </°
grant access to portions of the software that Checking “amd’... not found
should not normally be allowed. hecking "basename” ... not infected

"biff*... mot found
"chfn? ... not infected
"chsh”" ... mot infected
"cron” ... not infected
"crontab’ ... mot infected
"*date” ... not infected
"du” ... not infected
"*dirname” ... not infected
"echo” ... not infected
"egrep”’ ... not infected
"enwv"'— not infected

"find" ... mot infected
*fingerd® ... not found
"gpm”° . .. not found

lml [l

= Arootkit is destructive as it changes kernel
code and its modules, changing the most
fundamental operations of the OS itself.

0060 0n

= Rootkit detection methods include booting the
computer from a trusted media.

[ I
= = s = gl = s N D = = = = = = = = = = =

= Rootkit removal can be complicated. Re-
installation of the operating system is the only
real solution to the problem.

o000 n

"grep” ... not infected
"hdparm”® ... not infected
"su' ... not infected
"ifconfig” ... not infected
"inetd”? ... not tested
"inetdconf”® ... not found

= chkrootkit is a popular Linux-based program
designed to check the computer for known
rootkits.

006000

= The command output shows the output
of chkrootkit on an Ubuntu Linux.



Piping Commands

= Although command line tools are usually
designed to perform a specific, well-
defined task, many commands can be
combined to perform more complex tasks
by a technique known as piping.

Piping consists of chaining commands
together, feeding the output of one
command into the input of another.

The two commands, 1s and grep, can be
piped together to filter out the output

of 1s. This is shown in the output of

the 1s -1 | grep host command and
thels -1 | grep file command.

[analyst@secOps ~]§ 1s -1
total 40

druxr-xr-x 2 analyst analyst
druxr-xr-x 3 analyst analyst
-ru-r--r-- 1 analyst analyst
-ru-r--r-- 1 analyst analyst
-ru-r--r-- 1 analyst analyst
druxr-xr-x 9 analyst analyst
-ru-r--r-- 1 analyst analyst
-ru-r--r-- 1 analyst analyst
druxr-xr-x 2 analyst analyst
-ru-r--r-- 1 analyst analyst
[analyst@secOps ~]%

46896 Mar 22 2818 Desktop
4896 April 2 14:44 Downloads
9 May 28 18:51 hostfilel.txt
9 May 28 18:51 hostfile2.txt
9 May 20 18:52 hostfile3.txt
40896 Jul 19 2018 lab.support.files
19 May 2@ 1@:53 mytest.com
228844 May 20 18:54 rkhunter-1.4.6-1-any.pkg.tar.xz
4896 Mar 21 2018 second_drive
257 May 20 1@8:52 space.txt

[analyst@secOps ~]$ 1s -1 | grep host

-ru-r--r-- 1 analyst analyst
-ru-r--r-- 1 analyst analyst
-ru-r--r-- 1 analyst analyst
[analyst@secOps ~]%

9 May 20 18:51 hostfilel.txt
9 May 28 18:51 hostfile2.txt
9 May 28 18:52 hostfile3.txt

[analyst@secOps ~]$ 1s -1 | grep file

-ru-r--r-- 1 analyst analyst
-ru-r--r-- 1 analyst analyst
-ru-r--r-- 1 analyst analyst

druxr-xr-x 9 analyst analyst
[analyst@secOps ~]%

9 May 28 18:51 hostfilel.txt

9 May 28 18:51 hostfile2.txt

9 May 20 18:52 hostfile3.txt
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Video Demonstration - Applications,
Rootkits, and Piping

= Watch the video to view a demonstration of installing and updating
applications, checking for a rootkit, and using piping commands.

Video - Applications Rootkits, and Piping Commands

This video will cover the following:
- Installing software with pacman in Arch Linux
- Installing software with aptfge.tij"ﬁgbuﬁtu Linux

- Running the application chigaaii
- Examining syslog logs and filtering the output with grep



Thank you! Questions?

2 is Viadimir Vesely
updated: 2024-02-11


https://www.fit.vutbr.cz/research/groups/nes@fit

