Module 5:Network Protocols

Instructor Materials




Module Objectives

Module Title: Network Protocols

Module Objective: Explain how protocols enable network operations.

Explain the basic operation of data networked communications.
Explain how protocols enable network operations.
Explain how data encapsulation allows data to be transported across the network.




5.1 Network Communications Process




Networks of Many Sizes

- Small Home networks: Small home
networks connect a few computers to each
other and to the internet.

- Small Office and Home Office (SOHO)
networks: The SOHO network allows a
home office or a remote office to connect to a
corporate network, or access centralized,
shared resources.

« Medium to Large networks: These are used
by corporations and schools and can have
many locations with hundreds or thousands
of interconnected hosts.

- World Wide networks: The internet is a
network of networks that connects hundreds
of millions of computers world-wide.




Client-Server Communications

- All computers that are connected to a network
and that participate directly in network ® @ File Client
communication are classified as hosts. Hosts "
are also called end devices, endpoints, or
nodes.

Web Client File Server

- Servers are simply computers with specialized
software that enables servers to provide
information to other end devices on the
network.

- A server can be single-purpose, providing only
one service, such as web pages or it can be
multipurpose, providing a variety of services Email Client H Web Server

Email Server

such as web pages, email, and file transfers.

- Client computers have software installed that
enables them to request and display the
information obtained from the server. A single
computer can run multiple types of client
software.



Tracing the Path (Contd.)

= A combination of copper and fiber-optic
cables that go over land and under the ocean
carry data traffic. These connections connect
telecommunications facilities and ISPs
distributed throughout the world.

= Global Tier 1 and Tier 2 ISPs connect
portions of the internet together, usually
through an Internet Exchange Point (IXP).

= Larger networks connect to Tier 2 networks
through a Point of Presence (PoP), which is
usually a location in the building where
physical connections to the ISP are made.
The Tier 3 ISPs connect homes and
businesses to the internet.

Int t Users
(business, customers, etc.)

Tier 1 Networks

Tier 2 ISP
=><



https://www.submarinecablemap.com/

5.2 Communications Protocols




What are Protocols?

= Simply having a connection between end devices is not
enough to enable communication. For communication to
occur, devices must know “how” to communicate.

= Communication is governed by rules called protocols.

= These protocols are specific to the type of communication
method occurring.

= Network protocols specify many features of network
communication.

= Network protocols provide the means for computers to
communicate on networks.

= Network protocols dictate the message encoding,
formatting, encapsulation, size, timing, and delivery
options.

= Networking protocols define a common format and set of
rules for exchanging messages between devices.

= Some common networking protocols are Hypertext
Transfer Protocol (HTTP), Transmission Control Protocol
(TCP), and Internet Protocol (IP).

Message
Encoding

Message
Formatting and

Message Delivery
o Encapsulation

ptions

Protocols

Message Timing

N4

Message Size




Network Protocols (Contd.)

Message Structure specifies how the

: Path Shari ifies th
message is formatted or structured. ath Sharing specifies the process by

which networking devices share information
about pathways with other networks.

Let us all agree that if one of our pathways is down, we will notify
‘ all connected devices.

| will send this message across | can forward this message | can accept this message
the network using an IPv4 because | understand the IPv4 because | understand IPv4.

header. header. Path A is down.




Network Protocols (Contd.)

Information Sharing specifies how and when Session Management manages the setup
error and system messages are passed and termination of data transfer sessions.
between devices.

| would like to set up a virtual
connection with you so we can
exchange information.

| agree. We can now send and
receive information between us.

Error 1002: Path B is slow. |

B

Error 1001 Path A is down. |




The TCP/IP Protocol Suite

= TCP/IP Is the protocol suite used
by the internet and the networks of

today. }
= TCP/IP has two important aspepts o -
for vendors and manufacturers: — =

* Open standard protocol suite - This
means it is freely available to the
public and can be used by any

>. TCPAIP Protocols

vendor on their hardware or in their e m e
software. e m == =3 =3
- Standards-based protocol suite - m, — |G @L — »
This means it has been endorsed Neworkpccess ([ B
- [ RN e =

by the networking industry and

approved by a standards
organization.



The TCP/IP Protocol Suite (Contd.)

Host Config

DHCPv4 (Dynamic Host Configuration Protocol for IPv4) Dynamically assigns IPv4 addressing information to DHCPv4
clients at start-up and allows the addresses to be re-used
when no longer needed.

DNS (Domain Name System) Translates domain names into IP addresses.

DHCPv6 (Dynamic Host Configuration Protocol for IPv6) It is similar to DHCPv4. Dynamically assigns IPv6 addressing
information to DHCPVG6 clients at start-up.

SLAAC (Stateless Address Autoconfiguration) A method that allows a device to obtain its IPv6 addressing

information without using a DHCPV6 server.



The TCP/IP Protocol Suite (Contd.)

Email

SMTP (Simple Mail Transfer Protocol)

POP3 (Post Office Protocol version 3)

IMAP (Internet Message Access Protocol)

File Transfer

Enables clients to send email to a mail server and enables servers to send
email to other servers.

Enables clients to retrieve email from a mail server and download the email
to the client's local mail application.

Enables clients to access email stored on a mail server as well as
maintaining email on the server.

FTP (File Transfer Protocol)

SFTP (SSH File Transfer Protocol)

TFTP (Trivial File Transfer Protocol)

Sets the rules that enable a user on one host to access and transfer files to
and from another host over a network.

Used to establish a secure file transfer session in which the file transfer is
encrypted.

A simple and connectionless protocol with best-effort, unrecognized file
delivery.



The TCP/IP Protocol Suite (Contd.)

Web and Web Service

HTTP (Hypertext Transfer Protocol) A set of rules for exchanging text, graphic images, sound, video,
and other multimedia files on the World Wide Web.

HTTPS (HTTP Secure) A secure form of HTTP that encrypts the data that is exchanged
over the World Wide Web.

REST (Representational State Transfer) A web service that uses application programming interfaces
(APIs) and HTTP requests to create web applications



The TCP/IP Protocol Suite (Contd.)

= Transport Layer

« Connection-Oriented - TCP (Transmission Control Protocol): Enables
reliable communication between processes running on separate hosts
and provides reliable transmissions that confirm successful delivery.

« Connectionless - UDP (User Datagram Protocol): Enables a process
running on one host to send packets to a process running on another
host.



The TCP/IP Protocol Suite (Contd.)

Internet Layer

Internet Protocol

IPv4 (Internet Protocol version 4) Receives message segments from the transport layer, packages messages
into packets, and addresses packets for end-to-end delivery over a
network. IPv4 uses a 32-bit address.

IPv6 (IP version 6) Similar to IPv4 but uses a 128-bit address.

NAT (Network Address Translation) Translates IPv4 addresses from a private network into globally unique
public IPv4 addresses.



The TCP/IP Protocol Suite (Contd.)

Messaging

ICMPv4 (Internet Control Message Protocol for  Provides feedback from a destination host to a source host about errors in

IPv4) packet delivery.
ICMPV6 (ICMP for IPv6) Similar functionality to ICMPv4 but is used for IPv6 packets.
ICMPv6 ND (ICMPv6 Neighbor Discovery) Includes four protocol messages that are used for address resolution and

duplicate address detection.

Routing Protocols

OSPF (Open Shortest Path First) Link-state routing protocol that uses a hierarchical design based on areas.
OSPF is an open standard interior routing protocol.

EIGRP (Enhanced Interior Gateway Routing A Cisco proprietary routing protocol that uses a composite metric based on
Protocol) bandwidth, delay, load and reliability.
BGP (Border Gateway Protocol) An open standard exterior gateway routing protocol used between Internet

Service Providers (ISPs).



The TCP/IP Protocol Suite (Contd.)

Network Access Layer

- Address Resolution - ARP (Address Resolution Protocol): Provides dynamic address
mapping between an IPv4 address and a hardware address.

- Data Link Protocols -

» Ethernet: Defines the rules for wiring and signaling standards of the network access layer.

 WLAN (Wireless Local Area Network): Defines the rules for wireless signaling across the
2.4 GHz and 5 GHz radio frequencies.



Message Formatting and Encapsulation (Contd.)

Analogy: S ©

- When sending a letter, correct format
is required. An envelope has the
address of the sender and receiver,

Recipient Sender Salutation Recipient Content of Sender End of

each located at the proper place on |[&m= |2 | |[Eee B B2 | e
address address indicator) data) indicator)

the envelope.

® The process Of pla_-CIr]g One message Envelope Addressing Encapsulated Letter
format (the letter) inside another

message format (the envelope) is = ol R
called encapsulation. o

- De-encapsulation occurs when the
process Is reversed by the recipient
and the letter is removed from the
envelope.




Message Formatting and Encapsulation (Contd.)

Network:

- Similar to sending a letter, a message that Byte 2 ‘
IS sent over a computer network follows - > | <€ > | >

specific format rules for it to be delivered A
- Internet Protocol (IP) is a protocol with a

similar function to the envelope example. Source IP Address

Byte 1 Byte 3d

40 Bytes

- IP is responsible for sending a message
from the message source to destination
over one or more networks. Destination IP Address




Message Size

Network:

« Encoding between hosts must be in an
appropriate format for the medium.

- Messages sent across the network are first
converted into bits by the sending host

- Each bit is encoded into a pattern of
sounds, light waves, or electrical impulses
depending on the network media over which
the bits are transmitted.

- The destination host receives and decodes
the signals to interpret the message. b  oaE———




Message Timing

Message timing includes the following:

Sorry? | did not -
understand you. Sorry? | did not
understand you.

- Flow Control - Flow control defines how

much information can be sent and the
speed at which it can be delivered.

- Response Timeout - Hosts on the network
use network protocols that specify how long
to wait for responses and what action to
take if a response timeout occurs.

- Access method - This determines when
someone can send a message. When a

device wants to transmit on a wireless LAN, T ——

it is necessary for the WLAN NIC to
determine whether the wireless medium is
available.



Unicast, Multicast, and Broadcast

A message can be delivered in different ways. Hosts on a network various delivery options to
communicate. The different methods of communication are called as unicast, multicast, and broadcast.

Unicast: A one-to-one
delivery option means
there is only a single
destination for the
message.

Multicast: When a host
needs to send

messages using a one-
to many delivery option.

Source: 172.16.4.1/24
Destination: 172.16.4.253/24

224.10.10.524

Broadcast: If all hosts on the
network need to receive the
message at the same time, a
broadcast may be used.
Broadcasting represents a one-to-
all message delivery option.

Limited Broadcast :

Source: 172.16.4.1/24
Destination: 255.255.255.255

&
PETS N

172.16.4.253124

]
172.164.2124 172,164,524

)‘_




The Benefits of Using a Layered Model

= A layered model is used to modularize

A networking model is only a

the Operatlons Of a network Into representation of a network operation

The model is not the actual network.

manageable layers. These are the
benefits of using a layered model:

= Assisting in protocol design

m Fostering Competition 05l Model TCP/IP Protocol Suite TCP/IP Model
= Preventing technology or capability P poptcaton
changes | |

= Providing a common language

TCP, UDP

1Pv4, IPv6,
ICMPv4, ICMPv6

|

|

= Two layered models that are used to |
describe network operations are:

= Open System Interconnection (OSI)
Reference Model

= TCP/IP Reference Model

Ethernet, WLAN, SOMET, SDH Network Access

|




The OSI Reference Model (Contd.)

7 - Application

6 - Presentation

5 - Session

4 - Transport

3 - Network

2 - Data Link

1 - Physical

Contains protocols used for process-to-process communications
Provides representation of the data transferred between application layer services

Provides services to the presentation layer to organize its dialogue and to manage data
exchange

Defines services to segment, transfer, and reassemble the data for individual
communications between the end devices

Provides services to exchange the individual pieces of data over the network

Describe methods for exchanging data frames between devices over a common media

Describe the mechanical, electrical, functional, and procedural means to activate,
maintain, and de-activate physical connections for a bit transmission between devices



The TCP/IP Protocol Model

- The TCP/IP protocol model is also referred to as the internet model.

- It describes the functions that occur at each layer of protocols within the TCP/IP suite. TCP/IP
is also used as a reference model.

4 - Application Represents data to the user, plus encoding and dialog control
Supports communication between various devices across

3 - Transport -
diverse networks

2 - Internet Determines the best path through the network
Controls the hardware devices and media that make up the

1 - Network Access

network



5.3 Data Encapsulation




Segmenting Messages

- If large streams of data is sent across a
network, it would result in delays. If any link
in the interconnected network failed during

the transmission, it will result in lost of Application | emdata
complete message. v |
U F TCF t
- Segmentation is the process of dividing a os | ) S]] ]
stream of data into smaller units for packel P o
. . L atagrams
transmissions over the network. __capture 7 | () (2 J (s J [+ ][ s ]
Metwark Driver 1
. . TTTThe ™ Ethernet . .
- Segmentation is necessary as networks use femet e
} (] (T2 (s (T (TS

the TCP/IP protocol to send data in
individual IP packets. Each packet is sent
separately and the packets containing
segments for the same destination can be
sent over different paths.



Multiplexing Messages (Contd.)

= Increases speed - As a large data
stream is segmented into packets,
more data can be sent over the
network without tying up a E_
communications link. This allows

Input lines

many different conversations to be
interleaved on the network called
multiplexing.

Output line

= Increases efficiency - If a single
segment fails to reach its
destination, only that segment
needs to be retransmitted instead
of resending the entire data
stream.




Sequencing

- While transmitting messages using
segmentation and multiplexing, there is a
possibility of data to reach the destination in
a collapsed order.

- Each segment of the message must go
through a sequencing process to ensure
that it gets to the correct destination and
can be reassembled similar to the content
of the original message.

- TCP is responsible for sequencing the
individual segments

Multiple pieces are labeled for easy direction and
re-assembly.

{

S

"Labeling provides for ordering and assembling the
pieces when they arrive.

ﬂ




Protocol Data Units (Contd.)

= The form that a piece of data takes at any layeris | -4 (essng doom e o)
called a Protocol Data Unit (PDU). ‘
Email Data

= During encapsulation, each succeeding layer
encapsulates the PDU that it receives from the.
Iayeé above in accordance with the protocol being
used.

Segment

header Data
ﬂ
header header
- Data - The general term for the PDU used at the

« The PDUs for each form of data are:

application layer

« Segment - Transport layer PDU

* Note: If the Transport header is TCP, then itis a
segment. If the Transport header is UDP thenitis a
datagram.

« Packet - Network layer PDU

Frame
(medium
dependent) v

CD

Frame Network | Transport Frame
header header header Data trailer

1100010101000101100101001010101001

* Frame - Data Link layer PDU

 Bits - Physical layer PDU used when physically
transmitting data over the medium



Three Addresses

= Network protocols require addresses to
be used for network communication. Appiction

Application

Presentation

= The OSI transport, network, and data link Presentation
layers use addressing in some form.

* The transport layer uses protocol
addresses in the form of port numbers to s
identify network applications.

* The network layer specifies addresses
that identify the networks that clients and Data Link Shysioa acress
servers are attached to.

« Data link layer specifies the devices on

Session

sl

Y

Transport

protocol address

|

i

Network

network host address

|

|

Physical Physical

({1

the local LAN that should handle data 010011100100011
frames.

= All three addresses are required for

|

bits as electrical or radio frequency signals "

client-server communication.



Encapsulation Example

- When messages are being sent on a

network, the encapsulation process works (o
from top to bottom. et SS——| 7= A | —
- At each layer, the upper layer information is , TGPIUDP Message
considered data within the encapsulated 2 e | e Il PO | i
protocol. For example, the TCP segment is | -
considered data within the IP packet. , P Datagram v
, _ . o p— L e | Al
- This process is reversed at the receiving o Hosir | Honir | atr |(Aplestor) Ot | -~ A0
host and is known as de-encapsulation. R—— .
- De-encapsulation is the process used by a g ol o s PR e e e e o
receiving device to remove one or more of

the protocol headers.

- The data is de-encapsulated as it moves up
the stack toward the end-user application.



Lab - Introduction to Wireshark

Wireshark is a software protocol analyzer, or "packet sniffer" application, used for network
troubleshooting, analysis, software and protocol development, and education.

In this lab, you will use Wireshark to capture and analyze network traffic.

M npgdemo.peapng — O *
File Edit Wiew Go Capture Analyze Statistics Telephony Wireless Tools Help
4n[]e res=FoE[Eaaan
W | App! Zz:ua-_.-ﬁlter < Chrl-f = | v] Expression...  +
No. Time Source Destination Protocol  Length Info ~
i 52 1.483933 16.2.12.1 224.9.0.5 05PF 138 Hello Packet —
| 53 1.515328 18.31.166.12 18.2.12.148 UDP 68 3389 -» 58863 Len
! 54 2.18981e 192.1.192.11 16.2.12.148@ TL5v1.2 97 Application Data
i 55 2.238756 18.21.12.148 192.1.192.11 TCP 54 5199@ » 852 [ACK] Seg=1 A o
< >

Frame 53: 6@ bytes on wire (480 bits), €@ bytes captured (482 bits) on interface @

Ethernet II, Src: Cisco ff:fd:9@ (#8:08:fd:ff:e3:98), Dst: Microsof 27:83:b6 (94:9a:83:27:a9:b6)

Internet Protocol Version 4, Src: 19.166.31.215, Dst: 18.1.12.215

User Datagram Protocol, Src Port: 3389, Dst Port: 58863

Data (12 bytes)

94 93 a2 9a 83 b6 @8 @@ e3 ff fd 90 45 @0 08 20 I E-

2210 @8 28 2b 28 @0 @0 11 7f ce 38 @a d7 ®a a6 1f d7 [C LR B
2820 @c 8c 8d 8c e5 ef 14 82 bf ab ECIGEEIEE - - - - [
ee3a @0 60 ©P 0B 0D 0O B -
O 4 Ready to load or capture Packets: 1257 * Displayed: 1257 (100.0%) - Dropped: 0 (0.0%:) || Profile: Default




Thank you! Questions?

2 is Viadimir Vesely
updated: 2024-02-16


https://www.fit.vutbr.cz/research/groups/nes@fit

Module 6:
Ethernet and IP

Instructor Materials




Module Objectives
Module Title: Ethernet and IP Protocol

Module Objective: Explain how the Ethernet and IP protocols support network communication.

Topic Title Topic Objective

Ethernet Explain how Ethernet supports network communication.

IPv4 Explain how the IPv4 protocol supports network communications.
IP Addressing Basics Explain how IP addresses enable network communication.
Types of IPv4 Addresses Explain the types of IPv4 addresses that enable network communication.

The Default Gateway Explain how the default gateway enables network communication.

IPv6 Explain how the IPv6 protocol supports network communications.



6.1 Ethernet




Ethernet Encapsulation

Unlike wireless, Ethernet uses wired
communications, including twisted
pair, fiber-optic links, and coaxial
cables.

Ethernet operates in the data link
layer and physical layer.

It is a family of networking
technologies defined in the IEEE
802.2 and 802.3 standards.

Ethernet supports data bandwidths
from 10 Mbps to 100,000 Mbps (100
Gbps)

As seen in the figure, Ethernet
standards define both the Layer 2
protocols and the Layer 1
technologies.

LLC 802.2

MAC

Data Link

- 802.3
Physical ‘

Ethernet and the OSI Model

Ethernet



Ethernet Frame Fields

= The minimum Ethernet frame size is 64 bytes and the maximum is 1518 bytes. This
includes all bytes from the destination MAC address field through the Frame Check
Sequence (FCS) field.

= Any frame less than 64 bytes in length is considered a “collision fragment” or “runt
frame” and is automatically discarded by receiving stations. Frames with more than
1500 bytes of data are considered “jumbo” or “baby giant frames”.

64-1518 bytes

2 bytes 46-1500 bytes 4 bytes

Preamble and Destination MAC Source MAC Type / Length

SFD Address Address

Ethernet Frame Fields



Ethernet Frame Fields

= The Ethernet fields and their description is as follows:

Preamble and Start Frame
Delimiter

Destination MAC Address

Source MAC Address
Type / Length
Data Field

Frame Check Sequence

Used for synchronization between the sending and receiving devices.

It is the identifier for the intended recipient. This address is used by Layer 2 to
assist devices in determining if a frame is addressed to them. The address in
the frame is compared to the MAC address in the device.

Identifies the originating NIC or interface of the frame.
Identifies the upper layer protocol encapsulated in the Ethernet frame.
Contains the encapsulated data from a higher layer, an IPv4 packet.

Used to detect errors in a frame using Cyclic Redundancy Check (CRC).



MAC Address Format

= An Ethernet MAC Decimal Binery Hexadecima
address is a 48-bit
binary value expressed
as 12 hexadecimal
digits.

D)

8
8

With Dashes 00-60-2F-3A-07-BC

= Hexadecimal digits uses
numbers 0 to 9 and the
letters Ato F.

With Colons 00:60:2F:3A:07:BC

= Hexadecimal is
commonly used to
represent binary data.

| oo |
| | |
T

N (Y

With Periods 0060.2F3A.07BC

= All data that travels on Decimal and Binary Equivalents of O Different

the network is to F Hexadecimal :
encapsulated in Ethernet Representations of
frames. MAC Addresses



6.2 IPv4




The Network Layer

= The network layer provides services to allow
end devices to exchange data across
networks.

IPv4 and IPv6 are the principle network layer
communication protocols.

Open Shortest Path First (OSPF) and Internet
Control Message Protocol (ICMP) are other
network layer protocols.

= Basic operations of network layer protocol:

Addressing end devices - Configured with a
unique IP address for identification

Encapsulation - Encapsulates the Protocol Data
Unit (PDU) from the transport layer into a
packet.

Routing - Select the best path and direct
packets towards destination host.

De-encapsulation — Performed by the
destination host.

* Internet Protocol version 4 (IPv4)
‘ * Internet Protocol version 6 (IPvB)

Network Layer Protocol



IP Encapsulation

IP encapsulates the transport layer segment or
other data by adding an IP header.

IP Header is used to deliver the packet to the
destination host. It is examined by Layer 3
devices.

Transport Layer Encapsulation

The process of encapsulating data layer by
layer enables the services at the different
layers to develop and scale without affecting
the other layers.

IP addressing information remains the same

from the time the packet leaves the source

host until it arrives at the destination host, Network Layer Encapsuaton
except when translated by the device

]E)erforming Network Address Translation (NAT)

or IPv4.

The encapsulated transport layer PDU or other
data, remains unchanged during the network
layer processes.

o _

e

Network Layer PDU

IP Packet



Characteristics of IP

= |P was designed as a protocol with low overhead.

= |P provides the functions that are necessary to deliver a packet
from a source to a destination over an interconnected system of
networks.

= The basic characteristics of IP are as follows:

 Connectionless - There is no connection with the destination
established before sending data packets.

- Best Effort - IP is inherently unreliable because packet delivery is not
guaranteed.

- Media Independent - Operation is independent of the medium (for
example, copper, fiber-optic, or wireless) carrying the data.



Connectionless

Mail box

Connectionless - Analogy s
L Letter

B

Letter

- There is no dedicated end-to-end
connection created by IP before data is
sent.

A letter is sent.

- Connectionless communication is
conceptually similar to sending a letter to
someone without notifying the recipient in

advance.

[ Segment
Connectionless - Network ‘Q ‘Q
- IP requires no initial exchange of control » »

information to establish an end-to-end A packet is sent.

connection before packets are forwarded.

Connectionless - Analogy

Connectionless - Network



Best Effort

= As an unreliable network
layer protocol, IP protocol
does not guarantee that all
the sent packets will be
received.

= Other protocols manage
the process of tracking
packets and ensuring their
delivery.

= The figure illustrates the
unreliable or best-effort
delivery characteristic of
the IP protocol.

Ds’—’

™

|P Packet

"\

IP_Packet

IP._Packet

Packets are routed through the

network quickly

IP Packet

IP Packet

Some Packets may be lost en
route



Media Independent

IP operates independently of the media that
carry the data at lower layers of the protocol
stack.

IP packets can be communicated as electronic
signals over copper cable, as optical signals

over fiber, or wirelessly as radio signals. Copper Serial
The OSI data link layer is responsible for Copper Etheret
taking an IP packet and preparing it for ppaciel
transmission over the communications
medium.

The maximum size of the PDU that each
medium can transport is referred to as the
Maximum Transmission Unit (MTU).

The data link layer passes the MTU value up
to the network layer. Later, the network layer
determines the size of the large packets.

Optical Fiber

1P Packet

Copper Ethernet

Wireless




IPv4 Packet Header

= |Pv4 is one of the primary network layer communication protocols.

= The IPv4 packet header is used to ensure that this packet is
delivered to its next stop on the way to its destination end device.

= An IPv4 packet header consists of fields containing important
Information about the packet.

= These fields contain binary numbers which are examined by the
Layer 3 process.



IPv4 Packet Header Fields

= The significant fields in the Byt 1 wz | e | mes
IPv4 header include the  pug = “ — —
following: -

DiffServ (DS)
* Protocol _v
. Source IPv4 Address - -

* Destination IPv4 Address




6.3 IP Addressing Basics




Network and Host Portions

= An IPv4 address is a 32-bit hierarchical address that is made up of a network portion and a host
portion.

= The bits within the network portion of the address must be identical for all devices that are in the
same network.

= The bits within the host portion of the address must be unique to identify a specific host within a
network.

= |f two hosts have the same bit-pattern in the specified network portion of the 32-bit stream, then
those two hosts will reside in the same network.

Network Portion Host Portion

192 . 168 . 10

11000000 10101000 00001010 00001010

IPv4d Address
. 10




The Subnet Mask

To assign IPv4 address to a host requires the
following:

« IPv4 address - Unigue IPv4 address of the
host.

« Subnet mask- Used to identify the
network/host portion.

Note: A default gateway IPv4 address is required
to reach remote networks and DNS server IPv4
addresses are required to translate domain
names to IPv4 addresses.

= Subnet Mask

«  When an IPv4 address is assigned to a
device, the subnet mask is used to determine
the network address of the device.

- Subnet mask is a consecutive sequence of 1
bits followed by a consecutive sequence of 0
bits.

Subnet Mask

-
Internet Protocol Version 4 (TCP/IPv4) Properties

==

General

administrator for the appropriate IP settings.

() Obtain an IP address automatically

(@ Use the following IP address:

Obtain DNS server address automatically
@ Use the following DNS server addresses

Preferred DNS server:

Alternate DNS server:

| validate settings upon exit

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network

1P address: 192 .168 . 10 . 10
Subnet mask: 255.255.255. 0
Default gateway: 192 .168 .10 . 1

‘Adunced...-
OK J Cancel
|
255 . 255 . 255 : 0
11111111 "I 11111111 : 00000000
—
|



The Subnet Mask (Contd.)

- To identify the network and host
portions of an IPv4 address, the
subnet mask is compared to the  pys address
IPv4 address bit for bit, from left
to right as shown in the figure.

Network Portion Host Portion

192 . 168 . 10

11000000 10101000 00001010

« The subnet mask does not Subnet Mask
actually contain the network or = ™
host portion of an IPv4 address. 11111111 11111111 11111111

- The actual process used to
identify the network portion and

host portion is called ANDing. Associating an IPv4 Address with its Subnet Mask



The Prefix Length

= The prefix length is the number of bits set to 1 in the subnet mask.

= [t is written in “slash notation”, which is noted by a forward slash (/)
followed by the number of bits set to 1.

= When representing an IPv4 address using a prefix length, the IPv4
address is written followed by the prefix length with no spaces.

= Note: A network address is also referred to as a prefix or network prefix.
Therefore, the prefix length is the number of 1 bits in the subnet mask.

= When representing an IPv4 address using a prefix length, the IPv4
address is written followed by the prefix length with no spaces. For
example, 192.168.10.10 255.255.255.0 would be written as
192.168.10.10/24.



IP Addressing Basics

The Prefix Length (Contd.)

The first column lists the subnet masks that can be used with a host address. The second column
displays the converted 32-bit binary address. The last column displays the resulting prefix length.

Subnet Mask 32-bit Address Prefix Length

255.0.0.0 11111111.00000000.00000000.00000000 /18

255.255.0.0 117111111.11111111.00000000.00000000 /16
255.255.255.0 11111111.111171111.11111111.00000000 124
255.255.255.128 11111111.11111111.11111111.10000000 /125
255.255.255.192 111117111.11171171.111171111.11000000 126
255.255.255.224 11111111.111171111.117111111.11100000 127
255.255.255.240 11111111.1121112121.111121111.11110000 128
255.255.255.248 11111111.11271212.1171211711.11111000 129

255.255.255.252 11111111.11111171.112121121.112112100 /130




Determining the Network: Logical AND

= Alogical AND is one of three Boolean operations used in Boolean or digital logic.

The AND operation is used in determining the network address.

Logical AND is the comparison of two bits that produce the results as shown below

= 1IAND1=1
= OAND1=0
= 1IANDO=0
= OANDO=0

To identify the network address of an IPv4 host, the IPv4 address is logically ANDed, bit
by bit, with the subnet mask.

Note: In digital logic, 1 represents True and O represents False. When using an AND
operation, both input values must be True (1) for the result to be True (1).



Determining the Network: Logical AND (Contd.)

- To illustrate how AND is used to discover a
network address, consider a host with
IPv4 address 192.168.10.10 and subnet
mask of 255.255.255.0, as shown in the
figure:

- IPv4 host address (192.168.10.10) - The
IPv4 address of the host in dotted decimal
and binary formats.

- Subnet mask (255.255.255.0) - The
subnet mask of the host in dotted decimal
and binary formats.

- Network address (192.168.10.0) - The
logical AND operation between the IPv4
address and subnet mask results in an
IPv4 network address shown in dotted
decimal and binary formats.

IPv4 host
address

AND —

Subnet Mask

192

100 0000

255

1111111

168 . 10

1010 1000 ‘ ‘ 0000 1010

255 ; 255

11111111 ‘ ‘1111 1111

10

‘ 0000 1010 ‘

0

0000 0000

IPvd
network Equals
address

-

192

=3 | 11100 0000

168 . 10

1010 1000

|
| 0000 1010

0

0000 0000




Subnetting: Example

= https://www.networkacademy.io/ccna/ip-subnetting/what-is-
subnetting

e A company owns
a block of 256 IP

address 37.1.1.0/24 (256 address;
' >

I
0.0.0.0 37.1.1.0 37.1.1.255 255.255,255.255
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Subnetting: Example

e The company needs to
address four offices
with 50 users each

==

Office-1
50 users

Office-2
50 users

Office-3
50 users

Office-4
50 users
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Subnetting: Example

256 addresses

37.1.1.0

I
Subnetting

v

L
T
37.1.1.255

addresses| addresses| addresses| addresses

37.1.1.0

37.1.1.255

Office-1

Office-2

Office-3

Office-4

>
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Subnetting: Example

We work with
We cannot touch the the host bits to

original network portion do subnetting

I I
4 N \

. Network 24 bits a Host 8 bits

37.1.1.0/24] 00100101.00000001.0000000: g lsLels Lol Lo 10]

Network Host

-

/24 defines that
the first 24 bits |

are the network .
portion Subnetting

Converting host bits
network bits

v

. Network ﬂSubnetl Host

The subnet has new network mask =
(original network bits + subnet bits)
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Subnetting: Example

Network 24 bits ﬂ Host 8 bits

% I I 0/24 00100101.00000001.00000001 o lololelolololo]

oo i

Subnetting 2
. - 2%) = 4 subnets
Subnets 27\2/% Converting original host ,,( ) (25-2) = 62
new mas i i J L(2°-2) =
(network bits + bits to network bits .-~/ hosts per subnet
subnet bits) + Subnet Host
Network 24 bits 2 bits 6 b|ts

2 subnet bits = number
subnets created

2/ host bits - 2 = number
of hosts per subnet
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Subnetting: Example

37.1.1.0

37.1.1.0

Subnet-1
37.1.1.0/26

37.1.1.64

Subnetting

37.1.1.255

37.1.1.64/26 |37.1.1.128/26|37.1.1.192/26

37.1.1.128

37.1.1.192

37.1.1.255

Office-1
37.1.1.0/26

Office-2
37.1.1.64/26

Office-3

37.1.1.128/26

Office-4
37.1.1.192/26
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Subnetting: Execrcise

Find the subnet ID of

25.44.33.145
255 D55 255 224

(1) Convert the address and mask to binary.
25.44.33.145 = 00011001.00101100.00100001.10010001
255.255.255.224 = 11111111.11111111.11111111.111000(

Determine the network and host portions of the
address using the mask - 1s define the network portion,

Os define the host portion.

| IP Address|:|00011001.00101100.00100001.HCD0001|
| Mask1|11111111.11111111.11111111.nmm000|
\

J\ J
T

Number of Number of
network bits = 27 host bits = 5

e Determine the subnet ID by

i i First address (all
converting all host bits to 0. Zerosy is the

r_I_

| IP Address{00011001.00101100.00100001. 100000

© Convert the first address back to decimal:
- the Network Identifier is 25.44.33.128/27
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Subnetting Broadcast Domains

« In the figure, LAN 1 connects 400 users that
could each generate broadcast traffic, which
can slow down network and device
operations.

- The solution is to reduce the size of the
network to create smaller broadcast
domains in a process called subnetting.
These smaller network spaces are called
subnets.

- Subnetting reduces the overall network
traffic and improves network performance.

- Note: The terms subnet and network are
often used interchangeably. Most networks
are a subnet of some larger address block.

< Internet ?

LAN 1: 172.16.0.0/16
(400 users)

A Large Broadcast Domain

< Internet )

LAN 1: 172.16.0.0/24 LAN 2: 172.16.1.0/24
(200 users) (200 users)

Communication between Networks



Subnetting Broadcast Domains (Contd.)

= Network administrators can group devices and services into
subnets that may be determined by a variety of factors.

Location By Department

< nternet)

Human Resources
LAN 3:10.0.3.0 /24

Administration
4024 ) LAN 1:10.0.1.0 /24
G0/0 G0/3
3.0/24 )
GO/1 G0/2
2.0/24 (
Students

LAN 2:10.0.2.0 /24

1.0 /24 )

Accounting
LAN 4:10.0.4.0 /24

5 J

Device Type

< ntemet)

LAN 1:10.0.1.0 /24
(All Hosts)

LAh(I 3:10.0.3.0 /24

—

LAN 2:10.0.2.0 /24
rinters;




6.4 Types of IPv4 Addresses




IPv4 Address Classes and Default Subnet Masks

= The IPv4 addresses were based on the following classes:

* Class A (0.0.0.0/8 to 127.0.0.0/8) — Designed to support extremely large
networks with more than 16 million host addresses.

* Class B (128.0.0.0 /16 — 191.255.0.0 /16) — Designed to support
moderate to large size networks with up to approximately 65,000 host
addresses.

* Class C (192.0.0.0 /24 — 223.255.255.0 /24) — Designed to support small
networks with a maximum of 254 hosts.

= Note: There is also a Class D multicast block consisting of
224.0.0.0 to 239.0.0.0 and a Class E experimental address block
consisting of 240.0.0.0 — 255.0.0.0.



IPv4 Address Classes and Default Subnet Masks (Contd.)

= The classful system
allocated : Class A

ClassD &E
. Total Hl::-sts,!Nei: 11268,? 77,214
= 50% of the available
IPv4 addresses to =
128 C I ass A Total Networks: 16,384
Class A Total Hosts/Net: 65,534
50%

networks

= 25% of the
addresses to Class B

= Class C shared the

remaining 25% with
Class D and E. Summary of Classful Addressing

Class C

Total Networks: 2,097,152
Total Hosts/Net: 254




Reserved Private Addresses

= There are blocks of addresses called private addresses that are
used by most organizations to assign IPv4 addresses to internal
hosts.

= Private IPv4 addresses are not unigue and can be used by any
Internal network.

= Most common private address blocks:

= 10.0.0.0 /8 or 10.0.0.0 to 10.255.255.255
= 172.16.0.0 /12 or 172.16.0.0 to 172.31.255.255
= 192.168.0.0 /16 or 192.168.0.0 to 192.168.255.255

= The addresses within these address blocks are not allowed on the internet and
must be filtered by internet routers.



Reserved Private Addresses

Special address blocks

Address block #

0.0.0.0/8
10.0.0.0/8

100.64.0.0/10

127.0.0.0/8

169.254.0.0/16

172.16.0.0/12
192.0.0.0/24
192.0.2.0/24

192.88.99.0/24

192.168.0.0/16

198.18.0.0/15

198.51.100.0/24

203.0.113.0/24
224.0.0.0/4

233.252.0.0/24

240.0.0.0/4
255.255.265.255/32

Address range ®

0.0.0.0-0.255.255.255
10.0.0.0-10.255.255.255

100.64.0.0-
100.127.255.255

127.0.0.0-127.255.255.255

169.254.0.0—
169.254.255.255

172.16.0.0-172.31.255.255
192.0.0.0-192.0.0.255
192.0.2.0-192.0.2.255

192.88.99.0-192.88.99.255

192.168.0.0—
192.168.255.255

198.18.0.0-198.19.255.255

198.51.100.0-
198.51.100.255
203.0.113.0-203.0.113.255
224.0.0.0-239.255.255.255

233.252.0.0-233.252.0.255

240.0.0.0-255.255.255.254
255.255.255.255

Number of
addresses

16 777 216
16777 216

4194 304

16 777 216

65 536

1048 576
256
256

256

65 536

131072

256

256
268 435 456

256

268 435455
1

Scope ®

Software

Private network

Private network

Host

Subnet

Private network
Private network

Documentation

Internet

Private network

Private network

Documentation

Documentation

Internet

Documentation

Internet

Subnet

Description ¢

Current (local, "this") network! ']
Used for local communications within a private network(®!

Shared address spacel®! for communications between a
service provider and its subscribers when using a carrier-
grade NAT

Used for loopback addresses to the local hostl']

Used for link-local addresses!®l between two hosts on a
single link when no IP address is otherwise specified, such
as would have normally been retrieved from a DHCP
server

Used for local communications within a private network!®!
IETF Protocol Assignments, DS-Lite (/29)l")

Assigned as TEST-NET-1, documentation and examples!®
Reserved.[”] Formerly used for IPv6 to IPv4 relay!®)
(included IPv6 address block 2002::/16).

Used for local communications within a private network!®]

Used for benchmark testing of inter-network
communications between two separate subnets!®!

Assigned as TEST-NET-2, documentation and examples'®

Assigned as TEST-NET-3, documentation and examples!®!
In use for multicast!1%! (former Class D network)

Assigned as MCAST-TEST-NET, documentation and
examples (Note that this is part of the above multicast
space.)10ll11]

Reserved for future use!'?! (former Class E network)

Reserved for the "limited broadcast” destination address!'!



Reserved Private Addresses (Contd.)

= In the figure, users in

networks 1, 2, or 3 are .

sending packets to remote

destinations. The ISP routers

would see that the source A N

IPv4 addresses in the packets
< 192.168.0.0/24
g Netwark 3

are from private addresses /
Private Addresses Cannot be Routed over the Internet

and discard the packets.

. . 10.0.0.0/8
= Most organizations use Networc D
private IPv4 addresses for y
their internal hosts.

= Network Address Translation ﬁitlfo?koz" a g
(NAT) is used to translate

between private IPv4 and

public IPv4 addresses.



6.5 The Default Gateway




Host Forwarding Decision

= Another role of the network layer is to direct
packets between hosts. A host can send a
packet to: Itself, Local host, and Remote
host.

= The figure illustrates PC1 connecting to a

local host on the same network, and to a

remote host located on another network. e
Host

= Whether a packet is destined for a local host \_ g —_ |
or a remote host is determined by the |
source end device. The method of

determination varies by IP version:

192.168.10.0/24

* InIPv4 - The source device uses its own
subnet mask along with its own IPv4 address
and the destination IPv4 address to make
this determination.

* In IPv6 - The local router advertises the local
network address to all devices on the
network.




Default Gateway

= The default gateway is the network device that can route traffic to other
networks.

= On a network, a default gateway is usually a router with these features:

= |t has a local IP address in the same address range as other hosts on the local
network.

= |t can accept data into the local network and forward data out of the local network.
= |t routes traffic to other networks.

= A default gateway is required to send traffic outside the local network.
= Traffic cannot be forwarded outside the local network if there is no default

gateway, or the default gateway address is not configured, or the default
gateway is down.



A Host Routes to the Default Gateway

= In IPv4, the host receives the Local Network Route
IPv4 address of the default 192108100724
gateway either dynamically from
Dynamic Host Configuration
Protocol (DHCP) or configured Direct
manua”y_ Connection |

Remote Networks

= In IPv6, the router advertises the
default gateway address or the
host can be configured manually.

= Having a default gateway
configured creates a default route  pc1 and PC2 are configured with the IPv4 address of
In the routing table of the PC. 192.168.10.1 as the default gateway

= A default route is the route or
pathway your computer will take

when it tries to contact a remote
network.



Host Routing Tables

= On a Windows host, the route print or netstat -r command can

be used to display the host routing table. Both commands generate
the same output.

= The figure displays a sample topology and the output generated by
the netstat —-r command.

=

192.168.10.0/24




Host Routing Tables (Contd.)

- Entering the
netstat -r command displays C:\Users\PCl> netstat -r
three sections related to the
current TCP/IP network

IPv4 Route Table

Connectlons Active Routes:

Metwork Destination Gateway Interface Metric
H 6.8.8.8 .8.8. 192.168.18.1 192.163.10.16 25

]
Interface LISt 127.8.8.08 .8.0. On-link .8.8.1 306
127.8.9.° : -z 5 c -link .8.8.: L]
= IPv4 Route Table e 2 on-Tirk S
-255.255_255 - . . On-link .8.8.1 386
- IPV6 Route Table 192.168.1€.8 . . c o? - Dr‘l—l:!.r‘lk. 192. -18.16 281
32.168.16.18 - 5 On-link 192. .18.16 281
. ] .168.16. 255 On-1ink 2. -18.16 28
. IPV4 ROUtIng Table for PCl 224 . 6.8.0 On-link .8.8.1 386

On-link ] .168.10.18 281
On-1ink O 386
on-link ] .168.18.18 281

224.98.8.08
LS. . 255
55.. . 255

Wos
i@ @

b R @ @ R R

951
W




6.6 IPVO




Need for IPv6

+ IPv6 is designed to be the successor to IPv4.

+ IPv6 has a larger 128-bit address space,
providing 340 undecillion possible addresses. 'P““i*u?i“z%ft—?d"j

IPv4 exhaustion date
September 2012

« Mobile providers have been leading the way
with the transition to IPv6.

y 1Pv4 exhaustlon date
;]AfrINIC JuneZOM
Projected IPv4 exhaustion date
2020

« Most top ISPs and content providers such as

YouTube, Facebook, and Netflix, have also LAC 3

made the transition. j 7
- Many companies like Microsoft, Facebook, B

and LinkedIn are transitioning to IPv6-only

internally. RIR IPv4 Exhaustion Dates

« The depletion of IPv4 address space has been
the motivating factor for moving to IPv6.



Need for IPv6 (Contd.)

= Internet of Things

* The internet of today is more than email, web pages, and file transfers
between computers.

» The evolving internet is becoming an Internet of Things (IoT).

« Computers, tablets, and smartphones will not be the only devices
accessing the internet but there will also be sensor-equipped, internet-
ready devices of tomorrow including everything from automobiles and
biomedical devices, to household appliances and natural ecosystems.

« With an increasing internet population, a limited IPv4 address space,
Issues with NAT and the 10T, the time has come to begin the transition to
IPVG.



IPv6 Addressing Formats

= |Pv6 addresses are 128 hits in
length and written as a string
of hexadecimal values.

= Every four bits is represented
by a single hexadecimal digit
for a total of 32 hexadecimal
values.

= |Pv6 addresses are not case-
sensitive and can be written in
either lowercase or
uppercase.

X : X : X : X : X : X : X
0000 0000 0000 0000 0000 0000 0000
to . to . to .| to |J. to . to A
il ffff fff fiff ffff ffff Tt
0000 0000 0000 0000
to fo fo fo
1111 1111 1111 1111

0000
to

ffff

16-bit Segments or Hextets




IPv6 Addressing Formats (Contd.)

= Preferred Format

* The preferred format for writing an IPv6 address is x:x:x:x:X:X:x:X, with each
“X” consisting of four hexadecimal values.

- Each “X” is a single hextet which is 16 bits or four hexadecimal digits.
= Examples of IPv6 addresses in the preferred format

2801 : : : : : : Dooo: o200
2881 : : : : : : BBee: 1234
2ee1 : : : : : : fe9a: 19ac
28081 : : : : : : Beee: 0B
fed@ : : : : : : 89%ab: cdef

ted@ : : : : : : Beee: eeel
teB8 : : - - - : Te9a: 19ac
teB8 : : - - - : 89%ab: cdef
geee : : : : : : Bee8: el
Beeo : : : : : : B8ee: ooee




Rule 1 - Omit Leading Zeros

= Rule 1: Omit any leading Os (zeros) in any hextet.
= The four examples of ways to omit leading zeros:

= 0lab can be represented as lab

= 09f0 can be represented as 9f0
= 0a00 can be represented as a00
= 0Oab can be represented as ab

= This rule only applies to leading Os, NOT to trailing Os, otherwise the address would
be ambiguous. 0lab. For example, refer to the below table.

Preferred 2001 : 0db8 : 0000 : 1111 : 0000 : 0000 : 0000 : 0200

No leading0Os 2001 : db8 : 0 : 1111 : O : O : O : 200



Rule 2 - Double Colon

= Rule 2: Double colon (::) can replace any single, contiguous string of one or
more 16-bit hextets consisting of all zeros.
« Example: 2001.db8:cafe:1:0:0:0:1 could be represented as 2001:db8:cafe:1::1.
The double colon (::) is used in place of the three all-0 hextets (0:0:0).
The double colon (::) can only be used once within an address.

When used with the omitting leading Os technique, the notation of IPv6 address can
often be greatly reduced. This is commonly known as the compressed format.

Example of incorrect use of the double colon: 2001:db8::abcd::1234.

Preferred 2001 : 0db8 : 0000 : 1111 : 0000 : 0000 : 0000 : 0200

Compressed/spaces 2001 : db8 : 0 : 1111 : : 200
Compressed 2001:db8:0:1111::200



IPv6 Prefix Length

The prefix can be identified by a dotted-decimal subnet mask or prefix length (slash notation).

For example, an IPv4 address of 192.168.1.10 with dotted-decimal subnet mask 255.255.255.0 is
equivalent to 192.168.1.10/24.

In IPv4 the /24 is called the prefix, whereas in Pv6 it is called the prefix length.

Similar to IPv4, the prefix length is represented in slash notation and is used to indicate the network
portion of an IPv6 address. It can range from 0 t0128.

It is strongly recommended to use a 64-bit Interface ID for most networks.
64 bits 64 bits

Example: 2001:db8&:a::/64

2001:0db8:000a:0000

0000:0000:0000:0000




Layer 2 and Layer 3 Addressing and Routing

Layer 2 Header Layer 3 Header MAC:
SRC:0001.4200.000a | DST:0001.4200.0001 | SRC: 10.1.1.5 | DST: 10.2.2.5J
R ~
. =
R =
N\ >
AN -
) e
\
Pack @ e_g_
ay ' < "l - .
a— Gateway
Sender

MAC: 0001.4200.000a

IP:10.1.1.5

MAC: 0001.4200.0001

IP:10.1.1.1

u

Host A
IP: 10.2.2.5
0001.4200.2000

=

Host B

0

-
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Layer 2 and Layer 3 Addressing and Routing

Layer 2 Header

Layer 3 Header

DST:0001.4200.2000

SRC:0001.4200.0005

SRC:10.1.1.5

DST:10.2.2.5

Sender

MAC: 0001.4200.000a

IP:10.1.1.5

G

\
\
\

Packet

Gateway
MAC: 0001.4200.0001

IP:10.1.1.1

. ol

MAC Lookup/ARP

MAC: 0001.4200.0005
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Thank you! Questions?

2 is Viadimir Vesely
updated: 2024-02-16


https://www.fit.vutbr.cz/research/groups/nes@fit

Module 7: Connectivity
Verification

Instructor Materials




Module 7:
Connectivity Verification




Module Objectives

Module Title: Connectivity Verification

Module Objective: Use ICMP connectivity verification tools

Topic Title Topic Objective
ICMP Explain how ICMP is used to test network connectivity.
Ping and Traceroute Utilities Use Windows tools, ping, and traceroute to verify network connectivity.




7.1 ICMP




ICMPv4 Messages

= The TCP/IP suite provide messages to be sent in the event of certain
errors. These messages are sent using the services of ICMP.

= The purpose of these messages is to provide feedback about issues
related to the processing of IP packets under certain conditions.

= ICMP messages are not required and are often not allowed within a
network for security reasons.

= [CMP is available for both IPv4 and IPv6. ICMPV4 is the messaging
protocol for IPv4. ICMPV6 provides the same services for IPv6 but
Includes additional functionality.

= ICMP messages common to both ICMPv4 and ICMPV6 include host
confirmation, destination or service unreachable, time exceeded and route
redirection.



ICMPvVv4: Host Confirmation

= An ICMP Echo Message
can be used to determine
If a host is operational.

[Is H2 reachable?

4[ ping 192.168.30.1
Pl chao <
Reques
= ]
[ 4

192.168.30.1/24

= The local host sends an
ICMP Echo Request to a
host. If the host is
available, the destination
host responds with an
ICMP Echo Reply.

= This use of the ICMP Echo
messages is the basis of  p  co—"
the ping utility.




ICMPvVv4: Destination or Service Unreachable

= When a host or gateway receives a packet that it cannot deliver, it can use
an ICMP Destination Unreachable message to notify the source that the
destination or service is unreachable.

= The message will include a code that indicates why the packet could not
be delivered. The Destination Unreachable codes for ICMPV4 includes the

following:

* 0 - Net unreachable

* 1 - Host unreachable

« 2 - Protocol unreachable
« 3 - Port unreachable

= Note: ICMPV6 has slightly different codes for Destination
Unreachable messages.



ICMPv4: Time Exceeded

= An ICMPv4 Time Exceeded message is used by a router to
Indicate that a packet cannot be forwarded because the Time to
Live (TTL) field of the packet was decremented to O.

= |f a router receives a packet and decrements the TTL field in the
IPv4 packet to zero, it discards the packet and sends a Time
Exceeded message to the source host.

= ICMPV6 also sends a Time Exceeded message if the router cannot
forward an IPv6 packet because the packet has expired.

* IPv6 does not have a TTL field. It uses the hop limit field to determine if
the packet has expired.



ICMPvV6 RS and RA Messages

= ICMPvV6 has new features and improved functionality not found In
ICMPv4. ICMPv6 messages are encapsulated in IPv6.

= |t has four new protocols as part of the Neighbor Discovery Protocol
(ND or NDP).

= Messaging between an IPv6 router and an IPv6 device:

* Router Solicitation (RS) message

* Router Advertisement (RA) message

* Messaging between IPv6 devices:

* Neighbor Solicitation (NS) message

* Neighbor Advertisement (NA) message



ICMPvV6: Router Solicitation

Between an IPv6 Router and an IPv6 Device

RA messages are sent by routers to provide addressing information to hosts using
Stateless Address Auto Configuration (SLAAC).

A router will send an RA message periodically or in response to an RS message. A host
using SLAAC will set its default gateway to the link-local address of the router that sent

the RA.

When a host is configured to obtain its addressing information automatically using
SLAAC, the host will send an RS message to the router requesting an RA message.

1 will send the RA every 200 seconds.

To All-IPv6 devices multicast

ﬁG) ICMPv6 Router Advertisement

To All-IPv6 routers multicast
ICMPv6 Router Solicitation
el
rl

I just booted up, so | will send an RS to request an RA. I




ICMPvVv6: Address Resolution

= Messaging Between IPv6 Devices

= NA messages are sent when a device knows the IPv6 address of a device but does not
know its MAC address. This is equivalent to an ARP Request for IPv4.

= NA messages are sent in response to an NS message and match the target IPv6
address in the NS. The NA message includes the device’s Ethernet MAC address. This

IS equivalent to an ARP Reply in IPv4.
To solicited-node multicast
® -
ICMPv6 Neighbor Solicitation
T
To sender of NS (unicast)
- 2
ICMPv6 Neighbor Advertisement
5 5

| know your IPv6 address, what is your That’s my IPv6 address. Here is my MAC
MAC address? address.




ICMPv6: DAD

= Duplicate Address Detection (DAD)

= When a device is assigned a global unicast or link-local unicast address, the DAD is performed on
the address to ensure that it is unique.

= To check the uniqueness of an address, the device will send an NS message with its own IPv6
address.

= |f another device on the network has this address, it will respond with an NA message which will
notify the sending device that the address is in use. If a corresponding NA message is not returned
within a certain period of time, the unicast address is unique and acceptable for use.

; To solicited-node multicast

ICMPv6 Neighbor Solicitation

— 9

Let me make sure my IPv6 address is unique. Who ever has
this IPv6 address, send me your MAC address. If | do not get

an NA back, then my IPv6 address is unique!




/.2 PIng and Traceroute Utilities




Ping — Test Connectivity

Ping is an IPv4 and IPv6 testing utility that uses ICMP echo request and echo reply
messages to test connectivity between hosts.

To test connectivity to another host on a network, an echo request is sent to the host address
using the ping command. If the host at the specified address receives the echo request, it
responds with an echo reply.

As each echo reply is received, ping provides feedback on the time between when the
request was sent and when the reply was received. This can be a measure of network
performance.

Ping has a timeout value for the reply. If a reply is not received within the timeout, ping
provides a message indicating that a response was not received.



Ping — Test Connectivity (Contd.)

- After all the requests are sent, the ping utility provides a summary that includes the success
rate and average round-trip time to the destination.

- Type of connectivity tests performed with ping include the following:
 Pinging the local loopback
- Pinging the default gateway

- Pinging the remote host



Ping the Loopback

Ping can be used to test the internal

configuration of IPv4 or IPv6 on the local host.

To perform this test, ping the local loopback
address of 127.0.0.1 for IPv4 (::1 for IPv6).

A response from 127.0.0.1 for IPv4, or ::1 for
IPv6, indicates that IP is properly installed on
the host. This response comes from the
network layer.

This response tests IP down through the
network layer of IP.

An error message indicates that TCP/IP is not
operational on the host.

Pinging the local host confirms that TCP/IP is
installed and working on the local host.

Pinging 127.0.0.1 causes a device to ping
itself.

@ Ethernet Properties

Networking  Sharing
Connect using
I? Realtek PCle GBE Family Controller

This connection uses the following tems:

[V B3 Client for Microscft Networks ~
¥ " File and Printer Sharing for Microsoft Networks

¥ S vitualBox NDISE Bridged Networking Driver

¥ QoS Packet Scheduler

¥ [N Intemet Protocol Veersion 4 (TCP/IPv4)
[ s Microsoft Network Adapter Multiplexor Protocol

¥ 5 Microsoft LLDP Protocol Driver v
€ >

Install .. Uninstall Properties
Description

Transmission Control Protocol /intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

0K Canecel




Ping the Default Gateway

The ping can be used to test the ability of a host to communicate on the local network. This
is done by pinging the IP address of the default gateway of the host.

A successful ping to the default gateway indicates that the host and the router interface
serving as the default gateway are both operational on the local network.

For this test, the default gateway address is mostly used as the router is always operational.
If the default gateway address does not respond, a ping can be sent to the IP address of
another host on the local network that is operational.

If either the default gateway or another host responds, then the local host can successfully
communicate over the local network.

- If the default gateway does not respond but another host does, this could indicate a problem

with the router interface serving as the default gateway.

One possibility is that the wrong default gateway address been configured on the host or the
router interface may be fully operational but have security applied to it.



Ping the Default Gateway (Contd.)

ECHO REQUEST

= The host pings its default
gateway, sending an ICMP / sero R
echo request. The default /
gateway sends an echo reply
confirming connectivity.

255.255.255.0

You ¢an get [P settings assigned automaticaly network supports
this capability. Olher vAsSe, you rrodro‘r wnrnr »:rk adminstrator
for the appropnate IP settings.

2 () Qbotsn an 1P adress sutomatcaly
10.0.0.1 (@) Uge the folowng [P address:
2552552550 1P adcress:




Ping a Remote Host

= Ping can also be used to test the ability of
a local host to communicate across an
internetwork. The local host can ping an

operational IPv4 host of a remote network.

= The router uses its IP routing table to
forward the packets.

= |f this ping is successful, the operation of
a large piece of the internetwork and the
functionality of the remote host can be
verified.

= A successful ping across the network
confirms communication on the local
network, the operation of the router as the
default gateway, and the operation of all
other routers in the path between the local
Hetwork and the network of the remote
ost.

IP Routing Table

FO 10.0.1.0
F1 10.0.0.0
10.0.0.254 10.0.1.254

255.255.255.0
F1

255.255.255.0
FO

Echo request

Echo reply

10.0.01
255.255.255.0

10.0.0.253 10.0.1.1

W 255.255.255.0 255.255.255.0
10.0.0.2 10.0.1.2

255.255.255.0 255.255.255.0

10.0.1.253
255.255.255.0



Traceroute - Test the Path

« Ping is used to test connectivity between two hosts but does not provide information about
the details of devices between the hosts.

- Traceroute (tracert) is a utility that generates a list of hops that were successfully reached
along the path. This list can provide important verification and troubleshooting information.

- If the data reaches the destination, then the trace lists the interface of every router in the path
between the hosts.

- If the data fails at some hop along the way, the address of the last router that responded to
the trace can provide an indication of where the problem or security restrictions are found.



Traceroute: Round Trip Time (RTT)

The traceroute provides a round-trip time for each hop along the path and indicates if a hop
fails to respond.

The round-trip time is the time a packet takes to reach the remote host and for the response
from the host to return.

An asterisk (*) is used to indicate a lost or unreplied packet.

This information can be used to locate a problematic router in the path or may indicate that
the router is configured not to reply.

- If the display shows high response times or data losses from a particular hop, this is an

indication that the resources of the router or its connections may be overused.



Traceroute - Test the Path (Contd.)

= |Pv4 TTL and IPv6 Hop Limit: Traceroute uses
the function of the TTL field in IPv4 and the
Hop Limit field in IPv6 in the Layer 3 headers,
along with the ICMP Time Exceeded message.

- The first sequence of messages sent from

traceroute have a TTL field value of 1 which

causes the TTL to time out the IPv4 packet at

the first router. This router then responds with e
« Traceroute then progressively increments the

10001

an ICMPv4 Time Exceeded message. 255.255.255.0
Traceroute now has the address of the first hop.

TTL field (2, 3, 4...) for each sequence of

messages. This provides the trace with the

address of each hop as the packets time out I;?fégﬂti
further down the path. The TTL field continues (TTL b
to be increased until the destination is reached.

- After the final destination is reached, the host
responds with either an ICMP Port Unreachable
message or an ICMP Echo Reply message -
instead of the ICMP Time Exceeded message.

-
192.168.1.2
255.255.255.0



ICMP Packet Format

- ICMP is encapsulated directly into IP

packets

- ICMP acts as a data payload within the IP B
packet. It has a special header data field. identifcation

- It uses message codes to differentiate | T et
between different types of ICMP messages.

These are some common message codes:

Destination IP address

* 0 — Echo reply (response to a ping)
3 — Destination Unreachable

5 — Redirect (use another route to the
destination)

8 — Echo request (for ping)
11 — Time Exceeded (TTL became 0)




Lab - Tracing a Route

In this lab, you will use two route tracing utilities to examine the internet pathway to destination
networks. The objective will be to:

* Verify connectivity to a website
» Use the traceroute utility on the Linux command line
» Use a web-based traceroute tool

. Open a terminal window in the VM to ping a remote server, such as

[analyst@secOps ~]$ ping -c 4 www.cisco.com
PING e2867.dsca.akamaiedge.net (184.24.123.103) 56(84) bytes of data.

64 bytes from al84-24-123-103.deploy.static.akamaitechnologies.com (184.24.
icmp seg=1 ttl=59 time=13.0 ms
64 bytes from alB84-24-123-103.deploy.static.akamaitechnologies.com (184.24.
icmp seg=2 ttl=59 time=12.5 ms
64 bytes from alB84-24-123-103.deploy.static.akamaitechnologies.com (184.24.
icmp seg=3 ttl=59 time=14.9 ms

64 bytes from alB84-24-123-103.deploy.static.akamaitechnologies.com (184.24.
icmp seqg=4 ttl=59 time=11.9 ms




Thank you! Questions?
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Module Objectives

= Module Title: Address Resolution Protocol

= Module Objective: Analyze address resolution protocol PDUs on a
network.

MAC and IP Compare the roles of the MAC address and the IP address.
Analyze ARP by examining Ethernet frames.

ARP Issues Explain how ARP requests impact network and host performance as well as
potential security risks.




8.1 MAC and IP




Destination on Same Network

= The two primary addresses assigned to a device on
an Ethernet LAN Destination IP Address

Primary Addresses Description m
on Ethernet LAN orana Source
'j_ R1

Physical Address Used for Ethernet NIC to Ethernet NIC 10 168.1 110 192.168.1.50
(The Mac Address) communications on the same network.
« If the destination IP address is on the
same network, the destination MAC

address will be that of the destination S

File
Server

device.
L2 Ethernet Header L3 IP Packet
LO g I Cal Ad d res S ° Used to Send the paCket from the MAC addresses are shortened for demonstration purposes.
(The IP Address) original source to the final destination.

« The destination IP address may be on Communicating on a local network

the same IP network as the source or
may be on a remote network.

= Note: Most applications use Domain Name System
(DNS) to determine the IP address when given a
domain name such as


http://www.cisco.com./

Destination on Remote Network

= When the destination IP address is on a
remote network, the destination MAC address
will be the address of the host’s default
gateway. The process in the figure is as below:

* Routers examine the destination IPv4 address.

File
Server

Destination MAC
Address Destination IP

- When the router receives the Ethernet frame, it ﬁ iy =
) A ] 00-0A (= NIC NIC ‘ NIC NIC
de-encapsulates the Layer 2 information. Og-_ ! ryia — iy A
192.168.1.110 172.16.1.99

« Using the destination IP address, the router
determines the next-hop device, and then
encapsulates the IP packet in a new data link
frame for the outgoing interface.

Y
« If the next-hop device is the final destination, the Destination MAC Source MAC — Fy—
destination MAC address will be that of the 20704
device’s Ethernet NIC.

L2 Ethernet Header L3 IP Packet

MAC addresses are shortened for demonstration purposes.

Communicating on a remote network



8.2 ARP




ARP Overview

- The figure illustrates a problem while
sending a packet to another host on the
same local IPv4 network because the IP
address is known but the MAC address of
the device is unknown.

- A device uses Address Resolution Protocol
(ARP) to determine the destination MAC
address of a local device when it knows its
IPv4 address.

- ARP provides two basic functions:

* Resolving IPv4 addresses to MAC
addresses

* Maintaining a table of IPv4 to MAC
address mappings

| need to send information to 192.168.1.7, but | only have the IP

address. | don't know the MAC address of the device that has that
IP.

o

192.168.1.5/24

s
192.168.1.8/24

&'\
192.168.1.7/24

;7
192.168.1.6/24



ARP Functions
Click play in the figure to see an animation of

- When a packet is sent to the data link layer the ARP function.
to be encapsulated into an Ethernet frame,
the device refers to a table called ARP
table or ARP cache in its RAM memory to
find the MAC address that is mapped to the
IPv4 address.

| must send out an ARP request to learn
the MAC address of the host with the IP
address of 192.168.1.7.

g."

192.168.1.8

&
192.168.1.5

- The sending device will search its ARP
table for a destination IPv4 address and a
corresponding MAC address, if the packet’s
destination IPv4 address is on the same
network as the source IPv4 address.

This is me, | will send
back my MAC address.

r
192.168.1.6 192.168.1.7

- If the device locates the IPv4 address, its P | ——
corresponding MAC address is used as the
destination MAC address in the frame.



ARP Reguest and Response

15296804
D0l AcIED2:56

15296803
ORERFEOF:CE=11

Ethermnet

™ |

(1| ARP REQUEST
From: 192 16801
= OO0 A B0 SE)
Toe 1223.1680.3 i )
(FE:EF:FF:FE.FFFF) L2 ARP REPLY
from: 19216803
(OB FEGRCE1Y) [
Te: 192.16E.01
(30031 A3ED2:56

180



ARP Remote Connection

IP Address: 192.168.1.2/24
MAC Address: 1111,1111.1111
Default Gateway: 192.168.1.1

IP Address: 192.168.3.2/24
MAC Address: 2222.2222,2222
Default Gateway: 192.168.3.1

PC1’s ARP Cache

Serveri

G

Fa 0/0 S 1/1 Fa 0/0
192.168.1.1/24 192.168.2.1/30 SR 192.168.3.1/24 SW2

AAAA AAAA AAAA 192.168.2.2/30 BBEB.BBEB.BEBB

Source IP Address: 192.168.1.2

Source MAC Address: 1111.1111.1111
Destination IP Address: 192.168.3.2
Destination MAC Address: AAAA.AAAA AAAA

184



ARP Remote Connection

IP Address: 192.168.1.2/24 IP Address: 192.168.3.2/24
MAC Address: 1111.1111.1111 MAC Address: 2222.2222,2222
Default Gateway: 192.168.1.1 Default Gateway: 192.168.3.1

Source IP Address: 192,168.1.2

Source MAC Address: N/A
Destination |P Address: 192.168.3.2
Destination MAC Address: N/A

Fa 0/0 a S 1M Z e Fa 0/0
192.168.1.1/24 192.168.2.1/30 S1n 192.168.3.1/24

AAAA AAAA AAAA 192.168.2.2/30 BBBB.BBBB.BBBR

Serveri

r

Router R1’s Route Entry
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ARP Remote Connection

IP Address: 192.168.1.2/24
MAC Address: 1111.1111.1111
Default Gateway: 192.168.1.1

IP Address: 192.168.3.2/24
MAC Address: 2222,2222.2222
Default Gateway: 192.168.3.1

Router R2’'s ARP Cache Serveri

Fa 0/0 S1in Fa 0/0
192.168.1.1/24 192.168.2.1/30 S 1N 192.168.3.1/24
AAAA.AAAA AAAA 192.168.2.2/30 BBBB.8BBB.BBEB

Source IP Address: 192.168.1.2

Source MAC Address: BBBB.BBBB.BBBB
Destination IP Address: 192.168.3.2
Destination MAC Address: 2222,2222.2222

186



Removing Entries from an ARP Table

192.168.1.120/24
MAC 00-0B

- For each device, an ARP cache timer
removes the ARP entries that have not Q

been used for a' SpeCIerd perIOd Of I will remowe: this ARP entry if | have not used it within 15
dme
- The times differ depending on the g 5 g
[ -~

operating system of the device.

192.168.1.110/24 192.168.1.50/24
MAC 00-0A 192.168.1.1/24 MAC 00-0C
- Commands may also be used to MAC 00-0D
manually remove some or all of the PC A's ARP Cache s
H H Intermet
entries in the ARP table. Ga < )
19216811 00:0D

- After an entry has been removed, the
process for sending an ARP request
and receiving an ARP reply must occur
again to enter the map in the ARP
table.

Note: MAC addresses are shortened for demonstration purposes.



ARP Tables on Networking Devices

R1# show ip arp

On a Cisco router,
the show ip arp command is

used to display the ARP table.

On a Windows 10 PC,
the arp —a command is used to

display the ARP table.

Protocol
Internet
Internet
Internet
R1#

Address
192.168.10.1
209.165.200.225
209.165.200.226

Age (min)

Hardware Addr
aved.afod.e140
afed.afod.el41
a83d.6fel.9do1

Type
dymamic

dynamic
dymamic
dynamic
dynamic
dymamic
static

static
static

Interface

GigabitEthernetoe/e/e
GigabitEthernete/e/1
GigabitEthernete/e/1



Lab - Wireshark to Examine Ethernet Frames

= In this lab, you will do the following:

= Use Wireshark to capture and view Ethernet Frames in order to
Investigate ARP and IP and MAC addressing.

= Capture and analyze ICMP frames.



8.3 ARP Issues




ARP Broadcasts

= As a broadcast frame, an ARP
request is received and processed by
every device on the local network.

= On a typical business network, these
broadcasts would have minimal
impact on network performance.

= If many devices start accessing
network services at the same time,
there can be reduction in
performance for a short time.

= After the devices send out the initial
ARP broadcasts and have learned
the necessary MAC addresses, any
impact on the network will be
minimized.

All devices powered on at the same time

Shared Media (multiple access)

gﬁ ﬂ" Hj gﬁ
ARP broadcasts can flood the local

media. [ 1

= &



ARP Spoofing

= The use of ARP can lead to a
potential security risk in some cases.

192.168.1.120/24
MAC 00-0B

= A threat actor uses ARP spoofing to
perform an ARP poisoning attack. B

be the default gateway!

* It is a technique used by a threat actor
to reply to an ARP request for an IPv4

address belonging to another device, CAcoon “WAC 0006
such as the default gateway.

» The threat actor sends an ARP reply
with its own MAC address.The receiver 19216811124

of the ARP reply will add the wrong
MAC address to its ARP table and
send these packets to the threat actor.

MNote: MAC addresses are shortened for demonstration purposes.



ARP Spoofing

Switch
Alice
%, . IP:10.0.07
IP: 10.0.0.1 2%, 6;‘? & MAC: [aa:aa:aa:aa:aa.aa]
MAC: [bb:bb:bb:bb:bb:bb] 6, Y, &
- el e :;P
Q/C‘o?qf’@ C"QEF"CPI
e, %, ¢
NN S
@, ot’&\'@
ch/\ @QQI
N
Attacker
IP10.0.0.3

MAC: [cc:cc:ceicecoice]
193



Thank you! Questions?
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