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Module 8: Topics

What will | learn to do in this module?

Topic Title Topic Objective

Network Layer Explain how the network layer uses IP protocols for reliable
Characteristics communications.

IPv4 Packet Explain the role of the major header fields in the IPv4 packet.
IPv6 Packet Explain the role of the major header fields in the IPv6 packet.

Explain how network devices use routing tables to direct packets to

How a Host Routes a destination network.

Router Routing Tables Explain the function of fields in the routing table of a router.




8.1 Network Layer
Characteristics



Network Layer Characteristics

The Network Layer

* Provides services to allow end devices to exchange

data + Internet Protocol version 4 (IPv4)

. BT * Internet Protocol version 6 (IPv6)

* IP version 4 (IPv4) and IP version 6 (IPv6) are the
principle network layer communication protocols.

* The network layer performs four basic operations:

192.168.32.11 192.168.36.5
Addressing
L
7
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* Addressing end devices
* Encapsulation

* Routing
* De-encapsulation

—_——y -

Network layer protocols forward transport layer PDUs between hosts.



Network Layer Characteristics

|IP Encapsulation

* |IP encapsulates the transport layer
Seg ment. Transport Layer Encapsulation Segment Header

* |P can use either an IPv4 or IPv6
packet and not impact the layer 4
segment.

* IP packet will be examined by all
layer 3 devices as it traverses the | IP Header
Metwork Layer Encapsulation
network. |

Metwork Layer PDU

* The IP addressing does not change

from source to destination. P Packet
Note: NAT will change addressing,

but will be discussed in a later

module.
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IP - Internet Protocol

IETF: RFC 791 (v4), RFC 8200 (v6)

Unreliable, best effort delivery

Mail box

Addressing Lot >
+ Network interface

A letter is sent.

Routing tables
+ Routing based on longest prefix match Q

Py

Letter
| —

1P Packet
ey \\\

P Pocket.
/ Y

P packet

Packets are routed through the
network quickly

]

1P Packet”
RN

1P Packet
acsed

|

Some Packets may be lost en
route




Network Layer Characteristics

Media Independent

IP is unreliable:

It cannot manage or fix undelivered or
corrupt packets.

IP cannot retransmit after an error.

IP cannot realign out of sequence
packets.

IP must rely on other protocols for
these functions.

IP is media Independent:

* |P does not concern itself with the type

of frame required at the data link layer
or the media type at the physical layer.

IP can be sent over any media type:
copper, fiber, or wireless.

cisco

Optical Fiber

Copper Serial Copper Ethernet

Copper Ethernet Wireless




8.2 IPv4 Packet
8.3 IPv6 Packets



IPv4 and IPv6 datagram




IP addresses

s |Pv4: 32 bits, dotted notation, decimal
+ 1.2.34

s |Pvé6: 128 bits, RFC-5952-based notation, hexadecimal
+ 2001:db8::1



IPv4 Addresses

Dotted Decimal
Address

Octets

32-Bit
Address

152 . 168 . 10 . 10

11000000 10101000 00001010 0001010

192.168.10.10 is am |P address that is assigned to a computer.

192 o 168 o 10 . 10
11000000 10101000 00001010 Q0001010

This address is made up of four different octets.

192 . 168 - 10 . 10

11000000 10101000 00001010 00001010

The computer stores the address as the entire 32-bit data stream.




Network and Host Portions, The Subnet Mask
* Comparing the IP Address and the Subnet Mask

* The 1s in the subnet mask identify the network portion while the
Os identify the host portion.

]
]
MNetwork Portion Portion —
[Pvd Address 1492 37

11000000 10101000 00001010 Q0001010

Subnet Mask 255 . 255 . 255 (i}

111113111 111113111 11111111

i
i
1
i
I
i
i
o 00000000
|

i




ANDINg

* Logical AND is the comparison of two bits. A

0ANDO =
1TANDO =

* ANDing between the IP address and the
subnet mask yields the network address.

o0 0=

IP address 182 168 10 10
Binary 11000000 10101000 00001010 00001010
Subnet mask 255 255 255 1]
11111111 11111111 11111111 QOOOOan0
AN Reziits 11000000 10101000 00001010 00000000

168



The Prefix Length

* Shorthand method of identifying a subnet mask.
* |t is the number of bits set to 1 in the subnet mask.

* Written in “slash notation”, a “/” followed by the number of bits
setto 1.

Subretask | zbiAdgress | Premxiength |
255.0.0.0 111111 11.00000000. 00000000, 00000000 a

255.255.0.0 1T 11T 11111 . 00000000, 00000000 ne

255.255.255.0 TTTMMMTTATTTI111.111171111.00000000 /24

255.255.255.128 TTTTTTTATTT I 1.1 1IN A G000000 125

255.255.255.192 TMMMMITIATTTI I 1T TN 1000000 126

255.255.255.224 1T T 11111100000 127

255.255.255.240 T I T T I N.AT 110000 128

255.255.255.248 TTTTTTTTATTITITIL.ITITITINAT111 000 129

255.255.255.252 TTTT1111AT111111.1111711711.117111100 30




Network, Host, and Broadcast Addresses

Types of Addresses in Network 192.168.10.0 /24

Network

— @

Hosts Addresses ‘\_/

|
S FirstHost Address (R 2

192.168.10.0 /24

00000000

192.168.10.1 /24
00000001

L}

L ]

L 3

i

S|  LestHost Address [l 192.168.10.254 /24
[ 1111110
| Broadcast Address i B 192.168.10.255 /24
11711111




Special Use IPv4 Addresses

* Loopback addresses
127.0.0.0 /8 or 127.0.0.1 to 127.255.255.254

* Link-Local addresses or Automatic Private IP Addressing (APIPA) addresses
169.254.0.0 /16 or
169.254.0.1 to 169.254.255.254

« TEST-NET addresses
192.0.2.0/24 or 192.0.2.0
t0 192.0.2.255



Legacy Classful Addressing

=
Address block 0.0.0.0 - 127.0.0.0*

Default Subnet Mask /8 {255.0.0.0)

Maximum Number of Networks 128

Number of Host per Network 16,777,214

High order bit Mo0ODo:.___ ..

*0.0.0.0 and 127.0.0.0 are reserved and cannot be assigned

]
Address block 128.0.0.0 - 191.255.0.0

Default Subnet Mask /16 (255.255.0.0)

Maximum Number of Networks 16,384

Number of Host per Network 65,534

High order bit V0o, . .
]
Address block 192.0.0.0 - 223.255.255.0

Default Subnet Mask /24 (255.255.255.0)

Maximum Number of Networks 2,097,152

Number of Host per Network 254

High order bit V100 __ . .




Classless Addressing

* Formal name is Classless Inter-Domain Routing (CIDR, pronounced
“cider”).

* Created a new set of standards that allowed service providers to
allocate IPv4 addresses on any address bit boundary (prefix length)
instead of only by a class A, B, or C address.



Public and Private IPv4 Addresses
Private Addresses:

* 10.0.0.0/8 or 10.0.0.0 to 10.255.255.255
« 172.16.0.0 /12 or 172.16.0.0 to 172.31.255.255
* 192.168.0.0 /16 or 192.168.0.0 to 192.168.255.255

Private addresses cannot be routed over the Internet

10.0.0.0/8 192.168.0.0/24
Network 1 Network 3
- .

172.16.0.0/16
Network 2
-



Limitations of IPv4

* |P address depletion
* Internet routing table expansion

* Lack of end-to-end connectivity




IPv6 Address Representation
Hextets — 4 Hexadecimal digits = 16 binary digits

Hexadecimal Numbering

Decimal and Binary equivalents of 0 to F Hexadecimal

Decimal

Binary

Hexadecimal

a

fooo

=

0001

0010

0011

0100

0101

0110

0111

1000

i
z
3
4
@
]
7
8
]

1001

10

1010

11

1011

12

1100

13

1101

14

1110

15

el

Mmool lwulw]| gl el ] —

X

0000

to
FFFF

X : X ; X ; X ; X ; X : X
¥

0000 0000 0000 0000 0000 0000 0000

to . to . to . to . to . o . to
FFFF FFFF FFFF FFFF FFFF FFFF FFFF

4 hexadecimal digits = 16 binary digits

0000 0000 0000 0000

o to to to
1111 1111 1111 1111



S —
IPv6 address canonical representation (RFC 5952)



S —
IPv6 address canonical representation (RFC 5952)

s Full format
2001:0db8:0000:0000:456¢:346f:54d6:€931



S —
IPv6 address canonical representation (RFC 5952)

s Full format
2001:0db8:0000:0000:456¢:346f:54d6:€931

s Lower case



IPv6 address canonical representation (RFC 5952)

s Full format
2001:0db8:0000:0000:456¢:346f:54d6:€931

s Lower case

s Omit leading Os in 16-bit fields
2001:db8:0:0:456c:346f:54d6:€931



IPv6 address canonical representation (RFC 5952)

s Full format
2001:0db8:0000:0000:456¢:346f:54d6:€931
s Lower case
s Omit leading Os in 16-bit fields
2001:db8:0:0:456c:346f:54d6:€931
s Shorten subsequent O fields ::
+ At least two fields
+ The longest group of subsequent fields

s Equal? = the left most one
2001:db8::456¢:346f:54d6:€931



Motivation for canonical representation

s Addresses are writen in configuration files and other files
s Text search
+ Plain string instead of error-prone regex

s Make comparison easier for people without necessary
networking knowledge

+ E.g.judges
s Downsides: not all devices support canonical representation

+ Cisco devices included



8.4 How a Host Routes



How a Host Routes
Host Forwarding Decision

* Packets are always created at the source.
* Each host devices creates their own routing table.

* A host can send packets to the following:

* Itself — 127.0.0.1 (IPv4), ::1 (IPv6)
* Local Hosts — destination is on the same LAN
* Remote Hosts — devices are not on the same LAN

/! 192.168.10.0/24 - &
: Remote

Host




How a Host Routes
Host Forwarding Decision (Cont.)

* The Source device determines whether the destination is local or remote

* Method of determination:

* IPv4 — Source uses its own IP address and Subnet mask, along with the destination IP
address

* |Pv6 — Source uses the network address and prefix advertised by the local router

* Local traffic is dumped out the host interface to be handled by an intermediary device.

* Remote traffic is forwarded directly to the default gateway on the LAN.

 192.168.10.0/24 ’




How a Host Routes
Default Gateway

A router or layer 3 switch can be a default-gateway.

Features of a default gateway (DGW):

* It must have an IP address in the same range as the rest of the LAN.
* It can accept data from the LAN and is capable of forwarding traffic off of the LAN.
* It can route to other networks.

If a device has no default gateway or a bad default gateway, its traffic will not be
able to leave the LAN.



How a Host Routes

A Host Routes to the Default Gateway

* The host will know the default
gateway (DGW) either statically or
through DHCP in IPV4 Local Network Route

192.168.10.0/24
* IPv6 sends the DGW through a g

router solicitation (RS) or can be
configured manually. Connection | |

* ADGW is static route which will be
a last resort route in the routing
table.

* All device on the LAN will need the
DGW of the router if they intend to
send traffic remotely.



8.5 Introduction to Routing



Introduction to Routing

Router Packet Forwarding Decision

What happens when the router receives the frame from the host device?

Intnmb

192.168.10.0/24 e 209.165.200.224i3C 10.1.2.0/24

Route
e
Destination IPv4 Address: Destination IPv4 Address: 192.168.10.0 /24
10.1.1.10 10.1.1.10

209.165.200.224/30

’ 10.1.1.0/24

Default Route 0.0.0.0/0

1. Packet arrives on the Gigabit Ethernet 0/0/0 interface of router R1. R1 de-encapsulates the Layer 2 Ethermnet header and
trailer.

2_ Router R1 examines the destination |IPv4 address of the packet and searches for the best match in its IPv4 routing table.
The route entry indicates that this packet is to be forwarded to router R2.

3. Router R1 encapsulates the packet into a new Ethernet header and trailer, and forwards the packet to the next hop router
R2.

vl
cisco

R1 Routing Table

MNext Hop or
Exit Interface

GO0/0f0
G0/0N1
via

via R2



Introduction to Routing

IP Router Routing Table

There three types of routes in a router’s routing table:

* Directly Connected — These routes are automatically added by the router, provided the interface

Is active and has addressing.

* Remote — These are the routes the router does not have a direct connection and may be learned:

e Manually — with a static route

* Dynamically — by using a routing protocol to have the routers share their information with each other

* Default Route — this forwards all traffic to a specific direction when there is not a match in the

Clntemet F
\, Remote Network

routing table

Directly connnected Directly connnected

network network

192.168.10.0/124 209.165.200.224/3(

10 1 225

GO/ i GOIOM GO/

i




Introduction to Routing

Static Routing
Static Route Characteristics:
* Must be configured manually

* Must be adjusted manually by the

administrator when there is a change

in the topology

* Good for small non-redundant
networks

 Often used in conjunction with a
dynamic routing protocol for
configuring a default route

Internet

10.1.1.0124

192.168.10.0/24

209.165.200.224/30

1 [l 225

I Rl (config)}# ip route 10.1.1.0 255.255.255.0 209.165.200.226 |

Remote network address IP adress of next hop router

R1 is manually configured with a static route to reach the 10.1.1.0/24 network. If this path changes, R1 will require a new
static route.

10.1.2.0/24

,z\‘;" £
<

S
I
—

If the route from R1 via R2 is no longer available, a new static route via R3 would need to be configured. A static route does
not automatically adjust for topology changes.



Introduction to Routing

Dynamic Routing
Dynamic Routes Automatically: g 192.168.10.024
10 5

209.165.200.224/3(

10.1.2.0124

G0/0/0

* Discover remote networks

* Maintain up-to-date information
« R1 is using the routing protocol OSPF to let R2 know about the 192.168.10.0/24 network.

* Choose the best path to the + R2 is using the routing protocol OSPF to let R1 know about the 10.1.1.0/24 network.

destination
* Find new best paths when there is a

topology change
Dynamic routing can also share static 192.168.10.0/24

. 10 k e

default routes with the other routers. -

New best path

R1, R2, and R3 are using the dynamic routing protocol OSPF. If there is a network topology change, they can automatically

e adjust to find a new best path.
alraln
CIsco



Introduction to Routing

Introduction to an IPv4 Routing Table

The show ip route command shows the
following route sources: ( " )

g 225 226 A 10
address GO0 a Goion 2 H

e L - Direcﬂy Connected |OC&| interface IP 192.168.10.0/24 209.165.200.224/3( 10.1.2.0124
=
.

* C - Directly connected network

¢ S — Static route was manually configured
by an administrator

- O- OSPF
 D-EIGRP

This command shows types of routes: oo :

abitEthernetd/0/1

* Directly Connected — C and L
* Remote Routes — O, D, etc.
* Default Routes — S*
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Module Objectives

Module Title: ICMP
Module Objective: Use various tools to test network connectivity.

Topic Title Topic Objective

ICMP Messages Explain how ICMP is used to test network connectivity.

Ping and Traceroute Testing Use ping and traceroute ultilities to test network connectivity.



13.1 ICMP Messages



ICMP Messages

ICMPv4 and ICMPv6 Messages

* Internet Control Message Protocol (ICMP) provides feedback about issues related to the
processing of IP packets under certain conditions.

* ICMPV4 is the messaging protocol for IPv4. ICMPV6 is the messaging protocol for IPv6 and
Includes additional functionality.

* The ICMP messages common to both ICMPv4 and ICMPvV6 include:

* Host reachability
* Destination or Service Unreachable
* Time exceeded

Note: ICMPv4 messages are not required and are often not allowed within a network for
security reasons.



ICMP Messages
Host Reachability

ICMP Echo Message can be used to
test the reachability of a host on an IP
network.

[Is H2 reachable? ] [Yes, | am here. ]

In the example:

* The local host sends an ICMP Echo g%
Request to a hOSt_ 192.168.10.1/24

192.168.30.1/24

* If the host is available, the
destination host responds with an
Echo Reply.




13.2 Ping and Traceroute Tests



Ping and Traceroute Tests

Ping — Test Connectivity

* The ping command is an IPv4 and IPv6 testing
utility that uses ICMP echo request and echo
reply messages to test connectivity between
hosts and provides a summary that includes the E;;;Z“?‘felZE?EZ’,EZ‘ZZ;;‘EEE‘;; to 192.168.20.2, timeout is 2 seconds:

sSuccess rate and average round-tnp t|me to the Success rate is 80 percent (4/5), round-trip min/avg/max = 0/0/1 ms
destination.

Sl#ping 192.168.20.2

* If a reply is not received within the timeout, ping
provides a message indicating that a response
Type escape sequence to abort.
WaS not received. Sending 5, 100-byte ICMP Echos to 200l:db8:acad:1::2, timeout is 2 seconds:

Rl#ping 2001:db8:acad:1::2

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms

* It is common for the first ping to timeout if
address resolution (ARP or ND) needs to be
performed before sending the ICMP Echo
Request.



Ping and Traceroute Tests

Ping the Loopback

Ping can be used to test the internal # Ethemet Propertes
configuration of IPv4 or IPv6 on the local
host. To do this, ping the local loopback

address of 127.0.0.1 for IPv4 (::1 for
IPV6).

* Aresponse from 127.0.0.1 for IPv4,
or ::1 for IPv6, indicates that IP is
properly installed on the host.

Networking  Sharing
Connect using:
F Realtek PCle GBE Famiy Controller

This connection uses the following items:

&3 Client for Microsoft Networks A
4 File and Printer Sharing for Microsoft Networks

v ? VirtualBox NDIS6 Bridged Networking Driver

43 QoS Packet Scheduler

(T2 Int=met Protocol Version 4 (TCP/IPv4)
[J 4 Microsoft Network Adapter Muttiplexor Protocol

2 Microsoft LLDP Protocol Driver v
* An error message indicates that TCP/IP el R [ o=
Is not operational on the host. Bl

Transmission Control Protocol/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.

OK  Cancel

vl
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Ping and Traceroute Tests

Ping the Default Gateway

The ping command can be used to test the
ability of a host to communicate on the local
network.

ECHO REQUEST

ECHO REPLY

The default gateway address is most often used
because the router is normally always
0 p e rau 0 n a| - Internet Protocol Version 4 (TCP/IPv4) Properties

General

10.0.0.254
255.255.255.0

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

* A successful ping to the default gateway ~ L

indicates that the host and the router sse gL s

interface serving as the default gateway i) e
are both operational on the local network. St oleseronri

* If the default gateway address does not e ==
respond, a ping can be sent to the IP D ..
address of another host on the local L

network that is known to be operational.



Ping and Traceroute Tests

Ping a Remote Host

Ping can also be used to test the ability of a
local host to communicate across an
internetwork.

A local host can ping a host on a remote
network. A successful ping across the
internetwork confirms communication on
the local network.

Note: Many network administrators limit or
prohibit the entry of ICMP messages therefore,
the lack of a ping response could be due to
security restrictions.

IP Routing Table

10.0.0.254 10.0.1.254
255.255.255.0 265.255.255.0

F1

FO

Echo request Echo reply

10.0.1.253
255.255.255.0

10.0.0.253 10.0.1.1
® 255.255.255.0 255.255.255.0
10.0.0.2 10.0.1.2

2565.255.255.0 255.255.255.0

10.0.0.1
255.255.255.0



Ping and Traceroute Tests

Traceroute — Test the Path

* Traceroute (tracert) is a utility that is used
to test the path between two hosts and
provide a list of hops that were Rl#traceroute 192.168.40.2

Type escape sequence to abort.
successfully reached along that path. Trocing the oute o 192 168.40.2

192.168.10.2 1 msec
192.168.20.2 2 msec
192.168.30.2 1 msec
192.168.40.2 0 msec

L

10.0.0.1
255.255.265.0

Note: Traceroute makes use of a function of the
TTL field in IPv4 and the Hop Limit field in IPv6 in
the Layer 3 headers, along with the ICMP Time
Exceeded message.

Traceroute
192.168.1.2
(TTL = 4)

»
192.168.1.2

& 255.255.255.0
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Module Objectives
Module Title: IPv4 Addressing

Module Objective: Calculate an IPv4 subnetting scheme to efficiently segment your network.

Topic Title Topic Objective

Describe the structure of an IPv4 address including
the network portion, the host portion, and the
subnet mask.

IPv4 Unicast, Broadcast, and Multicast Compare the characteristics and uses of the
unicast, broadcast and multicast IPv4 addresses.
Explain public, private, and reserved IPv4
Types of IPv4 Addresses addresses.
Network Segmentation Explain how subnetting segments a network to
enable better communication.

Subnet an IPv4 Network Calculate IPv4 subnets for a /24 prefix.

IPv4 Address Structure '/



11.2 IPv4 Unicast, Broadcast,
and Multicast



IPv4_Unicast, Broadcast, and Multicast
Unicast

* Unicast transmission is sending a packet to one destination IP address.

* For example, the PC at 172.16.4.1 sends a unicast packet to the printer at

172.16.4.253.

Source: 172.16.4.1/24
Destination: 172.16.4.253/24

172.16.4.253/24

(]
172.16.4.1/24

»
172.16.4.2/24 172.16.4.3/124

vl
Ccisco

Source: 172.16.4.1/24
Destination: 172.16.4.253/24

172.16.4.253/24

(]
172.16.4.1/24

»
172.16.4.2/24 172.16.4.3/24



IPv4 Unicast, Broadcast, and Multicast
Broadcast

* Broadcast transmission is sending a packet to all other destination IP addresses.

* For example, the PC at 172.16.4.1 sends a broadcast packet to all IPv4 hosts.

Limited Broadcast
Source: 172.16.4.1/24
Destination: 255.255.255.255

# 172.16.4.253/24
172.16.4.1/24

{ ]
172.16.4.2/24 172.16.4.3/24

vl
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Limited Broadcast
Source: 172.16.4.1/24
Destination: 255.255.255.255

g 172.16.4.253/24
172.16.4.1/24

(]
172.16.4.2/24 172.16.4.3/24



IPv4 U_nicast, Broadcast, and Multicast
Multicast

* Multicast transmission is sending a packet to a multicast address group.

* For example, the PC at 172.16.4.1 sends a multicast packet to the multicast group
address 224.10.10.5.

Source: 172.16.4.1/24 Source: 172.16.4.1/24

172.16.4.253/24 172.16.4.253/24

172.16.4.1/24 172.16.4.1/24
L

172.16.4.2/24

172.16.4.4

1721644
172.16.4.2/24 172.16.4.3

172.16.4.3
224.10.10.5/24 4.10.10.5/24
22410.10.5/24 224.10.10.5/24 224.10.10.5/2:

vl
Ccisco



11.4 Network Segmentation



Network Segmentation _
Broadcast Domains and Segmentation

* Many protocols use broadcasts or multicasts (e.g., ARP use broadcasts to locate
other devices, hosts send DHCP discover broadcasts to locate a DHCP server.)

* Switches propagate broadcasts out all interfaces except the interface on which it was

received.
< Internet) e The only device that stops

broadcasts is a router.

Broadcast Domain ROUterS dO nOt propagate
broadcasts.

* Each router interface connects
to a broadcast domain and
broadcasts are only
propagated within that specific

L | broadcast domain.

G0/0




Network Segmentation

Problems with Large Broadcast Domains

* A problem with a large broadcast domain is that
these hosts can generate excessive broadcasts
and negatively affect the network.

* The solution is to reduce the size of the
network to create smaller broadcast domains in
a process called subnetting.

* Dividing the network address 172.16.0.0 /16
into two subnets of 200 users each:
172.16.0.0 /24 and 172.16.1.0 /24.

* Broadcasts are only propagated within the
smaller broadcast domains.

< Internet }

LAN 1: 172.16.0.0/16
(400 users)

< Internet )

LAN 1: 172.16.0.0/24 LAN 2: 172.16.1.0/24
(200 users) (200 users)




Network Segmentation

Reasons for Segmenting Networks

* Subnetting reduces overall network traffic and improves network performance.
* |t can be used to implement security policies between subnets.
* Subnetting reduces the number of devices affected by abnormal broadcast traffic.

* Subnets are used for a variety of reasons including by:

Location

Group or Funection

Administration Human Resources
LAN 1:10.0.1.0 /24 LAN 3: 10.0.3.0 /24
| e - —
GO/1 G012
Students Accounting
LAN 2: 10.0.2.0 /24 LAN 4: 10.0.4.0 /24

Device Type

< \nlemel)

LAN 1: 10.0.1.0 /24 LAN 3: 10.0.3.0/24
(All Hosts) (All Servers)

LAN 2: 10.0.2.0 /24
(All Printers)




11.5 Subnet an IPv4 Network



Subnet an IPv4 Network
Subnet on an Octet Boundary

* Networks are most easily subnetted at the octet boundary of /8, /16, and /24.

* Notice that using longer prefix lengths decreases the number of hosts per subnet.

Prefix Length Subnet Mask in Binary (n = network, h = host) m

nnnnnnnn. hhhhhhhh.hhhhhhhh.hhhhhhhh

255.0.0.0 11111111 . 00000000 . 00000000 . 00000000 16,777,214
nnnnnnnn. nnnnnnnn . hhhhhhhh.hhhhhhhh
I16 255.255.0.0 11111111.11111111 . 00000000 . 00000000 BRE
124 255.255.255.0 nnnnnnnn. nnnnnnnn. nnnnnnnn. hhhhhhhh e

1111131311.311111311311.11111111. 00000000



Subnet an IPv4 Network
Subnet on an Octet Boundary (Cont.)

* Inthe first table 10.0.0.0/8 is subnetted using /16 and in the second table, a /24 mask.

Subnet Address

(256 Possible
Subnets)

10.0.0.0/16

10.1.0.0/16

10.2.0.0/16

10.3.0.0/16

10.4.0.0/16

10.5.0.0/16

10.6.0.0/16

10.7.0.0/16

10.255.0.0/16

Host Range
(65,534 possible hosts per
subnet)

10.0.0.1 - 10.0.255.254
10.1.0.1 - 10.1.255.254
10.2.0.1 - 10.2.255.254
10.3.0.1 - 10.3.255.254
10.4.0.1 - 10.4.255.254
10.5.0.1 - 10.5.255.254
10.6.0.1 - 10.6.255.254

10.7.0.1 - 10.7.255.254

10.255.0.1 - 10.255.255.254  10.255.255.255

Broadcast

10.0.255.255

10.1.255.255

10.2.255.255

10.3.255.255

10.4.255.255

10.5.255.255

10.6.255.255

10.7.255.255

Subnet Address

(65,536 Possible
Subnets)

10.0.0.0/24
10.0.1.0/24
10.0.2.0/24

10.0.255.0/24
10.1.0.0/24
10.1.1.0/24
10.1.2.0/24

10.100.0.0/24

10.255.255.0/24

Host Range
(254 possible hosts per subnet)

10.0.0.1 - 10.0.0.254
10.0.1.1 - 10.0.1.254
10.0.2.1 - 10.0.2.254

10.0.255.1 - 10.0.255.254

10.1.0.1 - 10.1.0.254

10.1.1.1 - 10.1.1.254

10.1.2.1 - 10.1.2.254

10.100.0.1 - 10.100.0.254

10.255.255.1 - 10.2255.255.254

Broadcast

10.0.0.255
10.0.1.255
10.0.2.255

10.0.255.255

10.1.0.255

10.1.1.255

10.1.2.255

10.100.0.255

10.255.255.255



Subnet an IPv4 Network
Subnet within an Octet Boundary

* Refer to the table to see six ways to subnet a /24 network.

Subnet Mask in Binary # of
Prefix Length |Subnet Mask (n = network, h = host)

nnnnnnnn.nnnnnnnn.nnnnnnnn.nhhhhhhh

255.255.255.128  174999111,11111111.11111111.10000000

nnnnnnnn.nnnnnnnn.nnnnnnnn.nnhhhhhh

/26 255.255.255.192 11113171211.21231123121.1213111111.11000000 4 62
! 265256285224 41111110 11110111 11111101 11106006 8 0
e 255256285240 1111011 11110111 11111111 21120000 16 14
“ 255255255248 11111011 11111011, 11110101 11111000 2 :
/30 255 255 255 252 nnnnnnnn.nnnNNNNN. nnnnNNNN .. nnnnnnhh 64 5

111131311313.213131313313137.21311213313137.11111160



11.7 Subnet to Meet
Requirements



Subnet to Meet Requirements o
Minimize Unused Host IPv4 Addresses and Maximize Subnets

There are two considerations when planning subnets:
* The number of host addresses required for each network
*  The number of individual subnets needed

Subnet Mask in Binary # of
Prefix Length [Subnet Mask (n = network, h = host)

nnnnnnnn.nnnnnnnn.nnnnnnnn.nhhhhhhh
111211121.24124411.11111111.10000000

255.255.255.128

nnnnnnnn.nnnnnnnn.nnnnnnnn.nnhhhhhh

/26 255.255.255.192 11112172131.21231123121.12131131111.11000000 4 62
! 265256285224 41111110 11110111 11111111 11106006 8 20
e 255256285240 1111111 11110191 11111111 2112000 26 14
“ 255255255248 11111011 11011011, 11110101 11111000 2 :
/30 255 255 255 252 nnnnnnnn.nnnNNNNN. nnnnnNNN . nnnnnnhh 64 5

1111313113131.21313131331313.31311213313137.11111160



Subnetting Formulas

To calculate the number of subnets.

192 . 168

nnnnnnnn. nnnnnnnn .. nnnnnnnn . hhhhhhhh

Borrowing 1 bit:
Borrowing 2 hits:
Bomowing 3 bits:
Borrowing 4 bits:
Borrowing 5 hits:

Borrowing 6 hits:

1

2 =2
2"2=4

2'3=8 =

2°4 =16

25 = 32 -
2°6 = 64 =

0

2b

b ~ bits borrowed



Subnetting Formulas (cont.)

To calculate the number of hosts. 2 h 2

~ number of bits
fggi g 1. 0 000 0000 remalnmg in the host field

T

I 7 bits remain in host field ]

2*7 = 128 hosts per subnet
257 - 2 = 126 valid hosts per subnet



11.8 VLSM



VLSM _
IPv4 Address Conservation

Given the topology, 7 subnets are required (i.e, four LANs and three WAN links) and the
largest number of host is in Building D with 28 hosts.

* A/27 mask would provide 8 subnets of 30 host IP addresses and therefore support

this topology.
Building A Building B Building C Building D
192.168.20.0/27 192.168.20.32/27 192.168.20.64/27 192.168.20.96/27
25 hosts 20 hosts 15 hosts 28 hosts

ﬁ 2 hosts 6 2 hosts a 2 hosts ﬁ

192.168.20.128/27 192.168.20.160/27 192.168.20.192/27



VLSM _
IPv4 Address Conservation (Cont.)

Host portion
275 — 2 = 30 host IP addresses per subnet

However, the point-to-point WAN links only require two addresses 20208
and therefore waste 28 addresses each for a total of 84 unused Each WAN subnet wastes 28 addresses

28x3 =84
a‘ddresses' 84 addresses are unused
Building A Building B Building C Building D
192.168.20.0/27 192.168.20.32/27 192.168.20.64/27 192.168.20.96/27
25 hosts 20 hosts 15 hosts 28 hosts
ﬁ 2 hosts ﬁ 2 hosts 6 2 hosts a

192.168.20.128/27 192.168.20.160/27 192.168.20.192/27

* Applying a traditional subnetting scheme to this scenario is not very efficient and is
wasteful.

* VLSM was developed to avoid wasting addresses by enabling us to subnet a subnet.



VLSM
VLSM

* The left side displays the traditional subnetting scheme =
(i.e., the same subnet mask) while the right side LA
illustrates how VLSM can be used to subnet a subnet
and divided the last subnet into eight /30 subnets.

30 Hosts 30 Hosts 30 Hosts
30 Hosts 30 Hosts 30 Hosts 30 Hosts

30 Hosts 30 Hosts 30 Hosts 30 Hosts

* When using VLSM, always begin by satisfying the host
requirements of the largest subnet and continue
subnetting until the host requirements of the smallest
subnet are satisfied.

* The resulting topology with VLSM applied.

192.168.20.0/27 192.168.20.32/27 192.168.20.64/27 192.168.20.96/27
\ 25 hosts /v \ 20 hosts ' 15 hosts 28 hosts
2 hosts 2 hosts 2 hosts

192.168.20.224/30 192.168.20.228/30 192.168.20.232/30



VLSM
VLSM Topology Address Assignment

* Using VLSM subnets, the LAN and inter-router networks can be addressed without
unnecessary waste as shown in the logical topology diagram.

Building A Building B Building C Building D
192.168.20.0027 192.168.20.32/27 192.168.20.64/27 192.168.20.96/27
25 hosts 20 hosts 15 hosts 28 hosts

|\ 102168203327

R1-R2 R2-R3 R3.R4
192.168.20.224/30 192.168.20.228/30 102.168.20.232/30
2 hosts 2 hosts 2 hosts

vl
cisco
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examples

Libor Polcak
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Cvicebnice v souborech predmétu

s Priklady (examples)
+ Ip_Addressing_and_Subnetting_Workbook_-_Student_Version_v2_0.pdf
+ VLSM_Workbook__ Student_Edition_-_v2_0.pdf



Prevod IP adresy do binarni soustavy

s Prevedte adresu serveru merlin do binarni soustavy
(147.229.176.19):



Prevod IP adresy do binarni soustavy

s Prevedte adresu serveru merlin do binarni soustavy
(147.229.176.19):

147 =128+16+2+1



Prevod IP adresy do binarni soustavy

s Prevedte adresu serveru merlin do binarni soustavy
(147.229.176.19):

147 =128+16+2+1
229=128+64+32+4 +1



Prevod IP adresy do binarni soustavy

s Prevedte adresu serveru merlin do binarni soustavy
(147.229.176.19):

147 =128+16+2+1
229=128+64+32+4 +1
176 =128 + 32 + 16



Prevod IP adresy do binarni soustavy

s Prevedte adresu serveru merlin do binarni soustavy
(147.229.176.19):

147 =128+16+2+1
229=128+64+32+4 +1
176 =128 + 32 + 16
19=16+2+1



Prevod IP adresy do binarni soustavy

s Prevedte adresu serveru merlin do binarni soustavy
(147.229.176.19):

147 =128+16+2+1 10010011
229=128+64+32+4+1 11100101
176 =128 + 32 + 16 10110000

19=16+2+1 00010011



Prevod IP adresy do binarni soustavy

s Prevedte adresu serveru merlin do binarni soustavy
(147.229.176.19):

147 =128+16+2+1 10010011
229=128+64+32+4+1 11100101
176 =128 + 32 + 16 10110000

19=16+2+1 00010011

10010011.11100101.10110000.00010011



Maska sité

s Zapiste hodnotu masky serveru merlin binarné a dekadicky
$ ip addr show

4: eth2: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mq state UP glen 1000
link/ether 00:25:90:¢8:3f:1b brd ff:ff:ff:ff:ff:ff
inet 147.229.176.19/23 brd 147.229.177.255 scope global eth2
valid_Ift forever preferred_Ift forever



Maska sité

s Zapiste hodnotu masky serveru merlin binarné a dekadicky
$ ip addr show

4: eth2: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mq state UP glen 1000
link/ether 00:25:90:¢8:3f:1b brd ff:ff:ff:ff:ff:ff
inet 147.229.176.19/23 brd 147.229.177.255 scope global eth2
valid_Ift forever preferred_Ift forever



Maska sité

s Zapiste hodnotu masky serveru merlin binarné a dekadicky
$ ip addr show
4 eth2: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mq state UP glen 1000
link/ether 00:25:90:¢8:3f:1b brd ff.ff.ff:ff:ffff

inet 147.229.176.19/23 brd 147.229.177.255 scope global eth2
valid_Ift forever preferred_Ift forever

o Délka prefixu: /23
— 23 jednicek, zbytek O



Maska sité

s Zapiste hodnotu masky serveru merlin binarné a dekadicky
$ ip addr show

4: eth2: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mq state UP glen 1000
link/ether 00:25:90:¢8:3f:1b brd ff:ff:ff:ff:ff:ff
inet 147.229.176.19/23 brd 147.229.177.255 scope global eth2
valid_Ift forever preferred_Ift forever

o Délka prefixu: /23
— 23 jednicek, zbytek O
e 11111111.1117171111.121111110.00000000



Maska sité

s Zapiste hodnotu masky serveru merlin binarné a dekadicky
$ ip addr show

4: eth2: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mq state UP glen 1000
link/ether 00:25:90:¢8:3f:1b brd ff:ff:ff:ff:ff:ff
inet 147.229.176.19/23 brd 147.229.177.255 scope global eth2
valid_Ift forever preferred_Ift forever

o Délka prefixu: /23

— 23 jednicek, zbytek O
e 111111211.11121111121.11111120.00000000
e 255.255.254.0



Uy"razene aaresy

s Jaka je adresa sité a vSesmérova adresa serveru merlin
(147.229.176.19/23)



Vylirazene aaresy

s Jaka je adresa sité a vSesmérova adresa serveru merlin
(147.229.176.19/23)

10010011.1116001601.10110000.00010011
11171371371.33113737131.71177171710.00000000



Vylirazene aaresy

s Jaka je adresa sité a vSesmérova adresa serveru merlin
(147.229.176.19/23)

10010011.1116001601.10110000.00010011
11171371371.33113737131.71177171710.00000000

100106011.11106001601.10110000.00000000



Vylirazene aaresy

s Jaka je adresa sité a vSesmérova adresa serveru merlin
(147.229.176.19/23)

10010011.1116001601.10110000.00010011
11171371371.33113737131.71177171710.00000000

10010011.11100101.10110000.00000000
Adresa sité: 147.229.176.0



Vylirazene aaresy

s Jaka je adresa sité a vSesmérova adresa serveru merlin
(147.229.176.19/23)

10010011.1116001601.10110000.00010011
11171371371.33113737131.71177171710.00000000

100106011.11106001601.10110000.00000000

Adresa sité: 147.229.176.0
VSesmeérova adresa:; 147.229.177.255



Pocet podsiti

s Vite, ze VUT ma k dispozici IP adresy 147.229.0.0/16 a server
merlin pouziva rozsah /23, kolik podsiti v rozsahu /23 mUze na
VUT maximalné existovat?



Pocet podsiti

s Vite, ze VUT ma k dispozici IP adresy 147.229.0.0/16 a server
merlin pouziva rozsah /23, kolik podsiti v rozsahu /23 mUze na
VUT maximalné existovat?

223162072128



e —
Pocet zarizeni v siti
s Kolik zafizeni muze byt nejvyse v siti 147.229.176.0/23?



e —
Pocet zarizeni v siti
s Kolik zafizeni muze byt nejvyse v siti 147.229.176.0/23?

32-23=9



Pocet zarizeni v siti
s Kolik zarizeni muze byt nejvyse v siti 147.229.176.0/23?

32-23=9
29-2=510 zafrizeni



Podsitovani

s Mate k dispozici rozsah IP adres 10.15.80.0/22. Mate za ukol
vytvorit podsité pro A) nejméné 40 zarizeni, B) nejméné 60
zarizeni, C) nejméné 16 zarizeni, D) nejméné 14 zarizeni,

E) nejméné 8 point-to-point propoju. Navrhnéte podsitovani,
kolik volnych adres vam zbyde v rezervée?



————————————————
Podsitovani

nes.;t.fit




————————————————
Podsitovani
s 10.15.80.0/22

nes.;t.fit




————————————————
Podsitovani
s 10.15.80.0/22
s A) 40 zarizeni

nes.;t.fit




————————————————
Podsitovani
s 10.15.80.0/22

s A) 40 zarizeni
¥ 20/26

nes.;t.fit




————————————————
Podsitovani
s 10.15.80.0/22

s A) 40 zarizeni
¥ 20/26
s B) 60 zarizeni

nes.;t.fit




R R R R R R R R EEEEEEEEEEEEEES
Podsitovani
s 10.15.80.0/22
s A) 40 zarizeni
+ 20/26
s B) 60 zarizeni
+ 20/26

nes.;t.fit




N
Podsitovani
s 10.15.80.0/22
s A) 40 zafizeni
¥ 20/26
s B) 60 zarizeni

+ 20/26
s C) 16 zarizeni

nes.;t.fit




R R R R R R R R EEEEEEEEEEEEEES
Podsitovani
s 10.15.80.0/22
s A) 40 zarizeni
+ 20/26
s B) 60 zarizeni
+ 20/26

s C) 16 zarizeni
> 22-5/27

nes.;t.fit




e
Podsitovani

s 10.15.80.0/22
s A) 40 zarizeni

+ 20/26
s B) 60 zarizeni

* 20>/26
s C) 16 zarizeni

* 2°-/27
s D) 14 zarizeni

nes.;t.fit



e
Podsitovani
s 10.15.80.0/22
s A) 40 zarizeni
+ 20/26
s B) 60 zarizeni
* 20>/26
s C) 16 zarizeni
* 2°-/27
s D) 14 zarizeni
® 2¢—>/28

nes.;t.fit



e
Podsitovani
s 10.15.80.0/22
s A) 40 zarizeni
+ 20/26
s B) 60 zarizeni
* 20>/26
s C) 16 zarizeni
* 2°-/27
s D) 14 zarizeni
® 2¢—>/28
s E) 8 point-to-point propojt




e
Podsitovani

s 10.15.80.0/22

s A) 40 zarizeni
+ 20/26

s B) 60 zarizeni
* 20>/26

s C) 16 zarizeni
* 2°-/27

s D) 14 zarizeni
® 2¢—>/28

s E) 8 point-to-point propojt
¥+ 22— /30 (8-krat)

nes.;t.fit



————————————————
Podsitovani

s 10.15.80.0/22 .80.0

s A) 40 zarizeni
+ 20/26

s B) 60 zarizeni
+ 26/26

s C) 16 zarizeni
*» 25-/27

s D) 14 zafizeni
+ 2¢—>/28

s E) 8 point-to-point propoju .83.255
¥+ 22— /30 (8-krat)

nes. t.fit



Podsitovani

s 10.15.80.0/22
s A) 40 zarizeni
v o 80.0  .82.0
s B) 60 zarizeni
* 20>/26
s C) 16 zarizeni
* 2°-/27
s D) 14 zarizeni
) e .81.0 .83.0
s E) 8 point-to-point propoji
¥+ 22— /30 (8-krat)

nes. t.fit

m o °



BRI RS RR R RSB RRRRSRRR AR,
Podsitovani

s 10.15.80.0/22 10.15.83.0/24

s A) 40 zafizeni 0
+ 20/26

s B) 60 zarizeni
* 26/26

s C) 16 zarizeni
* 2°-/27

s D) 14 zarizeni
+ 24> /28

s E) 8 point-to-point propojt
+ 22->/30 (8-krat) 295

nes. at.ﬁt



BRI RS RR R RSB RRRRSRRR AR,
Podsitovani

s 10.15.80.0/22 10.15.83.0/24

s A) 40 zarizeni .0 128
+ 20/26

s B) 60 zarizeni
* 26/26

s C) 16 zarizeni
* 2°-/27

s D) 14 zafizeni
+ 24> /28

s E) 8 point-to-point propojt
+ 22— /30 (8-krat) 127 255

nes. at.ﬁt



BRI RS RR R RSB RRRRSRRR AR,
Podsitovani

s 10.15.80.0/22 10.15.83.0/24

s A) 40 zarizeni .0 128
+ 20/26

s B) 60 zarizeni
* 26/26

s C) 16 zarizeni 63 191
* 2°-/27 .64 192

s D) 14 zarizeni
» 2¢—>/28

s E) 8 point-to-point propojt
* 225 /30 (8-krat) 127 255

nes. t.fit

A oo iyt oo edogg s o s ket



Podsitovani

s 10.15.80.0/22 10.15.83.0/24

s A) 40 zarizeni .0 128
+ 20/26

s B) 60 zarizeni
* 26/26

s C) 16 zarizeni 63 191
* 2°-/27 .64 192

s D) 14 zarizeni
» 2¢—>/28 A
s E) 8 point-to-point propojt

¥ 22 /30 (8-krat) 127 255

nes. t.fit



Podsitovani

s 10.15.80.0/22 10.15.83.0/24

s A) 40 zarizeni .0 128
P 20>/26

s B) 60 zarizeni B
* 20/26

s C) 16 zarizeni 63 191
* 225/27 .64 192

s D) 14 zarizeni
®» 2¢—/28 A
s E) 8 point-to-point propojt

¥ 22 /30 (8-krat) 127 255

nes. t.fit

o °
_



Podsitovani

s 10.15.80.0/22 10.15.83.0/24

s A) 40 zarizeni .0 128
P 20>/26

s B) 60 zarizeni B
* 20/26

s C) 16 zarizeni 63 191
* 25-/27 .64 .96 192

s D) 14 zarizeni
®» 2¢—/28 A
s E) 8 point-to-point propojt

¥ 22 /30 (8-krat) .95 127 255

nes. t.fit

ﬂ o °



Podsitovani

s 10.15.80.0/22 10.15.83.0/24

s A) 40 zarizeni .0 128
P 20>/26

s B) 60 zarizeni B
* 20/26

s C) 16 zarizeni 63 191
* 25-/27 .64 .96 192

s D) 14 zarizeni
+» 2¢>/28 ‘ A
s E) 8 point-to-point propojt

¥ 22 /30 (8-krat) .95 127 255

nes. t.fit

o o
()
@



Podsitovani

s 10.15.80.0/22 10.15.83.0/24

s A) 40 zarizeni .0 128
+ 20/26

s B) 60 zafizeni B
* 26/26

s C) 16 zarizeni 63 191
» 25-/27 .64 96 192

s D) 14 zarizeni

79
+ 2¢—>/28 80
s E) 8 point-to-point propojt

¥ 22 /30 (8-krat) .95 127 255

nes. t.fit

o °
_



Podsitovani

s 10.15.80.0/22 10.15.83.0/24

s A) 40 zarizeni .0 128
P 20>/26

s B) 60 zarizeni B
* 20/26

s C) 16 zarizeni 63 191
* 25-/27 .64 .96 192

s D) 14 zarizeni .
+ 2¢—>/28 8 ( A
s E) 8 point-to-point propojt D
95

127 255

¥+ 22— /30 (8-krat)

nes. t.fit

% o °



Podsitovani

s 10.15.80.0/22 10.15.83.0/24

s A) 40 zarizeni .0 128
+ 20/26
s B) 60 zafizeni B
* 26/26
s C) 16 zafizeni .63 191
® 22-/27 64 .72 .96 192
s D) 14 zafizeni .68 -7_29
+ 24> /28 8 C A
s E) 8 point-to-point propojt D
» 22> /30 (8-krat) .95 127 255

nes. t.fit

_



Podsitovani

s 10.15.80.0/22 10.15.83.0/24

s A) 40 zafizeni 0 128
¥ 20/26
s B) 60 zarizeni e =G B
* 26 /26
o 52 .60
s C) 16 zarizeni 63 191
* 25-/27 .64 .72 .96 192
s D) 14 zafizeni .68 -7‘;9
® 2°>/28 8 ‘ A
s E) 8 point-to-point propojt D
+ 225 /30 (8-krat) .95 127 255

nes. t.fit

_



Podsitovani

s 10.15.80.0/22 10.15.83.0/24

s A) 40 zarizeni .0 128
+ 20/26
s B) 60 zafizeni B
* 26/26
s C) 16 zafizeni 191
® 2°>/27 .6 w2 .96 192
s D) 14 zafizeni 6 -7_29
+ 24> /28 8 C A
s E) 8 point-to-point propojt D
» 22> /30 (8-krat) .95 127 255

nes. t.fit

_



Podsitovani

# 10.15.80.0/22 10.15.83.0/24

s A) 10.15.83.192/26
s B) 10.15.83.128/26
s C) 10.15.83.96/27

s D) 10.15.83.80/28 48 .56

# E) 8 point-to-point propoju 52 60
10.15.83.48/30 191
10.15.83.52/30 64 72 .96 192

10.15.83.56/30
10.15.83.60/30
10.15.83.64/30 8
10.15.83.68/30

10.15.83.72/30
10.15.83.76/30

.0 128

.68 .76

.95 27 255

A 4
A 4
A 4
A 4
A 4
A 4
>
A 4

nes.,t.fit

BB oo ot oo Tedogg s o o ket
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Module 9: Address Resolution

Introduction to Networks v7.0
()



Module Objectives

Module Title: Address Resolution

Module Objective: Explain how ARP and ND enable communication on a network.

Topic Title Topic Objective

MAC and IP Compatre the roles of the MAC address and the IP address.

Neighbor Discovery Describe the operation of IPv6 neighbor discovery.




9.1 MAC and IP



MAC ar_1d IP_
Destination on Same Network

There are two primary addresses assigned to a device on an Ethernet LAN:

 Layer 2 physical address (the MAC address) — Used for NIC to NIC communications
on the same Ethernet network.

 Layer 3 logical address (the IP address) — Used to send the packet from the source
device to the destination device.

Layer 2 addresses are used to deliver frames from one NIC to another NIC on the same
network. If a destination IP address is on the same network, the destination MAC address
will be that of the destination device.

192.168.10.10/24 192.168.10.0/24 192.168.10.11/24
Destination
IPvd

Source IPvd

55-55-55 aa-aa-aa 192.168.10.10 | 192.168.10.11




MAC apd IP_
Destination on Remote Network

When the destination IP address is on a remote network, the destination MAC address is
that of the default gateway.

ARP is used by IPv4 to associate the IPv4 address of a device with the MAC address
of the device NIC.

ICMPV6 is used by IPv6 to associate the IPv6 address of a device with the MAC

address of the device NIC.
<In1|rnlt>

10.1.1.0/24

192.168.10.0/24

209.165.200.224/30

N i
55-55-55

bb-bb-bb aa-aa-aa 192.168.10.10 101.1.10




9.2 ARP (IPv4)



ARP

ARP Overview

A device uses ARP to determine the
destination MAC address of a local
device when it knows its IPv4 address.

ARP provides two basic functions:

Resolving IPv4 addresses to MAC
addresses

Maintaining an ARP table of IPv4 to
MAC address mappings

| need to send information to 192.168.1.7, but | only have
the IP address. | don't know the MAC address of the

device that has that IP. Media:

Add /24 to each IP address,
g’

as shown
192.168.1.5/24

192.168.1.8/24

»
192.168.1.6 /24 192.168.1.7/24



ARP _
ARP Functions

To send a frame, a device will search its ARP table for a destination IPv4 address and a
corresponding MAC address.

* If the packet’s destination IPv4 address is on the same network, the device will
search the ARP table for the destination IPv4 address.

 |If the destination IPv4 address is on a different network, the device will search the
ARP table for the IPv4 address of the default gateway .

« If the device locates the IPv4 address, its corresponding MAC address is used as the
destination MAC address in the frame.

* If there is no ARP table entry is found, then the device sends an ARP request.



ARP
Removing Entries from an ARP Table

* Entries in the ARP table are not permanent and are removed when an ARP cache
timer expires after a specified period of time.
* The duration of the ARP cache timer differs depending on the operating system.

* ARP table entries can also be removed manually by the administrator.

Media: Change this text box

3 : 192.168.1.120/24
ill remove this ARP entry between 15 MAC 00-0B

seconds if | have not used it.
g Media:
Add /24 to each IP address,
L] as shown
not used it in 2 minutes.

88— 8

Media: Change interface label 192.168.1.110/24 192.168.1.50/24
* From: GO/J0 R 00-01 192.168.1.1/24 MAC 00-0C
» T0: Gofofo MAC 00-0D
GO/0
PC A's ARP Cache ﬁI(Nelwo
.

192.168.1.1 00-0D

Note: MAC addresses are shortened for demonstration purposes



ARP
ARP Tables on Networking Devices

* The show ip arp command displays the ARP table on a Cisco router.
* The arp -a command displays the ARP table on a Windows 10 PC.

R1# show ip arp
Protocol Address Age (min) Hardware Addr

Internet 192.168.10.1 - a0e0.af0d.el40 ARPA

C:\Users\PC> arp -a

Interface: 192.168.1.124 --- 0x10
Internet Address Physical Address Type
192.168.1.1 c8-d7-19-cc-a0-86 dynamic
192.168.1.101 08-3e-0c-f5-f7-77 dynamic

Type

Interface
GigabitEthernet0/0/0




ARP

ARP Issues — ARP Broadcasting and ARP Spoofing

attacks.

192.168.1.120/24
MAC 00-0B

=)

ARP requests are received and processed by every device on the local network.
Excessive ARP broadcasts can cause some reduction in performance.

ARP replies can be spoofed by a threat actor to perform an ARP poisoning attack.
Enterprise level switches include mitigation techniques to protect against ARP

| will send an ARP reply and

pretend to be the default
gateway!
192.168.1 110/24
MAC 00-0A R

Media: Change
interface label
* From: GOfO
* T0: GOJ0j0

GO/0

192.168.1.1/24
MAC 00-0D

Note: MAC addresses are shortened for demonstration purposes.

Add /24 to each IP address,
as shown

]
192.168.1.50 /24
MAC 00-0C

Media: Change PC C to a red
PC as shown

Network




9.3 Neighbor Discovery (IPv6)



IPv6 Neighbor Discovery
IPv6 Neighbor Discovery Messages

IPv6 Neighbor Discovery (ND) protocol provides:

Address resolution
Router discovery
Redirection services

ICMPV6 Neighbor Solicitation (NS) and Neighbor Advertisement (NA)
messages are used for device-to-device messaging such as address
resolution.

ICMTPv6 Router Solicitation (RS) and Router Advertisement (RA) messages
are used for messaging between devices and routers for router discovery.

ICMPV6 redirect messages are used by routers for better next-hop selection.



IPv6 Neighbor Discovery

IPv6 Neighbor Discovery — Address Resolution

2001:db8:acad:1::/64

210

ICMPvEG Neighbor Advertisement message
“Hi 2001 :db8:acod:1::10, | am 2001:db8:acad:1::11 and my

\dﬁfu’dﬂhn is f8-94-c2-e4-c5-0A."

vl
cisco

IPv6 devices use ND to resolve
the MAC address of a known
IPv6 address.

ICMPV6 Neighbor Solicitation
messages are sent using
special Ethernet and IPv6
multicast addresses.
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