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DEVICES

 Routers

 C1841, C1941, C2620XM, C2621XM, C2811, C2901, C2911, C819

 Switches

 Cat2950, Cat2950T, Cat2960, L3 3560

 Hubs

 Wireless

 AP G/N/A, Linksys WRT300N

 Security

 ASA5505

 End-devices
 Destop, VoIP Phone, Phone, Tablet
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PROTOCOLS
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IDE
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IDE: DEVICE
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IDE: CLI ACCESS
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IDE: SIMULATION MODE
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FEATURES

 Features to carry the chosen network protocols and functions

 Connectivity for high-speed traffic between devices

 Security to control access and prohibit unauthorized network 

use

 Scalability to add interfaces and capability as needed for 

network growth

 Reliability to ensure dependable access to networked 

resources
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INTRODUCING
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CONFIGURATION SOURCES
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CLI
 Command Line Interface is used to enter commands

 Operations vary on different internetworking devices

 Users type or paste entries in the console command modes

 Command modes have distinctive prompts

 Enter key instructs device to parse and execute the command

 Two primary EXEC modes are user mode and privileged mode

IOS
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COMMAND STRUCTURE
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CONTEXT-SENSITIVE HELP
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EDITING SHORTCUTS
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CONFIGURATION
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STARTING A DEVICE

 Unconfigured vs. configured device
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THE SHOW VERSION COMMAND
Cisco IOS Software, 2800 Software (C2800NM-ADVIPSERVICESK9-M), Version 12.4(12), RELEASE SOFTWARE (fc1)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2006 by Cisco Systems, Inc.

Compiled Fri 17-Nov-06 12:02 by prod_rel_team

ROM: System Bootstrap, Version 12.4(13r)T, RELEASE SOFTWARE (fc1)

RouterX uptime is 2 days, 21 hours, 15 minutes

System returned to ROM by power-on

System image file is "flash:c2800nm-advipservicesk9-mz.124-12.bin"

This product contains cryptographic features and is subject to United States and local country laws governing import, 

export, transfer and use. Delivery of Cisco cryptographic products does not imply

third-party authority to import, export, distribute or use encryption. Importers, exporters, distributors and users are 

responsible for compliance with U.S. and local country laws. By using this product you agree to comply with applicable 

laws and regulations. If you are unable to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:

http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to

export@cisco.com.

Cisco 2811 (revision 53.50) with 249856K/12288K bytes of memory.

Processor board ID FTX1107A6BB

2 FastEthernet interfaces

2 Serial(sync/async) interfaces

1 Virtual Private Network (VPN) Module

DRAM configuration is 64 bits wide with parity enabled.

239K bytes of non-volatile configuration memory.

62720K bytes of ATA CompactFlash (Read/Write)

Configuration register is 0x2102

RouterX#
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OVERVIEW OF ROUTER MODES
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SAVING CONFIGURATIONS

 Copies the current configuration to NVRAM

RouterX#

RouterX# copy running-config startup-config

Destination filename [startup-config]?

Building configuration…

RourterX#

IOS
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CONFIGURING ROUTER IDENTIFICATION
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CONSOLE-LINE COMMANDS

RouterX(config)#line console 0
RouterX(config-line)#exec-timeout 20 30

RouterX(config)#line console 0
RouterX(config-line)#logging synchronous

▪ Modifies console session timeout

▪ Redisplays interrupted console input

IOS
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CONFIGURING A ROUTER PASSWORD
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CONFIGURING THE LOGIN BANNER

 Defines and enables a customized banner to be displayed 

before the username and password login prompts
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TELNET VS. SSH ACCESS
 Telnet

 Most common access method
 Insecure

 SSH 
 Encrypted
 IP domain must be defined 
 key must be generated

IOS
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RouterX(config)# interface type number
RouterX(config-if)#

▪ type includes serial, ethernet, token ring, fddi, hssi, loopback, 
dialer, null, async, atm, bri, tunnel, and so on

▪ number is used to identify individual interfaces

RouterX(config-if)# exit

▪ Quits from current interface configuration mode

RouterX(config)# interface type slot/port
RouterX(config-if)#

▪ For modular routers, selects an interface

CONFIGURING AN INTERFACE

IOS
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RouterX(config-if)# description string 

▪ string is a comment or a description to help you remember what 
is attached to this interface.

▪ The maximum number of characters for the string argument is 
238.

CONFIGURING INTERFACE DESCRIPTION

IOS
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DISABLING OR ENABLING AN INTERFACE
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CONFIGURING IP ADDRESSES
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SHOW INTERFACES COMMAND

RouterX# show interfaces

Ethernet0 is up, line protocol is up 

  Hardware is Lance, address is 00e0.1e5d.ae2f (bia 00e0.1e5d.ae2f)

  Internet address is 10.1.1.11/24

  MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec, rely 255/255, load 1/255

  Encapsulation ARPA, loopback not set, keepalive set (10 sec)

  ARP type: ARPA, ARP Timeout 04:00:00

  Last input 00:00:07, output 00:00:08, output hang never

  Last clearing of "show interface" counters never

  Queueing strategy: fifo

  Output queue 0/40, 0 drops; input queue 0/75, 0 drops

  5 minute input rate 0 bits/sec, 0 packets/sec

  5 minute output rate 0 bits/sec, 0 packets/sec

     81833 packets input, 27556491 bytes, 0 no buffer

     Received 42308 broadcasts, 0 runts, 0 giants, 0 throttles

     1 input errors, 0 CRC, 0 frame, 0 overrun, 1 ignored, 0 abort

     0 input packets with dribble condition detected

     55794 packets output, 3929696 bytes, 0 underruns

     0 output errors, 0 collisions, 1 interface resets

     0 babbles, 0 late collision, 4 deferred

     0 lost carrier, 0 no carrier

     0 output buffer failures, 0 output buffers swapped out

IOS
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INTERPRETING THE INTERFACE STATUS
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STATIC ROUTES

Configure unidirectional static routes to and from a stub network to 

allow communications to occur.

IOS
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STATIC ROUTE CONFIGURATION

 Defines a path to an IP destination network or subnet or host

 Address = IP address of the next hop router

 Interface = outbound interface of the local router 

RouterX(config)# ip route network  [mask] 
{address | interface}[distance] [permanent] IOS
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STATIC ROUTE EXAMPLE

▪ This is a unidirectional route. You must have a route configured in the 

opposite direction.

RouterX(config)# ip route 172.16.1.0 255.255.255.0 172.16.2.1

Router(config)# ip route 172.16.1.0 255.255.255.0 s0/0/0 

or 

IOS
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DEFAULT ROUTES

▪ This route allows the stub network to reach all known networks beyond Router A.

IOS
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VERIFYING ROUTE CONFIGURATION
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WAN CONNECTION BANDWIDTH
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CONFIGURING A SERIAL INTERFACE

RouterX(config-if)# clock rate 64000

RouterX(config-if)#

RouterX(config)#interface serial 0/0/0 

RouterX(config-if)#

RouterX# configure terminal

RouterX(config)#

RouterX(config-if)# bandwidth 64

RouterX(config-if)# exit

RouterX(config)# exit

RouterX#

Specify interface.

Set clock rate 
(on DCE interfaces only).

Set bandwidth 
(recommended).

Enter global 

configuration mode.
IOS
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THE SHOW CONTROLLER COMMAND

 Shows the serial cable type

IOS
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CDP
 Cisco Discovery Protocol runs on Cisco IOS devices.

 Summary information includes:

– Device identifiers

– Address list

– Port identifier

– Capabilities list

– Platform

IOS
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SHOW CDP NEIGHBORS COMMAND
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THE SHOW CDP ENTRY COMMAND
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CONFIGURING A DHCPV4 SERVER
A Cisco router running the Cisco IOS software can be configured to act as a 

DHCPv4 server. To set up DHCP: 

1. Exclude addresses from the pool.

2. Set up the DHCP pool name.

3. Define the range of addresses and subnet mask. Use the default-

router command for the default gateway. Optional parameters that 

can be included in the pool – dns server, domain-name.

To disable DHCP, use the no service dhcp command.

  

 

  

IOS
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VERIFYING A DHCPV4 SERVER
 Commands to verify DHCP: 

  show running-config | section dhcp

  show ip dhcp binding

  show ip dhcp server statistics

 On the PC, issue the ipconfig /all command.

  

 

  

IOS
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DHCPV4 RELAY

Using an IP helper address enables a router to forward

DHCPv4 broadcasts to the DHCPv4 server. Acting as a relay.

IOS
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CONFIGURING A DHCPV4 CLIENT

  

IOS
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ACL OPERATION

The last statement of an ACL is always an implicit deny. This 

statement is automatically inserted at the end of each ACL even 

though it is not physically present. The implicit deny blocks all 

traffic. Because of this implicit deny, an ACL that does not have at 

least one permit statement will block all traffic.

IOS
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TYPES OF CISCO IPV4 ACLS

Standard ACLs

Extended ACLs

IOS
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WILDCARD MASK EXAMPLES
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APPLYING STANDARD ACLS TO INTERFACES (CONT.)
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APPLYING EXTENDED ACLS TO 

INTERFACES
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CONFIGURING STATIC NAT
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CONFIGURING PAT

interface s0/1/0

IOS
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VERIFYING NAT
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CONFIGURING THE RIP PROTOCOL
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EXAMINING DEFAULT RIP SETTINGS
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ENABLING RIPV2

▪ Similarly to RIPv1, RIPv2 automatically summarizes networks 

at major network boundaries by default.

▪ To modify the default RIPv2 behavior of automatic 
summarization, use the no auto-summary router 

configuration mode command

IOS
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CONFIGURING PASSIVE INTERFACES

Sending out unneeded 

updates on a LAN 

impacts the network in 

three ways:

▪ Wasted Bandwidth

▪ Wasted Resources

▪ Security Risk

IOS
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PROPAGATING A DEFAULT ROUTE
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CONFIGURING SWITCH PORTS
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CONFIGURING VLAN
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VERIFYING VLAN MEMBERSHIP
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ROUTER-ON-A-STICK
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MULTI-LAYER SWITCHES
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CONFIGURING 802.1Q TRUNK
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INTRODUCTION TO DTP
 Switch ports can be manually configured to form trunks

 The Dynamic Trunking Protocol (DTP) manages trunk negotiation.

 Switch ports can also be configured to negotiate and establish a trunk link with a 

connected peer

 DTP is a Cisco proprietary protocol and is enabled, by default, in Cisco 

Catalyst 2960 and 3560 switches.

 The default DTP configuration for Cisco Catalyst 2960 and 3560 switches is dynamic auto.

 If the port on the neighbor switch is configured in a trunk mode that supports 

DTP, it manages the negotiation.

 (config-if)# switchport mode <mode>

IOS
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CAT2960 DEFAULT CONFIGURATION
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CONFIGURING THE BRIDGE ID
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PORTFAST AND BPDU GUARD

▪ When a switch port is configured with 
PortFast that port transitions from blocking 
to forwarding state immediately. 

▪ BPDU guard puts the port in an error-
disabled state on receipt of a BPDU.

IOS
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SPANNING TREE MODE

Rapid PVST+ is the Cisco implementation of RSTP. It supports RSTP 
on a per-VLAN basis.

IOS
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PORT SECURITY CONFIGURATION

1) Enable port security:

2) Set a maximum number of MAC addresses that will be 

allowed on this port. The default is one:

3) Specify which MAC addresses will be allowed on this port:

4) Define what action an interface will take if a non-allowed MAC 

address attempts access:

Switch(config-if)# switchport port-security

Switch(config-if)# switchport port-security maximum value

Switch(config-if)# 

   switchport port-secur mac-address {mac-address|sticky}

Switch(config-if)# switchport port-security violation {shutdown | 

restrict | protect}

IOS
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PORT SECURITY EXAMPLE

IOS
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VERIFYING PORT SECURITY

IOS
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DHCP SNOOPING

 DHCP Snooping specifies which switch ports can respond to 

DHCP requests

IOS
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