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Co je to Internet?

"The Internet is a global system of interconnected computer networks that use

the standard Internet protocol suite (TCP/IP) to serve several billion users
worldwide"

Internet je kolekce zarizeni, kterda komunikuji

« nékteré ¢asti se komunikace aktivné ucastni

* jiné ji jen zprostredkovavaji




Slovo ARCHITEKTURA

Rozpor v pouzivini tohoto slova !!!

Architektura = mnozina platnych pravidel, obecnych moznosti a

omezeni, ktera charakterizuji styl vysledku

ISO/IEC 7498-1 je prikladem architektury
- ISO/OSI RM je implementaci architektury se sedmi vrstvami




RFC 1958
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Snaha o kodifikaci architektury Internetu ==z e

Vlastnosti Status of This Memo

This memo provides information for the Internst community. This memo
does not specify an Internet standard of any kind. Distribution of
this memo iz unlimited.

« Connectionless sluzba

Abstract

The Internet and its architecture have grown in evoluticnary fashion

Jeden unif]kovan-y’ Sitjo-v-}’? protokol from modest begiml'xingf. rathsr than fr:vlr a Grand Plan. Whils this
process of evolution 1= one of the main reasons for the technology's
success, it nevertheless seems useful toc record a snapshot of the
current principles of the Internst architecturs. This is intended for

End_to_end princip general guidance and general interest, and is in no way intended to

be & formal or invariant reference medsl.
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Hruby konsenzus 1. Constant. change

In searching for Internst architectural principles, we must remember
that technical change iz continucus in the information techn
industry. The Internet reflects this. Ower the 25 years

v ra BREPRNET started, wvarious measures of the size of the Internst have
Do Orucenl increased by factors between 1000 (backkone speed) and 1000000
p {number of hosts). In this environment, some architectural principles
inevitably change. Principles that sesemed inviolable a few ysars ago
are deprecated today. Frinciples that sesm sacrsd today will be

L]
|||

. "Keep it simple" Gnly principles of the Tnternst that should survive indefinitery.
« Vykon a cena musi byt zvazovany stejné jako funkcionalita

 Vyhybat se volbam a parametrizovani

» Jakykoli design musi byt skdlovatelny pro reseni zahrnujici miliony prvka

« Nevytvaret cyklické zavislosti

Nic nestandardizovat do doby, nez bude nékolik variant implementaci




Protokolovy zasobnik

IS0/0SI TCP/IP

"ISO/OSI je jak NOZ, TCP/IP je jak zvykové pravo! Co je lepsi?"




Jednoduchy zasobnik

Application
HTTP
SSL/TLS
Transportation
[Psec LISP
Network
GRE
Data-Link
MPLS
Q-in-Q
802.1q

DWDM  Physical

TCP/IP




Connectionless service
. » only for UDP
« TPCje connection-

oriented + point-to-point




Best-effort dorucovani
e nestaci

» pozadavky na QoS




Jeden sitovy protokol
* dual-stack IPv4 + IPv6

» flag-day je utopie

 migrace 16 let?




End-to-end princip

 NAT, CGN
x « Shimé




Minimum stavu Vv Sitl...
» rust DFZ

« ACL pro zarizeni
» BGP politiky




Hruby konsenzus

e

@

* Jsou ICANN, IETF aIAB

dostatecné flexibilni?




Takze jak to vlastné je?

Connectionless service

. « only for UDP
« TPC je connection-

oriented + point-to-point

Best-effort dorucovani
» nestaci
x » pozadavky na QoS

Jeden sitovy protokol

* dual-stack [Pv4 + IPvé6
x - flag-day je utopie
* migrace 16 let?

End-to-end princip

« NAT, CGN

« Shimé
Minimum stavu v sitl...

» rust DFZ
x « ACL pro zarizeni
« BGP politiky

Hruby konsenzus

« Jsou ICANN, IETF a IAB
dostatecné flexibilni?
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Zakladni terminy

Pocitacova komunikace Vrstva
« zarizeni komunikuji po siti, « sdruzuje PM se stejnym tcelem
aby sdilela stav « omezuje dosah
« unicast x multicast x broadcast « PDU se sklada z hlavicky + téla
vs. whatevercast (+ ocasku)
Protokol « enkapsulace a dekapsulace
 mnozina predpisi a procedur, které » ]ze sklddat na sebe a vytvorit
komunikujici strany dodrzuji komplexni systém
 konecné kvantum informaci = PDU
Rank
* popis pomoci KA ¢i temporalni . pozice v systému
togiky . (N)-PM, (N)-PDU
Protokolovy stroj (PM) ‘“jl_”f” — ‘”?’f""
 implementace protokolu N iy ﬁc ot #00 T o T Lo
» PM lze mezi sebou provazat T Mechive echine

T l \ Lower Interface T l

(N-1)-PM (N-1)-PM




Celé dohromady

Internet je kolekce zarizeni, kterda komunikuji

Zarizeni vyuzivaji protokoli k synchronizovani stavu PM

Mailo vs. hodné PM se odrazi v malo ¢i hodné vrstvach

Co je treba, aby se komunikovalo?




Delimiting
Na linkove vrstvé musime byt schopni zjistit hranice mezi ramci

Externi oddélovac = specidlni bitova sekvence

« Jak zajistit, Ze se dand sekvence nevyskytne v Payloadu?

802.3 Ethernet frame structure

Start of MAC MAC | 802.1Q tag | Ethertype (Ethernet Il) e Interframe
—— — destination source (optional) @ or length (IEEE 802.3) o sequence a
delimiter P 8 : (32-bitcrc) =~ 9°P
7 octets 1 octet 6 octets : (4 octets) 2 octets 42Inte 21_1500 octets 4 octets 12 octets

octets
«— 64-1518 octets (68-1522 octets for 802.1Q tagged frames) —
«— 84-1538 octets (88-1542 octets for 802.1Q tagged frames) —

10101010 10101010 10101010 10101010 10101010 10101010 10101010 10101011

Interni oddélovac = je dopredu zndma velikost PDU pomoci PCI

(mnozstvi bitti, byta, oktett)




PocCatecCni synchronizace

Jakykoli sdileny stav je potieba na poldtku inicializovat!

Ctyfi formy spojeni
- association - minimalni sdileny stav (napi. UDP)
» flow - sdileny stav bez vizanych elementtu reprezentovany

protokoly s two-way handshakem

« connection - sdileny stav s vizanymi elementy reprezentovany

protokoly s three-way handshakem poskytujicim zpétnou vazbu
(napt. TCP)

* binding - totdlni synchronizace stavu na trovni sdileni

pametového prostoru




Vybeér policy

Jak meénit vlastnost mechanismus

Mechanismus je ta ¢ast protokolu, ktera je neménna

Policy = cast protokolu, kted je parametrizovatelna (napft. jaky CRC

polynom se bude pouzivat na kontrolu chyb)

Function




Adresovani

Adresovani objektu nelze bez identifikace objektu a naopak!

V pripadé multi-access prostredi (vice potencialnich prijemct PDU),
musi byt protokol schopen specifikovat konkrétniho prijemce
- v prdpadé point-to-point prostredi je to zbytecnost (napt. PPP,
HDLC)

Adresa = identifikator, jehoz jedinecnost je zaruc¢ena v daném dosahu

 hierarchické vs. nehierarchické

* location-dependent vs. location-independent




Identifikator spojeni

Kazdy protokol, ktery umoznuje provoz vice svych instanci na jednom
zarizeni, potrebuje néjak mezi nimi rozlisovat

Port

Dvojice zdrojového a cilového cisla portu je dostatecnym

identifikdtorem spojeni

o P Py
1400 rnun\bﬁf 21 rnumbei

full-association

1400, 196 62 132.1.21)

TCP TCP

P P

e [ ey 1092132 2 196621321 B
=y —_
IP network

|
ﬁ




Relaying

Relaying = Predavani PDU mezi dvéma PM
« predavini mezi (N)-PM a (N+1)-PM ve chvili, kdy je (N+1)-PM
prijemcem PDU
- routing = proces hleddni a urceni patficného (N-1)-PM
- forwarding = proces predani (N)-PDU patficnému (N-1)-PM,
aby se dostal blize k cili

- ‘F-' Aa;icm:ﬂ_

= "onepor
o o




Multiplexing

Jak se vyporddat s pristupem ke sdilenému médiu?

Multiplexing = proces komunikace nékolika raznych (N)-PM skrz
(N-1)-PM

A JFI-&W Ethernet & -:F}r
S!clis!.cOl' "'v-"p'cning !
—@ B1E B
& s
LB el |

< Y Queve of pockets
woiting for outout link 45 Mbs




Poradi

Jak zajistit prijem paketii ve stejném poradi, jako byly odesliny?

Sekvencni cisla = oznackovani kvant dat poradovym cislem

Last

\ Must be signaled by ULP

Buffer

I
TCP TCP ® Octet-stream onentation
= No inherent notion of
block of data
Ly P




Fragmentace/Reassembling

Linkové technologie limituji velikost PDU. Co kdyz je potieba prenést vétsi
mnozstui informaci?

| =20 octets o = 504 Octety = |t 504 Octots ——Po| = 492 Octoty —p|
P

header

....

Fragmentace (napf. IP) et I
ME=OQ e X ..
= rozdéleni jedné velké (N)-PDU ™™™ " |
do nékolika mensich (N)-PDU ; i
v P 1
Segmentace (napr. TCP) 7 emocwsota—sotccus —|  |_escery | OWFgment |
. , . , nc':o«\ Data Fragment2  |—» mg-s
= rozdéleni jedné (N)-PDU do e ores
. Identification = 5 =
v . v s ! = Fragment offset = 0
nékolika mensich (N-1)-PDU s
-..frwtm-samw“m
Reassembling = proces S T
¥ s v rd P .
opétovného slozeni dohromady escer, | OWaFragments [—>
Identfication = 5§
=0

Fragment offset = 126 eight-octet words




Komprese

Jak poslat linkou s omezenou propustnosti vice dat? Jak usettit na
protokolove rezii?

FTP komprese prenosu

RTP komprese hlavicek

Configured
queuing
(WFQ, CQ)
Traffic destined
for interface

o pee
L )
- Transmit Output hardware
queus

| J1 ]

l

Identify ATP  Compress
traffic

Packet sze
reduction*

20 - 12

Efficiencies paylcad

‘Ao -5 ms reduction in
seralization delay at 84 kbps




Detekce a korekce chyb

Prenosovd média jsou nespolehlivd (podléhaji napt. EMI), a proto je nutné

umet se vyporddat s bitovymi chybamil! it
<+— d data bits _'igit ad

| 0111000110101011| 0 I

Error detection = schopnost

row

detekovat chybu pri prenosu

parity
v d1 1 s s @ d1 ] d1 i+1
napr. CRC | o
( p ) dy1 - dgj|dgjsq
div - dij | dj
. _ column ' ’ Lj+1
Error correction = schopnost parity l drr o Giah dipg jur
opravit chybu pfi pfenosu (napr.
parita, Vitrebiho algoritmus) 1010111 1¢101p
111100 141100 -Party
error
01110[L 01110[1
10101J0 101010
no errors parity
error
correctable

single bit error




Duplicita, ztrata,
potvrzovani, znovuzaslani

Pakety v siti putuji nedeterministicky, miize dojit k jejich zdvojeni
(multicast) ¢i ztrdteé. Prijemce musi byt schopen tyto stavy detekovat a
vyporddat se s nimi.

Sekvenc¢ni cisla detekuji T HostA rost S i'@

"diry" v poradi dorucovani Jovatel ffi42.ACK=;g cota<

Ack a Nack pak slouzi k © X msét potvrd
informovani o vzniklé _C C'azadle

a2 | Zpat C

situaci
Host potvrdi

« Co kdyz se ztrati data? prijem
zobrazeného ‘C’

« Co kdyz se ztrati potvrzeni?

* Co kdyz se ztrati znovuzaslana data?

\"/ Telnet relace vV




Rizeni zahlceni

Protoze pouzivame "hloupou” datagramovou sit, musi se o rizeni zahlcent
starat sami uzivatelé...

Rizeni zahlceni = aby odesilatel nepretizil pifjemce ¢i samu sit daty

 Kreditové schéma, kdy prijemce ... e
. . . ’ B = ) T Host
rika odesilateli kolik dat naraz — compute
0 v . ’ v ’ v e T_,_——-F'a:ket
muze maximalné zasilat (napf. < T e
1 B e .F' gr,.r’ e

|
I ‘ 1l
P) ;-:;g - ' ) The bucket
- ooy —a | ok
ing —-a| |
I y a leaky bucket L packets
]

« Pacing schéma, kdy prijemce «— Feuines

a fiow
Water drips outotthe a
rikd explicitné jakou rychlosti se ™=
Network
data maji posilat (napr. leaking @ ®

bucket)

Fig. 5-24. (a) A leaky bucket with water. (b) A leaky bucket with
packets.




Autentizace a rizeni pristupu

Jak ovérit, Ze komunikujici je opravdu tim, kym je?

Autentizace = urceni identity (napr. IKE, 802.1X)

« username/password
« certifikat
- OTP

E > This Connection is Untrusted

You have asked Firefox to connect securely to www.aaron.dev.nameintel.com, but we can't
confirm that your connection is secure,

Normally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someane is trying to
impersonate the site, and you shouldn't continue.

Get me out of here! |

Technical Details
I Understand the Risks




Integrita

Jak zabezpecit data proti manipulaci?

Integrita = mechanismus komunikace zabranujici zméné dat pri

prenosu po nespolehlivém kandlu (napr. HMAC)

= 17
== -~ J

Insecure Channel @

Receiver

I

>

@ Secret Key Known Only to Sender and Receiver




Duveérnost

Jak zabezpecit data proti Cteni cizimi?

PLAINTEXT KEY
_.__.}_‘ KU
o [TT1 l”-lll [ 11
Diivérnost (confidentiality) = mechanismus .5/ %) L) L%
v s » . . . , R{:-s‘; '::w‘:.\:f: ;_;3;’ _,:” S : >
ochranujici komunikaci proti odposlechnuti y ESER
1 K,
- [TTT :t[‘h[[:1 mEuk
Sifrovani komunikace |L\.;.l ] SLI[J _..i\’i;]_ L 5
icka ; BSRIRSIS N
« Symetrickd kryptografie (napr. DES, 3DES, AES, RC4) /= 7+ )
« Asymetricka (napf. RSA, EC) e 2

Sl s ls] L
CIIT  TTIT TTIT  TTIT

s
CIPHERTEXT




Nepopiratelnost a neopakovatelnost

Nepopiratelnost (nonrepudition) = mechanismus zabezpecujici,
ze prijemce nebo odesilatel nemohou tvrdit, Ze komunikace

neprobéhla (ze data neodeslali/neptijali)

e uctovani komunikace (NetFlow, data-retention)

Neopakovatelnost (nonreplayability) = mechanismus branici

odposlechnutd data (byt obrnénd integritou a duvérnosti) znovupouzit

* nonce




Keepaliveness

Jak se korektné vyporddat s komunikacnim "tichem"?

Keepalive = mechanismus zajistujici kontrolu dostupnosti

komunikujicich stran

- Hello packety (napr. smérovaci protokoly)
- Blank packety (napf. IPsec, GRE)
- Piggybacking (napf. LISP)




Co z toho vyplyva?

Katalog mechanismu je velky, ale preci jen konecny... @

Mnozstvi policy v§ak muze byt prakicky neomezené... @

Komunikacni architekturu a jeji vlastnosti odrazi kombinace
PM mechanismu a policy, kterych vyuziva!

Architektura Internetu je jen tak dobri, jako jsou PM, které ma k

dispozici...




JAK SE INTERNET VYVINUL?
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Prepinani pakett

Example:
. ] . FOM 4users M[CICIW
Connection-oriented sluzba
- telefonie je historicky spojové orientovand reaueney
« TDM a FDM pro sileny pristup time
TDM
o[ 0B
time

Na konci 60.let mély na poli prenosu informaci monopol IBM a PTT

« v Evropé PTT statni, v Americe AT&T jako komercni subjekt
« IBM dodavatelem hierarchické SNA architektury

¢ SIUZby ] sou SoucaStl Slte The Network as seen by the PTTs
_-A—_

-~ —~~ Packet
-mode
Start-stop PAD DCE DCE DTE
DTE
Terminal Host Router Router Host
— /

Y

The Network as seen by the Computer Industry




Prepinani pakett

Paul Baran

» koncepce prepinanych siti (a

connection-less sluzby)

- data rozbity na malé ¢asti, které
v siti mohou putovat nezavisle

« virtudlni okruhy + datagramové

sité

On Distributed Communications Networks
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Vrstvy

Edsger W. Dijkstra

« rozdéleni komplexniho
systému do mensSich ¢asti

« hlavni inspirace pro budouci
vyvoj pocitacovych siti

« sluzby jako soucasti klientt

THE STRUCTURE OF THE "'THE"" - MULTIPROGRAMMING SYSTEM"

door prof. dr. E. W. Dijkstra

Surmmary

A multiprogramming system is described in which
all activities are divided over & number of sequential
processes, These sequential processes are placed at
various hicrarchical levels, in each of which one or
more independent absiractions have been implemen-
ted. The hierarchical structure proved to be vital for
the werification of the logical soundness of the de-
sign and the correciness of its implementation.

Introducrion
Papers ,repofting on timely research and develop-
ment efforis™ being explicitly asked for, 1 shall try
1o present a progress feport on the multiprogram-
ming cffort at the Depariment of Mathematics at
the Technological University. Eindhoven, the Nether-
lands.
Having very limited resources (viz. & group of six
people of, on the average, half time availability) and
wishing to contribute to the ant of system design —
including all the stages of comception, comstruction
and verification — we are foced with the problem of
how to get the necessary experience. To solve this
problem we have adopted the following three guid-
ing principles:

1) Select a project as advanced as you can conceive,
as ambitious as you can justify, in the hope that
routing work can be kept to a minimum; hold out
against all pressure fo incorporate such system
expansions that would only result into a purely
quantitative increase of the total amount of work
to be done.

2) Select o machine with sound basic characieris-
tics {e.g. an interrupt system to fall in love
is certainly an inspiring feature); from then on-
wards try 1o keep the specific properties of the
configuration for which you are preparing the
system out of your comiderations as long as
possible.

Be aware of the fact that experience does by no

means automatically lead to wisdom and under-

standing; in other words, make a conscious ef-
fort to learn as much ax possible from your pre-
cipus experiences.

L

Accordingly, 1 shall try to go beyond just reporting
what we have done and how, and 1 shall try 1o formu-
lute as well what we have learmed.

1 should like to end the introduction with two short
remarks on working conditions, remarks I make for
the sake of completeness, | shall not stress these
points any further.
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The one remark is that production speed is severely
degraded if one works with half time people who
have other obligations as well, This is at least a fac-
tor four, probably it is worse. The people themselves
lose time and energy in switching over, the group as
a4 whole loses decision speed as discussions, when
needed, have often to be postponed until all people
concerned are available,

The other remark is that the members of the group
(mostly mathematicians) have previously enjoyed as
good students a university training of 5 w0 8 years
and arc of Master's or Ph. D. level. 1 mention this
explicity because at least in my country the intellec-
1wzl level needed for system design is in general gross-
ly underestimated, | am more than ever convinced
that this type of work is just difficult and that eve-
ry effort to do it with other than the best people is
doomed to either failure or moderate success at enor-
TS EXPEnses,

The Tool and the Goal

The system has been designed for a Dutch machine,

the EL X8 (N.Y. Electrologica, Rijswijk (ZH)). Cha-

racteristics of our configuration are:

1) core memory cycle time 2.5 mms.. 27 bits; at pre-
sent !

2) drum of 512K words, 1024 words per track, rev,
time 40 ms.

3) an indirect sddressing mechanism very well suited
for stack implementation

4) a sound system for commanding peripherals and
controlling of interrupts

5) a potentially great number of low capacity chan-
nels; ten of them are used (3 paper tape readers
at 1000 char sec; 3 paper tape punches at 150
char sec: 2 teleprinters; a plotter: a line printer)

) ubsence of a number of not unusual awkward fea-
tures,

The primary goal of the system I8 o process smooth-

Iy & continuous {low of user programs as a service o

the University, A multiprogramming system has been

chosen with the following objectives in mind:

13 a reduction of turm around time for programs of
shont duration

2} economic use of peripheral devices

3) awtomatic control of backing store o be com-
bined with economic use of the central processor

4) the economic feasibility 1o use the machine for
those applications for which only the flexibility
of a peneral purpose computer is needed but (as
a ruled not the capacity nor the processing power.

The system & not intended as & multi-access system.
There is no common data buse via which indepen-
dent users can communicate with each other: they
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ARPANET

1963: memorandum o "Intergalactic Computer Network" od
J.Licklidera z BBN

1968: B.Taylor jako vedouci ARPA poptava kontrakt na vyrobu site,
kterou vyhrilo BBN Technologies

Interface Message Processor (IMP) = router

* 4 porty pro hosty, 5 portd pro IMP
« linky o rychlost 50 kbit/s

« 24 kB paméti

L.Kleinrock and 1st IMP

29. rijna 1969: Prvni ARPANETovy prenos
» 4 lokality (UCLA, SRI, UCSB, University of Utah)

1973: NORSAR

1975: prohlasen za funk¢ni

1983: oddéleny od MILNET
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Tinker Air Force Base

Tinker Air Force Base v Oklahomeé se rozhodla mit zilozni pripojeni

pro pripad vypadku linky

Multihoming
Host
14, 20,3
IMP IMP
14 20

Adresa hosta odpovid4 bodu jeho pripojeni! @







CYCLADES

Louis Pouzin
« francouzska alternativa ARPANETu
« Cisté connection-less datagramova sit s hosty zodpovédnymi

za spolehlivé dorucovani

« CIGALE (L3) a TS (L4) protokoly

1976 prilis velkou konkurenci stitnimu Transpacu (X.25 connection-

oriented pristup) a vyvoj pozastaven







TCP

Host-to-Host a.k.a. Network Control Program (NCP)

- ustaveni/ukonceni spojeni
« fizeni toku

dva simplexni kanaly (liché/sudé porty)

Robert Kahn, Vint Cerf

Transmission Control Protocol
(duplexni spojeni, spolehliva

komunikace)

A Praotoool Tor Packet Nebwork Intercommunication
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Aplikace

Telnet

RJE

File Transfer Protocol

FTP

 Email byl prenos specidlné oznac¢eného souboru

Telnet Data Xfr

Remote Job Entry

« vzdalené spousténi uloh

TCP

Ocekavala se vzdy jen jedna instance bézici aplikace na pocitaci!

Prvni setkani OSI v jak se ukaze pozdéji marné snaze sjednotit

connection-oriented a connection-less tabory







Flag Day

1.1.1983: Flag Day pro prechod na novy transportni protokol

* kdo nepresel, mél smilu...

Ctyfi potencialni kandidati:

» TCP - poradi bytii, dynamické klouzavé okno, jen jedno PDU s kontrolnimi
bity pro zménu sémantiky, piggybacking potvrzovani

« XNS Sequence Packet a CYCLADES TS - poradi pakett, dynamické
klouzové okno, ruznd PDU na ustaveni/uvolnéni spojeni, potvrzeni a fizeni
toku, separace transportni a sitové vrstvy

 Delta-t — Radikdlni idea, ze k zabezpecenému prenosu staci mit
zesynchronizované casovace, rizna PDU pro potvrzeni a rizeni toku, separace

transportni a sitove vrstv




DNS

HOSTS. TXT

- seznam vSech pripojenych zarizeni k Internetu

« udrzovan SRI a pravidelné aktualizovan

Domain Name Space

Paul Mockapetris

« hierarchicka databaze jmen
(aliast) k IP adresam

» navrh DNS a prvni implementace

- 1985: BIND

« 1987: IETF standardizace

3+ | = resource records
~. | =™ associated with name
P

1™ 7\ — zoneof authority,
1 1= managed by & name server

When a system sdrmenistraton A

2 wants to let another admanstrator
part of , the first
Sstrators nammer see also: RFC 1034 4.2:

|
§ e of Wha Tony e aniher How the database is divided into zones.







Kolaps zahlceni

fijen 1986: prvni kolaps zahlcenim linek ..

- pakety prichdzeji rychleji, nez se stihaji odbavovat
» zapléni bufferu vede automaticky k zahazovani

« pozdéji predchazeni pomoci RED a WRED

Van Jacobson
« uprava TCP zajistujici ochranu
pred zahlcenim
« [F ztrata paket THEN zmensi
window ELSE zvétsi window
« TCP Tahoe, Reno, Vegas, New
Vegas

RED Drop Ranges

MPD=5

»

e
g2
5p

§

Slow-Start and Congestion Avoidance (3)

cwnd wanation of Tahoe TCP

e Limit of the network

Time

Packet Packet Packet
g Loss Loss, Loss .
w
% i
= | >
T .
/ caongeshon l|,' DOI‘IPESU—:\I‘I
slow-slart slow.start @voidance odow-slart avoidance







WWW

Tim Berners-Lee

« v CERNu pro vyzkum linkovani dokument jaderného
vyzkumu

» projekt World Wide Web (Hypertext documents)

« HTTP protokol

« HTML jazyk

Designove uplné nova aplikce - na jednom stroji vice instanci téhoz PM!!!




1990

Multicast CLNP MPLS OSPFv2

1990 1993 1994 1996 1997 1998






NAT

Evidentni neudrzitelnost [Pv4 pri aktudlni rastu klient

« hlavni problém, ze chybi adresy

hternegt Hosts:
[from httpfbereevzakon orgirobertint ernatti maine )

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

o Se S5 cof S50 fS5c0fSco 508508508 50df 50

RFC 1817 - CIDR
RFC 1876 - VLSM

RFC1914 - NAT

RFC 1918 - privatni adresy







IPng

Potreba nové verze [P protokolu

Nékolik navrhi, vyhral IPvé
« vice adres (27128)

« jedno rozhrani ma vic nez jednu IPv6 adresu

* unicast, multicast, anycast
« SLAAC

prosinec 1998: RFC 2460

Steve Deering Robert Hinden




1990

Multicast CLNP MPLS OSPFv2

1990 1993 1994 1996 1997 1998



2000

BGPv4
10GDbitE DWDM LISP 32bit ASN OSPFv3

2002 2003 2006 2007 2008



201

100GbitE
IoT a IoE

40GbitE

2010 2011 2013




VycCerpani IPv4 adres

31.ledna 2011: ICANN pridélil posledni
nepridéleny blok adres

Dnes se [Pv6 dostala ve "vyspélych" zemich na 4% penetrace

« spousta implementacnich a provoznich problému

« na FIT VUT se dlouhodobé zabyvime vyzkumem IPv6

Miij dojem je, ze se tym na FIT VUT rozhodl, ze IPvé nemd rdd, a proto misto feseni hledaji problémy. Ja myslim, ze je pochopitelné, Ze implementacni
iiroven je zatim na horsi virovni (¢i je naprosto nesmyslné licencovand jinak nez IPv4), ale to prece neznamend, ze je "Déravd IPv6". Osobné mne tenhle
bulvdrni styl diskreditace IPv6 také velmi mrzi...

Web services Mail services DNS services
T73.9%
86.8%
94.2%
0.4% 0.0% 0.0%
0.0% ' : 13.2%
26.1%
54%
o IPvd only ™ dualstack " IPvE only o IPvd only ™ dualstack n IPvE only — IPvd only n dualstack ™ IPvE only
(94.17%) (5.39%) (0.00209%) (B6.79%) (13.21%) (0.00049%) = (73.90%) (26.10%) (0.00049%)

altname
(0.44%)
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SOUCASNOST

Jak "dobry" je dnesni Internet?




Skalovatelnost smérovani

Default Free Zone

- pater Internetu, kterd musi znat cestu
do kazdého autonomniho systému

» superlinedrni rast

» Jak vykona takova zarizeni musi byt?

Lo+ T T T T

RIL GF entries (RIN)

0 n 12 13

Fig. 1: TPv4 — All BGP entries in RIB
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Date

Fig. 2: IPv4 — Active BGP entries in FIB

@ route-views.routeviews, org - PuTTY

route-views>show ip bygp summary

BGP router identifier 128.223.51.103, local AS number 6447

BGP table version is 2553610571, main routing table version 2553610571
476241 network entries using 62863812 hytes of memory

13297503 path entries using 691470156 bytes of memory

214424080726 BGP path/bestpath attribute entries using 360232320 bytes of memory
1880346 BGP AS-PATH entries using 74812950 hytes of memory

55473 BGP community entries using 4318864 bytes of memory

158 BGF extended community entries using 4552 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-list cache entriez using 0 bytes of memory

BGP using 1193702654 total bytes of memory

Dampening enabled. 9366 history paths, 10493 dampened paths

BGP activity 2567218/2074373 prefixes, 201917073/166486374 paths, scan interval 60 secs

o000 T T T T

A1l BGP ertries (RIG:

15000

/
: | Vdm
| fﬂw}W. 4

Fig. 1: IPv6 — All BGP entries in RIB

12 13

g

Fig. 2: [Pv6 — Active BGP entries in FIB




Oddéleni Id a Loc

[P adresa pretéZuje svilj vyznam - poskytuje informaci o identifikaci i
lokalizaci zaradz.

Co treba jeden pocitac se dvéma sitovkami, jaky je jeho identifikdtor?
[P adresa neni ni¢im vic, nez bodem pripojeni (Point of Attachment)!

Jerome Saltzer

« v siti by se méli pojmenovat

’ vr - . . Senice Wame
ndsledujici objekty: aplikace, uzly, -
Sendce Address -
PoA a cesty ' |
5 . . . R Node Name . Scope of name’
« predpokldda se mobilita objektad - "% nanbigaty

. . MNode Address -+
« adresovat bez identifikace nelze a :

. PoA Wame
viceversa e

PoA Address

. Media
* connection




Oddéleni Id a Loc

-=+--+ Port number ---

.. Route

oo IPaddress -




Multihoming a precislovani

V reseni multihomingu, tedy zdlozniho pripojeni k Internetu, jsme %
od dob Tinker Air Force Base pred vice nez 30 lety nepostoupili... .

Kdyz chceme vymeénit ISP, musime precislovat nds adresni prostor, (-

O
protoZe dostaneme novy prefix! (renumbering problem)

Provider Aggregatable

« pokud mame PA adresy, provozuje se multihoming obtizné

« s PA adresou jsme rukojmim ISP

Provider Independent
« pro multihoming i odolnost proti precislovani je nyni potreba ASN
* kdyz mame ASN s$ifime prefixy do DFZ, prispivame k jejimu ristu




Mobilita a Traffic Engineering

Mobilita = schopnost uzlu ménit své PoA bez vypadku komunikace

+ Jak dynamicky zménit svou lokalitu bez zmény identifikace?
« Jak oznamit nové PoA?

« Jak vytvorit tunel mezi starou a novou lokalitou?

Traffic Engineering = manipulace se smérovianim provozu
« slozité nastavovani BGP politik
« masivneé prispiva ke zvétsovani DFZ

« inbound TE neni nijak garantovan




Vladimir Vesely
veselyv@fitvutbr.cz

: Struénd

& historie
Y internetové
architektury
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INTERNET

Ha ne, jen nedokomdend demal

SOUCASNOST

Jak "dobry™ je dnedni Internet?



Vrchol inZenyrstvi...?

INTERNET

Ba ne, jen nedokoncené demo!




