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ASA 5500 Firewall Solution

= The ASA 5500 firewall appliance is a multi-service

standalone appliance that is a primary component of the
Cisco SecureX architecture

= There are six ASA models, ranging from the basic 5505
branch office model to the 5585 data center version

= The choice of ASA model will depend on an organization's
requirements, such as:

= Maximum throughput
= Maximum connections per second
= Available budget

= The biggest difference between models is the:
= Maximum traffic throughput handled by the device
= The types and the number of interfaces on the device



ASA Models

ASA 558
(40 Gbp
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ASA 5585 SSP-40 4 7 %

Multi-Service (20 Gbps, 240K cps
(Firewall/VPN and IPS)

ASA 5585 SSP-10
(4 Gbps, 65K cps)

ASA 5540 i
g

(650 Mbps,25K cps)
ASA 5520
(450 Mbps,12K cps)

ASA 5510
(300 Mbps, 9K cps)

ASA 5505
(150 Mbps, 4000 cps)

Performance and Scalability

* Mbps and Gbps = maximum throughput  * cps = maximum connection per second



ASA Features

= Stateful firewall = Virtualization
= Only packets matching a known active = Asingle ASA can be partitioned into multiple
connection will be allowed by the firewall; virtual devices called security contexts

others will be rejected = Each context is an independent device, with

its own security policy, interfaces, and

= VPN Concentrator administrators

= The ASA supports IPsec and SSL remote

access and IPsec site-to-site VPN = High-Availability
features = Two ASAs can be paired into an active /
standby failover configuration to provide
= [ntrusion Prevention device redundancy.

= Advanced threat control is provided by = One ASAis the primary (active) device while
adding the Cisco Advanced Inspection the other is the secondary (standby) device.
and Prevention Security Services Module = Both ASAs must have identical software,
(AIP-SSM) and Cisco Advanced licensing, memory, and interfaces
Inspection and Prevention Security _ _
Services Card (AIP-SSC) = Identity Firewall

= The ASA can provide access control using

= Threat Control Windows Active Directory login information.

= Additional anti-malware threat control = |dentity-based firewall services allow users or
capabilities are provided by adding the groups to be specified instead of being
Content Security and Control (CSC) restricted by traditional IP address-based

module rules.



Advanced ASA Feature: Virtualization

= One single ASA device is divided into three virtual ASA
devices (security context) serving the needs of three
separate customers.

Single ASA Device

=




Advanced ASA Feature: High Availability

= ASA-1 and ASA-2 are identical ASA devices configured for
fallover and each device monitors the other device over the
LAN failover link

= |f ASA-2 detects that ASA-1 has failed, then ASA-2 would
become the Primary/Active firewall gateway and traffic from
PC-A would take the preferred path using ASA-2

ASA-1
Primary/Active
_

10.1.1.0/29
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LAN failover link

ASA-2
Secondary/Standby



Advanced ASA Feature: Identity Firewall

= A Client attempting to access Server resources must first
be authenticated using the Microsoft Active Directory

Internet

A
Internet
ij =] Server
|
Client e e T T
\

Microsoft AD Agent
Active Directory




Advanced ASA Feature: Identity Firewall

= Full IPS features are provided by integrating special
hardware modules with the ASA architecture.

= The Cisco Advanced Inspection and Prevention Security Services
Module (AIP-SSM) is for the ASA 5540 device.

= The Cisco Advanced Inspection and Prevention Security Services
Card (AIP-SSC) is for the ASA 5505 device.

Sk AIP-SSM for the ASA 5540 AIP-SSC for the ASA 5505  pes=ss a
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Networks on a Firewall

= Inside network

= Network that is
protected and behind
the firewall.

= DMZ

= Demilitarized zone,
while protected by the
firewall, limited
access is allowed to
outside users.

= Qutside network

= Network that is +  Traffic originating from the Outside network going to the Inside network is denied.
Outside the prOteCtion + Traffic originating from the DMZ network going to the Inside network is denied.

of the firewall.



Security Levels

Qutside Network
Interface name:outside
Security Level: 0

DME Network Inside Netwark
Interface name:dmz Interface name:inside
Security Level: 50 Security Level: 100




Routed vs. Transparent Mode

= An ASA device can operate in one of two modes:

10.2.1.0/24
Routed Mode 10.2.1.1
« |5 the traditional firewall deployment mode.
«  Separales iwo Layer 3 domains.
*  Provides a NAT boundary.
« Applies policy to flows as they transit the firewall. 10.1.1.1
10.1.1.0/24

Transparent Mode
« (perates at Layer 2.
Integrates with existing networks without the need for re-
addressing.
Simplifies internal firewalling and network segmentation.

10.1.1.0/29




ASA Licenses

= ASA appliances come pre-installed with either a:
= Base license
= Security Plus license

= To verify the license information on an ASA device, use the
commands:

show version

show activation-key

= Combining additional licenses to the pre-installed licenses
creates a permanent license

= The permanent license is activated by installing a permanent
activation key using the activation-key command

= Only one permanent license key can be installed and once it is
Installed, it is referred to as the running license



Applying Key @)

Cizco Adaptiwve Security Appliance Sol'fwess Verszion B.4(4)1
Device Manager Verzsion 6.4(9)

Compiled on Thu 14-Jun-12 11:20 by builders

Syatem image file i=s "disk(0:/a=aB44-1-kB.bin"™

Config file at boot was "astartup-config"®

PetesASA up & dave 0 hours

Hardware: ASRLL05, 256 ME RaM, CPU Geode 500 MH=

Internal ATA Compact Flash, 128MB
BIOS Flash MSOFWOB0 @ 1024FKEB

Cizco ASA-5505 on-board accelerator (revision 0x0)
CH1000-MC-BOOT-2.00

CHLite-MC-55Lm-PLUS-2.0
CHlite-MC-IPSECm-MATHN-2.06
Humber of accelerators: 1

Internal-Data0/0 1 address i 0026.0be7.f65c,
Ethernetd/0 1 address i 0026.0be7.f654,
Ethernetd/] 1 address i 0026.0be7.f655,
Ethernetd/ addrezss 3 0026.0be7.f656,
Ethernetd/ addrezss 3 0026.0be7.f657,
Ethernetd/ addrezss 3 0026.0be7.f658,
Ethernetd/ addrezss 3 0026.0be7.f659,
Ethernetd/ addrezss 3 0026.0be7.f65a,
Ethernetd/7 1 address i 0026.0be7.f65k,
Internal-Datal/1 : address is 0000.0003.0002,
Hot used 1 irg 255

Hot used 1 irg 255
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http://www.petenetlive.com/KB/Media/0000701/00004.png

Applying Key (2)

Licenzed features for this platform:
Maximum Physical Interfaces H perpetual
VLAN= H DMZ Restricted
Dual IS5P= H perpetual
perpetual
In=szide Hosts H perpetual
Fajlover HE Y perpetual
VEN-DES H perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
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[hi= platform ha=s a Base

Serial Humber:JWX12345678
Fey: Ox123A123 0x123A123 0x123A123 0x123A123 O0x123A123 Ox123A123
Configuration register i=s 0Ox1
Configuration has not been modified =since last system restart.
PetesAShi ||
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ASA 5505 Base License

(Z5) Approaching End Of Sale

5505 5510 5512-X 5585-X SSP-10 5585-X SSP-20

Feature Base Sec Plus Base Sec Plus Base Sec Plus Base Sec Plus Base Sec Plus

IPSec Peers 10 25 250 250 250 250 5K 5K 10K 10K

Concurrent

Chnnaétions 10K 25K 50K 130K 100K 250K M M 2M 2M
3 Routed* 20 Routed*

VLANs 2 xparent* 3 xparent* 50 100 50 100 1024 1024 1024 1024
Trunking No Yes (8) Yes Yes Yes Yes Yes Yes Yes Yes
Contexts No No No 2 No 2 100 100 250 250

. Yes, Active/Stdby Yes Yes Yes Yes Yes Yes
Failover No not stateful o AS/AA o AS/AA AS/AA AS/AA AS/AA AS/AA
Interface Speeds 8 FE 8 FE 5 FE 3 FE,2GE 6 GE 6 GE 10GE Disabled | 10GE Enabled | 10GE Disabled | 10GE Enabled
npetfsces of il 52 120 240 440 328 528 4176 4176 4176 4176
Types, Max
VPN Load Balancing No No No Yes No Yes Yes Yes Yes Yes
Required Version 7.2.(2)+ 7.2(3)+ 8.6(1)+ 8.2(4) 8.2(3)

http://www.tunnelsup.com/images/asasecplus.png
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ASA 5505 Base License

ciscoasa# show version

<Output omitted>

Maximum Physical Interfaces
VLANS

Dual ISPs

VLAN Trunk Ports

Inside Hosts

Failover

VPN-DES

VPN-3DES-AES

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

Shared License

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
UC Phone Proxy Sessions
Total UC Proxy Sessions
Botnet Traffic Filter
Intercompany Media Engine

This platform has a Base license.
Serial Number: JMX15364077

Running Permanent Activation Key:

ciscoasa#

Licensed features for this platform:

8

3
Disabled
0

10
Disabled
Enabled
Enabled
2
Disabled
10

25
Disabled
Disabled
Disabled
Disabled
2

2
Disabled
Disabled

0x970bc671 0x305£fc569 0x70d21158 Oxb6ec2ca8 0x8a003fb9
Configuration register is 0x41l (will be Oxl at next reload)
Configuration last modified by enable 15 at 10:03:12.74%9 UTC Fri Sep 23 2011

perpetual

DMZ Restricted

perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual




ASA 5505 Front Panel

CISCO LINK/ACT Power  Status  Active VPN SSC
100 MBPS /‘

CISCO ASA 5505 senies

Ada ptive Siicurity Appliar ce

1 2 3 4115116117
1 | USB 2.0 interface Active LED
2 | Speed and Link Activity LEDs VPN LED

3 | Power LED

Security Service Card (SSC) LED

4 | Status LED




ASA 5505 Back Panel

2 3 =

Power

48VDC

1 | Power connector (48 VDC) 5 | Reset button
2 | SSC slot 6 | Two USB 2.0 ports
3 | Serial console port 7 | 10/100 Ethernet switch (ports 0 — 5)

10/100 Power over Ethernet (PoE) switch ports

4 | Lock slot 8 (ports 6 and 7)




ASA 5510 Back Panel
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Adaptive Security Appliance
. vy Yy,
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CISCO AsA 5519

- i)

SERIES @0 F "™e———

1 | Security Services Module (SSM) slot

Flash card slot

2 | Two USB 2.0 ports

Power, status, active, VPN, and flash LED
indicators

3 | Out of band (OOB) management interface

Serial console port

4 | 4 Fast Ethernet interfaces

Auxiliary port




Configure Basic

Settings




ASA Command Line Interface (CLI)

= The ASA CLI is a proprietary OS which has a similar look and
feel to the router IOS
= Like a Cisco 10S router, the ASA recognizes the following:
= Abbreviation of commands and keywords
= Using the Tab key to complete a partial command
= Using the help key (?) after a command to view additional syntax

= Unlike an ISR, the ASA:

= Can execute any ASA CLI command regardless of the current

configuration mode prompt and does not require or recognize the do
IOS CLI command

= Can provide additional help listing a brief command description and
syntax by using the EXEC command help followed by the CLI
command (e.g., help reload)

= Interrupts show command output by simply using the letter Q
= Unlike the Ctrl+C (*C) IOS CLI key sequence



Common IOS and Equivalent Commands

|IOS Router Command

enable secret password

Equivalent ASA Command

enable password password

line con O
password password

login

passwd password

ip route

route outside

show ip interfaces brief

show interface ip brief

show ip route

show route

show vlan

show switch vlan

show ip nat translations

show xlate

copy running-config startup-config

write [memory]

erase startup-config

write erase




ASA Factory Default Configurations

hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted

names

interface Ethernet0/0
switchport access vlan 2
no shut

interface Ethernet0/1
no shut

<Output omitted>

interface Vlanl

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0

interface Vlan2

nameif outside
security-level 0

ip address dhcp setroute

<Output Omitted>

object network obj_any
nat (inside,outside) dynamic interface

<Output Omitted>

http server enable
http 192.168.1.0 255.255.255.0 inside

<Output Omitted>

dhcpd auto_config outside

dhcpd address 192.168.1.5-192.168.1.36 inside
dhcpd enable inside

<Qutput Omitted>

A Y

Default management settings.

The outside interface is configured.

EO/1 is configured as the outside interface. EO/2 — EO/7
are not configured and are all shutdown.

Inside network VLAN (VLAN 1) is configured with name
(inside), security level (100) and internal IP address.

Outside network VLAN (VLAN 2) is configured with name
(outside), security level (0) and to acquire its IP address
and default route from the upstream device.

PAT is configured so that inside addresses are translated
using the outside interface IP address.

HTTP access for ASDM is configured.

The outside is to discover its WINS, DNS, and domain
information from the upstream devices.

DHCP Server settings for inside hosts.




CLI Setup Initialization Wizard

= |f the default configuration is not required, erase and reload
the ASA using the write erase and reload
commands

= Note that the ASA does not recognize the
erase startup-config command

= Once rebooted, the CLI Setup Initialization wizard prompts
to pre-configure the firewall appliance using interactive
prompts

= Entering “no” cancels the wizard and the ASA will display its default
prompt

= The Setup Initialization wizard is an optional method for
initially configuring an ASA

= |t also provides most of the settings needed to access the ASA using
ASDM



CLI Setup Initialization Wizard

= The CLI Setup Initialization wizard configures the following:
= Firewall mode
= Enable password
= Enable password recovery
= Time and date settings
= Inside IP address and mask
= ASA device host name
= Domain name



CLI Setup Initialization Wizard

<Bootup output omitted> I

Default values are displayed in brackets [ ].
To accept the default input, press Enter.

Pre-configure Firewall now through interactive prompts [yes]?‘—
Firewall Mode [Routed]:
Enable password [<use current password>]: cisco
Allow password recovery [yes]?
Clock (UTC):
Year [2012]:
Month [Oct]:
Day [3]:
Time [03:44:47]: 6:49:00
Management IP address: 192.168.1.1
Management network mask: 255.255.255.0
Host name: CCNAS-ASA
Domain name: ccnasecurity.com
IP address of host running Device Manager: 192.168.1.2

The following configuration will be used:

Enable password: cisco

Allow password recovery: yes

Clock (UTC): 6:49:00 Oct 3 2011

Firewall Mode: Routed

Management IP address: 192.168.1.1

Management network mask: 255.255.255.0

Host name: CCNAS-ASA

Domain name: ccnasecurity.com

IP address of host running Device Manager: 192.168.1.2

Use this configuration and write to flash? yes

INFO: Security level for "management" set to 0 by default.
WARNING: http server is not yet enabled to allow ASDM access.
Cryptochecksum: bal7£fdl17 c28£2342 £92f2975 lele5112

2070 bytes copied in 0.910 secs

Type help or '?' for a list of available commands.
CCNAS-ASA>




Configure Basic Settings

= Basic management settings are configured in global
configuration mode

= The first time global configuration mode is accessed, a
message prompting you to enable the Smart Call Home
feature appears

= This feature offers proactive diagnostics and real-time alerts on

select Cisco devices, which provides higher network availability and
Increased operational efficiency

= To participate, a CCO ID is required and the ASA device must be
registered under a Cisco SMARTnNet Service contract



Steps to Configure Basic Settings

1) Configure basic management settings
= (l.e., hosthame, domain name, and enable password.)

2) Enable the master passphrase

3) Configure the Inside and Outside SVIs (on an ASA 5505)
4) Assign Layer 2 ports to VLANs (on an ASA 5505)

5) Enable Telnet, SSH, and HTTPS access

6) Configure time services

7) Configure a default route



-
1 - Configure Basic Management Settings

* |In global configuration mode, configure the ASA host name,
domain name, and privileged EXEC mode password using
the following commands:

" hostname name - Changes the name of the ASA
" domain-name name - Changes the domain name

" enable password password - Configures the privileged EXEC
mode password

= Note that there is no secret option
" passwd password - Configures the Telnet/ SSH password

ciscoasa# conf t

ciscoasa(config)# hostname CCNAS-ASA

CCNAS-ASA (config) # domain-name ccnasecurity.com
CCNAS-ASA (config) # enable password class
CCNAS-ASA (config) # passwd cisco




2 - Enable the Master Passphrase

= A master passphrase securely stores plaintext passwords
In encrypted format

= Similar to the I0S service password-encryption command

= To configure a master passphrase, use the following
commands:

" key config-key password-encryption [new-passphrase
[old-passphrase] ]

= Creates or changes an existing master passphrase (8 to 128
characters in length)

= password encryption aes

= Enables password encryption

CCNAS-ASA (config) # key config-key password-encryption ciscol23
CCNAS-ASA (config) # password encryption aes




3 - Configure Inside and Outside SVIs

= On ASA 5510 and higher, routed interfaces are configured
with IP configurations.

= However, the ASA 5505 has an integrated 8 port Layer 2
switch and therefore IP configurations are accomplished by:

= Configuring the inside and outside switched virtual interfaces (SVIs)
by assigning interface names, security level, and IP address.

= Assigning Layer 2 ports to the inside and outside SVI VLANS.



3 - Configure Inside and Outside SVIs

= Use the following commands to configure the inside and
outside SVI VLAN interfaces:

= interface vlan vlan-number - Creates a switch virtual
Interface (SVI)

"nameif {inside | outside | name} - Assigns an interface
name

CCNAS-ASA (config) # interface vlan 1

CCNAS-ASA (config-if) # nameif inside

INFO: Security level for "inside" set to 100 by default.
CCNAS-ASA (config-if) # security-level 100

CCNAS-ASA (config-if)# ip address 192.168.1.1 255.255.255.0
CCNAS-ASA (config-if) # exit

CCNAS-ASA (config) # interface vlan 2

CCNAS-ASA (config-if) # nameif outside

INFO: Security level for "outside" set to 0 by default.
CCNAS-ASA (config-if) # security-level 0

CCNAS-ASA (config-if)# ip address 209.165.200.226 255.255.255.248
CCNAS-ASA (config-if) # exit




3 - Configure Inside and Outside SVIs

= Optionally, instead of manually configuring an IP address,
the interface could also be configured as a:

= DHCP client using the ip address dhcp [setroute]
command

= PPPOE client using the ip address pppoe [setroute]
command



3 - Configure Inside and Outside SVIs

= An ASA 5505 with the Security Plus License automatically

supports the creation of additional VLANS to create other zones
such as a DMZ zone.

= However, an ASA 5505 with a Basic License only supports a
third “restricted" SVI

= This SVI is limited from initiating contact to another specified VLAN
= The following command must be configured to support the third
restricted VLAN SVI on an ASA 5505 with a Base License:

" no forward interface vlan vian-id

= vlan-id specifies the VLAN to which this interface cannot initiate
traffic

= Configure this command only once the inside and outside VLAN
interfaces are configured

= The new SVI must also be named, assigned a security level
value, and IP address



4 - Assign Layer 2 ports to VLANS

= The Layer 2 ports must be assigned to a VLAN
= By default, all ports are members of VLAN 1

= Use the following commands to change the VLAN

assignment:
»interface interface number — Enterinterface configuration
mode
" switchport access vlan vlian-id — Change the VLAN
assignment

CCNAS-ASA (config-if)# interface e0/1

CCNAS-ASA (config-if)# switchport access vlan 1
CCNAS-ASA (config-if)# no shut

CCNAS-ASA (config-if) # exit

CCNAS-ASA (config) # interface e0/0

CCNAS-ASA (config-if) # switchport access vlan 2
CCNAS-ASA (config-if) # no shut

CCNAS-ASA (config-if) # exit




Verify SVI and Interface Settings

CCNAS-ASA# show switch vlan

VLAN Name Status Ports

1 inside up Et0/1, Et0/2, Et0/3, Et0/4
Et0/5, Et0/6, Et0/7

2 outside up Et0/0

CCNAS-ASA#

CCNAS-ASA# show interface ip brief

Interface IP-Address OK? Method Status Protocol

Ethernet0/0 unassigned YES unset up up

Ethernet0/1 unassigned YES unset up up

Ethernet0/2 unassigned YES unset administratively down up

Ethernet0/3 unassigned YES unset administratively down up

Ethernet0/4 unassigned YES unset administratively down down

Ethernet0/5 unassigned YES unset administratively down down

Ethernet0/6 unassigned YES unset administratively down down

Ethernet0/7 unassigned YES unset administratively down down

Internal-Data0/0 unassigned YES unset wup up

Internal-Data0/1 unassigned YES unset up up

Vlanl 192.168.1.1 YES manual up up

Vl1an2 209.156.200.226 YES manual up up

VirtualO 127.0.0.1 YES unset up up

CCNAS-ASA#




5 - Enable Telnet, SSH, and HTTPS Access

= Enable Telnet access (if required)
= Telnet does not work on security-level O interface
= SSH is recommended instead of Telnet

= Although simple authentication is provided using the passwd

command, securing Telnet access using AAA authentication and the
local database is recommended.

= Use the following commands to enable AAA authentication:

" username name password password

aaa authentication {telnet | ssh} console {LOCAL |
TACACS-server | RADIUS-server}

telnet host-ip host-mask inside

telnet timeout minutes

CCNAS-ASA (config) # username admin password class

CCNAS-ASA (config) # aaa authentication telnet console LOCAL
CCNAS-ASA (config)# telnet 192.168.1.3 255.255.255.255 inside
CCNAS-ASA (config)# telnet timeout 10




e
5 - Enable Telnet, SSH, and HTTPS Access

= Similarly configured as Telnet but requires:
= AAA authentication to be enabled
= RSA crypto key generated

= To verify the SSH configuration, use the show ssh
command

CCNAS-ASA (config) # username admin password class

CCNAS-ASA (config) # aaa authentication ssh console LOCAL

CCNAS-ASA (config) # crypto key generate rsa modulus 2048

WARNING: You have a RSA keypair already defined named <Default-RSA-Key>.

Do you really want to replace them? [yes/no]: y

Keypair generation process begin. Please wait...
CCNAS-ASA (config)# ssh 192.168.1.3 255.255.255.255 inside
CCNAS-ASA (config) # ssh timeout 10

CCNAS-ASA (config) # exit

CCNAS-ASA#

CCNAS-ASA# show ssh

Timeout: 10 minutes

Versions allowed: 1 and 2

192.168.1.3 255.255.255.255 inside




5 - Enable Telnet, SSH, and HTTPS Access

*HTTPS is required for ASDM.

= To remove and disable the ASA HTTP server service, use
the clear configure http global configuration

command.

CCNAS-ASA (config)# http server enable
CCNAS-ASA (config)# http 192.168.1.3 255.255.255.255 inside




6 - Configure Time Services

= Time setting can be set by configuring the local system
time.

= This is not the recommended method.

= Use an authoritative time source and NTP.

CCNAS-ASA# clock set 8:05:00 3 OCT 2011




6 - Configure NTP Time Services

= Network Time Protocol (NTP) services can be configured
using the following commands:

"ntp server ip-address - ldentifies the NTP server address.

" ntp authentication-key - Configures the authentication key
and password.

" ntp trusted-key value - ldentifies which configured key is to
be trusted.

" ntp authenticate - Enables NTP authentication.

= To verify the NTP configuration and status, use the
show ntp status and show ntp associations

commands

CCNAS-ASA (config) # ntp server 10.10.10.1

CCNAS-ASA (config) # ntp authentication-key 1 md5 ciscol23
CCNAS-ASA (config) # ntp trusted-key 1

CCNAS-ASA (config) # ntp authenticate




/ - Configure a Default Route

= |f an ASA an configured as a DHCP or PPPoE client, then it
most probably is getting its default route provided by the
upstream device.

= Otherwise, the ASA will require a default static route to be
configured.

= To verify the route entry, use the show route command.

CCNAS-ASA (config) # route outside 0.0.0.0 0.0.0.0 209.165.200.225
CCNAS-ASA (config) # show route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1l - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1l, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 209.165.200.225 to network 0.0.0.0

c 209.165.200.224 255.255.255.248 is directly connected, outside
c 192.168.1.0 255.255.255.0 is directly connected, inside

S* 0.0.0.0 0.0.0.0 [1/0] wvia 209.165.200.225, outside

CCNAS-ASA (config) #




Verify Basic Settings

CCNAS-ASA# show switch wvlan

VLAN Name

1 inside

2 outside

CCNAS-ASA#

CCNAS-ASA# show interface ip brief
Interface IP-Address
Ethernet0/0 unassigned
Ethernet0/1 unassigned
Ethernet0/2 unassigned
Ethernet0/3 unassigned
Ethernet0/4 unassigned
Ethernet0/5 unassigned
Ethernet0/6 unassigned
Ethernet0/7 unassigned
Internal-Data0/0 unassigned
Internal-Data0/1 unassigned
Vlanl 192.168.1.1

Vlan2
VirtualO
CCNAS-ASA#

209.156.200.226

127.0.0.1

Status

Et0/1, Et0/2, Et0/3, Et0/4

OK?
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

Et0/5,

Et0/0

Et0/6, Et0/7

Method Status

unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
manual
manual
unset

up
up
administratively
administratively
administratively
administratively
administratively
administratively
up
up
up
up
up

down
down
down
down
down
down

Protocol
up
up
up
up
down
down
down
down
up
up
up
up
up




DHCP Server Services

= To enable an ASA as a DHCP server and provide DHCP
services to inside hosts, configure the following:

* dhcpd enable inside - Enables the DHCP server service
(daemon) on the inside interface of the ASA.

= dhecpd address [start-of-pool]-[end-of-pool] inside

= Defines the pool of IP addresses and assigns the pool to inside
users.

= Notice that the start and end of pools are separated by a hyphen.

= The ASA 5505 Base license is a 10-user license and therefore the
maximum number of DHCP clients supported is 32

CCNAS-ASA# conf t

CCNAS-ASA (config) # dhcpd address 192.168.1.10-192.168.1.100 inside
Warning, DHCP pool range is limited to 32 addresses, set address range as:
192.168.1.10-192.168.1.41

CCNAS-ASA (config) # dhcpd address 192.168.1.10-192.168.1.41 inside
CCNAS-ASA (config) # dhcpd enable inside

CCNAS-ASA (config)# dhcpd auto config outside




Verify DHCP Server Services

CCNAS-ASA# show dhcpd binding
IP address Client Identifier Lease expiration Type

CCNAS-ASA# show dhcpd state

Context Configured as DHCP Server

Interface inside, Configured for DHCP SERVER
Interface outside, Configured for DHCP CLIENT
CCNAS-ASA# show dhcpd statistics

DHCP UDP Unreachable Errors: 0

DHCP Other UDP Errors: O

Address pools
Automatic bindings
Expired bindings
Malformed messages

O O OoRr

Message Received
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

O OO OoOoOo

Message Sent
BOOTREPLY 0
DHCPOFFER
DHCPACK
DHCPNAK

o O o




Introducing

ASDM




Cisco ASDM

= Cisco ASA Security Device Manager (ASDM) is a Java-
based GUI tool that facilitates the setup, configuration,
monitoring, and troubleshooting of Cisco ASAs

= ASDM is now preloaded in flash memory on any ASA
running versions 7.0 and later

= ASDM can be:

= Run as a Java Web Start application that is dynamically downloaded
from the ASA flash allowing an administrator to configure and
monitor that ASA device.

= Downloaded from flash and installed locally on a host as an
application allowing an administrator to manage multiple ASA
devices.



Starting ASDM

1) Verify connectivity to the ASA

2) Open a browser and establish a HTTPS connecting to the
ASA

3) Choose to:

= |nstall ASDM Launcher and Run ASDM
=  Run ASDM
= Run the Startup wizard

4) Authenticate to ASDM



Starting ASDM

= Verify connectivity to the ASA

= You must be initiating the connecting from the identified trusted host
In the HTTP basic settings

ciscoasa# conf t
ciscoasa(config) # interface vlan 1
ciscoasa(config-if)# ip address 192.168.1.1 255,255.255.0
ciscoasa(config-if) # nameif inside
INFO: Security level for "inside" set to 100 by default.
ciscoasa(config-if)# exit :

= , ersion 5.1.268681
cilscoasa (Conflg) # Microsoft Corp.
ciscoasa(config) # interface Ethernet0/1 gs“\Netlah>ipconfig
ciscoasa(config-if)# no shut n
ciscoasa(config-if) # exit
ciscoasa(confiqg) #

Area Connection:

ific DNS Suffix

ciscoasa(config) # http server enable "1 192.168.1.3

ciscoasa(config) # http 192.168.1.3 255.255.255.255 inside TR i

ciscoasa (confiqg) # gs“MNetlahd>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time=6ms TTL=255
Reply from 192.168.1.1: bytes=32 time<ims TTL=255
Reply from 172.168.1.1: bytes=32 time<ims TTL=255
Reply from 192.168.1.1: hytes=32 time{ims TTL=255

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = @ (Bx loss),
Approximate round trip times in milli-—seconds:

Minimum = Bms,. Maximum = 6ms,. Average = 1ims

C:\Documents and Settings“Metlah)_




Starting ASDM

= Open a browser and establish an SSL connection
= Click Yes to continue and open the ASDM Launch window

[

oo
@ hitps//19216811 D + & X || @ Certficate Emor: Navigatio... > 2 5.7 42

File Edt View Favorites Tools Help

x Google v *Psearch = More»  Signin % ~

0/1 There is a problem with this website's security certificate.

1 L« sented by i (e | ) N ca C
e sec y ce e presented by website was € a different we es ada
Sec y ce a P en nay nd an empt 1o ‘CE',’C ercept any da you sendg to the

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage
c‘ Continue to this website (not recommended

») More information




Starting ASDM

= Install ASDM Launcher
and Run ASDM:

= Install ASDM locally on the
host.

= The advantage is that ASDM
can be used to manage
several ASA devices.

= Run ASDM:

= Run ASDM as a Java Web
start application.

= The advantage is that ASDM is
not locally installed.

= An Internet browser is
required.

= Run Startup Wizard:

= This choice is similar to the
Setup Initialization wizard and
provides _ste,:)-by-st_ep windows
,tb?sr,]flp initially configure the

| 2 Cisco ASOM 7.40)

dt View Favorites Tools Help

|
> S.(

v 28 Search + - More »

Sig!

1L, Cisco ASDM 7.4(1) bl

Cisco
Cisco ASDM 7.4(1) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application or as a Java Web Start application,

Run Cisco ASDM as a local application

When you run Csco ASDM a3 & local application, 1t connects to your secunty apphance from your
desktop using SSL. Running Cisco ASDM as an agpication has these advantages:

¢ You con mvoke ASOM from » desktop shortout. No browser s regquired
¢ One desktop shortout allows you 1o connect to multiple secunty appliances

Install ASOM Launcher

Run Cisco ASDM as a Java Web Start application

* Chick Run ASDM o run Csco ASDM.
o Chck Run Startup Wizard to run the Startup Wzard, The Startup Wizard wa'ks you through,
step by step, the intal configuration of your secunty applance

Run ASDM Run Startup Wizard

Copyright © 2006-2015 Cizco Systems, Inc. All nghts reserved




Starting ASDM

= After choosing Run ASDM, authenticate with the ASA.

= When authentication is successful, the ASDM Home page will be
displayed.

Security Warning 3| | Security Warning [
Do you want to Continue? Do you want to run this application?
The connection to this website is untrusted.
Name: ASDM
Y ! 5 Website: https://192.168.1.1:443 ; ! 5 Publisher: Cisco Systems, Inc.
Location: https://192.168.1.1
Note: The certificate is not valid and cannot be used to verify the identity of this website. . 5
More Boformaation Running this application may be a security risk
Risk: This application will run with unrestricted access which may put your computer and personal
information at risk. The information provided is unreliable or unknown so it is recommended not to
run this application unless you are famiiar with its source
@CiscoASDMl.aunchef '?NE: Unable to ensure the certificate used to identify this application has not been revoked.
More Information
E0 Cisco ASDM-IDM Launcher !listlie | | ssetocim e kot e st
@ cisco /] Faccept the risk and want to run this appication. Run | [ cancel |
Getting updated software... L e
Enter username and password for 192,168.1.1
Username:
Password:

|| Remember the username of the specified device on this computer

% s)



ASDM Device Dashboard

= The Cisco ASDM Home page displays provides a quick view of the
operational status of ASA that is updated every 10 seconds

File View Tools Waads Window Help Type topK to sear ot » "' 'l'

@) vome. 9y contisaton (] voory | (i sove Q¥ et | ) tok Q) rornars| P 1o ‘cisco

-
4
.S
Y' P Address Mask
r |
! f ,168.1, .
- . ‘nadn 192,168.1. 124 Ow QOw
ASA verson:  9.2(3) Devce Uptme: Od Oh 28m 103
ASDM Versor: 74(1) Dever Type:  ASA 5505
Frewal Mode: Rowted Context Mode: Single
Totd Flash: 128 M8 Total Memory: 512 M8

Select on nterface to view Input and output Kps

-l ‘ 07 oros oror o700 o700 o710
’:W L B 0e:0 WTCP:0 WM Towsk O
(673008 | o708 o707 0708 0700 o7 | s Interface Traffic Usage (Kbos)
Memory Usage 048) [
' 0
0 \ :
P RARRRARRANAN DA DAL QA LAR LN L0000 2
AR Ml N
Latest ASDHM Syslog Messages — 048 8 x

ASDM logong s deabled.To enable ASDM logong with nformational level, dick the button below.




ASDM Firewall Dashboard

= The Firewall Dashboard provides security related information about

traffic that passes through the ASA

21:58

~Dropped Packets Rat

W Connections: 1

sco ASDM 6.4 for ASA - 192.168. =lol x|
File ‘iew Tools ‘Wizards ‘Window Help Look For; I ao | I " I '
] ] '
2 =
‘@ Home | @5 Configuration D IManitaring | G Save G Refresh | o Back. 0 Farward | ‘? Help | CISCO
T Home O
i) -
E &8 Device Dashbnaw/v_
=
2 Traffic Overview Last updated: 10; Top 10 Access Rule: Last updated: 10:02:06 PM =t
—Connection isti
E —rAtistic Based on: Packet Hits Display: ITabIe l
4
Interface IRuIe#I Hits | Source I Dest I Jervice I Action I
3
2
1
ol

21:50
I AT Xlates: 0

22:00 22:01 22:02

§

21:58 21:59 22:00 22:01 22:02
M ACL Dropped: O I Inspection Dropped: 0
~Possible Scan and SYM Attack Rate:
2
1
ol
21:58 21:50 22:00 22:01 22:02

Ml Scanning Aktacks: 0 Ml Syn Attacks: 0

Mo data available to display

Top Usage Status Last updated: 10:02:06 PM

Top 10 Services I Top 10 Sources | Top 10 Destinationsl Top 10 Usersl

Interval: ILast 1 hour 'l Display: IPie LI

Based on: IPacket H‘tSLI

The Top 10 Services feature is disabled in the Security Appliance.
Please click the button to enable it

Enable |

=]

Device configuration loaded successfully.

adrin z

@l | [

| 8 1ofsi11 10:02:06 PEILTC




ASDM Configuration View

B Cisco ASDM b.4 for ASA - 192.168.1.1

Menu Bar
Tool Bar

Device List Button

Navigation Pane

Status Bar

—

—

File:

Wiew Tools  Wizards  Window  Help

=10l x|

Look For: I

(€]

@ Home UL} Configuration

w7 Device List

D Monitoring | Lj Save G Refresh | o Back \_) Forward | @ Help ‘

nmm
cisco

¥ice Setup "3

OO Device Mame/Password
@ Systerm Time

E&) Device Setup

% Firewal

&S Remote Access VPR
Site-ta-Site YPM

o _ Device Management

7

Col

Configuration = Device Setup = Startup Wizard

Click the "Launch Startup Wizard" button to start the wizard,

Startup Wizard

The Cisco ASDM Starkup Wizard assists you in getting your
Cisco Adaptive Security Appliance configured and running. Use
this wizard ko create a basic configuration that enforces
security policies in your network.

The Startup Wizard can be run at any time and will be initialized
with walues Fram the current running configuration,

Launch Startup Wizard

a

B

adrin 2

& |tofef11 10:08:58 PM UTC




ASDM Monitoring View

§= Cisco ASDM 6.4 for ASA - 192.168.1.1
Menu Bar — | o

ol x|
File View Tools ‘Wizards ‘Window Help

Look For: Go
alaln
TOOI Bar — @ Home CD Configuration [j Munltunng [3 Save @ Rafresh| o Back O Furward| @ HeID| I
7 Monitoring > Interfaces = ARP Table

CIsSCO

(m}
g
i i ~ARP Tabl
Device List Button =) | =
& gl Drynamic ACLs Each row represents one ARP kable entry.
E| BBH Interface Graphs
IPv6 Meighbor Di Cachs
% PP\;nE ?Eentor senvEry amhe Interface 1P Address MAC Address

Procey Arp

Navigation Pane

Clear Dynamic ARP Entties |
Refresh |

=
“% Routing
&E Propetties

E&i Logging
N

¥

Last Updated: 10/7/11 4:44:38 AM-

adrmin 2 |B|da | | || & sesiEe anote

St at us B ar — Data Refreshed Successfully,




Configure Hostname and Passwords

= Configuration > Device Setup > Device Name/Password

5] Cisco ASDM 7.4 for ASA - 19216811
View Tools Wizards Window Help
(@) Home |0y Configuration| ] Monitoring | (i) save (X Refresh ‘ O ok () rorvard| D heb

. | Device Setup S
3 {2 Startup Wizard
& @ Hostname and Domain N
= || &3 Interfaces e =
& || @+ Routing Hostname: CCNAS-ASA
&l 00 Device Name Password
f: & 0 System Tine Domain Name: ccnasecurity.com
-
Enable Password
|| Change the privileged mode password.
Old Password:
New Password: sesee

Confirm New Password: eesee

Telnet Password
[] Change the password to access the console of the security appliance.
Old Password:
New Password:

Confirm New Password:




Interfaces

= Configuration > Device Setup > Interfaces > Interfaces

isco ASDM 6.4 for ASA - 192.168.1.1

=13l x|
File Wiew Tools ‘Wizards ‘Window Help

Look Far: I Go
N
@ Home [] tManitoring | B Save @ Refresh | o Back O Forward | @ Help | l

0&, Corfiguration

cisco

Device Setup 2 Configuration > Device Setup > Interfaces m}
o
8 Switch Ports |
=
o - -
=l Name Switch Porks Enabled EGEE 1P Address SRS e RS YLAN i
E' 00 Device Mame/Password Level Prefix Length Traffic Flow
= @ Systern Time insi Ethernetf1, Ethernet I vla Edit |
@ Clock. outside Ethernetljo

Yes 0209.165.200.226 255.255.255.248 wlanz
& e

Delete |

1 | 2
Remote Access YPM
[™ Enable traffic between two or more interfaces which are configured with same security levels
’ Site-to-Site VRN

I Enable traffic between two or more hosts connected to the same interface

Apply | Reset
\ pann  [2 @8 | | [ |

@ Device Management

iy

|1EIJ'?,|’11 5:23:29 AM LITC




Configuring Interfaces (Cont.)

Adding an Outside Interface

|75y Add Interface

[ General| advanced | s
Sitch Ports

Avalable Swatch Ports

Ethernet/1 Akl >>

Ethermetl2
Ethernetd 3
Ethernetd/4

[ 4 | | Change Switch Port Window

Enterface Mame:

r' oy
o [£j Change Switch Port -2 ]

| Dedicate this interface to management anly

| Enalble Interface

Ethernet0/0 is assodated with inside interface. Adding it to this interface, will
remove it from inside interface.
IP Address

@ Use Statc P Obtan Address via DHCP Use PPPoE

Do you want to continue?
P Address:

Subret Magkc:  255.000.0

] o] [ g ]



Configuring Interfaces (Cont.)

"
(L) Add Interface
| General | Advanced | Pve |

Switch Porks
| Avadsbls Swatch Ports

A -

|Eshemetnyz [ Add>>
[Ehernetoy E

;Emmﬂ
|Eshermetn)s
[Eshernetdjs

Interface Name: outside
Security Level: 0

| Dedicate this interface to management only
/]| Enable Interface

IF Address
& Use Static P Obtain Address wvia DHCP Use PPPOE

IP Address: 209, 165.200. 226

Subnet Mask: | 155.255.255.248 -

Adding an Outside Interface



Configuring Interfaces (Cont.)

Advanced Outside Interface Settings

MAC Address Cloning
Enter MAC addresses for the active and standby interfaces in hexadecomal format. Example: 0123.4567.89A8.
Active MAC Address: | Standby MAC Address: |

Block Traffic
Block traffic from this interface to: | -

Updated Interface Page
Confiquration > Device Setup > Interfoces O

[ Interfaces Switch Ports

‘ Security Subnet Mask Restrict
Name Switch Ports Enabled Level IP Address Prefix Length Traffic flow

=T
EthernetD/0, Ethernet0/1, Et...  Yes 100 192.168.1.1 255.255.255.0
Et_hcmc 0/0 Yes | 0[209. 165.200.226 |255.255.255.248




Layer 2 Switch Ports

= Configuration > Device Setup > Interfaces > Switch Ports

co ASDM 6.4 for ASA - 192.16 =lai
File  View Tools ‘Wizards ‘Window Help Laok Far: &0

alan]
@ Home 0& Configuration Q Monitaring | LB Save @r Refresh | o Back O Forward ‘ @ Help | CISCO

Device Setup ! Configuration > De

e Setup > Interfaces O

i
E - (:PStartup Wizard R
] + ] "
DE| ;(; E::rc‘l;gNama,’Password Switch Part | Enabled | As;ﬁ;';';gd Int:rsfsancgal\t.lea‘:nes Mode | Protected Duples: Speed | Edit
= @ System Time Ethernetn)fo es 2 outside Arcess Mo auto auto
@ Clack Ethernetof1 Yes 1 inside Access Mo auto auto
0 NTP Ethernetijz Mo 1 inside hocess Mo auko auto
Ethernet0)3 Mo 1 inside Access Mo auko auko
Ethernetof4 Mo 1 inside Access Mo auko auko
Ethernetifs Mo 1 inside Access Mo auta auto
@ Ethernetijs Mo 1 inside: Access Mo auto auto
@ Ethernetn)7 Mo 1 inside: Access Mo auto auto

&9 D Setup
gﬂ Firewall

Remate Access VPN

Site-to-Site YRR

@ Device Management

Lk ]

Apply: Reset |

| adin E |B|d| | | | |& wresEeng amutc




Configuring Interfaces

Switch Port:  Ethernet0/0 ] Enable SwitchPor§

@) Trunk

VLAN IDs: \

ke e il Enable Switch Ports

VLAN ID must be in the range of 1 to 4090, For access mode, only one VLANID is
allowed. For trunk mode, up to 20 comma-separated VLAN IDs can be entered.

Isolated
[ 1solated
An isolated /protected port does not forward any traffic to any other isolated port within
the same VLAN

Dupl... ’auto v\ Speed: 'autn v

Apply :""“*'““ gmnpe

: : Security Subnet Mask Restrict | Al
Configuration Bleh P ol | TP Addem reflength Trafic fow

— 21 [255.255.255.0 |

S

0 209.165.200.226 255,255.255.248

l




Configuring Device Management Access

Configuration > Device Management > Management Access >
ASDM/HTTPS/Telnet/SSH

r . g )
[T Cisco ASDM 74 for ASA - 19216811
| Fite View Tools Wizards Window Help T e 0 e = stfstlis
@meﬁmgw Qm@ma« O""“O“ P reo ciIsco
., | Device Management —— Ty Ty L - a
: i p_ Specfy the addresses of al hosts fnetworks which are allowed to access the ASA using ASOMMTTPS Telnet/SSH.
& # 13 Command Line (CL1) .
e o @ Fle Access Type Interface 1P Address Mask Prefix Length | Add,
10 O A S [T ¥ =
Management Interface ——
Management Sesson Quota -
S|P ——ese
Management Access Rules
Licensing
System Image/Configuraton
Logong
{0 smort Caltome
Cloud Web Security Mitp Settngs
O Users/AAA )
3 Certh R ¥ | Enable HTTP Server
+ ' one? Port Humber: 443
ons
" Advanced Ide Teneout: 20 mrutes
| Session Timeout: mirutes
Requre dent certficate to acoess ASOM on the following nterfaces
Interfaces:
Telet Settngs
&)- ko | TeketTmecut: 5 mirutes
a} yewel | SSH Settings
(375 emote access ven Alowed SSH Version(s): 182 v
ﬁgu-b-ﬂ&m SSH Tmeout: ] manutes
= | DHKeyExchange: o Growp 1 Growp 14
@mw

<admin> 15 2B B s umisiemeot




Configuring Device Management Access

"

() Add Device Access Configuration
Access Type: (*) ASDMMHTTPS () Telnet @ SSH
Interface Name: nsde v
IP Address: 192.168.1.3
Mask: 255.255,255.255 v

Lok J{ concd J[ heo |

Configure SSH Settings

Add Device Access Configuration Window

Specify the addresses of all hosts/networks which are allowed to access the ASA using ASDM/HTTPS Teinet/SSH.

: Type Interface IP Address Mask Prefix Length Add
,HTTPS 255.255.255.255 I]
R —
Htip Settings

V] Enable HTTP Server
Port Number: 443

Idle Timeout: 20 minutes

| Session Timeout: minutes

Require dient certificate to access ASDM on the following interfaces
Interfaces: -

Teinet Settings

Teinet Timeout: 5 minutes

SSH Settings

Allowed SSH Version(s): 2 -

SSH Timeout: 5 minutes

DH Key Exchange: /Growp 1 @ Group 14



Configuring the System Time

[Z) Cisco ASDM 7.4 for ASA - 19216811 ‘P_J@:ﬁ

File View Tools Wizards Window Help nlllulllo

@mo&wmiomm ) sove Qrefiesn ) eack () v : cI1sco

_ Device Setup a8 w>n =]

. —0:;‘;‘;;:”“ Configure the ASA date and dock. Manua”y Change

?{ 1 J;::lepmd Tme Zone:  (GMT00:00) UTC, Abidjan, Bang, Bessau, Conakry, Dakar, Lome, M , Nouskchott, Ouagadougou, S30 Tome, Tembuktu, Reylkgavk, ... v h S T

18 Sonleen ‘ the System Time

- m Date

8 Apr 14, 2015 -
Time
Tme: 16 : 43 : 31 | Hhumeuss (24houwr)
Update Deplayed Teme
[ A
" (B} Cisco ASOM 7.4 for ASA - 1921681.1 ]

File View Tools Wizards Window Help

@m Configuration Dmnwmo lBseverresn OM QFD vard "Pm
\oevwesmo < !

55 Startup Wizard

= 2 Configure NTP servers and define authentication keys and values.

+ ':)l Routing | r—
@ Device Name Password 1P Address Interface Preferred?  KeyNumber  Trusted Key? E__ Add _ °
|| & @ System Time

Use NTP to Change the =
System Time 85

@7 |@7] Device List

[7] Enable NTP authentication




Configuring the System Time

"2 Add NTP Server Configuration (cm
IP Address: | Preferred
Interface: '—None — -
‘ | Add an NTP Server
Authentication Key
Key Number: --None -- v [ ] Trusted
Key Value: = A = .
[ Add NTP Server Configuration o
Re-enter Key Value:
IP Address: 192.168.1.254 | Preferred
cel ¢ :
X [ &0 ] [ Hep ] Interface: nsnde >
f. Authentication Key
Configure an NTP Server R . > B
Key Value: ssscseee
Re-enter Key Value: eeeeccee
[ ok J[ Cancel |[ Hep |




Configuring the System Time

Apply the Configuration

Configure NTP servers and define authentication keys and values.

IP Address Interface Preferred? Key Number  Trusted Key? Add
152.168.1.25% lmsde | Mo |1 | ves [Kemees
Delete

Enable NTP authenticatior:
h




Configuring Routing

[ Cisco ASDM 7.4 for ASA - 192.168.1.1

1 . . .
Fle_View Tools Wands Window Wl - =Configuration > Device

@) vome (0% Configuration| D monitoring | [ Save Q¥ Refresh 0 Back () For a . .
e D e O€TUP > Routing > Static
4 g Isr:?:rn::c::zad This section contains the following items: R O u t e S
~ = ‘:”m - Static Routes
';' Static Routes °
; 2, Route Maps -Route Maps C f' 1 1
| B vapretcues P onfiguring Routing
+) +g%, OSPF o ———
492, OSPFV3 - QSPF
[ R RIP OSPFv3
[+ &, EIGRP
#) 42, BGP -RIP
+-42%, Multicast
(3 Proxy ARP/Neighbor Discove R
@ Device Name Password -BGP.
= ©) System Time
© dock - Multicast
QO e - Proxy ARP Neighbor Durtacmmuw&-immx
File View Tools W-:atdf Window Help Type topic to sea 50 -lll-llh
@) rome o?ammm[_]mm que@nefvm O 2o O rormace ?m cisco
L . (Do setp = | T S B e
S e
a8 +3% Routing Fiter: © Both 1Pvd oy 1PV only
. . & - S =y P Add
Configuring a Default ]| [ e ——
- : :'gospFV U.
Static Route 3 |
3 -ﬁs@
-4 Mitcast
(39 Proxy ARP Meighbor Discove)
52 Device Name Password
System Time
8M
NTP
[ -




Configuring Routing

Add or Edit Route Window

Add Static Route Details

[ Add Static Route ==

IP Address Type: @) IPv4 () IPv6

Interface: outside -

Network: 0.0.0.00.0.0.0 (=)

GatewayIP:  |209.165.200.225 (=] Metric: 1

Options

o None

() Tunneled (Default tunnel gateway for VPN traffic)

() Tracked
Track ID: Track IP Address: ‘ I
SLA ID: Target Interface: fnns:de -

Monitoring Options

(£ Add Static Route

IP Address Type: @ IPvd () IPvé

Interface: inside v

Gateway IP: E Metric: 1
Options

Q) None

() Tunneled (Default tunnel gateway for VPN traffic)

() Tracked
Track ID: Track IP Address:
SLA ID: Target Interface: linside
Monitoring Options
Lok [ caxel || hep |




Configuring Routing

Apply the Configuration

R A N I e e i S P S L P i e

o
i
v

Speafy static routes.
Fiter: @) Both () IPv4only () IPv6only

Netmask/ Metric/
Interface 1P Address Prefix Length Gateway IP Dis Options

foutside  ]0.0.0.0 255.255.25... |209.165.2... |




Configuring DHCP Services

DHCP Server Page

Pl View Joon Wowh Window W oo et T
@) rome [ Contaraten] [ ] morarg | sve QU reren | Q) suck ) vt | D v cisco

; Advanced ::‘; " ] .:

Gobal DHCP Options
|| Enable suto-configuration from nterface: outsde Alon VP overnide

Enabling auto-configuration causes the DHCP server to sutomatically configure DNS, WINS and the default domain name. The values in the Seids below
take precedence over the suto-configured values.

DNS Server 1: Primary WINS Server:
DNS Server 2 Secondary WINS Server:
Domain Name:
Lease Length: secs
&QM*S"D Ping Timeout: e
X [ A |
(578 memote Access ven Dynamic NS Settrgs for DHCP Server
(53 ste-toste von EJUpdee D0 Surver
— B— Update Both Records Override Cient Settings
amw




Configuring DHCP Services

Edit DHCP Server Window

(L) Edit DHCP Server 3]

DHCP Address Pool: -
Optional Parameters
DNS Server 1: ] Primary WINS Server:
DNS Server 2: Secondary WINS Server:
Lease Length: seconds  Ping Timeout: milliseconds
Domain Name:

Auto-Configuration

Enabling auto-configuration causes the DHCP server to automatically configure DNS, WINS and the default domain
name. The values in the fields below take precedence over the auto-configured values.

|| Enable auto-configuration from interface: outside Allow VPN override

Advanced Options

Advanced Parameters : | Advanced...

Dynamic DNS Settings for DHCP Server
[ Update DNS server

Update both records Override cient settings




Configuring DHCP Services

Configuring DHCP Server Services

= = ey
(L) Edit DHCP Server s3]

Interface: inside

7| Enable DHCP server

DHCP Address Pool: |192.168.1.10 - 192.168.1.41

Optional Parameters

DNS Server 1; Primary WINS Server:
DNS Server 2: Secondary WINS Server:
Lease Length: 43,200 seconds  Ping Timeout: milliseconds

Domain Name: conasecurity.com

Auto-Configuration

Enabling auto-configuration causes the DHCP server to automatically configure DNS, WINS and the default doman
name, The values in the fields below take precedence over the auto-configured values.

| Enable auto-configuration from interface: outside - Allow VPN override

Advanced Options

Advanced Parameters : | Advanced... ]

Dynamic DNS Settings for DHCP Server
| Update DNS server

Update both records Override chent settings




-
Configuring DHCP Services

Verifying DHCP Server Services

2 LS O Y R AR S & Ty = 2;—-‘ e
- -3 > Lt DEIVEr

(> DHCP > Dt

« m | ’

Global DHCP Options
("] Enable auto-configuration from interface:  cutside + | Alow VPN override

Enabling auto-configuration causes the DHCP server to automatically configure DNS, WINS and the default domain name. The values in the fields below
take precedence over the auto-configured values.

DNS Server 1: Primary WINS Server:
DNS Server 2: Secondary WINS Server:
Domain Name:

Lease Length: secs

Ping Timeout:

Dynamic DNS Settings for DHCP Server
|| Update DNS Server

Update Both Records Override Chent Settings |




ASDM Startup

Wizard




ASDM Wizards

= ASDM has 6 wizards to choose from:

(L) Cisco ASDM 7.4 for ASA - 192.168.1.1
File View Tools Wizards | Window Help

‘@ Home| 0, Conf ___Startup Wizard.. Mk B Foward | D e |

—— I VPN Wizards _r Site-to-site VPN Wizard... |
% ] High Availability and Scalability Wizard... AnyConnect VPN Wizard... ‘
; % Dem' Unified Communication Wizard... Clientless SSL VPN Wizard... s
F‘: . ‘ '."__M“. . ASDM Identity Certificate Wizard... ‘ IPsec (IKEvl) Remote Access VPN Wizard... : l_
il | | General | Licy Packet Capture Wizard... | 7 Interface IP Address/Mask
Al ' linside 192.168.1.1/24
| Host Name:  ciscoasa
ASA Version: 9.2(3) Device Uptime: O0d Oh 33m 13s
ASDM Version: 7.4(1) Device Type: ASA 5505
Frewal Mode: Routed Context Mode: Single
Total Flash: 128 MB Total Memory: 512 MB l
Select an interface to view input and outp
b

4



ASDM Startup Wizard

= The Startup wizard is similar to the interactive Setup
Initialization wizard and can be accessed:

= When launching ASDM from a browser, choose Run Startup
Wizard.

= From the Tool bar, choose Configuration > Device Setup >
Startup Wizard.

= From the Menu bar, choose Wizards > Startup Wizard.



Startup Wizard - Step 1 of 9

-
[T Cisco ASDM 7.4 for ASA - 192.168.1.1 - Startup Wizard
Starting Point (Step 1 0f 9)

= After the Startup wizard
has been launched, the
Starting Point window
(also referred to as the
Welcome window) is
displayed.

Choose a startng pont for the wizard.

B & [oah estng configration
' Reset configuration to factory defaults

= |t provides a choice to:

= Modify existing
configuration

= Reset configuration to
factory defaults

= Select an option and
click Next to continue.




Startup Wizard - Step 2 of 9

= Complete the basic ASA om0 =

management configuration
consisting of:

= A host name

[7] Configure the device for Teleworker usage

Enter the host name and the domain name of the ASA, If your Internet Service Provider (ISP)
| requires that your host uses DHCP, you may need to use the device name suppled by the ISP
as the host name of the ASA,

ASA Host Name: CONAS-ASA

= Domain name

Domain Name:  conasecurity.com

Privieged Mode (Ensble) Password

The privieged mode (enable) password is required to administer the ASA using ASOM or
the Command Line Interface (CLI).

v Change privieged mode (enable) password

Old Password:

= Privileged EXEC password

= Optionally, this step also
allows the administrator to
deploy the ASA for a remote
worker.

= Complete the options and
click Next to continue.

| <Back | Next> || Finish | | Cancel | | Hep |




Startup Wizard - Step 3 0of 9

= Create the VLAN switch
Interfaces.

= This step Is specific to
the ASA 5505 model.

= Complete the options
and click Next to
continue.

r s e :
[) Cisco ASDM 7.4 for ASA - 192168111 - Startup Wizard
Startup Wizard

Interface Selection (Step 3 of 9)

Logical VLAN interfaces can divide the eight, Fast Ethernet switch ports of the ASA 5505 nto
separate, Layer-3 network groups. Switch ports exchange packets at Layer 2 if they are on

O Createmew LAN 2
inside VLAN
© Choose a VLAN vianl «

Create new LAN  ©

. /| Enable LAN

| the same VLAN, Choose or create VLAN identifiers to define these logically named networks,

Interface Name: outside;

y Security Level: 0

Interface Name: inside;
Security Level: 100

[ <Back || Next> || Finsh | | Cancel | [ reb |




Startup Wizard - Step 4 of 9

= Map the physical Layer
2 switch ports to the
logically named VLANS
In the previous step.

= By default, all switch
ports are assigned to
VLAN 1 (Inside).

= Click Next to continue.

(& :
[LJ Cisco ASDM 7.4 for ASA - 192.168.1.1 - Startup Wizard
Startup Wizard

Switch Port Allocation (Step 4 of 9)

Allocate physical switch ports to each logically named VLAN.

Switch Ports for Outside VLAN (Vian2)

| Alocated Ports

Avadable Ports
Ethernet0/2
Ethemnet0/3 -
Ethernet0/4 Add >> \
Ethernetd/S
Ethernetd/s Remove |
[Etherneto/?
Switch Ports for Inside VLAN (vian1)
Avadable Ports | Aliocated Ports
Ethernet0/0 [Ethernetd/1
|[Ethernet0/2
[Ethernet0/3
Ethemetd/4
[Ethernetd/s
|Ethernetd/6
|Ethernetd/?

lasBock;l et > i Pk | ( Cancel, | | e




Startup Wizard - Step 5 of 9

= |dentify the inside and
outside IP addresses
for the defined VLANS.

= Note that these
addresses could also
be created using DHCP
or PPPoOE.

= Complete the options
and click Next to
continue.

" [E5 Cisco ASDM 7.4 for ASA - 192.168.1.1 - Startup Wizard
Startup Wizard Interface IP Address Configuration (Step 5 of 9)

Assign [P addresses to each named VLAN,

. Outside IP Address

@ Use the following TP address

1P Address: | 209.165.200.226 Mask: 255.255.255.2498 «

Use PPPoE
Inside 1P Address

9 Use the following IP address
IP Address:  192.168.1.1 Mask: 255,255.255.0 -

Use DHCP Obtan route using DHCP

| <Back || Next >“1\AFnsh;| Camd Hep




Startup Wizard - Step 6 of 9

= Enable the DHCP
service for inside hosts.

= All DHCP related options
are defined in this
window.

= Complete the options
and click Next to
continue.

.
(T Cisco ASDM 7.4 for ASA - 192.168.1.1 - Startup Wizard [
Startup Wizard

DHCP Server (Step 6of 9)

The ASA can act as a DHCP server and provide IP addresses to the hosts on your inside
network. To configure a DHCP server on an interface other than the inside interface, go to
Configuration > Device Management > DHCP > DHCP Server in the main ASDM window,

| V) Enable DHCP server on the inside interface

; DHCP Address Pool
Starting IP Address: 192.168.1.10 Ending IP Address: 192.168.1.41
DHCP Parameters
DNS Server 1t DNS Server 2:
WINS Server 1! WINS Server 2
Lease Length: 1800 sec  Ping Tmeout: ms
Domain Name: conasequrity.com

Enabling auto-configuration causes the DHCP server to automatically configure DNS, WINS
and domain name. The values in the fields above take precedence over the auto-configured
values.

| Enable auto-<onfiguration from interface:

| <Back || Next> || Finsh | c«u[rub




Startup Wizard - Step 7 of 9

= Enable PAT or NAT.

= Complete the options
and click Next to
continue.

[ Cisco ASDM 7.4 for ASA - 192.168.1.1 - Startup Wizard
Startup Wizard

s

Address Translation (NAT/PAT) (Step 7 of 9)

Select Port Address Transiation (PAT) to share a sngle external IP address for devices on the
nside interface, Select Network Address Translation (NAT) to share several external IP
addresses for devices on the inside interface. Select the first option, if no address transiation
s desired between the inside and outside interfaces.

This NAT configuration apphes to all the traffic from the inside interface to the
inside interface.

Use Port Address Translation (PAT)
@) Use the IP address on the inside interface
Specty an IP address
IP Address:
Use Network Address Translation (NAT)

IP Address Range: | 209, 165.200,240-209, 165.200,248

[ <8ack || Next> |[ Finsh | [ cancel | [ e |




Startup Wizard - Step 8 of 9

= Cisco ASDM 6.4 for ASA - 192.168.1.1 - Startup Wizard |

= Specify which host or gErrrmmm = o
hosts are allowed to |
access the ASA using
either HTTPS/ASDM,
SSH, or Telnet.

= Complete the options
and click Next to
continue.

Specify the addresses of all hosts or networks, which are allowed to access the ASA using
" HTTPSi&50M, 55H or Telnet,

MaskS Add

Type Intetface IP Address Prefix Length
e —

Edit

E I D S0 SO0 ST
55H inside 192.168.1.3 255,255,255.255
Telnet inside 192.168.1.3 255,255,255.255

Delete

U

[+ Enable HTTP server For HTTRS{ASDM access
Disabling HTTP server will prevent HTTPS/ASDM access ta this ASA,

[~ Enable AS0M history metrics

< Back | Mext = | Finish | Cancel | Help |




Startup Wizard - Step 9 of 9

= Review the proposed
configuration.

= Changes can be made
by clicking the Back
button or saved by
clicking the Finish
button.

E — =
| [£J Cisco ASDM 7.4 for ASA - 19216811 - Startup Wizard
Startup Wizard

Startup Wizard Summary (Step 9 of 9)

You have completed the Startup Wizard. To send your changes to the ASA , dick Finish., 1f you
want to modfy any of the data, chck Back.

Configuration Sumenary:
Host Name: CONAS-ASA
- Domain Name: conasecunity.com

Switch Port Allocaton:
Outside Interface (vian2): Smtch Ports - EthernetD/0,
Inside Interface (vian1): Switch Ports - Ethernetd/1,Ethernet0/2,Ethernetd/3, Ethernet0/4,€

Outside Interface(vian2):
outside, 209, 165.200.226
Inside Interface(vian1):
insde, 192.168.1.1
DHCP Server is enabled on Inside interface, Pool : 192,168, 1.10 - 192.168.1.41
No address translation is performed,

Administrative access to the device:
HTTPS/ASOM access for 192.168. 1.3 through inside




R S—————m————————
ASDM VPN Wizards

= Wizard to configure site-to-site and remote-access VPNs

File View Tools Wizards Window Help Type topic to

O L _ A
olllal
(@) rome |0 Configuration Dmm Qsm Gwmh OM Qrw«wd ?mb cisc
® gm [
¥ @ i Network (Clent) Access What Is Remote Access VPI?
3 @ Chentiess SSU VPN Access
& Easy VPN Remote SETATRTRA provides secure, customizable connections to corporate networks and appiications to users at home or on the road,
{- ¥ Host Scan Image The ASDM Assistant guides you step by step through the configuration of the three types of Remote Access VPN,
i) Secure Desktop Manager
) {£) Certificate Management
Language Locakzation [ mo-msammummmbuuu) ]
DHCP Server
oS | [ S or IPsec(IXEv2) VPN Remote Access (using Cisco AnyConnect Clent) |
I [ 9] Poect0 ) Vi Remote Acces o Caco VPN Clert) )




ASDM Unified Communication Wizard

= Configure the ASA to support the Cisco Unified
Communications Proxy feature

for ASA - 192.16:! nified Communication Wizard |

Unified Communications | Select Function {Step 1 of ..}
Wizard

Use this wizard to configure a prosxey on the ASA For remote access or business-to-business communication:

Business Funckion

Remote Access:

Enables secure communication of remote IP phones with Cisco Unified Cormmunications Manager
= Cisco Mobility Advantage Proxy

Enables secure connectivity between Cisco Unified Mobile Communicator and Cisco Mobility Advantage server
Business-to-Business:

™ Cisco Presence Federation Prosxy

Enables communication between a Cisco Unified Presence server and a Microsoft OCS or LS, or a Cisco Unified Presence server in different
enterprise domains

=
[sEy A=
.S

natl—henl

Unified CM Cluster

Enterprize Internet

Remeote [P Phones

Local IF Phones

<Back| Mext = | Fimist | Cancel | Help I




ASDM Packet Capture Wizard

= Use the wizard for troubleshooting and testing purposes.

apture Wizard |

Packet Capture Wizard | Overview of Packet Capture (Step 1 of 6)

Use this wizard to configure and run capture. The wizard will run one capture on each of the ingress
and eqgress interfaces. After capturing you can save the captures to your PC Far examination of replay
in a packet analyzer,

The wizard will guide you through the Fallowing tasks:

1. Select an ingress interface.

2. Select an egress interface,

3. Set the buffer parameters.

4, Run the captures,

5. Save the captures ta yaour PC {optional),

1l

Ingress g Eqress | -

= Back

Finish | Cancel | Help |




Objects and

Object Groups




Objects and Object Groups

= An object can be defined with a particular IP address and
netmask pair or a protocol (and, optionally, a port) and it
can be re-used in several configurations.

= The advantage is that when an object is modified, the
change is automatically applied to all rules that use the
specified object.

= Therefore, objects make it easy to maintain configurations.

= Objects can be used in NAT, access lists, and object
groups.



Objects

= The ASA supports two types of objects

= Network object:
= Contains a single IP address/mask pair
= Can be defined by host, subnet, or range of addresses

= Service object:
= Contains a protocol and optional source and/or destination port

= A network object is required to configure NAT

CCNAS-ASA (config)# object ?

configure mode commands/options:
network Specifies a host, subnet or range IP addresses
service Specifies a protocol/port

CCNAS-ASA (config) #




Configuring a Network Object

= To create a network object, use the object network object-
name @lobal configuration command

= The prompt will change to the network object configuration mode

= A network object can contain only one IP address and mask pair

= Entering a second IP address/mask pair will replace the existing
configuration

= To erase all network objects, use the clear config object
network command

= Note that this command clears all network objects

CCNAS-ASA (config) # object network EXAMPLE-1
CCNAS-ASA (config-network-object)# host 192.168.1.4
CCNAS-ASA (config-network-object)# range 192.168.1.10 192.168.1.20
CCNAS-ASA (config-network-object) # exit
CCNAS-ASA (config) #
CCNAS-ASA (config) # show running-config object
object network EXAMPLE-1
range 192.168.1.10 192.168.1.20
CCNAS-ASA (configqg) #




Configuring a Network Object using ASDM

= Configurations > Firewall > Objects > Network
Objects/Groups

o ASDM 6.4 for ASA - 192.168.1.1 - ||:||5|
File iew Tools ‘Wizards ‘Window Help Look For: G0
mm
@ Home G Configuration D Monitoring | B Save @ Refresh | o Back O Forvward ‘ @ Help | CISCO
Firewall ") Configuration > Firewall == Objects > Network Objects/Groups O
7
e Access Rules ’
e} o Add - Edit Delete | Where Used
= HAT Rules o o 2
) . "
E G Service Policy Rules Filter: I Filter | Clear
G g asa rules
228 Filter Rules Name £ 1| IP Address Metmask Description Object NAT Address I
e @ Public Servers [=)- IPw4 Metwork Objects

;L URL Filtering Servers
Threat Detection
Identity Options
Cbjects

@ any
5%5_ rmanagemnent-network 192.168.1.0 255.255.255.0
209.165.200.224 255.255.255.248

) outside-netwark

B} 209.165.201.1 209.165.201.1
Local Users B} 209.165.201.2 209.165.201.2
Local User Graups B 209,165,202, 131 209.165.202,131

3 s o 250012 x
% I;SEE‘C': I'~Eflaps [} IPw6 Metwork Objects

T;g“;;psx"ress'ms @ any Nane: JEAAMPLE-1
Q) Time Ranges Type: IRangE j
& {h Unified Comrmunications
[ - Advanced

Tk Service Objects/Groups

Start Address: |192.168.1.1El

End Address:  [192.168.1.20]

Drescripkion: I

MNAT

& Device Setup oK I Cancel Help
% Firewall

Remate Access YPN
Site-to-Site YPM
E) Device Management

£

£ Apply | Reset |

Device configuration refreshed successfully, | |<admin> |15 ‘ @ ‘ﬁ ‘E | | | | |E| |IDJ‘3,|’11 4117118 PM UTC




Objects in ASDM (Cont.)

_Adding a Network Object/Grou_p

?'.

«| @f edit i Delete ] ® Where Used Q NotUsed
_# Network Object...
a8 Network Object Group...

Netmask Description (0]

(= Network Objects

@ any

@ any4

@ anyé

a8 inside-network  192.168.1.0 255.255.255.0 T —

- Add Network Object

8 outside-network 209.165.200.224 255.255.255.248 g S
Name:
Type: Host v
IP Version: @ IPv4 () IPv6
IP Address:

Add Network Object Window

«

NAT




Configuring a Service Object

= To create a network object, use the object service
object—-name global configuration command.

= The prompt will change to the network object configuration mode.

= A service object name can only be associated with one
protocol and port (or ports).
= |f an existing service object is configured with a different protocol

and port (or ports), the new configuration replaces the existing
protocol and port (or ports) with the new ones.

CCNAS-ASA (config) # object service SERV-1
CCNAS-ASA (config-service-object) # service tcp destination eq ftp
CCNAS-ASA (config-service-object) # service tcp destination eq www
CCNAS-ASA (config-service-object) # exit
CCNAS-ASA (config) #
CCNAS-ASA (config) # show running-config object
object service SERV-1
service tcp destination eq www
CCNAS-ASA (config) #




Service Objects

= There are five service options:

= service protocol [source |[operator port]]
[destination [operator port]]

= Specifies an IP protocol name or number.

= service tcp [source [operator port]] [destination
[operator port]]

= Specifies that the service object is for the TCP protocol.

= service udp ([source |[operator port]] [destination
[operator port] ]

= Specifies that the service object is for the UDP protocol.
= service icmp icmp-type
= Specifies that the service object is for the ICMP protocol.
" service icmp6 icmpb-type
= Specifies that the service object is for the ICMPvV6 protocol.



Configuring a Service Object using ASDM

= Configurations > Firewall > Objects > Service
Objects/Groups

for ASA - 192.168.1.1 =] S|
File Wiew Tools ‘Wizards ‘Window Help Loak For: G0
nmm

@ Home D Monitaring | B Save @ Refresh | 0 Back O Farward | @ Help ‘ CISCO

0 Configuration

Firewall n Confiquration > Firewall > Objects > Service Objects/Groups O
]
E Access Rules ’
o d Add Edit Delete | WWhere Used
= NAT Rules w ﬂ a
] T
DEl 3‘ Service ‘Pollcy Rules ‘g, Service Object, . I | Filker | Clear
g AAA Rules
289 Filker Rules 2e4 Service Group... ocol I Source Ports I Destination Ports CMP I Description I
@ Public Servers ace. TCP Service Group...
URL Filtering Servers e UDP Service Group. .
Threat Detection
Tdentity COptions ¥ TCP-UDP Service Group...
Objects i ICMP Group,..
% Metwork Objects/Groups I Protocol Group...
piusd
e

g Local Users

-o Local User Groups
@ lass Maps

E Inspect Maps

IE‘ Regular Expressions
[E&, TCP Maps

@ Tirme Ranges
[]--Eh Unified Cormrmunications
[]--- Advanced

é) Device Setup
% Firewall

Remate Access YPN
(7

N

E) Device Management

ike-to-Site YPN

iy

Apply Reset |

Device configuration refreshed successfully, | |€admin> ‘15 | @ |§ | E | | | | E| |IDJ‘8,|’11 &4 24128 PM UTC




Objects in ASDM (Cont.)

Addlng a Serwce Object/Group

I Edit . Delete | @ Where Used

Service Object...

1P
Service Group... Source Ports Destination Ports Icmp

e TCP Service Group...
Uk,

> UDP Service Group... =
¢ TCP-UDP Service Group... m Add Service Object X

&% ICMP Group...

.....

Name:

1, Protocol Group...

Service Type: ¥ tep =
Destination Port/Range:
Source Port/Range:

Add Service Object Window S




Object Groups

= Object groups are used to group objects
= Objects can be attached or detached from multiple object groups

= Objects can be attached or detached from one or more
object groups when needed, ensuring that the objects are
not duplicated but can be re-used wherever needed

=You can create network, protocol, and ICMP-type objects
groups created using the object-group {network |

protocol | icmp-type} group-name command

=You can also create service objects groups by using
object-group service group-name [tcp | udp |
tcp-udp]



Object Groups

Network » Specifies a list of IP host, subnet, or network addresses.

» Combines IP protocols (such as TCP, UDP, and ICMP) into one object.

Protocol « For example, to add both TCP and UDP services of DNS, create an object group and add TCP and
UDP protocols into that group.

T * The ICMP protocol uses unigue types to send control messages (RFC 792).
* The ICMP-type object group can group the necessary types for security needs.

» Used to group TCP, UDP, or TCP and UDP ports into an object.

Service « It can contain a mix of TCP services, UDP services, ICMP-type services, and any protocol such as
ESP, GRE, and TCP.

CCNAS-ASA (config) # object-group ?

configure mode commands/options:
icmp-type Specifies a group of ICMP types, such as echo

network Specifies a group of host or subnet IP addresses
protocol Specifies a group of protocols, such as TCP, etc
service Specifies a group of TCP/UDP ports/services

user Specifies single user, local or import user group

CCNAS-ASA (config) # object-group




Network Object Group

= To configure a network object group, use the object-group
network grp-name ¢lobal configuration command.

= Add network objects to the network group using the commandes:
= network-object

= group-object

CCNAS-ASA (config) # object-group network ADMIN-HOST

CCNAS-ASA (config-network-object-group) # network-object host 192.168.1.3
CCNAS-ASA (config-network-object-group) # network-object host 192.168.1.4
CCNAS-ASA (config-network-object-group) # exit

CCNAS-ASA (config) # object-group network ALL-HOSTS

CCNAS-ASA (config-network-object-group) # network-object 192.168.1.32 255.255.255.240
CCNAS-ASA (config-network-object-group) # group-object ADMIN-HOST
CCNAS-ASA (config-network-object-group) # exit

CCNAS-ASA (config) # show run object-group

object-group network ADMIN-HOST

description Administrative host IP addresses

network-object host 192.168.1.3

network-object host 192.168.1.4

object-group network ALL-HOSTS

network-object 192.168.1.32 255.255.255.240

group-object ADMIN-HOST

CCNAS-ASA (config) #




Network Object Group using ASDM

= Configuration > Firewall > Objects > Network
Objects/Groups

0 ASDM 6.4 for ASA - 192.168.1. =10l =|
File View Tools ‘Wizards ‘Window Help Look For: Gi
vl
@ Home 0&, Configuration D Manitoring | B Save @ Refresh | o Back \) Farward | @ Help ‘ CIsSCO
Firewall n Confiquration = Firewall > Objects > Network Objects/Groups O
3 Access Rules .
& Add - Edit Delete | ‘Where Used
NAT Rules o o Q
&‘ Service Policy Rules Filter: I Filker | Clear
gy SAG Rules
B08 civer Rules Name ’ 1| IP Address I Netmask Descripkion I Object NAT Address I
& Public Servers [Z1-IPv4 Metwork Objects
BE URL Filtering Servers @ any

Threat Detection ) management-netwark, 192,168.1.0 255, 255,255.0

Identity Options | outside-netwark 200.165,200.224 255,255, 255,243

Objects B 192.168.1.3 192.168.1.3

T Service Objects/Groups -8, 192.168.1.4 152.168.1.4

Local Users - :L 209.165.201.1 209.165.201.1
Local User Groups - B} 209,165,201.2 209.165.201.2
{53 Class Maps - B EXAMPLE-1 192,168,1,10-192,168.1...
% g‘s"eld ’Saps | 152,168,132 192,168.1.32 255,255,255,240
eoular Expressions N
@TCP Maps _-L209.165.202.131 209.165,202,131
) Time Ranges - B} 209.165.202.132 209.165,202,132

IPv6 Metwork Objects
- any

IPva Network Object Groups

[]--[h Urified Communications
[]--@ Advanced

|- {8 ADMIN-HOST Adrinistrative hosts
192,168.1.3 192.168.1.3
:L 192.168.1.4 192,168.1.4

1?'71', 192.168.1.32 192,168,1.32 205,255,255.240
&% ADMIN-HOST Adrministrative hosts

@3 Firewall

Remote Access YPM
gg Site-ko-Gite YPH
@) Device Management

iy

Apply

Configuration changes saved successfully, | |€admin> ‘15 | @ |§ | E| | | | E| |IDJ‘8,|’11 44508 PM UTC




Objects in ASDM (Cont.)

Add Network Object Group Window

[T Add Network Object Group
Group Name::
Description:
@ Existing Network Objects [Groups: Members in Growp:
Name IP Address Netmask Description Name IP Addr
= Network Objects
@ any
@ oy
P anyé
‘ insdenet.., 152.168.1.0 255.255.255.0

ﬁoutadcﬂ... 209.165,200.224 255.255.255.248
M EXAMPLE-1 192.168.1.10

n ’

Create new Network Object member:
Name: (optional)




Protocol Object Group

= To configure a protocol object group, use the object-group
protocol grp-name global configuration command.

= Add network objects to the protocol group using the commands:
= protocol-object

= group-object

CCNAS-ASA (config) # object-group protocol PROTO-1

CCNAS-ASA (config-protocol-object-group) # protocol-object udp
CCNAS-ASA (config-protocol-object-group) # protocol-object ipsec
CCNAS-ASA (config-protocol-object-group) # exit

CCNAS-ASA (config) # object-group protocol PROTO-2

CCNAS-ASA (config-protocol-object-group)# protocol-object tcp
CCNAS-ASA (config-protocol-object-group)# group-object PROTO-1
CCNAS-ASA (config-protocol-object-group) # exit

CCNAS-ASA (config) # show running-config object-group protocol
object-group protocol PROTO-1

protocol-object udp

protocol-object esp

object-group protocol PROTO-2

protocol-object tcp

group-object PROTO-1

CCNAS-ASA (config) #




ICMP Object Group

= To configure an ICMP object group, use the object-
group icmp-type grp-name global configuration
command.

= Add ICMP objects to the protocol group using the
commands:

= icmp-object

= group-object

CCNAS-ASA (config) # object-group icmp-type ICMP-ALLOWED
CCNAS-ASA (config-icmp-object-group) # icmp-object echo
CCNAS-ASA (config-icmp-object-group)# icmp-object time-exceeded
CCNAS-ASA (config-icmp-object-group) # exit
CCNAS-ASA (config) #
CCNAS-ASA (config) # show running-config object-group id ICMP-ALLOWED
object-group icmp-type ICMP-ALLOWED
icmp-object echo
icmp-object time-exceeded
CCNAS-ASA (config) #




Service Object Group

= To configure a service object group, use the object-group
service grp-name global configuration command.

= Add service objects to the protocol group using the commands:
= service-object

= group-object

CCNAS-ASA (config) # object-group service SERVICES-1

CCNAS-ASA (config-service-object-group) # service-object tcp destination eq www
CCNAS-ASA (config-service-object-group) # service-object tcp destination eq https
CCNAS-ASA (config-service-object-group) # service-object udp destination eq ntp
CCNAS-ASA (config-service-object-group) # exit

CCNAS-ASA (config) #

CCNAS-ASA (config) # object-group service SERVICES-2 tcp

CCNAS-ASA (config-service-object-group) # port-object eq pop3

CCNAS-ASA (config-service-object-group) # port-object eq smtp

CCNAS-ASA (config-service-object-group) # exit

CCNAS-ASA (config) #

CCNAS-ASA (config) # object-group service SERVICES-3 tcp

CCNAS-ASA (config-service-object-group) # group-object SERVICES-2

CCNAS-ASA (config-service-object-group) # port-object eq ftp

CCNAS-ASA (config-service-object-group) # port-object range 2000 2005

CCNAS-ASA (config-service-object-group) # exit

CCNAS-ASA (config) #




Services Object Group
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Objects in ASDM (Cont.)

Add Service Object Group Window
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Access Lists




Similarities Between ASA and IOS ACLs

= Both ACLs are made up of one or more access control
entries (ACESs)

= Both ACLs are processed sequentially from top down

= Both follow the 1st ACE match will cause the ACL to be
exited

= Both have the implicit deny all at the bottom
= Both support remarks added per ACE or ACL

= Both follow the one access list per interface, per protocol,
per direction rule

= Both ACLs can be enabled/disabled based on time ranges



Differences Between ASA and I0S ACLSs

= The ASA ACL uses a network mask (e.g., 255.255.255.0)
= The IOS ACL uses the wildcard mask (e.g., 0.0.0.255)

= ACLs are always named instead of numbered
= ASA ACLs can be numbered but unlike IOS ACL the numbers have
no significance other than naming the ACL

= By default, security levels apply access control without an
ACL configured



ACL Function

= ACLs on a security appliance can be used:
= Through-traffic packet filtering:

= Traffic is passing through the appliance from one interface to
another interface

= The configuration requires an ACL to be defined and then applied
to an interface

= To-the-box-traffic packet filtering:

= Also known as a management access rule, traffic (e.g., Telnet,
SSH, SNMP) is destined for the appliance

= Introduced to filter traffic destined to the control plane of the ASA

= |t is completed in one step but requires an additional set of rules
to implement access control



Five Types of ASA ACL Types

= The ASA supports five types of ACLs

Description

Standard « Used for routing protocols, not firewall rules.
« Cannot be applied to interfaces to control traffic.

Webtype » Used for clientless SSL VPN.




ACL Applications

ACL Use ACL Type  Description
Provide through-traffic * By default, the ASA.does not allow Iqwer segurlty traffic
Extended to a higher security interface unless it is explicitly
network access .
permitted.
Identify traffic for AAA rules Extended Used in AAA access lists to identify traffic.
Policy NAT lets you identify local traffic for address
Identify addresses for NAT Extended translation by specifying the source and destination
addresses.
Establish VPN access Extended Used in VPN commands.
Identify traffic Modular Policy Extended Used to identify traffic in a class map, which is used for
Framework (MPF) features that support MPF.
Identify OSPE route Standard access lists include only the destination
redistribution SIEhEle cleloliEeis. o
Used to control the redistribution of OSPF routes.
LTI EEN S ) IPv6 Used for control traffic in IPv6 networks.

IPV6 networks
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Extended ACL Command Syntax

CCNAS-ASA (config) # help access-list

USAGE:

Extended access list:
Use this to configure policy for IP traffic through the firewall

[no] access-list <id> [line <line_ num>] [extended] {deny | permit}
{<protocol> | object-group {<service_obj grp id> |
<protocol_obj _grp id>} | object <service_object_name>}
[user-group [<domain_nickname>\\]<user group_ name> |

user [<domain_nickname>\]<user_name> |
object-group-user < object_group user_name>]

{host <sip> | <sip> <smask> | interface <ifc> | any |
object-group <network obj grp id> |

object <network_obj name>}

[<operator> <port> [<port>] |

object-group <service_ ob]j_grp_ id>]

{host <dip> | <dip> <dmask> | interface <ifc> | any |
object-group <network obj grp id> |

object <network_obj name>}

[<operator> <port> [<port>] |

object-group <service_ ob]j_grp id>]

[log [disable] | [<level>] | [default] [interval <secs>]]

<Output omitted>




Condensed ACL

ACL name.
It could also be a number.

T

Source traffic to filter.

It could also be a network
object group.

Layer 3 protocol.
E.g., IP, TCP, UDP

It could also be a The interface optionis
protocol object group. for to-the-box-traffic filtering.

] 1

[operator port [port]]

[operator port [port]]

1
access-list id extended {deny | permit} protocol I
{source addr source mask | any | host src host | interface src if name}

{dest addr dest mask} | any | host dst host | interface dst if name}

v

Operator can be operands:

* 1t (less than)

* gt (greater than)

* eq (equal)

* neq (not equal)

* range (for an inclusive range)

Port could be the port number , TCP/UDP port
name, or a service object group.

Destination traffic to filter.
It could also be a network object group.

The interface option is for to-the-box-
traffic filtering.




Access-group Syntax

= To provide through-traffic network access, the ACL must be
applied to an interface.

" access-group acl-id {in | out} interface
interface—-name [per-user-override | control-plane]

Syntax Description

The name of the actual ACL to be applied to an interface.

out The ACL will filter outbound packets.

interface name The name of the interface to which to apply an ACL.

control-plane Specifies if the rule is for to-the-box traffic.




ACL Examples

ACL Examples




Allowing Same Security Level Communication

= By default, interfaces on the same security level:
= Cannot communicate with each other.
= Packets cannot enter and exit the same interface.
= Useful for VPN traffic that enters an interface, but is then routed
out the same interface.

*Use the same-security-traffic permit inter-
interface enables interfaces on the same security level
so that they can communicate with each other.

»Use the same-security-traffic permit intra-
interface command to enable communication between
hosts connected to the same interface.
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Verifying ACLS

= To verify the ACL syntax, use the following commands:
" show running-config access-1list

" show access-list



ACL - Example 1

= PC-A and PC-B are external hosts that require access to
the two internal servers.

= Each server provides Web and email services.

inside #

(VLAN 1) 209.165.202.128/27

132 ' .
PC-B
209.165.201.2

PC-A

209.165.201.1

Web and
Email Server

Internet

Web and
Email Server



ACL - Example 1

CCNAS-ASA (confiqg) #
CCNAS-ASA (configqg) #

CCNAS-ASA (configqg) #

CCNAS-ASA (configqg) #
CCNAS-ASA (configqg) #

CCNAS-ASA (configqg) #

CCNAS-ASA (configqg) #
CCNAS-ASA (configqg) #

CCNAS-ASA (configqg) #

CCNAS-ASA (configqg) #
CCNAS-ASA (configqg) #

CCNAS-ASA (confiqg) #

CCNAS-ASA (config) #
CCNAS-ASA (config) #
CCNAS-ASA (config) #
CCNAS—ASA(config)#

access-list
access-list
209.165.202
access-list
209.165.202

ACL-IN
ACL-IN

.131 eq

ACL-IN

.131 eq

remark Permit PC-A -> Server
extended permit tcp host 209
http
extended permit tcp host 209
smtp

A for HTTP / SMTP
.165.201.1 host

.165.201.1 host

access-list
access-list
209.165.202
access-list

access-list
209.165.202
access-list
209.165.202

209.165.202.

ACL-IN
ACL-IN

.132 eq

ACL-IN
132 eq

ACL-IN

.131 eq

ACL-IN

.131 eq

remark Permit PC-A -> Server
extended permit tcp host 209
http
extended permit tcp host 209
smtp
extended permit tcp host 209
http
extended permit tcp host 209
smtp

B for HTTP / SMTP
.165.201.1 host

.165.201.1 host

.165.201.2 host

.165.201.2 host

access-list
access-list

access-list

209.165.202.

ACL-IN
ACL-IN
132 eq
ACL-IN

209.165.202.132 egq smtp

remark Permit PC-B -> Server
extended permit tcp host 209
http

extended permit tcp host 209

B for HTTP / SMTP
.165.201.2 host

.165.201.2 host

access-list ACL-IN extended deny ip any any log

access-group ACL-IN in interface outside




ACL - Example 1

= Verify the configuration.

= Notice that there are 9 elements (9 ACESs), excluding the
remarks, that must be processed by the ASA.

CCNAS-ASA (config) # show running-config access-list

access-list ACL-IN remark Permit PC-A -> Server A for HTTP / SMTP

access-list ACL-IN extended permit tcp host 209.165.201.1 host 209.165.202.131 eq www
access-list ACL-IN extended permit tcp host 209.165.201.1 host 209.165.202.131 eq smtp
access-list ACL-IN remark Permit PC-A -> Server B for HTTP / SMTP

access-list ACL-IN extended permit tcp host 209.165.201.1 host 209.165.202.132 eq www
access-list ACL-IN extended permit tcp host 209.165.201.1 host 209.165.202.132 eq smtp
access-list ACL-IN remark Permit PC-B -> Server A for HTTP / SMTP

access-list ACL-IN extended permit tcp host 209.165.201.2 host 209.165.202.131 eq www
access-list ACL-IN extended permit tcp host 209.165.201.2 host 209.165.202.131 eq smtp
access-list ACL-IN remark Permit PC-B -> Server B for HTTP / SMTP

access-list ACL-IN extended permit tcp host 209.165.201.2 host 209.165.202.132 eq www
access-list ACL-IN extended permit tcp host 209.165.201.2 host 209.165.202.132 eq smtp
access-list ACL-IN extended deny ip any any log

CCNAS-ASA (config) #

CCNAS-ASA (config) # show access-list ACL-IN brief

access-1list ACL-IN; |9 elements;| name hash: 0x44d1c580

CCNAS-ASA (config) #




ACL with Object Groups - Example 2

= This example achieves the same result as Example 1
except it uses object groups to simplify and modularize the
configuration

= The following object groups are created:
= TCP: Protocol object group

= Internet-Hosts: Network object group identifying the two external
hosts

= Internal-Servers: Network object group identifying the two internal
servers

= HTTP-SMTP: Service object group identifying HTTP and SMTP
protocols

= These object groups are then specified in one ACL-IN ACE.

= All remaining traffic will be denied and logged



ACL with OGs - Example 2

= Create Object groups

CCNAS-ASA (config) # object-group protocol TCP

CCNAS-ASA (config-protocol) # description OG identifies TCP as the protocol
CCNAS-ASA (config-protocol) # protocol-object tcp

CCNAS-ASA (config-protocol) # exit

CCNAS-ASA (confiqg) #

CCNAS-ASA (config) # object-group network Internet-Hosts

CCNAS-ASA (config-network) # description OG matches PC-A and PC-B
CCNAS-ASA (config-network) # network-object host 209.165.201.1

CCNAS-ASA (config-network) # network-object host 209.165.201.2

CCNAS-ASA (config-network) # exit

'CCNAS-ASA (confiqg) #

CCNAS-ASA (config)# object-group network Internal-Servers

CCNAS-ASA (config-network) # description OG matches Web and email Servers
CCNAS-ASA (config-network) # network-object host 209.165.202.131
CCNAS-ASA (config-network) # network-object host 209.165.202.132
CCNAS-ASA (config-network) # exit

CCNAS-ASA (confiq) #

CCNAS-ASA (config) # object-group service HTTP-SMTP tcp

CCNAS-ASA (config-service)# description OG matches SMTP and HTTP/HTTPS traffic
CCNAS-ASA (config-service) # port-object eq smtp

CCNAS-ASA (config-service) # port-object eq www

CCNAS-ASA (config-service) # exit

CCNAS-ASA (config) #




ACL with OGs - Example 2

= Create the ACL and apply it

CCNAS-ASA (config) # access-list ACL-IN remark Only permit PC-A / PC-B -> servers
CCNAS-ASA (config)# access-list ACL-IN extended permit object-group TCP
object-group Internet-Hosts object-group Internal-Servers object-group HTTP-SMTP
CCNAS-ASA (config)# access-list ACL-IN extended deny ip any any log

CCNAS-ASA (config) # -

CCNAS-ASA (config) # access-group ACL-IN in interface outside

'CCNAS-ASA(confiqg) #

[CCNAS-ASA (config) # show running-config access-list

access-list ACL-IN remark Only permit PC-A / PC-B -> servers

access-list ACL-IN extended permit object-group TCP object-group Internet-Hosts object-
group Internal-Servers object-group HTTP-SMTP

CCNAS-ASA(confia) #

CCNAS-ASA (config) # show access-list ACL-IN brief

access-list ACL-IN; 9 elements; name hash: 0x44d1c580

CCNAS-ASA (confiqg) #




ACL with OGs - Example 2

= Display the content of ACL-IN

CCNAS-ASA (config) # show access-list
access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096)
alert-interval 300

access-1list ACL-IN; 9 elements; name hash: 0x44d1c580
access-list ACL-IN line 1 remark Only permit PC-A / PC-B -> servers
access-list ACL-IN line 2 extended permit object-group TCP object-group Internet-Hosts
object-group Internal-Servers object-group HTTP-SMTP Oxbd5ed7a7

access-1list ACL-IN line 3 extended permit tcp host 209.165.201.1 host 209.165.202.131 eq
smtp (hitcnt=0) 0x3£0a0233

access-1list ACL-IN line 3 extended permit tcp host 209.165.201.1 host 209.165.202.131 eq
www (hitcnt=0) 0xab920b7c

access-1list ACL-IN line 3 extended permit tcp host 209.165.201.1 host 209.165.202.132 eq
smtp (hitcnt=0) 0x92b62c8c

access-1list ACL-IN line 3 extended permit tcp host 209.165.201.1 host 209.165.202.132 eq
www (hitcnt=0) 0x52206d23

access-1list ACL-IN line 3 extended permit tcp host 209.165.201.2 host 209.165.202.131 eq
smtp (hitcnt=0) 0x68a43a2d

access-1list ACL-IN line 3 extended permit tcp host 209.165.201.2 host 209.165.202.131 eq
www (hitcnt=0) 0x46270bla

access-1list ACL-IN line 3 extended permit tcp host 209.165.201.2 host 209.165.202.132 eq
smtp (hitcnt=0) 0x9felca85

access-1list ACL-IN line 3 extended permit tcp host 209.165.201.2 host 209.165.202.132 eq
www (hitcnt=0) 0x598855e6
access-list ACL-IN line 4 extended deny ip any any log informational interval 300
(hitcnt=0) 0x4d6e3bb6
CCNAS-ASA (config) #
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Configuring ACLs Using ASDM

ACLs in ASDM Configuration > Firewall > Access Rules
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Configuring ACLs Using ASDM (Cont.)
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ACL with Object Group Example
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ASA NAT Services

= Like IOS routers, the ASA supports the following NAT and
PAT deployment methods:
*Inside NAT

= Typical NAT deployment method when the ASA translates the
Internal host address to a global address

= The ASA restores return traffic the original inside IP address

= OQutside NAT

= Deployment method used when traffic from a lower-security
Interface is destined for a higher-security interface

= This method may be useful to make a host on the outside appear as
one from a known internal IP address

*Bidirectional NAT
= Both inside NAT and outside NAT are used together



NAT Deployment Methods

PC-B
209.165.201.2




Auto NAT

= Introduced in ASA version 8.3, the Auto NAT feature has
simplified the NAT configuration as follows:

1. Create a network object

2. ldentify host(s) network to be translated
3. Define the nat command parameters

NOTE:

= Prior to ASA version 8.3, NAT was configured using the nat,
global, and static commands

= The global and static commands are no longer recognized



Configuring NAT

= The ASA divides the NAT configuration into two sections:

= The first section defines the network to be translated using a
network object.

= The second section defines the actual nat command parameters.

= These appear in two different places in the running-config.

CCNAS-ASA (config)# object network INSIDE-NET

CCNAS-ASA (config-network-object) #|subnet 192.168.1.0 255.255.255.224 —
CCNAS—ASA(config—network—object)#lnat (inside,outside) dynamic interfacel

CCNAS-ASA (config-network-object) # end
CCNAS-ASA#
CCNAS-ASA# show running-config nat

!
object network INSIDE-NET P
nat (inside,outside) dynamic interfacq\
‘CCNAS-ASA#
CCNAS-ASA# show running-config object
object network INSIDE-NET

subnet 192.168.1.0 255.255.255.224
CCNAS-ASA#




Types of NAT Configurations

= Dynamic NAT

= Many-to-many translation
= Typically deployed using inside NAT

= Dynamic PAT
= Many-to-one translation

= Usually an inside pool of private addresses overloading an outside interface or
outside address

= Typically deployed using inside NAT
= Static NAT
= A one-to-one translation

= Usually an outside address mapping to an internal server
= Typically deployed using outside NAT

= Twice-NAT

= ASA version 8.3 NAT feature that identifies both the source and destination
address in a single rule (nat command)

= Used when configuring remote-access IPsec and SSL VPNs



Configuring Dynamic NAT

= To configure dynamic NAT, two network objects are required

- The first network object identifies the pool of public IP addresses that
internal addresses will be translated to

= object network mapped-obj

= Names the network object that identifies the pool of public addresses
" range 1ip-addr-1 ip-addr-n

= Assigns the public pool IP addresses in a range

= The second network object binds the two objects together

= object network nat-object-name

= Names the NAT object to bind the inside subnet with the public pool network
object

= subnet net-address net-mask
= |dentifies the inside network subnet to the named object
" nat (real-ifc,mapped-ifc) dynamic mapped-obj

= Traffic going from the real-ifc and going to the mapped-ifc will be
dynamically assigned addresses from the public pool of addresses



Configuring Dynamic NAT Example

PC-B
209.165.201.2

CCNAS-ASA (config) # object network PUBLIC-IP

CCNAS-ASA (config-network-object)# range 209.165.200.240 255.255.255.240
CCNAS-ASA (config-network-object) # exit

CCNAS-ASA (config) #

CCNAS-ASA (config) # object network INSIDE-NET

CCNAS-ASA (config-network-object)# subnet 192.168.1.0 255.255.255.224
CCNAS-ASA (config-network-object)# nat (inside,outside) dynamic PUBLIC-IP
CCNAS-ASA (config-network-object) # end

CCNAS-ASAH




Configuring Dynamic PAT

= Dynamic PAT is when the outside interface IP address or
another specified IP address is overloaded.

= Only one network object is required to configure dynamic
PAT:

= object network nat-object-name
= Names the static NAT object.
= subnet net-address net-mask
= |dentifies the inside network subnet as the network object.

"nat (real-ifc,mapped-ifc) dynamic [interface | ip-
address]

= Traffic going from the real-ifc interface tothe mapped-ifc
Interface will be dynamically the IP address of the outside
Interface or a specified outside IP address.

= The parentheses and comma (,) are required.



Configuring Dynamic PAT Example

Intemet

PC-B
209.165.201.2

CCNAS-ASA (config) # object network INSIDE-NET

CCNAS-ASA (config-network-object)# subnet 192.168.1.0 255.255.255.224
CCNAS-ASA (config-network-object) # nat (inside,outside) dynamic interface
CCNAS-ASA (config-network-object) # end

CCNAS-ASA#




Configuring Dynamic PAT Example

Intemet

PC-B
209.165.201.2

CCNAS-ASA (config) # object network INSIDE-NET

CCNAS-ASA (config-network-object)# subnet 192.168.1.0 255.255.255.224
CCNAS-ASA (config-network-object) # nat (inside,outside) dynamic 209.165.200.229|
CCNAS-ASA (config-network-object) # end

CCNAS-ASA#

= As an alternative, you can specify an outside IP address.



Configuring Static NAT

= Static NAT maps an inside IP address to an outside address
= To access Web servers by outside hosts

= To configure static NAT:

= object network nat-object-name
= Names the static NAT object

= host ip-addr
= |dentifies the inside host IP address

" nat (real-ifc, mapped-ifc) static mapped-ip-addr
= Statically maps an inside address to an identified outside IP address.
= The parentheses and comma (,) are required

= Note that the any keyword could be used instead of the interface names to
allow the translation of an object between multiple interfaces using one CLI
command

NOTE:
= Static NAT also requires that an ACE be added to the outside interface ACL



Static NAT Example

Intemet

PC-B
209.165.201.2

CCNAS-ASA (config) # object network DMZ-SERVER
CCNAS-ASA (config-network-object)# host 192.168.2.3
CCNAS-ASA (config-network-object) # nat (dmz,outside) static 209.200.165.227

CCNAS-ASA(config-network-object) # exit
CCNAS-ASA (config) #

CCNAS-ASA (config) # access-list OUTSIDE-DMZ permit ip any host 192.168.2.3
CCNAS-ASA (config) # access-group OUTSIDE-DMZ in interface outside

CCNAS-ASA(confiqg) #




Verifying Static NAT

PC-B
209.165.201.2

CCNAS-ASA# show nat

Auto NAT Policies (Section 2)
1 (dmz) to (outside) source static DMZ-SERVER 209.165.200.227

EransIaEe_H:LEs = U, unEransIaEe_H:LEs = 4

2 (inside) to (outside) source dynamic inside-net interface
translate_hits = 4, untranslate hits = 0

CCNAS-ASA# show xlate
1 in use, 3 most used
Flags: D - DNS, i - dynamic, r - portmap, s - static, I - identity, T - twice

NAT from dmz:192.168.2.3 to outside:209.165.200.227 flags s idle 0:22:58 timeout 0:00:00

CCNAS-ASA#




Add Network Object
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Configuring Dynamic NAT in ASDM
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Configuring Dynamic NAT in ASDM (Cont.)

r
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Dynamic PAT
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Configuring Dynamic PAT in ASDM
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Static NAT
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Configuring Static NAT in ASDM

Static NAT in ASDM
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Verifying NAT

= Configuration > Firewall > NAT Rules
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AAA

The AAA Concept is Similar to the Use of a Credit Card
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ASA AAA

= Unlike the ISR, ASA devices do not support local
authentication without using AAA

= Cisco ASA can be configured to authenticate using:
= A |local user database
= An external server for authentication
= Both



Local Database AAA Authentication

= Local AAA uses a local database for authentication
= Users authenticate against the local database entries
= Local AAA is ideal for small networks that do not need a dedicated server

» Use the username name password password [privilege
priv-level] command to create local user accounts

» Use the aaa authentication {enable | http | ssh |
telnet} console {aaa-svr-name | LOCAL} command

CCNAS-ASA (config) #| username admin password cisco privilege 15
CCNAS-ASA (confiqg) #
CCNAS-ASA (config) # aaa authentication enable console LOCAL
CCNAS-ASA (config) # aaa authentication http console LOCAL
CCNAS-ASA (config) # aaa authentication ssh console LOCAL
CCNAS-ASA (config) # aaa authentication telnet console LOCAL
CCNAS-ASA (confiqg) #




Server-Based AAA Authentication

= Server-based AAA authentication is a far more scalable solution

= Server-based AAA authentication uses an external database
server resource leveraging RADIUS or TACACS+ protocols

= To configure a TACACS+ or RADIUS server, use the following
commands:
" aaa-server server-tag protocol protocol

= Creates a TACACS+ or RADIUS AAA server group

" aaa-server server-tag [ (interface-name)] host
{server-ip | name} [key password]

= Configures a AAA server as part of a AAA server group. Also
configures AAA server parameters that are host-specific

= Configure server based AAA authentication

= Use the aaa authentication {enable | http | ssh |
telnet} console server-tag command



Configuring AAA Authentication

= Configure AAA TACACS+ server and local AAA
authentication

= The local database is used as a backup

CCNAS-ASA (config) #| username admin password cisco privilege 15
CCNAS-ASA (config) #
CCNAS-ASA (config) #| aaa-server TACACS-SVR protocol tacacs+

CCNAS-ASA (config-aaa-server-group) # aaa-server TACACS-SVR (dmz) host 192.168.2 ciscol23
CCNAS-ASA (config-aaa-server-host)# exit

CCNAS-ASA (config) #

CCNAS-ASA (config) # show run aaa-server

aaa-server TACACS-SVR protocol tacacs+

aaa-server TACACS-SVR (dmz) host 192.168.2.3

key **x*x
CCNAS-ASA (config) #
CCNAS-ASA (config) #| aaa authentication http console TACACS-SVR LOCAL
CCNAS-ASA (config) #| aaa authentication enable console TACACS-SVR LOCAL
CCNAS-ASA (config) #| aaa authentication http console TACACS-SVR LOCAL
CCNAS-ASA (config) #| aaa authentication serial console TACACS-SVR LOCAL
CCNAS-ASA (config) #| aaa authentication ssh console TACACS-SVR LOCAL
CCNAS-ASA (config) #| aaa authentication telnet console TACACS-SVR LOCAL
CCNAS-ASA (config) #
CCNAS-ASA (config) #




Verify the AAA Configuration

= Log out and log back in.

= Use the:
= show running-conf username command to view all user accounts.
* show running-conf aaa command to view the AAA configuration.

= Use the clear config aaa command to erase AAA.

[CCNAS-ASA (config) # show run aaa

aaa authentication enable console TACACS-SVR LOCAL
aaa authentication http console TACACS-SVR LOCAL
aaa authentication serial console TACACS-SVR LOCAL
aaa authentication ssh console TACACS-SVR LOCAL
aaa authentication telnet console TACACS-SVR LOCAL
CCNAS-ASA (config) # exit

CCNAS-ASA# disable

CCNAS-ASA> exit

Logoff

Username:| admin
Password:| ***x*
Type help or '?' for a list of available commands.
CCNAS-ASA>




Add Local Database Entries

= Configuration > Device Management > Users/AAA > User
Accounts
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Add a User

= Click on Add and enter the user detall.

T5) Add User Account =
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Configuring AAA Authentication (Cont.)

= Configuration > Device Management > Users/AAA > AAA Server
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Configuring AAA Authentication (Cont.)

Add AAA Server Group Window Add AAA Server Window
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Configuring AAA Authentication (Cont.)
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Enable AAA Authentication

= Configuration > Firewall > Users/AAA > AAA Access >
Authentication

sco ASDM 6.4 for ASA - 192.168.1.1 -0l =]
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Configuring AAA Authentication (Cont.)

AAA Access > Authentication Window

| Authentication | Authorization | Accounting

Enable authentication for administrator access to the ASA.
Require authentication to allow use of privieged mode commands
7] Enable Server Group: | RADIUS-SERVERS v =[] Use LOCAL when server group fais
Require authentication for the following types of connections
(7| HTTP/ASDM  Server Group: | RADIUS-SERVERS v = [¥/] Use LOCAL when server group fals
] Serial Server Group: zLOCAL N Use LOCAL when server group fais

| Telnet Server Group: |LOCAL - Use LOCAL when server group fais
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Modular Policy Framework (MPF)

= MPF defines a set of rules for applying firewall features,
such as traffic inspection and QoS, to the traffic that
traverses the ASA

= It allows granular classification of traffic flows, to apply different
advanced policies to different flows.

= Cisco MPF uses these three configuration objects to define
modular, object-oriented, hierarchical policies:

Class Maps Policy Maps Service Policy.



-
Modular Policy Framework (MPF)

= Class maps:

= Define match criterion by using the class-map global configuration
command

= Policy maps:

= Associate actions to the class map match criteria by using the policy-
map global configuration command

= Service policies:

= Enable the policy by attaching it to an interface, or globally to all interfaces
using the service-policy interface configuration command

Classify Traffic Define Actions Activate Policy
Class Maps Policy Maps Service Policy
What are we looking for? What shall we do with it? Where do we do it?
» Identify traffic on which to » Define a policy for the traffic at Activate the policy map on
perform MPF. Layers 3to 7. interfaces.
= Create Layer 3/4 class maps » Create a policy map that can «  Create a service policy that
that can contain multiple match contain multiple class maps applies a policy map to an
criteria. with associated actions. interface or all interfaces.

class-map class-name pelicy-map policy-name service-policy serv-name
interface intli-name




Four Steps to Configure MPF on an ASA

1) Configure extended ACLs to identify specific granular traffic. This
step may be optional

2) Configure the class map to identify traffic
3) Configure a policy map to apply actions to those class maps

4) Configure a service policy to attach the policy map to an interface or
apply it globally

CCNAS-ASA (config) # access-list TFTP-TRAFFIC permit udp any any eq 69
CCNAS-ASA (confiqg) #

CCNAS-ASA (config)# class-map CLASS-TFTP
CCNAS-ASA (config-cmap) # match access-list TFTP-TRAFFIC
CCNAS-ASA (config-cmap) # exit

= contig

CCNAS-ASA (config)# policy-map POLICY-TETP

CCNAS-ASA (config-pmap) # class CLASS-TFTP

CCNAS-ASA (config-pmap-c) # inspect tftp

CCNAS-ASA (config-pmap-c) # exit

CCNAS-ASA (config-pmap) # exit

CCNAS-ASA(confiqg) #

|CCNAS—ASA(config)# service-policy POLICY-TFTP global
CCNAS-ASA (config) #




Class Maps

= Class maps are configured to identify Layer 3/4 traffic.

= To create a class map and enter class-map configuration
mode, use the class-map class-map-name global

configuration command.

= The names "class-default"” and any name that begins with
" internal"or" default" are reserved

= The class map name must be unique and can be up to 40
characters in length

= The name should also be descriptive

= For management traffic destined to the ASA configure the class-
map type management class-map-name command.



Class Map Configuration Mode

* |n class-map configuration mode, define the traffic to
Include in the class by matching one of the following
characteristics

" description - Add description text
*match any - Class map matches all traffic

"match access-list access-list—-name - Class map matches
traffic specified by an extended access list

= To display information about the class map configuration,
use the show running-config class-map command



-
Policy Map

Policy maps are used to bind class maps with actions in 3 steps:

1) Usethe policy-map policy-map-name ¢@lobal command
= The policy map name must be unique and up to 40 characters in
length
2) From policy-map configuration mode (config-pmap), configure:
= description - Add description text
= class class—-map—-name
= |dentify a specific class map on which to perform actions
= Enter sub-configuration mode

3) Assign actions for the class including:
= set connection - sets connection values
= inspect - provides protocol inspection servers
" police - sets rate limits for traffic in this class



-
Verify Policy Map

= To display information about the policy map configuration,
use the show running-config policy-map

command.

= To remove all policy maps, use the clear configure
policy-map command in global configuration mode.



Service Policy

= To activate a policy map globally on all interfaces or on a
targeted interface, use the service-policy global

configuration command.

= Use the command to enable a set of policies on an
Interface.

= The command syntax is as follows:

= service-policy policy-map-name [global | interface
intf]



Verify Service Policy

= To display information about the service policy
configuration, use the show service-policy ofrthe
show running-config service-policy command.

= To remove all service policies, use the clear configure
service-policy command in global configuration mode.
The clear service-policy command clears the

service policy statistics.



Default Class Map Policy

= MPF provides three default settings:
= Default class map
= Default policy map
= Default service policy

= The class map configuration also includes a default Layer

3/4 class map that the ASA uses in the default global policy
called inspection default and matches the default

Inspection traffic.
"class-map inspection default

"match default-inspection-traffic



Default Policy Map Policy

= The configuration includes a default Layer 3/4 policy map
that the ASA uses in the default global policy.

“|tis called global policy and performs inspection on
the default inspection traffic.

= There can only be one global policy.
= Therefore, to alter the global policy, either edit it or replace it.



ASA Default Policy

= The ASA default configuration includes a global service
policy that matches all default application inspection traffic

= Otherwise, the service policy can be applied to an interface or
globally

= Interface service policies take precedence over the global service
policy for a given feature

= To alter the global policy, an administrator needs to either
edit the default policy, or disable the default policy and
apply a new policy



Default ASA MPF Policy

<Output omitted>

class-map inspection_default
match default-inspection-traffic

policy-map global policy
class inspection_default

inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect

dns preset_dns_map
ftp

h323 h225
h323 ras
ip-options
netbios
rsh

rtsp
skinny
esmtp
sglnet
sunrpc
tftp

sip

xdmcp

service-policy global policy global

<Output omitted>

| R

’ Policy map associates actions to the traffic
identified in the class map.

o EERTEEEND




Configuring a Service Policy
Service Policy in ASDM

"5 Cisco ASDN -19216811
File View Tools Wizards Window Help service polcy Go "l"""
@Hm ng.lm BM gm Qmm OM Ofur.uc ?W Cisco
F ®add - @edt Wocee | £ 4| % B @ - | QFnd E30agan radatTiace e o8
é @ Add ~ i £t [ Dslete | @ Where Used
- Service [Tuﬁkw
s AAA Rules Fiter: Fiter [Ceor
=2 Fiter Rules Name = Enabled Maith Source SecSequnty Group  Desting
Wl @ Ptk servers Name
75 URL Filtering Servers inspection_de... EBymatch @ any @ any | (= Predefined -
Threat Detection e a0l
Identity Options e boo
Identity by TrustSec = chargen v
S Objects
8 Network Objects fGroups e ofs
¥ Service Objects/Groups K otrixca —
Local Users e cogbe
Local User Groups K daytme
Security Group Object Group|
. Class Maps DM‘
* Irspect Maps e domain
Reguler Expressions o echo
TCP Maps 150 exec
Tine Ranges e fnger
# fhy UnSed Communications - Mo
i awmad
e fip-data
‘ ll l ’




Configuring a Service Policy

Configure a Service Policy

) Add Sesvice Policy Rule Wizerd - Service Policy =
Adding a new service policy rule requires three steps:
Step 1: Configure a service policy.

Step 2: Configure the traffic dassification criteria for the service policy rule.
Step 3: Configure actions on the traffic dassified by the service policy rule.

Create a Service Policy and Apply To:

Only one service policy can be configured per interface or at global level. If a service policy already exists, then you can add a new rule into the existing
service policy. Otherwise, you can create a new service policy.

Interfaced | dmz - (create new service poiicy)
Policy Name: |dmz-poicy
Description:
Drop and log unsupported IPv6 to IPv6 traffic
O Global - applies to all interfaces
Policy Name: global_policy g
Description:
[} Drop and log unsupported IPv6 to IPv6 traffic

*Only one service policy is allowed, Existing service policy names cannot be changed.




Configuring a Service Policy

Configure Traffic Classification Criteria

() Add Service Policy Rule Wizard - Traffic Classification Criteria (=5

Description (optional):
Traffic Match Criteria
[ Default Inspection Traffic

[ Source and Destination IP Address (uses ACL)
[ Tunnel Group
[[] TCP or UDP Destination Port
[ RTP Range
["] 1P DiffServ CodePoints (DSCP)
[] 1P Precedence
[] Any traffic
() Use dass-default as the traffic dass.
1f traffic does not match a existing traffic dass, then it vill match the dass-default traffic dass. Class-default can be used in catch all situation.

[uxoock | Next > | ((Conoel | [1eby |



Configuring a Service Policy

Configure Actions

(5 Add Service Policy Rule Wizard - Rule Actions e

CTIQBE i

m

[F1H.323H,225
[F1H.323RAS

[ <Back ][ Frih | [ Cancel | [(reb |




ASA VPN

Features




Remote Access VPNSs

= Enterprise users are reqguesting support for their mobile
devices including smart phones, tablets, notebooks, and a
broader range of laptop manufacturers and operating
systems.

= This shift has created a challenge for IT security.

= The solution Is the use of SSL VPNSs to secure access for
all users, regardless of the endpoint from which they
establish a connection.

&




|OS VPN versus ASA VPN

= Both Cisco ISR and ASA provide IPsec and SSL VPN
capabilities.
= ISRs are capable of supporting as many as 200 concurrent users.
= ASA can support from 10 to 10,000 sessions per device.

= For this reason, the ASA is usually the choice when
supporting a large remote networking deployment.



IPsec Versus SSL

Internet Protocol Security (IPsec)

Internet Protocol Security (IPsec) VPN is a Layer 3 VPN technology and is
the conventional teleworker remote-access solution. Howewer, it requires
a VPN client such as Cisco AnyConnect to be pre-installed on the host. It
supports all types of applications, and provides superior encryption and
authentication strength, and overall security.

Secure Sockets Layer (SSL)

Secure Sockets Layer (SSL) VPN is a Layer 7 VPN technology created by
Metscape in the mid-1990s that was designed to enable secure

—_— communications over the Internet using a web browser. 5501 does not

r " r require any pre-installed VPN software but instead allows users to access

IPsec 55 web pages, services, and files. With S5L, users can send and receive

email, and run TCP-based applications using a browser.

IPsec SSL



IPsec Versus SSL (Cont.)

Comparing IPsec and SSL

Applications supported

Authentication strength

Encryption strength

Connection complexity

Connection option

Extensive- all IP-based
applications are supported.

Strong- using two-way
authentication with shared keys
or digital certificates.

Strong- with key lengths from
56 bits to 256 bits.

Medium- because it requires a
VPN client pre-installed on a
host.

Limited- only specific devices
with specific configurations can
connect.

T W | s

Limited- only web-based
applications and file sharing are
supported.

Moderate- using one-way or
two-way authentication.

Moderate to strong- with key
lengths from 40 bits to 256 bits.

Low- it only requires a web
browser on a host.

Extensive- any device with a
web browser can connect.




IPSec VPNSs

Home Office Components

Teleworker

Broadband
Modem

*l‘_-'
i

Remote VPN
Router

Internet

Headend YPN

Encrypted VPN
Tunnel

Corporate Components

Headqguarters




SSL VPNSs

Headquarters

User Computer
with Browser

Internet

Cisco AnyConnect
secure Mobility Client

Workplace Resources




ASA Remote Access VPN Support

= The ASA supports three types of remote-access VPNSs:
= Clientless SSL VPN Remote Access (using a web browser)

= SSL or IPsec (IKEv2) VPN Remote Access (using Cisco
AnyConnect client)

@& Cisco ASDM 6.4 for ASA - 192.168.1.1

File  Miew Tools  ‘Wizards  Window  Help

Look For: G0

L]
@ Hame C}%} Configuration @ Manitaring | D Save @ Refresh | o Back d Farward | ? Help |

Remote Access YPN o I

Configuration = Remote Access ¥PN = Introduction

o\ ocluiction
: Metwark, (Client) Access

{E Clientless 330 WPM Access

72 Easy YPN Remate Remote Access YPM provides secure, customizable connections to corporate networks and applications to users at home or on the road,
%ﬁ analocal Users

Host Scan Image The ASDM Assiskant guides you step by step through the configuration of the three types of Remaote Access YR,
[+

What Is Remate Access WPNZ

|i_']‘| Device Lisk

"'aa Secure Deskiop Manager
Certificate Management

Language Localization Clientless S5L YPM Remote Access {using Web Browser)
ﬁg‘ DHCP Server

ﬁ DINS 551 or IPsec(IKEVZ) YPM Remote Access (using Cisco AnyConnect Client) | |

Clientless SSL VPN

-, advanced

Client-Based SSL VPN




Clientless versus Client-Based SSL VPN

= Clientless SSL VPN:

= Browser-based VPN that lets users establish a secure, remote-
access VPN tunnel to the ASA using a web browser.

= After authentication, users access a portal page and can access
specific, supported internal resources.

= Client-Based SSL VPN:

= Provides full tunnel SSL VPN connection but requires a VPN client
application to be installed on the remote host.

= Requires a client, such as the Cisco AnyConnect VPN client to be
Installed on the host.

= The AnyConnect client can be manually pre-installed on the
host, or downloaded on-demand to a host via a browser.



Clientless SSL VPN Solution (Cont.)

QC' R P e

= /209.165.200.226 - (. BXY| & 209165200226 l I k3
File Edit View Favorites Tools Help

x Google v *3 search ~ More » Signin S\ ~

Clientless Login Web page

E
3

= —— =" ==

=)

0 Certifis © X & 209.165.200.226 x[] ()l 2282t

Usemame |

Password |

v P Search ~ More»  Signln W ~

Web Portal Home Page




Cisco AnyConnect Secure Mobility Client

AnyConnect
Connection Window

"9 Cisco AnyConnect | San Jose - SSL.
Enter 3 username and software token PIN

AnyConnect it L

. PIN:
Auth e ntl Cate isco AnyConnect Secure Mobility Client
Window

VPN:
Enter a usemame and software token PIN

San Jose -SSL




Cisco AnyConnect Secure Mobility Client (Cont.)

AnyConnect
Authenticated Window

i

thaile - AnyConnect'Sécure H!gl Client |

Cisco

State:
Tunnel Mode (IPv4): Tunnel All Traffic
Tunnel Mode (IPv6): Tunnel All Traffic
Duration: 00:03:19

AnyConnect Statistics
Window

Address Information
Clent (IPv4): 10.24,241.29

Clent (IPve): 2001:420:COC8: 1008:0:0:0: 161
Server:
Bytes
Sent: 141067
Received: 350663

Frames

171.70.192.83




AnyConnect Previously Installed

=When the AnyConnect client is pre-installed on the host,
the VPN connection can be initiated by starting the
application.

= Once the user authenticates, the ASA examines the revision of the
client and upgrades it as necessary. .

oo = ¥ Connection | € statisties | £ about |
Cisco Metwork  SDMCanfig

SSSSSSSSS @ SetFrogram Access and Defaults

E—Eﬂm e A windows Catalog f l I l f l I l f
= ] = 4 Windows Update
Cisco SDM - SDMSecu 32, Cisco hetwork Assistant c I s C o

&) Cisco AnyConnect YPH Client

e
E‘E | [ Accessories » Connect ta:
3
MAP - PC Cl2lSiS
T Startup »
|Internet @ Internet Explorer
Mozilla Firefox wd Man
»
‘(*‘- E-mail L"‘:j Outlook Express nts
| ol e .. Remote Assistance
e windows Media Player
Command Prom 3 yindows Messenger
r—q @ Windows Maovie Maker
J’@ G S I Kiwi Enterprises 3
5 o Conf ) Mozilla Firefox »
Qg Cisco Configura
u_'/ Professiongl [T Cisco Metwork Assistant »
|7 Cisco Systems »
é Internet Explor @ Nmap y d
. ) Solarwinds TFTP Server »
@ Mt ) WinPcap »
g‘g S ) wireshark. » | y
55 oo ,
co Cor »
- 3




AnyConnect Downloaded and Installed

= Remote users can connect and authenticate to the ASA
and then uploads the AnyConnect client to the host.

= Windows, Mac OS, and Linux.

= The AnyConnect client then installs and configures itself and finally
establishes an SSL VPN connection.

/B Installation - Microsoft Internet Explorer =13l =l
File Edit ‘iew Favorites Tools Help | "‘.'
GBack - J e Iﬂ IELI _l\J | /.]Search \i‘\'( Favorites €3| <~ “f ﬁ
Address |@ https: /{209, 165,200, 226/ CACHEstcf 1 findex. html j ] Go |Link5 >
-
alafe ]
CI15¢o Cisco AnyConnect VPN Client
@ webLaunch Connection Established
The Cisco AnyConnect YPN Client has success fully
Plat connected,
E - D:tecoi':.iTn
The connection can be controlled from the tray icon,
7 - Activex circled in the image below:
r
r
r
F -cC ected
Help Dovwnload
[&] Dore l_l_l_’_ré_ # Internet




Consumerization

= To support IT consumerization, tl
client is available for free for:

= {OS devices (iPhone, iPad, and iPod - sm;;;;s

+ Android OS (select models) 1 e
= BlackBerry

= Windows Mobile 6.1 Cllent Address
=HPwebOS = e L ee—
= Nokia Symbian | P

Statistics



Site-to-Site VPN

Wizard




ASA Support for Site-to-Site VPNs

VPN Wizards |

3 1| Device List

High Availability and Scalability Wizard...
Unified Communication Wizard...

ASDM Identity Certificate Wizard...
General Packet Capture Wizard...

Type topic to

Site-to-site VPN Wizard...

AnyConnect VPN Wizard...
Clientless SSL VPN Wizard...

IPsec (IKEvl) Remote Access VPN Wizard...

HostName:  CONAS-ASA
ASA Version:  9.2(3) Device Uptime: Od Oh 18m 8s
ASDM Version: 7.4(1) Device Type: ASA 5505

ity

IP Address/Mask Line
192.168.2.1/24 0 u
192.168.1.1/24 O uf

209,165,200, 226/27 O u




ASA Site-to-Site VPNs Using ASDM

VLANZ
(outside)

209.165.200.224/29 209.165.201.0/30
CCNASA-ASA

EO/O

/./
4 220 \

FOf24] 192.168.1.0/24

VLAM1
(inside)

s0/01

172.16.3.0/24

External
Host

Internal

192.168.1.3
Host

172.16.3.3



Configuring the ISR Site-to-Site VPNs
Using the CLI

Basic ISR Configuration

R3(config)# interface GigabitEthernet0/1l

R3(config-if) # description R3 LAN

R3 (config-if)# ip address 172.16.3.1 255.255.255.0
R3(config-if)# exit

R3(confiqg) #

R3 (config)# interface Serial0/0/1

R3 (config-if)# description WAN Connected to the Internet
R3(config-if)# ip address 209.165.201.1 255.255.255.252
R3 (config-if) # exit

R3(confiqg) #
R3(config)# ip route 0.0.0.0 0.0.0.0 S0/0/1
R3(confiqg) #

Configure the ISAKMP Policy

R3(config)# crypto isakmp policy 10

R3 (config-isakmp)# encryption 3des

R3 (config-isakmp)# hash sha

R3 (config-isakmp)# group 2

R3 (config-isakmp)# authentication pre-share

R3 (config-isakmp) #

R3(config-isakmp)# crypto isakmp key SECRET-KEY address 209.165.200.226
R3 (confiqg) #




Configuring the ISR Site-to-Site VPNs
Using the CLI (Cont.)

Configure the IPsec and VPN ACL

R3(config)# crypto ipsec transform-set ESP-TUNMNEL esp-3des esp-sha-hmac
R3 (cfg-crypto-trans)# mode tunnel

R3 (cfg-crypto-trans)# exit

R3(config) #

R3 (config)# ip access-list extended VPN-ACL

R3 (config-ext-nacl) # remark VPN ACL defining interesting traffic

R3 (config-ext-nacl)# permit ip 172.16.3.0 0.0.0.255 192.168.1.0 0.0.0.255
R3(config-ext-nacl) # exit

R3(confiqg)#

Configure and Apply the Crypto Map

R3(config)# crypto map S2S-MAP 10 ipsec-isakmp

% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.

R3 (config-crypto-map)# set peer 209.165.200.226

R3 (config-crypto-map) # set transform-set ESP-TUNNEL

R3 (config-crypto-map)# match address VPN-ACL

R3 (config-crypto-map)# exit

R3 (confiqg) #

R3(config)# interface Serial0/0/1
R3 (config-if) # crypto map S2S-MAP
R3(config-if) #




Configuring the ASA Site-to-Site VPNs
Using ASDM

CNAS-ASA (config) # enable password class

CCNAS-ASA (config) #

CCNAS-ASA (config)# interface vlan 1

CCNAS-ASA (config-if) # nameif inside

INFO: Security level for "inside" set to 100 by default.
CCNAS-ASA (config-if)# ip address 192.168.1.1 255.255.255.0
CCNAS-ASA (config-if) #

CCNAS-ASA (config-if) # interface e0/1

CCNAS-ASA (config-if) # switchport access vlan 1

CCNAS-ASA (config-if) # no shut

CCNAS-ASA (config-if) # exit

CCNAS-ASA (config) #

CCNAS-ASA (config)# interface vlan 2

CCNAS-ASA (config-if) # nameif outside

INFO: Security level for "outside"™ set to 0 by default.
CCNAS-ASA (config-if)# ip address 209.165.200.226 255.255.255.224
CCNAS-ASA (config-if) # . . .
CCNAS-ASA (config-17) ¢ interface e0/0 Basic ISR Configuration
CCNAS-ASA (config-if)# switchport access vlan 2

CCNAS-ASA (config-if) # no shut

CCNAS-ASA (config-if) # exit

CCNAS-ASA (config) #

CCNAS-ASA (config)# route outside 0.0.0.0 0.0.0.0 209.165.200.225
CCNAS-ASA (config) #

CCNAS-ASA (config)# object network INSIDE-NET

CCNAS-ASA (config-network-object) # subnet 192.168.1.0 255.255.255.0
CCNAS-ASA (config-network-object) # nat (inside,outside) dynamic interface
CCNAS-ASA (config-network-object) #

CCNAS-ASA (config-network-object)# policy-map global policy
CCNAS-ASA (config-pmap) # class inspection default

CCNAS-ASA (config-pmap-c) # inspect icmp

CCNAS-ASA (config-pmap-c) # exit

CCNAS-ASA (config-pmap) # exit

CCNAS-ASA (config) #

CCNAS-ASA (config)# http server enable

CCNAS-ASA (config)# http 192.168.1.0 255.255.255.0 inside

CCNAS-ASA (config) #
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Configuring the ASA Site-to-Site VPNs
Using ASDM (Cont.)

L Ste-to-site VPN Connection Setup Wizard

Use this wizard 1o setup new site-to-site VPN tunnel. A tunnel between two devices is called a site-to-site tunnel and is bidrectional. A site-to-site VPN tunnel
L protects the data using the IPsec protocol,

40-Site VPN

Oz 2, (5
Introduction Window

Here is 8 T on how to setup a site-to-ste VPN connection.

[L) Ste-to-site VPN Connection Setup Wizard =
Steps Peer Device [dentification
1. Introduction This step lets you identify the peer VPN device by its IP address and the interface used to access the peer.
2! Peer DA
Identsfication Peer IP Address: 209.165.201.1

3. Traffic to protect
VPN Access Interface: outside

5. NAT Exempt
6. Summary

Peer Device
Identification Window




Configuring the ASA Site-to-Site VPNs
Using ASDM (Cont.)

' (2 Site-to-site VPN Connection Setup Wizard ==
Steps Traffic to protect
1. Introducton This step lets you identify the local rk and remote network b which the traffic is to be protected using IPsec encryption.
2. Peer Device Identificato
3. Traffic to protect ROTR MEWNOED S feie-natoiat =)
4, Seauity Remote Network:  172.16.3.0 .-J

5. NAT Exempt

eopesim Traffic to Protect
Window

[Z] Site-to-site VPN Connection Setup Wizard =

Steps Security

1. Introducton This step lets you secure the selected traffic.

2. Peer Device Identificato

3. Traffic to protect 9 St Coeforason

4. Security ASA uses the pre-shared key entered here to authenticate this device with the peer. ASOM wil sefect common IXKE and ISAXMP security parameters for

! that will allow tunnel establishment. It is recommended that this option &5 also selected when configuring the remote peer.
— 5. NAT Exempt
<Back |
@ 6. Summary Pre-shared Key:
Customized Configuration

You can use pre-shared key or dgital certificate for authentication with the peer device, You can also fine tune the data encryption algorithms ASDM
selected for you.

Security Window




Configuring the ASA Site-to-Site VPNs

Using ASDM (Cont.)

[T Site-to-site VPN Connection Setup Wizard

Steps NAT Exempt

2. Peer Device Identificatio
3. Traffic to protect

4. Security

5. NAT Exempt

6. Summary

1. Introduction This step allows you to exempt the local network addresses from network translation,

[V Exempt ASA side host/netwark from address translation insde  ~

NAT Exempt Window

[} Site-to-site VPN Connection Setup Wizard
VPN Wizard

Summary
Here is the summary of the configuration.

Name

= Summary
Peer Device IP Address
VPN Access Interface

Protected Traffic

IKE Version Alowed
= Authentication Method
IKE vi

IKE v2

= Encryption Policy
Perfect Forward Secrecy (PFS)
= IKEv1

TKE Policy

IPsec Proposal

Value

209,165.201.1
outside

Local Network: 192.168.1.0/24
Remote Network: 172.16.3.0
IKE version 1 and IKE version 2

Use pre-shared key

Use pre-shared key when local device access the peer

Use pre-share key when peer device access the local device
Disabled

oack-aes<ha, rsa-sg-aes-sha, pre-share-ass-sha, arack-aes-192-sha,
rsa-sig-aes-192-sha, pre-share-aes-192-sha, crack-aes-256-sha,

rsa3-sig-aes-256-sha, pre-share-aes-256-sha, aack-3des<sha, rsa-sig-3des-sha,

pre-share-3des-sha, crack-des—shs, rsa-sig-des-sha, pre-share-des-sha

ESP-AES-128-SHA, ESP-AES-128-MDS5, ESP-AES-192-5HA, ESP-AES-192-MDS5,

ESP-AES-256-SHA, ESP-AES-256-MDS, ESP-3DES-SHA, ESP-3DES-MDS,
ESP-DES-SHA, ESP-DES-MDS

-

m




Verifying Site-to-Site VPNs Using ASDM

S—‘ ;‘ic%n(ﬁlxﬁ

View Tools Wizards Window Help Type toos

@le&wwlom Do Qureten Qoo Qs P oo

1 Growo Poloes
(4 ) Certficate Management
@ Vg Advanced

0 search

alraln
cisco
o
[ Manage site-to-site VPN connections. Here is a yideo on how to setup 3 site-to-site VPN connection. '\
’lmnslm:rfm
| Enable nterfaces for IPsec access.

Interface Alow IXE v1 Access Allow IE v2 Access |

outside v v

dmz ol s
inside ol

7] Bypass nterface access ksts for inbound VPN sessions
Access ists from group policy and user policy always apply to the traffic.

|

lurnaonprolu
Connection profile identifies the peer of a site-to-site connection. It spedfies what data traffic is to be encrypted, how the data traffic is to be
encrypted, and other parameters. You can configure the mapping from certficate to connection profile here,

& Add [ edt [ Delete

Name Interface Local Network Remote Network IEv1 Ensdled DEv2 Enabled Group Polcy
165... joutside {rl made-netwo... | L 172.16.3.0 F

NAT Exempt
‘uud'ol(*, 0.1

- (3 © 7] Match Case




Test the Site-to-Site VPNs Using ASDM

Establish the VPN Tunnel Connection to the Remote Network

C:\Windows\system32\cmd.exe

Microsoft Windows [Version 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\NetAcad> ping 172.16.3.3

Pinging 172.16.3.3 with 32 bytes of data:

Request timed out.

Reply from 172.16.3.3: bytes=32 time=64ms TTL=127
Reply from 172.16.3.3: bytes=32 time=63ms TTL=127
Reply from 172.16.3.3: bytes=32 time=T7lms TTL=127

Ping statistiecs for 172.16.3.3:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 63ms, Maximum = Tlms, Average = GO6ms

C:\Users\NetAcad>




Test the Site-to-Site VPNs Using ASDM
(Cont.)

Monitoring the VPN Tunnel

Fie View Tools Wawds Window Help e “ alah
2 . .

@mo&Wm,DQO Q reven ) ok (rorvws| P vew ci1sco

a
3
:
g

3
¥
?
:
¥

&a””"' Logout By: ~ All Sessons — . | Logout Sessons |

s [Reten |

Dota Refreshed Successflly. AoeaN 2 ii 9

Last Updated: 4/21/15 32415 M
B 42s wxremurc




Test the Site-to-Site VPNs Using ASDM
(Cont.)

Verify VPN Tunnel Connectivity from the External Host

r

CA\Windows\system32\cmd.exe

Microsoft Windows [Version 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\NetAcad> ipconfig
Windows IP Configuration
Ethernet adapter Local Area Connection:

Connecticon-gspecific DNS Suffix .

Link-local IPvé6 Address . . fed0::70£5:£35¢c:59de:53a7%11
IPvd Address. . . .« « + + = 172.16.3.3

Subnet Mask . . . . . . 255.255.255.0

Default Gateway . . . . 172.16.3.1

C:\Users\NetAcad> ping 19%2.168.1.3

Pinging 192.168.1.3 with 32 bytes of data:

Reply from 192.168.1.3: bytes=32 time=64ms TTL=127
Reply from 192.168.1.3: bytes=32 time=65ms TTL=127
Reply from 192.168.1.3: bytes=32 time=6Tms TTL=127
Reply from 192.168.1.3: bytes=32 time=6%ms TTL=127

Ping statistics for 192.168.1.3:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 64ms, Maximum = 6%ms, Average = 66ms

C:\Userz\NetAcad>




Clientless VPN

Wizard




ASDM Assistant

= Clientless SSL VPN can be configured using the ASDM Assistant or
Wizards > VPN Wizards > Clientless SSL VPN Wizard.

1) Cisco ASOM 74 for ASA - 19216311 = e ||
File View Tools Wiards Window Help e BpKC 1o seare Go nllhllh
@mo%cmﬁpm Umm Qs..v Q retrean OM ) rovd '?Nnb cisco

‘RemoteAccessvN | & 0 o
5 ey

- EB] Network (Chent) Access

# [ Centless SSL VPN Access

- G5 Easy VPN Remote

- || & AAANocal Users

[ Host Scan Image The ASDM Aggstant guides you step by step Brough the configuration of the tree types of Remote Access VPN,
Secure Desktop Manager

» B3 Certficate Management y
Larguage Locakiaten [ Chentiess SS. VPN Remole Access (using Web Browser)
DHCP Server r |
ones L0058, Fvecty2) W Rapmote Accass (using Gioce AyCommect Chond) .
Advanced

What Is Remote Access VIN?

provides secure, customizable connections 1o corporate networks and appications to users at home or on the road.

| BB} tPaec(ixev 1) PN Remote Access (using Csco VPN Clent)

r
[Z) Cisco ASDM 7.4 for ASA - 192.168.1.1
File View Tools | Wizards | Window Help il

m 0% Conf Startup Wizard... N coward | D

e VPN Wizards P Site-to-site VPN Wizard...
o oeveesero y [ High Availability and Scalability Wizard... AnyConnect VPN Wizard...
& rren ? £5 Device Unified Communication Wizard... [ Clientless SSL VPN Wizard... e
GG remote access von & || | Deviceln ASDM Identity Certificate Wizard... IPsec (IKEvl) Remote Access VPN Wizard... |
G soe-0 500 v fal ) General | Packet Capture Wizard... : Interface IP Address/Mask
[, pevwe nsgenent [l dmz 192.168.2.1/24

<admn> 15 21 &  onssoxssamurc




Clientless SSL VPN Wizard Example

= The topology in this example is as follows:
= An inside network with security level 100
= A DMZ with security level 50
= An outside network with a security level of O

= Access to the DMZ server is already provided using static
NAT.
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Clientless SSL VPN Wizard Example

= Assume the outside host requires access to specific
applications which do not need a full tunnel SSL VPN.

= For this reason, the remote host will use a secure web
browser connection to access select corporate resources.
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1 -SSL VPN Welcome Window

5 SSL ¥YPN Wizard x|
SSL VPN Wizard Clientless 551 ¥PN Connection {Step 1 of 6)

The security appliance provides Secure Socket Layer (S50 remote access connectivity From almost any Internet-enabled
locakion using only a Web browser and its native SSL encryprion,

The security appliance allows 55L-enabled web browsers to access HTTP —f=Zz=z==1 L
ar HTTPS web servers on a portal page. re— B {{11 H
Browsar S55LVPN  Group

based Gatewsy  Policy

Fimish | Cancel | Help |




2 - SSL VPN Interface

@ S5L ¥PN Wizard 5
SSL VPN Wizard S5L ¥PM Interface (Step 2 of 6)

Provide a connection prafile and the interface that S5L WPH users connect ko,

Conneckion Profile Mame: ICIientIess-SSL-'-.-'F‘N|

The interface users access for S5L WP conneckions.

S5L YPM Inkterface: In:-utsiu:le ;I

Digital Certificate

When users connect, the security appliance sends this digital certificate ko the remote web browser to authenticate
the ASA.

Certificate: -- Mone -- ;I

Brccessing the Cannection Profile

One accesses this connection profile either by its Group Alias or Group URL, One selects the Group alias from the
Graup drop-dawn list at the login page, One enters the Group URL in a 'Web browser,

[~ Connection Group Alias/URL I

[T Display Group &lias lisk at the login page

Information
@ JRL to access S50 WPM Service: https://209.165.200.226
URL to access AS0M: https://209.165.200.2 26,/ admin

< Back | Mext = | Finmish | Cancel | Help |




3 - User Authentication

B S5L YPN Wizard 5
SSL VPN Wizard User Authentication (Step 3 of 6)

The security appliance supports authentication of users by an external 848 server ar local user accounts, Specify how
the security appliance authenticates users when they login.

" Authenticate using a A&& server group

A48 Server Group Mamme: j [dew, ., |

% Authenticate using the local user database

Isername: Bobt

I add ==

Passwiord: 4|

| Delete

Confirm Passwiord;

< Back | Mexk = | Fimish | Zancel | Help |




4 - Group Policy

B2 SSL YPM Wizard |

SSL VPN Wizard Group Policy {Step 4 of 6)

e & group palicy is a collection of user-oriented attributevalue pairs, Unless assigned ko a specific group policy, all users
are members af the default group policy (DFlkGrpPalicy). Therefore, configuring the default group palicy lets users inherit
attributes that you have not configured at the individual group policy or username lewvel,

{* Create new group policy |CIientIess-SSL-F‘-:uIiu:y|

= Modify existing group palicy IDFItGerDIicy ;I

< Back | Mexk = | Fimish | Cancel | Help |




A bookmark list is a set of URLS
that is configured to be used in

5 - BOO km ark LlStS the clientless SSL VPN web

portal.

% 551 PN Wizard

- = Configure GUI Customization Dbjects x|
SSL VPN Wizard Clientless Connections Only - Bookmark List (Step 5 ol

. . . i ) Configure Bookmark, Lists that the security appliance displays on the S5L WPMN
Configure a lisk of group intranet websites that appears in th  paorkal page.

This parameter is enforced in either a UELEsaEaias ey, 4 dynamic access policy
or a user policy configuration, You can click on Assign button to assign the
selected one to them,

Bookmark: Lisk; |-- Mone -- ;I

4 Add | B Edit | Tl Delete | dp Irnport | & Export | #8% assign |

Bookmarks

§= Add Bookmark List | x|

el L (e Il Group Policies/DaPs/LOCAL Users Using the Bookmarks

Bokmark Titls URL | Add

Edlit

Find: I— &) @ T Makch Case ‘
Delete |
Move Lp | [a]'4 I Canecel | Help |

[ Select Bookmark Type [

[=

Select an option to use for bookmark creation:
@ URL with GET or POST method
Find: I © © T Maked This is the traditional bookmark using the GET method, or the POST method with parameters.

ok I Cancel Predefined application templates (Microsoft OWA, SharePoint, Citrix XenApp/XenDesktop, Lotus Domino)

This option simplifies bookmark creation with users selecting a predefined ASDM template that contains the pre-filled necessary
values for certain well-defined applications like Microsoft OWA 2010 and Citrix XenApp.

HTML form auto-submit

This option lets you create bookmark for any complex auto sign-on application. It will require two steps:

1- Define the bookmark with some basic initial data and without the post parameters. Save and assign the bookmark to use in a
group policy or user.

2- Edit the bookmark in ASDM again. Use the capture function to capture the SSL VPN parameters and edit them in the bookmark.

* ) [oms ] [ o]




5 -Bookmark Lists

() Add Bookmark ==
Bookmark Title: | WebMail
URL: lhitp v :// 192.168.2.3

Preload Page (Optional) -
Preload URL:  [http. v | ://

o Add Bookmark Window

Wait Time: (seconds)

i e Oty
Subtitle:
[7] Place this bookmark on the VPN home page () Add Bookmark List =5 |
[~'| Enable Smart Tunnel

Bookmark List Name: |Corporate-Bookmarks
Advanced Options

Bookmark Title URL
WebMail http://192.168.2.3

Revised Add Bookmark List
Window




6 - Summary

B SSL ¥PM Wizard 5
SSL VPN Wizard Summary (Step 6 of 6)

You have created a 551 YPM connection with Following atkributes;

Selected Features: Clientless

Connection Mame:  Clientless-55SL-¥PMN
35L YPM Interface: outside

User Authentication: LOCAL

Group Policy Clientless-55L-Policy
Bookrark, List: Web-Mail

< Back | Mext = | Firish |

Help |




Verifying Clientless SSL VPN

= Configurations > Remote Access VPN > Clientless SSL VPN Access >
Connection Profiles

£ Cisco ASDM 6.4 for ASA - 192

=100

File Wiew Tools ‘Wizards ‘Window Help Look For: I_ Go lI | || |
L) L) L)
) —_ o > &
@ Home (9,;9»} Configuration @ Manitaring | Q Save @ Refresh | o Back. -d Forward | ? Help | l CISCO
. | Remote Access ¥PN o 2 Configuration > Remote Access ¥PN = Clientless SSL ¥PN Access > Connection Profiles O
&
= @ Tntroduction
o X iccess Interfaces
= ebwork {(Client) Access ) )
& {E Clientless S5 VPN Access Enable interfaces For clientless SSL YPM access,
El Interface Allow Access I

ﬁz Group Policies

outside ~ Device Certificate ... |
dmz r
fo Drynamic Access Policies inside Il Port Setting |
[ Advanced

-~ Easy VPN Remote
gy AddfLocal Users

Host Sean Image ¥ Enable inbound YPH sessions to bypass interface access lists, Group policy and per-user authotization access lists still apply ko the traffic,
Secure Desktop Manager
Certificate Management Login Page Setking
Bi'ncg::ge Localization [~ Allow user ta select cannection prafile, identified by its alias, on the lagin page. Otherwise, DefaultWebYPNGroup will be the connection prafile.
erver
DMS

[~ Allow user to enter inkernal password on the login page.

-, Advanced
[ shutdown portal login page.

*_onnection Profiles

Connection profile {tunnel group) specifies how user is authenticated and other parameters, You can configure the mapping from certificate to
connection profile here,

4 Addl & Editl il | Deletel

Find:l () (O I Match Case

Mame I Enabled I Aliases I Authentication Method Group Policy
DefaultRAGroup I~ AAALOCALY DflkGrpPolicy
DefaultWEBYPHGroup

DflbGrpPolicy

Let group URL take precedence if group URL and certificate map match different connection profiles, Otherwise, the connection profile matches the
certificate map will be used,

» Apply Reset |

<adminz 15 B |28 |k & [10711/11 5:37:55 PM UTC




Login From the Remote Host

= From a web browser, enter the public address of the ASA device
= Be sure to use secure HTTP (HTTPS)

! =) : - .
D T — | Security Certificate Window

File Edit View Favortes Tools Help
x Google v [ *Q search - More»  Signln % -

wj There is a problem with this website's security certificate.

"
The security certificate presented by this website was not issued by a trusted certificate autt r—":]-—-.
i C Y 0 .pL Y e 71 /» U e au = ‘El
The security certificate presented by this website was issued for a different website's addres = T

(o) | S hitpsts 1226/ 65 0 = & Centifi. © X || E 209.165.200.226 X ‘ ‘ 0} 2.5 203
Security certificate problems may indicate an attempt to fool you or intercept any data you ' File Edit View Favorites Tools Help

server,

x Go glc - "' Search  More»  Signln % ~

We recommend that you close this webpage and do not continue to this website.
@ Click here to dose this webpage
"3 Continue to this website (not recommended).

® More information

o

:Iy Logon

Usemame |

Password | |

Logon Window



Testing the Clientless SSL VPN Connection
(Cont.)

G(Z/ €l g | @ 209165200226 x I | {0} 9.¢ 823
File Edit View Favorites Tools Help
x Gox 8|C 7 - "' Search » | More»  Signln % ~
‘b) http:// [] | Browse | | Logout
s Y —| Web Portal Home Page
2 Corporate WebMall
QJ Web Access o
@ File Access = L ‘
GG)@ hitps//209.165.200226/- C5 O ~ @ Certifi... & x]\ & 209.165.200.226 X | |
File Edit View Favorites Tools Help
x Go SIC - "’ Search ~More»  Signln % ~
{Bwe)
(‘;)) Home = 1 Web Access | Web Applications Requirements -

2 and Recommendations

Q , Web Access - Cookies and JavaScript must be
: = enabled on your browser.

Your VPN session provides access only
to the corporate resources that your
administrator has previously configured
for your use.

m

EB File Access =

We recommend that you add the

Web Portal Web Access S e A

P a e 1. Choose Internet Options. To do
g 50, use either of the following
methods:

= Choose Start > (Settings
>) Control Panel >
Internet Options.
= Open Internet Explorer
and choose Tools >
Internet Options,
. Click the Security tab.
. Click the Trusted sites icon, then -

wN




Testing the Clientless SSL VPN Connection
(Cont.)

G(_ | @ hitps 209165200226/ C5 O + @ Certifi. © X | 2 209.165.200.226 <]
File Edit View Favorites Tools Help
x Gor 8'(: - '.’ Search ~ | More » Signln % ~

.‘ I o “= Web Portal File Access Page
:ly Home -~ M File Access Requi ts and Rec dations

< twork To access files in your network, your system
Q ' Web Access - Browss Entire Network administrator must assign permissions that grant you
B access,

JL " Click the link to the destination you want to browse,
.= | File Access =» 4
) et then click through the hierarchy to the file you want to
access. If the link to the destlnationlrs not present, you
can: I

===

s
%5 203

f ifs:// fr - -
Taaatavel/ I e ()| @ hitps//209265200226/-C5 P = @ Centifi. © X | 2 209.165.200.226 <[] {n)
2. In the Address box, enter onq fjle Edit View Favorites Tools Help

= Path to the file, using t
naming convention (U x Google v |*9 Search + More»  Signln % -
(\\computername\shar

= Full path to the file, us
hostname/share/resou

. Click Browse.
. Click through the hierarchy tg
to access,

Hw

Log Out of the Web Portal St

For improved security, please:
* Clear the browser's cache
« Delete any downloaded files
= Close the browser's window

[ Logon |




Generated CLI Commands

= The clientless SSL VPN wizard generates configuration
settings for the following:

— b | e st v o cteamerae.|

enable outside

group-policy Clientless-SSL-Policy internal Define the Group Policy:

group-policy Clientless-SSL-Policy attributes —> + Create / apply a group policy to an interface.
 ldentify the VPN tunnel protocol SSL.

» Configure the group policy for WebVPN.

* ldentify a list of WebVPN servers/URLSs.

vpn-tunnel-protocol ssl-clientless

webvpn

url-list value Corporate-Email

!
Local user database entry
inherits the attributes from
username BobV attributes the group policy

username BobV password bleSkhCuLEvIO.LP encrypted privilege 0

vpn-group-policy Clientless-SSL-Policy
Define Tunnel Group:

» Users can connect using
IPsec or SSL

default-group-policy Clientless-SSL-Policy « Specify default attributes

tunnel-group Clientless-SSL-VPN type remote-access

v

tunnel-group Clientless-SSL-VPN general-attributes




AnyConnect

VPN Wizard




ASDM Assistant

= Configurations > Remote-Access VPN > Introduction

= Click SSL or IPsec(IKEv2) VPN Remote Access (using Cisco AnyConnect
Client).

= Wizards > VPN Wizards > AnyConnect VPN Wizard

() Cisco ASDM 7.4 for ASA - 19216811 o n_g_@i .
File \View Tools Wizards Window Hep P NSNS SEN - Nmm ASDM ASSIStant
@) riome o&wamomm g sove Qureresn Qoo (D romard P veo cISCO
| Remote Access VPN & 8 o
o J
£ || B8] Network (Chent) Access What Is Remote Access VPN?
& || % [ Centiess S5 vPN Access
f. Easy VPN Remote YPN provides secure, customizable connections to corporate networks and appiications 1o users at home or on the road,
&i* m:‘:m The ASOM Assistant guides you step by step through the configuration of the three types of Remote Access VPN,
| Secure Deskitop Manager
| 51§ Certficate Management p - - =
Language Locakzation | [ Chentiess SSL VPN Remote Access (usng Web Browser) ‘
DHCP Server p - — . - %
oS | (53 SSL o IPsec(IXEv2) VN Remote Access (using Cisco AnyConnect Clent) J
| @ Advanced ( =
| D] IPsec(IKEY 1) VPN Remote Access (using Cisco VPN Clent) . .
Client-Based VPN Wizard
K : =N
(Zj Cisco ASDM 7.4 for ASA - 19216811
File View Tools | Wizards | Window Help 1
@ Home O& Conf. Startup Wizard... Back [ ) Forward | @ Help |
' ' i VPN Wizards o | Site-to-site VPN Wizard...
" Laaaind Home g ~
B rres e X Device High Availability and Scalability Wizard... l AnyConnect VPN Wizard...
- o w4 Device = N -
(55 remote access ven o — — , Unified Communication Wizard... Clientless SSL VPN Wizard... —
PR ;1‘ ‘ Device Informa ASDM Identity Certificate Wizard... IPsec (IKEvl) Remote Access VPN Wizard...
p } - —
[, Do tanagenent i 1=l General Lice Packet Capture Wizard... Interface IP Address/Mask
o Fr . ! d
ADMIN 2 %) &) sisysen2spuuTc



AnyConnect VPN Wizard Example

= The topology in this example is as follows:
= An inside network with security level 100
= A DMZ with security level 50
= An outside network with a security level of O

= Access to the DMZ server is already provided using static
NAT.

'mbgr
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AnyConnect VPN Wizard Example

* The outside host does not have the Cisco AnyConnect
client pre-installed.
= Therefore, the remote user will have to initiate a clientless SSL VPN

connection using a web browser, and then download and install the
AnyConnect client on the remote host.

= Once Iinstalled, the host can exchange traffic with the ASA
using a full tunnel SSL VPN connection.

Immb_g
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-
AnyConnect SSL VPN

[Z) AnyConnect VPN Connection Setup Wizard (=
' VPN Wizard

Introduction

Use this wizard to configure the ASA to accept VPN connections from the AnyConnect VPN Client. The connections will be
protected using either the IPsec or the SSL protocol. The ASA wil automatically upload the AnyConnect VPN Clent to the end

s s AnyConnect VPN Wizard
Bz ol Introduction Window

r ,, 5
{EJ AnyConnect VPN Connection Setup Wizard =
| [
‘ Steps Connection Profile Identification
|| 1. Introduction This step allows you to configure a Connection Profile Name and the Interface the remote access users will access for VPN
2. Connection Profile o
’ Identification ~
| Pr 2 VPN
: 3. VPN Protocols Connection Profile Name: = Chent-Based-SSL
Next > O )
y R Images ‘ VPN Access Interface:  outside -
5. Authenticaion Methods | : '
6. Clent Address Assignme
7. Network Name Resolutio |
Servers
8. NAT Exempt
9. AnyConnect Clent

Deployment

Connection Profile i i
Identification Window




AnyConnect SSL VPN (Cont.)

VPN Protocols Window

[E) AmyConnect VPN Connection Setup Wizard ==}
Steps VPN Protocols
1. Introduction AnyConnect can use either the IPsac or SSL protocol to protect the data traffic. Please select which protocol or protocols you

20 on olle would like this connection profile to support.

Identficaton .
3. VPN Protocols 5sL
4. Clent Images | IPsec

. AU bcation Methods
0 Device Certificate

5
6. Clent Address AsSONMe | n.ice certificate identifies the ASA to the remote access dients. Certain
7. Netwock Name Resolutio | AnyConnect features (Always-On, IPsec/IKEv2) require that valid device certificate

Servers be avaiable on the ASA.

8. NAT Exempt - ‘

- i Device Certificate: - None -- v | Manage...
Deployment

10. Summary

[ <Back ][ Mext> ] [(concd ][ e ]




AnyConnect SSL VPN (Cont.)

-

(T3 AnyConnect VPN Connection Setup Wizard [t
Steps Client Images
1. Introduction ASA can automatically upload the latest AnyConnect package to the dient device when it accesses the enterprise network.
2 m?mﬂ: A reguiar expression can be used to match the user-agent of a browser to an image.
son You can also minimize connection setup time by moving the image used by the most commonly encountered operation system to
3. VPN Protocols the top of the lst.
4. Chent Images . .
Replace Delete

5. Aersasoniross | & A0 B Foe @ o34 : | Client Images Window
6. Chent Address Assignme Image Regular expression to match user-agent
7. Network Name Resolutio

Servers
8. NAT Exempt
9. AnyConnect Clent

Deployment
10, Summary

You can download AnyConnect Chent padkages from Cigco by searching ‘AnyConnect VPN Clent’ or dick here.

(o] "f33 Add AnyConnect Chient Image =

AnyConnect Image: | Browse Flash... |

Add AnyConnect
Client Image WINAOW | | aquiar expression to match user-agent S

K ][ Concel |[ neo |




AnyConnect SSL VPN (Cont.)

Browse Flash
Folders Fles
& ak
_%%femh FileName | Size (bytes) Date Modified
& log (] coredumpinfo 08/29/11 13:52:54
@ () aoypto_archive | | () arypto_archive 08/29/11 13:55:46
#1-() sdesktop Cleg 08/29/11 13:55:28
#-@ dskl: (2] sdesktop 08/29/11 14:00:18
anyconnect-inux-2.5.2... 5,689,498 08/29/11 14:00:22
anyconnect-macosx-i3... 6,487,517 08/29/11 14:00:20 .
Browse Flash Window
25a392348.bin 30,468,096 02/14/15 00:10:24
asdm-741.bin 26,350,916 03/27/15 00:03:04
csd_3.5.2008+9.pkg 12,998,641 08/29/11 14:00: 16
nat_ident_migrate 0 08/29/11 14:00:26
original 1,863 09/13/11 15:51:50

File Name: anyconnect-win-2.5.2014-k9.pkg

o e ) (1

AnyConnect Image: disk0: /anyconnect-win-2.5.2014-kS.pkg ] Browse Flash...

Add AnyConnect Upload... |
Client Image Window Regular expression to match user-agent g

ok |[ cancel |[ hep




AnyConnect SSL VPN (Cont.)

Completed Client Images Window

T AnyConnect VPN Connection Setup Wizard
Steps Clent Images
1. Introduction ASA can automatically upload the latest AnyConnect package to the chent device when it accesses the enterprise network,
2 M°& A regular expression can be used to match the user-agent of a browser to an image.
You can also minimize connection setup time by moving the image used by the most commonly encountered operation system to
3. VPN Protocols the top of the kst.
4. Chent Images

% Add| [f Replace | [ff Delete| + | &

6. Chent Address Assignme Image Regular expression to match user-agent

disk(: fanyconnect-wn-2.5.20 14-%9.pkg

You can download AnyConnect Clent packages from Cisco by searching "AnyConnect VPN Clent’ or click bere.

| <Back | [ Next> ] | Coxel || Heb |




AnyConnect SSL VPN (Cont.)

Authentication Methods Window

B 5
[} AnyConnect VPN Connection Setup Wizard ==
Steps Authentcation Methods
1. Introduction This step lets you specify the location of the authentication server,
B ol You can dick on the "New..." button to create a new server group.
Identification : 3
R AAA Server Group: LOCAL v | | New...
4. Chent Images
S. Authentication Local User Database Details
Methods m/m
6. Clent Address Assignme Vv
7. Network Name Resolut o
. 0
Servers Usemname: Add >>
8. NAT Exempt Password: Oelete
9. AnyConnect Clent Confirm Password:
Deployment
10. Summary

[(BachENext;v;I [Caloduﬂeb}




AnyConnect SSL VPN (Cont.)

[ AnyConnect VPN Connection Setup Wizard
Steps Client Address Assignment
1. Introduction This step allows you to create a new address pool or select an existing address pool for IPv4 and IPv6. The AnyConnect dients
2 ¢ Profie will be assigned addresses from the pools when they connect.
Identification IPv6 address pool is only supported for SSL connection.
3. VPN Protocols
4, Chent Images IP v4 Address Pool | IP v6 Address Pool .
5. Aubertcton et | s o i (] Client Address
6. Client Address
o Details of the selected address pool .
Wi Management Window
Servers
8. NAT Exempt
9. AnyConnect Chent
Deployment
10, Summary
Tavan
(Lj Add IPv4 Pool -
ot ] Name: VPN-Client-Pool

Starting IP Address: |192.168.1.33

8
Ending IP Address: | 192.168.1.62 (=]

Add IPv4 Window
Subnet Mask: 255.255,255.224 -

ok | Concd |[ Heb |




AnyConnect SSL VPN (Cont.)

v
[Z AnyConnect VPN Connection Setup Wizard =
Steps Client Address Assignment
1. Introduction This step allows you to create a new address pool or select an existing address pool for IPv4 and IPv6. The AnyConnect dients
2 Profie will be assigned addresses from the pools when they connect.
Identification IPv6 address pool is only supported for SSL connection.
3. VPN Protocols
4. Chent Images 1P v4 Address Pool | IP v6 Address Pool

5. Aubercatntctuts | (s ot o =] () Completed Client Address

6. Client Address
Assignment Details of the selected address pool

7 ot R | | St Adtes e Management Window

Servers —
Ending IP Address: | 192.168.1.62 (=)
8. NAT Exempt
9. AnyConnect Chent Subnet Mask: 255,255.255.224 -
Deployment
10. Summary
v -
[EJ AnyConnect VPN Connection Setup Wizard
Steps Network Name Resolution Servers
1. Introduction This step lets you specify how domain names are resolved for the remote user when accessing the internal network.
A 2. Connection Profile
Identification DINS Servers:
[<ona ]
3, VPN Protocols WINS Servers:
4. Chent Images Domain Name:
5. Authentication Methods
6. Chent Address Assignme
7. Network Name
Resolution Servers
8. MNAT Exempt

9. AnyConnect Client

Network Name Resolution T
Servers Window

(<o ) (0t ] em——




AnyConnect SSL VPN (Cont.)

Completed Network Name Resolution Servers Window

[E) AnyConnect VPN Connection Setup Wizard (=5
Steps Metwork Name Resolution Servers
1. Introduction This step lets you specfy how domain names are resolved for the remote user when accessing the internal network.
2. Connection Profile
Identification DNS Servers: 192.168.2.3
3. VPN Protocois WINS Servers:
4. Clent Images Domain Mame:  ccnasecunity.com
5. Authentication Methods
6. Chent Address Assignme
7. Network Name
Resolution Servers
8. NAT Exempt
9. AnyConnect Chent
Deployment
10, Summary
<Back | | Next> Cancel || Hep




AnyConnect SSL VPN (Cont.)

-

r
[£) AnyConnect VPN Connection Setup Wizard =5
Steps MAT Exempt
1. Introduction If network address translation is enabled on the ASA, the VPN traffic must be exempt from this translation,
2. Connection Profile
Identification ["] Exempt VPN traffic from network address translation
3. VPN Protocols
4, Chent Images .
5 Aueniatn e NAT Exempt Window
6, Chent Address Assignme
7. Network Name Resolutio
Servers
B. NAT Exempt
9, AnyConnect Chent
Deplayment
10, Summary -
[E) AnyConnect VPN Connection Setup Wizard
Steps MNAT Exempt
1. Introduction 1f network address translation is enabled on the ASA, the VPN traffic must be exempt from this translation,
2. Connection Profile :
Identification |¥] Exempt. ic jork addre ation;
3. VPN Protocols Inside Interface is the interface directly connected to your internal
[ <oack ] 3. Eiisdilinges retwork. _
5. Authentication Methods Inside Interface: inside X
6. Chent Addvess Asigrame Local Network is the network address(es) of the internal network that
7. Network Name Resolutio dient can access.
Servi 7
& Local Network:  any4 (]
B. NAT Exempt

9, AnyConnect Chent

Completed NAT Exempt | T e
Window

(s ] (o> ] (ot )| re ]




AnyConnect SSL VPN (Cont.)

-
[ AnyConnect VPN Connection Setup Wizard ||
Steps AnyConnect Client Deployment

1. Introduction AnyConnect client program can be installed to a client device by one of the following two methods:

2 f:n';gﬁc;c.? Profile 1) Web launch - On accessing the ASA using a Web Browser, the AnyConnect dlient package will be automatically installed;
" 2) Pre-deployment - Manually install the AnyConnect dient package.
. VPN Protocols

Chent Images

i AnyConnect Client

Clent Address Assignme

. Network Name Resolutio Deployment

Servers
. NAT Exempt

AnyConnect Client
Deployment

10, Summary

N O s ow

v o

Summary

Here is the summary of the configuration.

Name value
= Summary
<Back NamejAlias of the Connection Profile Chent-Based-SSL-VPN
VPN Access Interface outside
Device Digital Certificate - none -
VPN Protocols Enabled SSL only
AnyConnect Client Images 1 package
Authentication Server Group LOCAL
Address Pool for the Client 192,168.1,33 - 192.168.1.62
Server:
ni Domain Name:
Network Address Translation The protected traffic is not subjected to network address transiation
Summary Window




Verifying AnyConnect Connection

AnyConnect Connectlon Profiles Page

Fle View Took Waards Window Help Tipe S s smarch | 6o T
@m[a&mlgm Qs.m Gmu- OM Qm.n ?n& ciISco
The secunty apphance automatcaly degioys the Osco AnyConnect VPN Clant to remote users Lpon connection. The vsal chent degloyment requres | »
enduser administrative rights, The Cisco AnyConnect VPN Clent supports iPsec (REv2) tunnel as well as S5 tunnel with Datagram Transport Layer 3
Security (DTLS) tunneling cpbions.
11| |G AvyConnect Clent Profie Access Interfaces
__! AnyConnect Clent Software n -
o e Pl [V Enable Osco AnyConnect VPN Chent access on the nterfaces seiected n the tabie beion
Group Poloes SSL access must be enabled f you allow AnyConnect dent to be launched from a browser (Web Launch) .
D) Psec(IXEv1) Conmection Profies . T
QSMMNM ke SR Access Peec (WEv2) Access SO |
Address Assgnment El Alow Access Enable DTS Adow Access Enable Clent Services | Dewce Cervficate ... J \
Advanted a2 m ™ - '
Chentiess S5 VN Access f""' = B [ PortSettngs ... H
D] Cornection Profies v 7 -
VDI Access |V Bypass nterface access bots for nbound VPN sessons 1
Grovp Polloes
o 2 Pob Access ksts from group policy and user policy always apply to the traffic.
m‘ﬁuam WM
M:AOCIM - [V Alow user to select connecton profie on the logn page. 1)
Host Scan Image | Shwtdown portal "
Seaure Decktop Manager A logn pege
Cartficate Management *| Connection Profies
‘ - = - - Cornection profie (funnel group) specifies how user 5 authenticated and other parameters. You can configure the mapping from certficate to
&- Sebo connection profile hare, ‘
— T Tl @ Add [ edt [ Oelete Find: 3 O [T Match Caze —
B = AL
O namce oW Hame S5 Enatled Prec Enabied Alases Authentcaton Method Growp Pobcy ]
L 1| [petaimacon r V) AAALOCAL) DittGroPokcy ‘
@?ﬂo&w [Defadrvenw,,, ! ) AAMLOCAL) DftGroPolcy | (=4
- 14 e == i iasm=ro—ows = e g




Verifying AnyConnect Connection (Cont.)

Verifying the Client-Based Configuration

% Add| (& edt| [ Delete| | Find: © © [F]Match Case

' Name SSL Enabled IPsec Enabled Aliases Authentication Method Group Policy |
'DefaultRAGroup @ 7 AAA(LOCAL) DftGrpPolicy ‘
DefaultWEBVP... ’_J v AAA(LOCAL) DfitGrpPobcy |
Cbendes SS. o AAA(LOCAL) Clentless-SSL-Policy ;
——:—
: Letml.RL take precedence if group URL and certificate map match different connection profiles. Otherwise, the connection profile that matches
~ the certificate map will be used.




Install the AnyConnect Client

L
7 N e —
K“—‘)(”: {3 2TP:A2°3£6zm%25 8 'fﬁi]f & Certificate Error: Navigatio... % { I it hoe ie3
File Edit View Favorites Tools Help
x Google | v *%search ~ | More»  Signln 9, ~

'@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate autherity. Se C u rity Ce rtifi Cate Wi n d OW

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the

server,
We recommend that you close this webpage and do not i to this websit

— =
@ Click here to close this webpage. - [:): O X
3 , ) QC/) 2h t] © 209165200226 x | (ol 9.0 683
& Continue to this website (not recommended) — |

File Edit View Favorites Tools Help
& More information x Go 3|c‘ P search ~ | More»  Signin W ~
} 4| m
Logon

Group | Client-Based-SSL-VPN[¥]

Logon Window e

Password

Logon




Install the AnyConnect Client (Cont.)

1 [T (=
cIsco Cisco AnyConnect VPN C

@ WebLaunch Using ActiveX for Installation . .
Please look at the top of your browser for the CISCO AnyCO nn eCt VP N CI e nt
information bar: .
B ;Ieattefg;ir:n “ This site might require th WI n d OW
Install ActiveX Control
- ActiveX

What's the Risk?
Information Bar Help

To proceed with set up, select "Install ActiveX
Control". If you are prompted to Retry or Cancel,
select Cancel.

Al Cisco AnyConnect VPN C

Continuing in 25 seconds [skip]. CISCO
| Help | [ Download } @ Sk syt Manual Installation
Web-based installation was unsuccessful. If you wish
e to install the ¢isco AnyConnect VPN Client, you may
~ Deaction download an installer package.
< ActiveX Install using the link below:

Windows 7/Vista/64/XP

- Java Detection
Alternatively, retry the automatic installation.

Manual Installation Window

- Download




Install the AnyConnect Client (Cont.)

Run Installer Window




Install the AnyConnect Client (Cont.)
Cisco AnyConnect VPN Client Setup Window

T e iy (T f o Y
_‘.:. - L g 1ec ) ‘..f S et -

Welcome to Cisco
AnyConnect VPN Client
Setup Wizard

The Setup Wizard will install Cisco AnyConnect VPN
Client on your computer, Click Next to continue or
Cancel to exit the Setup Wizard.

< Back ‘ Next > Cancel




Install the AnyConnect Client (Cont.)

End-User Agreement Window

~

End-User License Agreement / - 5
Please read the following license agreement carefully ' d

F
13

Client Software License Agreement of Cisco Systems -

E
THE SOFIWARE TO WHICH YOU ARE REQUESTING ACCESS IS
THE PROPERTY OF CISCO SYSTEMS. THE USE OF THIS

SOFIWARE IS GOVERNED BY THE TERMS AND CONDITICNS OF

THE AGREEMENT SET FORTH BELOW. YOU (ON BEHALF OF User Account Control Security Window

YOURSELF AND THE BUSINESS ENTITY YOU REPRESENT) M}JST
AGREE TO THE FOLLOWING TERMS AND CONDITICONS IN OR

~

TO USE THE SOFTWARE. IF YOU DO NOT AGREE TO THE @ User Account Control X
FOT.T.OWTNG TERMS AND CONDTTTONS THEN YOIT ARE NOT

0 13 e i B e At , Do you want to allow the following program from an

@ I do not accept the terms in the License Agreement

unknown publisher to make changes to this computer?

Advanced Installer

Program name:  C:\Users\NetAc...\WinSetup-Release-web-deploy.msi

Publisher: Unknown
File origin: Hard drive on this computer
“ \_’ | Show details [ Ves No

Change when these notifications appear




Install the AnyConnect Client (Cont.)

Ready to Install AnyConnect Client

") Cisco AnyConnect VPN Client Setup
Ready to Install

The Setup Wizard is ready to begin the Typical installation

ied ]

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick Back”. Click "Cancel” to exit the wizard.

Installing the AnyConnect Client

") Cisco AnyConnect VPN Client Setup

Installing Cisco AnyConnect VPN Client

|
/

“

l_r'. s -
B\

"

Advanced Installer

[ <Back |(Hpmnstal ] [ |

Please wait while the Setup Wizard installs Cisco AnyConnect VPN Client. This may

take several minutes.

Status: Removing backup files

Advanced Installer

—




Install the AnyConnect Client (Cont.)

Completing the Cisco
AnyConnect VPN Client
Setup Wizard

Click the Finish button to exit the Setup Wizard.

< Back Finish

Cancel




Install the AnyConnect Client (Cont.)

Start the Cisco AnyConnect VPN Cisco AnyConnect VPN Client
Cisco Window

% Remote Desktop Connection m %G“n‘a‘m{“n”!nw” Client | = ” (=) H = ]

@ Connecton | @ statistics | & About|

3' Getting Started

NetAcad
Sticky Notes Il'llllll

Docy t
% Snipping Tool - c l sc o

Pictures

| Calculator " Connect to: v |2
VIUSIC

‘ ,'j Paiik Cisco AnyConnect VPN Client (g2

Computer

%%’Z' Cisco Configuration Professional ;
= Control Panel h Please enter a secure gateway to connect to.

," XPS Viewer

Devices and Printers

@? Windows Fax and Scan
Default Programs

,@ Cisco AnyConnect VPN Client TRIE S

> Al Programs




Install the AnyConnect Client (Cont.)

Cisco AnyConnect VPN Connect Window
& Cisco AnyConnect VPN Client = <

. Connecton | @ statistics | &b About

o)
CISCO

Connect to: 209. 165,200,226 v @

Certificate Security Warning Window

1 This page requires a secure connection which includes
& server authentication.

The Certfficate Issuer for this site is untrusted or
unknown. Do you wish to proceed?

| Yes || No || ViewCetficate || More info




Install the AnyConnect Client (Cont.)

Cisco AnyConnect VPN Authentication

Window

& Cisco AmyComnect WN Client. [ |31 )|

& Comecton | @ Siatites | @ sbout] Cisco AnyConnect VPN Icon in
I System Tray
CISCO
I g . Eisco li:ygonnect VPN Client
onnecte
Group: | Chent-Based-SSL-VPN v ) \
Username: % &% ?
Password: REC:.‘CIE Bin
Customize...
Please enter your username and password.




Install the AnyConnect Client (Cont.)

Cisco AnyConnect VPN Verifying Connectivity to Internal

s 3
. % | Microsoft Windows [Version 6.1.7601] —
&]CISCO Anyconnedva Client ' — “ Q) lé.l Copyright (c) 2009 Microsoft Corporation. All rights reserved.
Q Connection | @ Statistics % About C:\Users\NetAcad> ipconfig
Windows IP Configuration
' ' l ' t ' l ' 0 Ethernet adapter Local Area Connection 3:
c l sco Connection-specific DNS Suffix . : ccnasecurity.com
TPvA BAQYass. . o o s e ool o0 o e s e 2o k920 16801033
SUbnet Mask .. . « « o o o = s s e 229D, 200.20 02048 =
Connection State: Connected Default Gateway . . . « « . . . . : 192.168.1.34
Ethernet adapter Local Area Connection:
Client Address: 192.168.1.33
Server Address: 209.165.200.226 Connection-specific DNS Suffix
Link-local IPv6 Address . . . . . : feB0::70F5:£35¢c:59de:53a7%11
Client Address (IPv6): Not Available IPvd Address. . . . . . . . . . . : 172.16.3.3
SUbnet Mask <« ¢ o v @ ol o e o e e v 02D9.255.255.0
Bytes Sent: 44875 Default Gateway . . « « « « « » - 3 172,16.3.1
Bytes Received: 856 C:\Users\NetAcad> ping 192.168.1.3
Pinging 192.168.1.3 with 32 bytes of data: =
Time Connected: 00:08:51 Reply from 192.168.1.3: bytes=32 time=85ms TTL=128

Reply from 192.168.1.3: bytes=32 time=84ms TTL=128
Reply from 192.168.1.3: bytes=32 time=84ms TTL=128
Reply from 192.168.1.3: bytes=32 time=84ms TTL=128

| Ping statistics for 192.168.1.3:

5 | Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
etails... Approximate round trip times in milli-seconds:

Minimum = 84ms, Maximum = 85ms, Average = 84ms

VPN session established to 209.165.200.226. C:\Users\NetAcad>




AnyConnect Wizard Generated Output

= The generated output from the AnyConnect VPN Wizard.

CCNAS-ASA (config) # object network NETWORK OBJ 192.168.1.32 27

CCNAS-ASA (config-network-object) # subnet 192.168.1.32 255.255.255.224

CCNAS-ASA (config-network-object)# ip local pool VPN-Client-Pool 192.168.1.33-1192.168.1.62
mask 255.255.255.224

CCNAS-ASA (config-network-object) # exit

CCNAS-ASA (config) # nat (inside,outside) source static any any destination static
NETWORK OBJ 192.168.1.32 27 NETWORK OBJ 192.168.1.32 27 no-proxy-arp route-lookup
CCNAS-ASA (config) # webvpn

CCNAS-ASA (config-webvpn) # enable outside

INFO: WebVPN and DTLS are enabled on 'outside'.

CCNAS-ASA (config-webvpn) # anyconnect image diskO0:/anyconnect-win-2.5.2014-k9.pkg 1
CCNAS-ASA (config-webvpn) # anyconnect enable

CCNAS-ASA (config-webvpn) # tunnel-group-list enable

CCNAS-ASA (config-webvpn) # exit

CCNAS-ASA (config) # group-policy GroupPolicy AnyConnect-VPN internal

CCNAS-ASA (config-group-policy)# group-policy GroupPolicy AnyConnect-VPN attributes
CCNAS-ASA (config-group-policy) # wins-server none

CCNAS-ASA (config-group-policy) # dns-server value 192.168.2.3

CCNAS-ASA (config-group-policy)# vpn-tunnel-protocol ssl-client

CCNAS-ASA (config-group-policy)# default-domain value ccnasecurity.com

CCNAS-ASA (config-group-policy) # exit

CCNAS-ASA (config) # tunnel-group AnyConnect-VPN type remote-access

CCNAS-ASA (config)# tunnel-group AnyConnect-VPN general-attributes

CCNAS-ASA (config-tunnel-general) # address-pool VPN-Client-Pool

CCNAS-ASA (config-tunnel-general) # default-group-policy GroupPolicy AnyConnect-VPN
CCNAS-ASA (config-tunnel-general)# tunnel-group AnyConnect-VPN webvpn-attributes
CCNAS-ASA (config-tunnel-webvpn)# group-alias AnyConnect-VPN enable




AnyConnect Wizard Generated Output

= NAT configuration

CCNAS-ASA (config) # object network NETWORK OBJ 192.168.1.32 27

CCNAS-ASA (config-network-object) # subnet 192.168.1.32 255.255.255.224

CCNAS-ASA (config-network-object)# ip local pool VPN-Client-Pool 192.168.1.33-1192.168.1.62
mask 255.255.255.224

CCNAS-ASA (config-network-object) # exit

CCNAS-ASA (config) # nat (inside,outside) source static any any destination static
NETWORK OBJ 192.168.1.32 27 NETWORK OBJ 192.168.1.32 27 no-proxy-arp route-lookup
CCNAS-ASA (config) # webvpn

CCNAS-ASA (config-webvpn) # enable outside

INFO: WebVPN and DTLS are enabled on 'outside'.

CCNAS-ASA (config-webvpn) # anyconnect image diskO0:/anyconnect-win-2.5.2014-k9.pkg 1
CCNAS-ASA (config-webvpn) # anyconnect enable

CCNAS-ASA (config-webvpn) # tunnel-group-list enable

CCNAS-ASA (config-webvpn) # exit

CCNAS-ASA (config) # group-policy GroupPolicy AnyConnect-VPN internal

CCNAS-ASA (config-group-policy)# group-policy GroupPolicy AnyConnect-VPN attributes
CCNAS-ASA (config-group-policy) # wins-server none

CCNAS-ASA (config-group-policy) # dns-server value 192.168.2.3

CCNAS-ASA (config-group-policy)# vpn-tunnel-protocol ssl-client

CCNAS-ASA (config-group-policy)# default-domain value ccnasecurity.com

CCNAS-ASA (config-group-policy) # exit

CCNAS-ASA (config) # tunnel-group AnyConnect-VPN type remote-access

CCNAS-ASA (config)# tunnel-group AnyConnect-VPN general-attributes

CCNAS-ASA (config-tunnel-general) # address-pool VPN-Client-Pool

CCNAS-ASA (config-tunnel-general) # default-group-policy GroupPolicy AnyConnect-VPN
CCNAS-ASA (config-tunnel-general)# tunnel-group AnyConnect-VPN webvpn-attributes
CCNAS-ASA (config-tunnel-webvpn)# group-alias AnyConnect-VPN enable




AnyConnect Wizard Generated Output

= WebVPN Configuration

CCNAS-ASA (config) # object network NETWORK OBJ 192.168.1.32 27

CCNAS-ASA (config-network-object) # subnet 192.168.1.32 255.255.255.224

CCNAS-ASA (config-network-object)# ip local pool VPN-Client-Pool 192.168.1.33-1192.168.1.62
mask 255.255.255.224

CCNAS-ASA (config-network-object) # exit

CCNAS-ASA (config) # nat (inside,outside) source static any any destination static
NETWORK OBJ 192.168.1.32 27 NETWORK OBJ 192.168.1.32 27 no-proxy-arp route-lookup
CCNAS-ASA (config) # webvpn

CCNAS-ASA (config-webvpn) # enable outside

INFO: WebVPN and DTLS are enabled on 'outside'.

CCNAS-ASA (config-webvpn) # anyconnect image diskO0:/anyconnect-win-2.5.2014-k9.pkg 1
CCNAS-ASA (config-webvpn) # anyconnect enable

CCNAS-ASA (config-webvpn) # tunnel-group-list enable

CCNAS-ASA (config-webvpn) # exit

CCNAS-ASA (config) # group-policy GroupPolicy AnyConnect-VPN internal

CCNAS-ASA (config-group-policy)# group-policy GroupPolicy AnyConnect-VPN attributes
CCNAS-ASA (config-group-policy) # wins-server none

CCNAS-ASA (config-group-policy) # dns-server value 192.168.2.3

CCNAS-ASA (config-group-policy)# vpn-tunnel-protocol ssl-client

CCNAS-ASA (config-group-policy)# default-domain value ccnasecurity.com

CCNAS-ASA (config-group-policy) # exit

CCNAS-ASA (config) # tunnel-group AnyConnect-VPN type remote-access

CCNAS-ASA (config)# tunnel-group AnyConnect-VPN general-attributes

CCNAS-ASA (config-tunnel-general) # address-pool VPN-Client-Pool

CCNAS-ASA (config-tunnel-general) # default-group-policy GroupPolicy AnyConnect-VPN
CCNAS-ASA (config-tunnel-general)# tunnel-group AnyConnect-VPN webvpn-attributes
CCNAS-ASA (config-tunnel-webvpn)# group-alias AnyConnect-VPN enable




AnyConnect Wizard Generated Output

= Group Policy configuration

CCNAS-ASA (config) # object network NETWORK OBJ 192.168.1.32 27

CCNAS-ASA (config-network-object) # subnet 192.168.1.32 255.255.255.224

CCNAS-ASA (config-network-object)# ip local pool VPN-Client-Pool 192.168.1.33-1192.168.1.62
mask 255.255.255.224

CCNAS-ASA (config-network-object) # exit

CCNAS-ASA (config) # nat (inside,outside) source static any any destination static
NETWORK OBJ 192.168.1.32 27 NETWORK OBJ 192.168.1.32 27 no-proxy-arp route-lookup
CCNAS-ASA (config) # webvpn

CCNAS-ASA (config-webvpn) # enable outside

INFO: WebVPN and DTLS are enabled on 'outside'.

CCNAS-ASA (config-webvpn) # anyconnect image diskO0:/anyconnect-win-2.5.2014-k9.pkg 1
CCNAS-ASA (config-webvpn) # anyconnect enable

CCNAS-ASA (config-webvpn) # tunnel-group-list enable

CCNAS-ASA (config-webvpn) # exit

CCNAS-ASA (config) # group-policy GroupPolicy AnyConnect-VPN internal

CCNAS-ASA (config-group-policy)# group-policy GroupPolicy AnyConnect-VPN attributes
CCNAS-ASA (config-group-policy) # wins-server none

CCNAS-ASA (config-group-policy) # dns-server value 192.168.2.3

CCNAS-ASA (config-group-policy)# vpn-tunnel-protocol ssl-client

CCNAS-ASA (config-group-policy)# default-domain value ccnasecurity.com

CCNAS-ASA (config-group-policy) # exit

CCNAS-ASA (config) # tunnel-group AnyConnect-VPN type remote-access

CCNAS-ASA (config)# tunnel-group AnyConnect-VPN general-attributes

CCNAS-ASA (config-tunnel-general) # address-pool VPN-Client-Pool

CCNAS-ASA (config-tunnel-general) # default-group-policy GroupPolicy AnyConnect-VPN
CCNAS-ASA (config-tunnel-general)# tunnel-group AnyConnect-VPN webvpn-attributes
CCNAS-ASA (config-tunnel-webvpn)# group-alias AnyConnect-VPN enable




AnyConnect Wizard Generated Output

= Tunnel Group configuration

CCNAS-ASA (config) # object network NETWORK OBJ 192.168.1.32 27
CCNAS-ASA (config-network-object) # subnet 192.168.1.32 255.255.255.224
CCNAS-ASA (config-network-object)# ip local pool VPN-Client-Pool 192.168.1.33-1192.168.1.62
mask 255.255.255.224

CCNAS-ASA (config-network-object) # exit

CCNAS-ASA (config) # nat (inside,outside) source static any any destination static
NETWORK OBJ 192.168.1.32 27 NETWORK OBJ 192.168.1.32 27 no-proxy-arp route-lookup
CCNAS-ASA (config) # webvpn

CCNAS-ASA (config-webvpn) # enable outside

INFO: WebVPN and DTLS are enabled on 'outside'

CCNAS-ASA (config-webvpn) # anyconnect image diskO0:/anyconnect-win-2.5.2014-k9.pkg 1
CCNAS-ASA (config-webvpn) # anyconnect enable

CCNAS-ASA (config-webvpn) # tunnel-group-list enable

CCNAS-ASA (config-webvpn) # exit

CCNAS-ASA (config) # group-policy GroupPolicy AnyConnect-VPN internal

CCNAS-ASA (config-group-policy)# group-policy GroupPolicy AnyConnect-VPN attributes
CCNAS-ASA (config-group-policy) # wins-server none

CCNAS-ASA (config-group-policy) # dns-server value 192.168.2.3

CCNAS-ASA (config-group-policy)# vpn-tunnel-protocol ssl-client

CCNAS-ASA (config-group-policy) # default-domain wvalue ccnasecurity.com

CCNAS-ASA (config-group-polic exit

CCNAS-ASA (config)# tunnel-group AnyConnect-VPN type remote-access

CCNAS-ASA (config)# tunnel-group AnyConnect-VPN general-attributes

CCNAS-ASA (config-tunnel-general) # address-pool VPN-Client-Pool

CCNAS-ASA (config-tunnel-general) # default-group-policy GroupPolicy AnyConnect-VPN
CCNAS-ASA (config-tunnel-general)# tunnel-group AnyConnect-VPN webvpn-attributes
CCNAS-ASA (config-tunnel-webvpn)# group-alias AnyConnect-VPN enable
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Config

Configuring Multiple Mode

The switch to multiple mode is one of those unique configurations on the Cisco ASA that
can be accomplished only by using the command-line interface {CLI). Use the mode com-
mand in global configuration mode. There is a noconfirm keyword option that makes the

change without a confirmation request. This option is useful for automating the process
with a script.

Here is an example of using the command:

ciscoasa(config)# mode multiple noconfirm

MNote: This change requires a reboot of the Cisco ASA.



Contexts Overview
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Create Context
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Verifying

CiscoASA# show context

Context Name Interfaces URL

*admin GigabitEthernet@/1.10@ disk@: /fadmin.cfg
GigabitEthernet@®/1.101

contexta GigabitEthernet@/1.200 disk®:/contexta.cfg
GigabitEthernet@®/1.201

contexthb GigabitEthernet@/1.300 disk®:/contextb.cfg

GigabitEthernet@/1.301
Total active Security Contexts: 3

To change between contexts using the CLI, use the changeto command in privileged
mode. For example:

ciscoasa# changeto MYCONTEXT
or

ciscoasa# changeto system



Managing Resources
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Managing Resources

hostname (config)# class gold

hostname (config-class)# limit-resource mac-addresses 10000
hostname (config-class)# limit-resource conns 15%

hostname (config-class)# limit-resource rate conns 1000
hostname (config-class)# limit-resource rate inspects 500
hostname (config-class)# limit-resource hosts 9000

hostname (config-class)# limit-resource asdm 5

hostname (config-class)# limit-resource ssh 5

hostname (config-class)# limit-resource rate syslogs 5000
hostname (config-class)# limit-resource telnet 5

hostname (config-class)# limit-resource xlates 36000

! And then later to make the context a member of the class:
hostname (config-ctx)# member gold




Failover




Types

m Active-standby: One ASA takes on the active role, handling all the normal security
functions. The other ASA stays in standby mode, ready to take over the active role in
the event of a failure. The active-standby failover mode provides device redundancy.

m Active-active: When the ASAs are running multiple security contexts, the contexts
can be organized into groups. One ASA is active for one group of contexts, and the
other ASA is active for another group. In effect, both ASAs are actively involved in
providing security functions, but not in the same security context simultaneously.
The active-active failover mode provides both device redundancy and load balancing
across contexts.

Failover Group Primary ASA Secondary ASA

1 Active role Standby role

2 Standby role Active role




Conditions

Notice that the ASA pair must share identical sets of interfaces. For example, each unit has
an inside and an outside interface, and the similar interfaces must be connected together.
This is for two reasons:

m The standby unit must be ready to take over handling traffic at any time, so its inter-
taces must be connected and ready to use.

m The two ASAs monitor each other’s health by communicating over each of their inter-
taces.



MAC and IP
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Example Active-Standby
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Links

Stataful

Intermat Eailover Link Protected Network
Sacondary Unit
(Standby Bole)
State Information Replicated State Information Not Replicated
NAT table entries User authentication Cut-through Proxy
ARP table entries DHCP server address leases
MAC address table entries Phone proxy information

UDP connections

Security Services Module activity

TCP connections

H.323 and SIP signaling sessions

MGCP connections

HTTP connections (if explicitly enabled)




Health Monitoring

An ASA monitors the health of its peer according to the following rules:

®m  As long as hellos are received over the LAN failover interface, the peer must be alive
and no failover occurs.

m  If hellos are not received over the LAN failover interface, but hellos are received on
other monitored interfaces, the peer must be alive and no failover occurs. Only the
LAN failover interface is declared to be “failed” and should be repaired as soon as
possible.

m  If no hellos are received on any interface for a hold time interval, the peer is declared
to be “failed™ and failover occurs.

By default, hello packets are sent over the LAN failover interface every 1 second. The de-
fault hold timer is 15 seconds. You can shorten the failover unit poll (hello) and hold timers
s0 that a failure is detected sooner, if desired. The failover timers are covered in more de-
tail in the section, “Tuning Failover Operation.”

Each interface of one ASA must connect to the same nerwork as the corresponding inter-

face of the peer ASA. Hello packets are also sent on all interfaces thart are configured to
be monitored for failover, so that an ASA can determine the health of each interface on

ITS peer



Interface Testing

Interfaces in the “testing™ mode are moved through the following sequence of tests:

1. Interface status: The interface is failed if the link starus is down.

2. Network activity: If no packets are received over a 5-second interval, the next test-
ing phase begins; otherwise, the interface can still be used.

3. ARP: The interface stimulates received traffic by sending ARP requests for the ten
newest entries in the ASA's ARP table. If no traffic is received in 5 seconds, the next
testing phase begins.

4. Broadcast ping: Traffic is stimulated by sending an ICMP echo request to the
broadcast address on the interface. If no replies are received over a 5-second interval,
the interface is marked in a “failed™ state; however, if the same interface on the peer
ASA also fails the rest, then the interface is marked in an "unknown” state because an
actual failure cannot be determined.

At the conclusion of the tests, the two ASAs attempt to compare their status. If the active
unit has more failed interfaces than a configured threshold, a failover occurs.

Once a monitored interface is marked as “failed,” it will become operational again as soon
as any traffic is received on it.



Configuration: A-S

ciscoasa(config)# failower lan unit primary
ciscoasa(config)# failower lan interface LAMfo Ethernet@/2

ciscoasa(config)# failowver interface ip LANfo 182.168.208.1 255.255.255.8 standby
1892.168.200.2

ciscoasa(config)# failower key Blgs3critk3y
ciscoasa(config)# failower

i

ciscoasa(config)# failowver link stateful Ethernet@/3

ciscoasa(config)# failowver interface ip stateful 192.168.201.1 255.255.255.0
standby 192.166.201.2

ciscoasa(config)# failower replication http
i

ciscoasa(config)# interface Ethernetd/@
ciscoasa(config-1if)# nameif owtside
ciscoasa(config-1if)# security-level @

ciscoasa|config-if)# ip address 209.165.28@8.226 255.255.255.8 stamdby
288.165.200. 227

ciscoasa(config-if)# exit

1

ciscoasa(config)# interface Ethernetd/1

ciscoasa(config-1f)# nameif inside

ciscoasa(config-if)# security-level 188

ciscoasa(config-1if)# ip address 182.168.1.18 255.255.255.8 standby 182.168.1.11
ciscoasa(config-1if)# exit

ciscoasa(config)# failover mac address inside @@1a.a22d.1ddd @881a.a22d.1ebs
ciscoasa(config)# failover mac address outside @@1a.a22d.1ddc @@1a.a22d.1eb8

ciscoasa(config)# no monitor-interface management@ /@




Configuration: A-S

ciscoasa(config)# failower lan wnit secondary

clscoasa(config)# failower lan interface LANTo Ethernet@/2

ciscoasa(config)# failower interface ip LAMfo 192.168.208.1 255.255.255.8 standby
182.168.208. 2

ciscoasa(config)# failover key Bigs3critkly

ciscoasalconfig)# failover




Configuration: A-A

ciscoasaiconfig)# failower group 1
ciscoasalconfig-fover-group)# primary
ciscoasalconfig-fover-group)# preempt
ciscoasalconfig-fover-group)# replication hittp
ciscoasaiconfig-fover-group)# exit
ciscoasalconfig)# failover group 2
ciscoasaiconfig-fover-group)# secondary
ciscoasalconfig-fover-group)# preempt
ciscoasalconfig-fover-group)# replication hitp

ciscoasalconfig-fover-group)# exit

ciscoasaiconfig)# context admin

ciscoasaiconfig-ctx)# allecate-interface Ethernet@/e.1
ciscoasaiconfig-ctx)# allocate-interface Ethernet@/1.1
ciscoasajconfig-ctx)# config-wrl diske:fadmin.cfg
ciscoasaiconfig-ctx)# join-failowver-group 1
ciscoasajconfig-ctx)# exit

!

ciscoasa(config)# context ContextA
ciscoasaconfig-ctx)# allocate-interface Ethernetd@/@.2
ciscoasa(config-ctx)# allocate-interface Ethernetd/1.2
ciscoasaconfig-ctx)# config-wrl disk@:/contexta.cfg
ciscoasafconfig-ctx)# join-failowver-group 2
ciscoasaconfig-ctx)# exit

!

ciscoasaiconfig)# context ContextB
ciscoasafconfig-ctx)# allocate-interface Ethernet@/@.3
ciscoasaconfig-ctx)# allocate-interface Ethernet@®/1.3
ciscoasalconfig-ctx)# config-wrl disk@:fcontextb.cfg

ciscoasaconfig-ctx)# join-failowver-group 1




Tuning
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