WiFi Lab 1a - WLC jako NM modul

Topologie
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Scénar

Vasim ukolem je sestavit vySe uvedenou laboratot, ve které se klienti jsou
schopni pfipojit do sité pomoci tradicné, ale i bezdratové a zajistit
komunikaci mezi nimi. V siti existuje nékolik VLAN:

e VLAN1 slouzi jako nativni pro trunkové spoje;

e VLAN10 agreguje vSechny hosty pfipojené pomoci Ethernetu;

e VLAN20 je bezdratova sit pripojeni pro klienty zajistuji (pro mobilni
zaméstnance SSID ,,Employee”, zabezpecena pomoci WPA2-PSK);

e VLAN3O (pro navstévniky firmy SSID ,,Guest”);

e VLANS5O v niZ jsou access-pointy;

e VLAN100 v niZ se nachazi pouze WLC;

V rdmci prace v laboratofi zajistéte pripadnou unikatnost SSID.

Pouzita zafizeni:

e Router=1xC2811 s WLC = NM-AIR-WLC
e DLS =2x Cat3560 PoE-24
e AP =2x Cisco Aironet 1232

Konfigurace

1)

2)

3)

4)

5)

6)

Sestavte topologii dle obrdzku. Na prepinacich definujte VLANy (na
routeru se vytvori sami béhem konfigurace subinterfacel) a nastavte
patficné porty jako accessové (tenka cernd) Ci trunkové (tlustd cerna
¢ara), s tim, Ze na accessovych neopomente urychlit konvergenci STP.
Na patficnych interfacech smérovace nastavte IP adresy. Mezi DLS
navzdjem ustavte EtherChannelovou logickou trunkovou linku a stejné
tak mezi DLS a smérovacem bude trunkovy spoj. Subinterfaceovana
rozhrani nastavte nasledovné:

e interface {fal/Y.X|wlanl/0.X|inl/0.X}

e encapsulation dotlg X

e ip address 172.16.X.1 255.255.255.0

Na smérovaci nastavte aktudlni ¢as a ucinite z néj NTP server.

e clock set

e ntp master 1

Nakonfigurujte smérovac jako DHCP server pro VLANy 10, 20, 30 a 50,
kde pro VLAN 50, v niz sidli LWAP, nadefinujte kromé network a
default-router i option 43 a 60. Vyjméte prvnich 100
pouzitelnych adres k pfidéleni z kazdého poolu.

e options 43 hex f£104***kkkkx

e options 60 ascii ,Cisco AP 1232"%

e ip dhcp exclude-address 172.16.X.1 172.16.X.100
Zresetujte WLC, pry¢ zkonfigurace se dostanete odpojenim
z telnetového sezeni pomoci ,Ctrl+Shift+6“ a pak ,,x“.

e service-module wlan-controllerl/0 reset

e service-module wlan-controllerl/0 session

e service-module Integrated-Service-Engl/0 reset

e service-module Integrated-Service-Engl/0 session
Obnovte tovarni nastaveni (jako user vloZte Recover-Config) a
projdéte nastavovacim wizardem dle informaci nize. Pokud se béhem



7)

wizardu spletete v zaddvani, tak nevadi vloZzenim
»(minus/pomlcka)” a ,Enter” se vratite k nastaveni predchoziho kroku.

wlc# service-module wlan-controller 1/0 session

Trying 200.200.200.1, 2066 ... Open

Enter Administrative User Name (24 characters max): admin
Enter Administrative Password (24 characters max): ****%
Re-enter Administrative Password: ****%x

Management Interface IP Address: 172.16.1.100
Management Interface Netmask: 255.255.255.0

Management Interface Default Router: 172.16.1.1
Management Interface VLAN Identifier (0 = untagged): 0
Management Interface Port Num [1]:

Management Interface DHCP Server IP Address: 172.16.1.1

AP Manager Interface IP Address: 172.16.100.100

AP Manager Interface Netmask: 255.255.255.0

AP Manager Interface Default Router: 172.16.100.1

AP Manager Interface VLAN Identifier (0 = untagged): 100
AP Manager Interface Port Num [1]:

AP Manager Interface DHCP Server (172.16.1.1): 172.16.100.1
Virtual Gateway IP Address: 1.1.1.1

Mobility/RF Group Name: netlab
Network Name (SSID): netlab

Allow Static IP Addresses [YES][no]: yes

Configure a RADIUS Server now? [YES][no]: no

Warning! The default WLAN security policy requires a RADIUS
server.

Please see documentation for more details.

Enter Country Code (enter 'help' for a list of countries)
[US]: Cz

Enable 802.11b Network [YES][no]: yes
Enable 802.1la Network [YES][no]: yes
Enable 802.11g Network [YES][no]: yes
Enable Auto-RF [YES] [no]: yes

Configure a NTP server now? [YES][no]: yes

Enter the NTP server's IP address: 172.16.100.1
Enter a polling interval between 3600 and 604800 secs: 3600
[yes] [NO]: yes

Configuration saved!
Resetting system with new configuration...

Configuration correct? If yes, system will save it and reset.

Povolte moznost konfigurace WLC pres http a telnet. K jakékoli dalsi

Upraveé jeho konfigurace tak mazete pouzit bud GUI, a nebo CLI.
e config network telnet enable

e config network webmode enable

e save config

e show interfaces summary

e show wlan summary
e show time
8) Pripojte se pres webové rozhrani z PC (adresa 172.16.1.100) a vytvorte
nové interfacey pro VLANy 20 a 30.
e IP:172.16.X.100/24, GW: 172.16.X.1, DHCP: 172.16.X.1
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9) Smatzte sit ,netlab”, ktera se vytvofila béhem pocateéniho wizardu.

Dale vytvorte oddélené bezdratové sité s SSID ,Employee” a SSID
,Guest”, kde k prvni jmenované je pfipojeni zabezpeceno pomoci
WPA2-PSK a druhd je zcela oteviena.

e Zalozka WLANS, listicka Create new a tlacitko Go
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e config interface vlan management {vlIan-id|0}
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e config interface address ap-manager ip-addr mask
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10) UZite¢né CLI prikazy pro dodatecnou konfiguraci WLC:

e config time

e config mgmtuser add username password

e config 80211{blgla} {disable|enable} network

e config interface address management ip-addr mask

e config

interface

list-name

acl

ap-manager

access-control-

e config interface address virtual ip-address

Reference

UZite¢na stranka s informacemi k nakonfigurovani WLC:

http://www.cisco.com/en/US/docs/wireless/controller/7.0/configuration/g

uide/c70.html
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WiFi Lab 1b - WLC jako dedikované zarizeni

Topologie
lFaofo: ~ “oHee T
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Scénar

Vasim ukolem je sestavit vySe uvedenou laboratot, ve které se klienti jsou
schopni pfipojit do sité pomoci tradicné, ale i bezdratové a zajistit
komunikaci mezi nimi. V siti existuje nékolik VLAN:

e VLAN1 slouzi jako nativni pro trunkové spoje;
e VLAN11 agreguje vSechny hosty pfipojené pomoci Ethernetu;

e VLAN12 je bezdratova sit pfipojeni pro klienty zajistuji (pro mobilni
zaméstnance SSID ,,Employee”, zabezpecena pomoci WPA2-PSK);

e VLAN20 (pro navstévniky firmy SSID ,,Guest”);

e VLAN9O0 v niz se nachazi pouze WLC;

e VLAN91 v niZ jsou access-pointy;

V siti existuje nékolik VLAN: VLAN1 slouZi jako nativni pro trunkové spoje,
VLAN11 agreguje vSechny hosty ptipojené pomoci Ethernetu, bezdratové
pripojeni pro klienty zajistuji VLAN12 (pro mobilni zaméstnance SSID
»Mobile-Hosts“, zabezpecend pomoci WPA2-PSK) a VLAN20 (pro nahodné
navstévniky firmy SSID ,Guests“). Ve VLAN9O je umistény jen WLC, ve
VLAN91 pak jednotlivd AP. V rdmci prace v laboratofi zajistéte pfipadnou
unikatnost SSID.

Pouzita zafizeni:

e Router=C2**1, WLC = Cisco 2*00
e DLS =Cat3560 PoE-24, ALS = Cat2960
e AP = Cisco Aironet 1232 s externim napdjenim

Konfigurace

1) Sestavte topologii dle obrazku. DLS1 necht je jediny, kdo ovlivriuje
nastaveni VLAN vsiti. Na prepinacich definujte VLANy a nastavte
patficné porty jako accessové (tenkd cernd) Ci trunkové (tlustd cerna
cara), s tim, Ze na accessovych neopomente urychlit konvergenci STP.

2) Na patfiénych interfacech smérovace nastavte IP adresy. Mezi DLS a
ALS navzadjem ustavte EtherChannelovou logickou trunkovou linku a
stejné tak mezi DLS a smérovatem bude trunkovy spoj.
Subinterfaceovana rozhrani nastavte nasledovné:
e interface {fa0/0]fa0/1.X|wlanl/0.X|inl/0.X}
e ip address dhcp
e encapsulation dotlg X
e ip address 192.168.X.1 255.255.255.0

3) Nakonfigurujte NAT preklad zvnitfnich adres na vnéjsi rozhrani
smérujici do Internetu. Nastavte statickou defaultni routu do Internetu.
e ip address dhcp



4)

5)

6)

e 1ip nat outside

e 1ip nat inside

e access-list 1 permit 192.168.0.0 0.0.255.255

e 1ip nat inside source list 1 int Fa0/0 overload

Na smérovaci nastavte aktualni ¢as a ucirite z néj NTP server.

e clock set

e ntp master 1

Nakonfigurujte smérovac jako DHCP server pro VLANy 11, 12, 20 a 91,
pricemz pro VLAN 91, v niz sidli LWAP nadefinujte kromé network,
default-routeru a dns-server i option 43 a 60. Vyjméte
prvnich 100 pouzitelnych adres k pridéleni z kazdého poolu.

e options 43 hex flQ4x***x*xxx

e options 60 ascii ,Cisco AP 1232%

e 1ip dhcp exclude-address 192.168.X.1 192.168.X.100
Zresetujte WLC a obnovte pripadné tovarni nastaveni (jako user viozte
Recover-Config) a projdéte nastavovacim wizardem dle informaci
nize. Pokud se béhem wizardu spletete v zadavani, tak nevadi vlozenim
»(minus/pomlcka)” a ,Enter” se vratite k nastaveni pfedchoziho kroku.

7)

wlc# service-module wlan-controller 1/0 session

Trying 200.200.200.1, 2066 ... Open

Enter Administrative User Name (24 characters max): admin
Enter Administrative Password (24 characters max): ***#**
Re-enter Administrative Password: ****%*

Management Interface IP Address: 192.168.1.3

Management Interface Netmask: 255.255.255.0

Management Interface Default Router: 192.168.1.1
Management Interface VLAN Identifier (0 = untagged): 0
Management Interface Port Num [1-8]: 1

Management Interface DHCP Server IP Address: 192.168.1.1

AP Manager Interface IP Address: 192.168.90.3

AP Manager Interface Netmask: 255.255.255.0

AP Manager Interface Default Router: 192.168.90.1

AP Manager Interface VLAN Identifier (0 = untagged): 90

AP Manager Interface Port Num [1-8]: 1

AP Manager Interface DHCP Server (172.16.1.1): 192.168.90.1
Virtual Gateway IP Address: 1.1.1.1

Mobility/RF Group Name: netlab
Network Name (SSID): netlab

Allow Static IP Addresses [YES][no]: yes

Configure a RADIUS Server now? [YES][no]: no

Warning! The default WLAN security policy requires a RADIUS
server.

Please see documentation for more details.

Enter Country Code (enter 'help' for a list of countries)
[US]: Ccz

Enable 802.11b Network [YES][no]: yes
Enable 802.1la Network [YES][no]: yes
Enable 802.11g Network [YES][no]: yes
Enable Auto-RF [YES] [no]: yes

Configure a NTP server now? [YES][no]: yes

Enter the NTP server's IP address: 192.168.90.1
Enter a polling interval between 3600 and 604800 secs: 3600

Configuration correct? If yes, system will save it and reset.
[yes] [NO]: yes

Configuration saved!
Resetting system with new configuration...

Povolte moznost konfigurace WLC pres http a telnet. K jakékoli dalsi

Upravé jeho konfigurace tak mlzete pouzit bud GUI, a nebo CLI.
e config network telnet enable

e config network webmode enable

e save config

e show interfaces summary

e show wlan summary

e show time




8) Pripojte se pres webové rozhrani z PC (adresa 192.168.1.3) a vytvorte

nové interfacey pro VLANy 12 a 20.
IP: 192.168.X.3/24, GW: 192.168.X.1, DHCP: 192.168.X.1
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9) Smaizte sit ,netlab”, kterd se vytvorfila béhem pocatecniho wizardu.
Déle vytvorte oddélené bezdratové sité s SSID ,, Mobile-Hosts“ a SSID
,Guests”, kde k prvni jmenované je pfipojeni zabezpeceno pomoci
WPA2-PSK a druhd je zcela oteviena.
e Zalozka WLANS, listicka Create new a tlacitko Go
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10) UZite¢né CLI ptikazy pro dodatecnou konfiguraci WLC:

e config time

e config mgmtuser add username password
e config 80211{blgla} {disablelenable} network
e config interface address management ip-addr mask




e config interface vlan management {vlian-id|0}

e config interface port management physical-ds-
port—-number

e config interface dhcp management ip-addr-primary-
dhcp [ip-addr-secondary-dhcp]

e config interface acl management access-control-
list-name

e config interface address ap-manager ip-addr mask
e config interface vlan ap-manager {vlan-id|0}

e config interface port ap-manager physical-ds-
port—-number

e config interface dhcp ap-manager Iip-addr-primary-
dhcp [ip-addr-secondary-dhcp]

e config interface acl ap-manager access-control-
list-name

e config interface address virtual ip-address

Reference
Uzite¢na stranka s informacemi k nakonfigurovani WLC:

http://www.cisco.com/en/US/docs/wireless/controller/7.0/configuration/g

uide/c70.html
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