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Chapter 10:
Troubleshooting OSPFv3

Instructor Materials

CCNP Enterprise: Advanced Routing



Chapter 10 Content

This chapter covers the following content:

 Troubleshooting OSPFv3 for IPv6 - This section examines the various
commands you can use to troubleshoot OSPFv3 issues.

« OSPFv3 Trouble Tickets - This section presents trouble tickets that demonstrate
how to use a structured troubleshooting process to solve a reported problem.

 Troubleshooting OSPFv3 Address Families - This section describes the
commands you can use to troubleshoot issues related to OSPFv3 address family
configurations.

« OSPFv3 AF Trouble Tickets - This section presents a trouble ticket that
demonstrates how to use a structured troubleshooting process to solve a
reported problem.



Troubleshooting OSPFv3 for
IPV6

* Because OSPFv3 is based on OSPFV2, it presents similar issues when it comes to

troubleshooting, with a few minor differences based on IPv6.
» This section describes show commands that you can use to troubleshoot OSPFv3

neighbor adjacency issues and route issues.



Troubleshooting OSPFv3 for IPv6

OSPFv3

Use the show ipv6 protocols command, as
shown in Example 10-1, to verify which IPv6
routing protocols are running on a device.
Specifically with OSPFv3, you can verify:

the process ID (PID)

the router ID (RID)

the type of router—area border router
(ABR) or autonomous system boundary
router (ASBR)—the number of areas the
router is a member of

whether any of the areas are stub areas
or NSSAs (not-so-stubby areas)

the interfaces participating in the routing
process and the area they belong to
whether redistribution is occurring

roubleshooting Commands

Example 10-1  Idenrifying Whar Can Be Verified for OSPFv3 wirh show ipvé protocols

R2# show ipvé protocols
...output omitted...
IPvé Routing Protocol is "ospf 1"
Router ID 2.2.2.2
Area border and autonomous system boundary router
Number of areas: 2 normal, 0 stub, 0 nssa
Interfaces (Area 0):
GigabitEthernet0/0
Interfaces (Area 23):
GigabitEthernetl1/0
Redistribution:

None




Troubleshooting OSPFv3 for IPv6

Show IPv6 OSPF Command

Use the show ipv6 ospf command, as shown in
Example 10-2, to display global OSPFv3 settings.
You can verify:

the OSPFv3 PID

the RID

the type of router—ABR or ASBR—various
timers and statistics

the number of areas on the router, and the
type of area—normal, stub, or NSSA

the reference bandwidth

the parameters related to the different areas
configured on the router (for example, whether
area authentication is enabled, whether the
area is a stub area, a totally stubby area, an
NSSA, or a totally NSSA)

cisco

Example 10-2 [denrifying Whar Can Be Verified wirh show ipvé ospf

R1% show ipvé ospf
Routing Process "ospfv3d 1" with ID 1.1.1.1
Supports NSSA (compatible with RFC 3101)

Event-log enabled, Maximum number of events: 1000, Mode: cyclic

It is an area border router
Router is not originating router-LSAs with maximum metric
Initial SDF schedule delay 5000 msecs
Minimum hold time between two consecutive SPFs 10000 msecs
Maximum wait time between two consecutive SPFs 10000 msecs
Minimum LSA interval 5 secs
Minimum LSA arrival 1000 msecs
LSA group pacing timer 240 secs
Interface flood pacing timer 33 msecs
Retransmission pacing timer 66 msecs
Retransmission limit dc 24 non-dc 24
Number of external LSA 1. Checksum Sum 0x009871
Number of areas in this router is 2. 1 normal 1 stub 0 nssa
Graceful restart helper support enabled
Reference bandwidth unit is 100 mbps
RFC1583 compatibility enabled
Area BACKBONE (0)
Number of interfaces in this area is 2
MD5 Authentication, SPI 257
SDF algorithm executed 3 times
Number of LSA 11. Checksum Sum 0x06DB20
Number of DCbitless LSA 0
Number of indication LSA 0
Number of DoNotAge LSA 0
Flood list length 0
Area 1
Number of interfaces in this area is 1
It is a stub area, no summary LSA in this area
Generates stub default route with cost 1
SPF algorithm executed 4 times
Number of LSA 7. Checksum Sum 0x032033
Number of DCbitless LSA 0
Number of indication LSA 0
Number of DoNotAge LSA 0
Flood list length o




Troubleshooting OSPFv3 for IPv6

Show IPv6 OSPF Commands (Cont.)

The command show ipv6 ospf interface brief, as
shown in Example 10-3, enables you to verify which
interfaces are participating in the OSPFv3 process.

With the show ipv6 ospf interface interface_type
interface_number command, you can obtain detailed
information about the interfaces participating in the
OSPF process, as shown in Example 10-4.

The show ipv6 ospf neighbor command enables
you to verify what routers successfully formed
neighbor adjacencies with the local router, as shown
in Example 10-5.

Example 10-5 Idenrifying Whar Can Be Verified with show ipv6 ospf neighbor

R1# show ipvé ospf neighbor

QOSPFv3 Router with ID (1.1.1.1) (Process ID 1)

Neighbor ID Pri State Dead Time Interface ID Interface
2.2.2.2 1 FULL/DR 00:00:36 3 GigabitEthernetl/0
4.4.4.4 1 FULL/DR 00:00:39 4 FastEthernet3/0

Example 10-3  Idenrifying Whar Can Be Verified wirb show ipv6 ospf interface brief

R1# show ipvé ospf interface brief
Interface PID Area Intf ID Cost State Nbrs F/C

Gil/o 1 0 4 1 BDR 1/1
cio/o 1 0 3 1 DR 0/0
Fa3/0 1 1 6 1 BDR 1/1

Example 10-4 Idenrifying Whar Can Be Verified wirk show ipvé ospf interface
inrerface_rype interface_number

R1# show ipvé ospf interface fastEthernet 3/0

FastEthernet3/0 is up, line protocol is up

Link Local Address FERB0::C809:13FF:FEB8:54, Interface ID &

Area 1, Process ID 1, Instance ID 0, Router ID 1.1.1.1

Network Type BROADCAST, Cost: 1

MDS5 authentication SPI 256, secure socket UP (errors: Q)

Transmit Delay is 1 sec, State BDR, Priority 1

Designated Router (ID) 4.4.4.4, local address FES80::C808:9FF:FE30:1C
Backup Designated router (ID) 1.1.1.1, local address FE80::C809:13FF:FEB8:54
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:04

Graceful restart helper support enabled

Index 1/1/1, flood queue length 0

Next 0x0(0)/0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 2

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1, Adjacent neighbor count is 1

Adjacent with neighbor 4.4.4.4 (Designated Router)

Suppress hello for 0 neighbor (s)




Troubleshooting OSPFv3 for IPv6

Show IPv6 OSPF Commands (Cont.)

Example 10-6 Displaying rbe OSPFu3 LSDB

omm— To verify the LSAs that were collected and placed in
the LSDB, you use the show ipv6 ospf
e sost | pramens 1o ik came oise database command, as shown in Example 10-6. In

847 0XBOQOODOS

T this example, R1 has information for
S Area 0 and Area 1 because it is an ABR.

Link ID Rtr count

Net Link States (Area 1)

Inter Area Prefix Link States (Area 0)

ADV Bouter Age Segd Link ID
s ree a.4.4.4 1147 0XB0000003 4 2
2 1: /64
2.2.2.2 1006 0xBO00D 2001:D88:0:3:: /64 Inter area States (hrea 1}
(nres o ADV Router Rge Segh Prefix
1.1.1.1 B47 0XZ0000002 : /o0

Interface

Link (Type-8} Link Statee (Area 1}

ail/o

ailfo

siofo Age Segh Link ID
1.1, 1105 0x80000002 3
4.4.4.4 1158 0x80000003 4

Intra Area Prefix Link States (Area 0)

Age Seqi Link ID

847 0xBO0O0O o

978 0xBO0000O3 1072 ADV Router Age Segh Link ID Ref-lstype Ref-LSID

1.4.4.4 1147 0XBOOOODO3 4096 0x2002 4
k States (Area 1)
Type-5

ADV Router  Age Saqgh Fragment ID Link count
1.1.1.1 0 . a ADV ROuter Age Segs prefix
4.4.4.4 0 1 None 2.2.2.2 748 OXE0000002




Troubleshooting OSPFv3 for IPv6

Show IPv6 Route OSPF Command

Notice in Example 10-6 that there are two new LSA types beyond the types listed in Table 8-4 in

Chapter 8: the link (Type 8) LSA and the intra-area prefix (is also known as Type 9) LSA. Table 10-2
defines these two LSAs for OSPFv3.

To verify the OSPFv3 routes that have been installed in the routing table, use the show ipv6 route ospf
command, as shown in Example 10-7.

In this case, R1 only knows about an external OSPFv3 route, which is the default route, and two inter-

area routes (routes outside the area but still within the OSPFv3 domain).
Example 10-7 Displaying rbe OSPFv3 Roures in rhe Rouring Table

R1# show ipvé route ospf
IPve Routing Table - default - 10 entries

Table 10-2 Additional OSPF LSAs for OSPFv3

L. Codes: C - Connected, L - Local, & - Static, U - Per-user Static route
LSA Type Description
B - BGP, R - RIP, H - NHRP, I1 - ISIS Ll

8 The link LSA provides information to neighbors about link-local addresses and I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary, D - EIGRD
the IPv6 addresses associated with the link. Therefore, it is only flooded on EX - EICRP external, ND - ND Default, NDp - ND Prefix, DCE - Destination
the local link and is not reflooded by other OSPF routers. NDr - Redirect, O - OSDF Intra, OI - OSDF Inter, OEl - OSDF ext 1

9 The intra-area prefix LSA provides information for two different scenarios. OE2 - OSDF ext 2, ON1 - OSDF NSSAR ext 1, ON2 - OSPF NSSA ext 2, 1 - LISP
First, it provides information about IPv6 address prefixes associated with a OE2 ::/0 [110/1], tag 1

transit network by referencing a network LSA. Second, it provides information
about IPv6 address prefixes associated with a router by referencing a router
LSA. Type 9 LSAs are flooded only within an area.

via FE80::C80A:13FF:FEB8:8, GigabitEthernetl/0
OI 2001:DB8:0:3::/64 [110/3]

via FE80::C80A:13FF:FEB8:8, GigabitEthernetl/0
OI 2001:DB8:0:23::/64 [110/2]

via FE80::C80A:13FF:FEB8:8, GigabitEthernetl/0




Troubleshooting OSPFv3 for IPv6

Show IPv6 Interface Command

Example 10-8 Displaying the IPv6 Inrerface Paramerers

Use the show ipv6 interface interface type

R1# show ipvé interface fastEthernet 3/0

interface_id command, as shown in Example

FastEthernet3/0 is up, line protocol is up

10_8’ When tl’OUb|eShOOtlng OSPFV3 |Ssues to IPv6 is enabled, link-local address is FES0::CB09:13FF:FEB8:54
. . . . . ...output omitted...

verify whether the interface is listening to the vt srom adteens (201

multicast group addresses FF02::5 (all FR0Z::1

FF02::2

OSPFv3 routers) and FF02::6 (OSPFv3 S
DR/BDR) FF02::6

FF02::1:FF00:1
FF02::1:FFB8:54
MTU is 1500 bytes

YOU can aISO Verify the MTU and Whether there ICMP error messages limited to one every 100 milliseconds
are any IPv6 ACLs applied to the interface that ICMP redirects are enabled

might be blocking OSPFv3 packets or packets e T o

sourced from/destined to link-local addresses. output features: IPsec

Inbound access list TSHOOT_ACL
ND DAD is enabled, number of DAD attempts: 1

...output omitted...




OSPFv3 Trouble Ticket

» This section presents two trouble tickets related to the topics discussed so far in this
chapter.

« The purpose of these trouble tickets is to show a process that you can use when
troubleshooting in the real world or in an exam environment.

« Both of the trouble tickets in this section are based on the topology shown in Figure
10-1.



OSPFv3 Trouble Tickets

Trouble Ticket 10-1

Problem: The network was recently updated to reduce the number of LSAs that cross the WAN link
from R1 to the Branch site. The only LSA that is supposed to be permitted is a Type 3 LSA about a
default route. However, reports indicate that more Type 3 LSAs are being sent from R1 to Branch.

Your troubleshooting begins by verifying the problem with the show ipv6 route ospf command on
Branch, as shown in Example 10-9. You confirm that there are more interarea routes than just the

default interarea route. Example 10-9  Displaying the IPv6 Routing Table on Branch
Branch# show ipvé route ospf
Internet . .
) IPv6 Routing Table - default - 10 entries
OSPFv3 2001:db8:f::f )
Codes: C - Connected, L - Local, § - Static, U - Per-user Static route
) ........_\ Gi2/0 B - BGP, R - RIP, H - NHRP, I1 - ISIS Ll
AREAQ

2001:db8:0:3::/64 I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary, D - EIGRP

@ Gi1/0 GiOFO%GWO Gi1/0 @ | EX - EIGRP external, ND - ND Default, NDp - ND Prefix, DCE - Destination
Gi0/0 '“._29_0_15’_13?_01__2__’59.» 2001:db8:0:23:/64 ‘y Gioo | NDr - Redirect, O - OSPF Intra, OI - OSPF Inter, OEl - OSPF ext 1

Fagd/0 OE2 - OSPF ext 2, ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2, 1 - LISP

oI ::/0 [110/2]

WAN @ Gio/o via FE80::C801:10FF:FE20:54, FastEthernetl/0
2001:db8:0:14::/64 Fal/0 w_| OI 2001:DB8:0:1::/64 [110/2]
via FE80::C801:10FF:FE20:54, FastEthernetl/0

2001:db8:0:4::/64
OI 2001:DB8:0:3::/64 [110/4]

via FEB0::C801:10FF:FE20:54, FastEthernetl/0

Figure 10-1  OSPFv3 Trouble Tickers Topology
0I 2001:DB8:0:12::/64 [110/2]

via FEB0::C801:10FF:FE20:54, FastEthernetl/0

Refer to your text for next steps and examples ... 00000
to troubleshoot and resolve this trouble ticket.




OSPFv3 Trouble Tickets

Trouble Ticket 10-2

Problem: Branch users are complaining that they are unable to access any resources outside the
Branch office. You access Branch and issue the extended ping command, as shown in Example 10-16,

to test connectivity. Connectivity fails.

Internet

OSPFv3 2001:db8:f::f

....................................................

Gi2/0
2001:db8:0:3::/64

SO Gillo Gi0/o Gi1/0 GiI1/0 ™ |
Gio/o “ 2001:db8:0:12::/64 .- 2001:db8:0:23::/64 ‘E’ Gioo |

.........................

2001:db8:0:14::/64

Gio/o |
Fa1/0 % |

2001:db8:0:4::/64

Figure 10-1  OSPFv3 Trouble Tickers Topology

Refer to your text for next steps and examples
to troubleshoot and resolve this trouble ticket.

Example 10-16 Tesring Connecriviry from Branch ro a Remore Nenwork

Branch# ping

Protocol [ip]: ipvé

Target IPv6 address: 2001:db8:0:1::1

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands? [no]: yes

Source address or interface: 2001:db8:0:4::4

UDP protocol? [no]:

Verbose? [no]:

Precedence [0]:

DSCP [0]:

Include hop by hop option? [no]:

Include destination option? [no]:

Sweep range of sizes? [nol:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001:DB8:0:1::1, timeout is 2 seconds:
Packet sent with a source address of 2001:DB8:0:4::4

Success rate is 0 percent (0/5)




OSPFv3 Trouble Tickets

Trouble Ticket 10-3

Problem: Users in Branch have indicated that they are not able to access any IPv6-enabled resources
on the internet, but they can access IPv4-enabled resources.

An extended ping issued on Branch to the destination 2001:db8:f::f confirms the issue, as shown in
Example 10-33. In addition, you ping 192.0.2.1, and it is successful in confirming connectivity to IPv4-
enabled resources.

Internet
2001 def :f

Example 10-33 Verifying Connectiviry

Branch# ping
Protocol [ipl: 1pvé

OSPFv3

Target IPvé address: 2001:db8:f::f

- AREA0 G20
R t [5]:

" 2001:db8:0:1: /54 2001 db8:0:3:/64 epeat count. [5)

i | G1IO Gi0/0 Gil/0 Guo | Datagram size [100]
| GiO/O .2001:db8:0:12::/64 .- 2001:db8:0:23:. /54 Gio/o | Timeout in seconds [2]:
o Faﬁ/O Extended commands? [nol: yes

WAN
2001:db8:0:14::/64

Figure 10-1  OSPFu3 Trouble Tickers Topology

Source address or interface: 2001:db8:0:4::4
UDP protocol? [no]:

@Giom Verbose? [nol

2001:db8:0:4:./64

Refer to your text for next steps and examples
to troubleshoot and resolve this trouble ticket.



Troubleshooting OSPFv3
Address Families

« OSPFv3 address families (AFs) enable you to configure a single process to
support both IPv4 and IPv6. In addition, a single database is maintained for
IPv4 and IPv6.

« However, adjacencies are established individually for each AF, and settings can
be configured on an AF-by-AF basis.

» This section shows the commands you can use to troubleshoot an OSPFv3
implementation that uses address families.



Troubleshooting OSPFv3 Address Families
AF Verification

Example 10-26 shows a sample OSPFv3
configuration with AFs. The OSPFv3 PID is 10 and
Is locally significant. Therefore, it does not have to
match between neighbors.

*Any parameter configured under the main router
OSPFv3 configuration mode applies to all address
families.

*In this example, the area 23 stub command is
configured under the main router OSPFv3
configuration mode; therefore, Area 23 is a stub
area for both IPv4 and IPv6 address families.

*Note that if there are conflicts between
configurations in router OSPFv3 configuration
mode and AF configuration mode, AF configuration
mode wins.

Example 10-26 Sample OSPFv3 Configurarion with Address Families

R2# show run section router ospfvi
router ospfvi 10

area 23 stub

address-family ipv4 unicast
paseive-interface default

no passive-interface GigabitEtherneto /o
no passive-interface cigabitEtherneti/fo
default-information originate

router-id 2.2.2.2

exit-addresa- family

address-family ipvé unicast
paseive-interface default

no passive-interface GigabitEtherneto /o
no passive-interface GigabitEthernetl /o
default-information originate

router-id 22.22.22.22

exit-addresa- family

R2# show run int gig 1/0
interface GigabitEthernetl/o
ip addresa 10.1.23.2 255.255.255.0

ipvé address 2001:DBB:0:23::2/64

capfva 10 ipve area 23
capfva 10 ipv4 area 23
and

Rz# show run int gig 0/0

interface GigabitEtherneto/o

ip addresa 10.1.12.2 255.255.255.0
ipvé address 2001:DBB:0:12::2/64
ocapfv3 10 hello-interwval 11

capfva 10 ipvé area 0
capfvay 10 ipve helle-interwval 10
capfvld 10 ipvd area 0

end




Troubleshooting OSPFv3 Address Families

AF Configurations

OSPFv3 interface parameters are still configured

in interface configuration mode.

If you do not specify the AF (IPv4 or IPv6),
the configured parameter applies to all
address families.

If you apply the configuration to the AF, it
applies only to that AF.

If a conflict exists, the AF configuration wins.
In the GigabitEthernet 0/0 configuration in
Example 10-26, notice that the hello interval
is configured without an AF specified.
Therefore, it applies to both IPv4 and IPv6.
However, the hello interval is also configured
for the IPv6 AF. Therefore, this configuration
prevails for IPv6, and a hello interval of 10 is
used; IPv4 uses the hello interval 11.

Example 10-26 Sample OSPFv3 Configurarion with Address Families

R2# show run section router ospfvi
router ospfvi 10

area 23 stub

address-family ipv4 unicast
paseive-interface default

no passive-interface GigabitEtherneto /o

exit-addresa- family

R2# show run int gig 1/0

interface GigabitEthernetl/o

ip addresa 10.1.23.2 255.255.255.0
ipvé address 2001:DBB:0:23::2/64
capfva 10 ipve area 23

capfva 10 ipv4 area 23

and

Rz# show run int gig 0/0

interface GigabitEtherneto/o

ip addresa 10.1.12.2 255.255.255.0
ipvé address 2001:DBB:0:12::2/64
ocapfv3 10 hello-interwval 11

capfva 10 ipvé area 0

capfvay 10 ipve helle-interwval 10
capfvld 10 ipvd area 0

end




Trou b | eShOOtl ng OS P FV3 Add ress Fam | I |es Example 10-27 Using show ip protocols and show ipv6 protocols

Show IP Protocols e

Routing Protocol is "ospfwvi 10"

- Outgoing update filter list for all interfaces is not set
Wlth OSPFV3 AFS’ you Can uSe the ShOW Incoming update filter list for all interfaces is not set
Router ID 2.2.2.2

ip protocols and show ipv6 protocols

Number of areas: 1 normal, 1 stub

commands, as shown in Example 10-27. tnexfaces (area 01

GigabitEthernet0/0

. 0 nssa

Interfaces (Area 23):
GigabitEthernetl/0

Maximum path: 4

Routing Informaticn Sources:

Gateway Distance Last Update

2.2.2.2 110 00:12:39
3.3.3.3 110 00:12:39
10.1.14.1 110 00:00:57

Distance: (default is 110)

R2# show ipvé protocols

IPv6 Routing Protocol is "connected"

IPv6é Routing Protoccl is "ND"

IPv6 Routing Protoccl is "static"

IPv6 Routing Protocel is "ospf 10"
Router ID 22.22.22.22
Area border and autonomous system boundary router
Number of areas: 1 normal, 1 stub, 0 nssa

Interfaces (Area 0):
GigabitEtherneto/0

Interfaces (Area 23):
GigabitEthernetl/0

Redistribution:

None




Troubleshooting OSPFv3 Address Families

Show OSPFv3

The output of show
ospfv3, as shown in
Example 10-28, displays
the same information
you would find with the
show ip ospf and show
ipv6 ospf commands.
Notice that the IPv4 AF
is listed first, followed by
the IPv6 AF.

Example 10-28 Using show ospfv3 to Verify General OSPFy3 Paramerers for AFs

R2# show ospEvd
CSEFv3 10 address-family ipva

Router ID 2.2.2.2

Supports NSSA (compatible with RFC 3101)

Event-log enabled, Maximum number of events: 1000, Mode: cyclic

It ie an area border and autonomous system boundary router
Rredistributing External Routes from,
criginate Default Route
Router is not originating router-LgAs with maximum metric
Initial SPF schedule delay 5000 msecs
Minimum hold time between two consecutive EPFe 10000 meecs
Maximum wait time between two consecutive EPFe 10000 meecs
Minimum LEA interval & secs
Minimum LSA arrival 1000 msecs
LSA group pacing timer 240 secs
Interface flood pacing timer 33 meecs
Retransmissicn pacing timer 66 meecs
Retransmission limit dc 24 non-dc 24
Number of external LSA 1. Checksum Sum O0x0013EB
Number of areas in this router is 2. 1 normal 1 stub 0 nssa
Graceful restart helper support enabled
Reference bandwidth unit is 100 mbps
RFC1583 compatibility enabled
Area BACKHONE (0)
Number of interfaces in this area ie 1
SPF algorithm executed 13 times
Number of LSA 11. Checksum Sum 0x0EA71D
Number of DCbitless LSA 0
Number of indication LSA 0
Number of DoNotAge LSA 0
Flood list length o
Area 23
Number of interfaces in this area is 1
It is a stub area
Generates stub default route with cost 1
SPF algorithm executed 8 times
Number of LSA 12. Checksum Sum 0x064322
Number of DCbitless LSA 0
Number of indicatiom LSA 0
Number of DoNotage LSR 0O

Flood list length o

OEPFv3 10 address-family ipwe

Router ID 22.232.22.22

Supports NESA (compatible with RFC 3101}

Event-log enabled, Maximum number of events: 1000, Mode: cyclic
It ie an area border and autonomous system boundary router
originate Default Route

Router is not originating router-LShs with maximum metric
Initial SPF echedule delay 5000 msecs

Minimum hold time between two consecutiwve SPFs 10000 msecs
Maximum wait time between two consecutiwve SPFs 10000 msecs

Minimum LEA interval 5 secs

Minimum LEA arriwval 1 msecs
LEA group pacing timer 240 sece
Interface flood pacing timer 33 msecs
Retransmiesion pacing timer 66 msecs
Retransmission limit dc 24 non-de 24
Kumber of external L8A 1. Checksum Sum O0x00BSFS
Kumber of areas in this router is 2. 1 normal 1 stub 0 nssa
Graceful restart helper support enabled
Reference bandwidth unit is 100 mbps
RFC1583 compatibility enabled
Area BACKBONE (0]
Number of interfaces in this area is 1
SPF algorithm executed 13 times
Number of LSA 11. Checksum Sum 0x0422C7
Number of DChitless LSA 0
Number of indication LEA 0
Number of DoNothge LSA 0
Flood list length 0
Area 23
Number of interfaces in this area is 1
It is a stub area
Generates stub default route with cost 1
SPF algorithm executed 11 times
Number of LSA 12. Checksum Sum Dx0591F5
Number of DChitless LSA 0
Number of indication LEA 0
Number of DoNothge LSA 0

Flood list length 0




Troubleshooting OSPFv3 Address Families

Show OSPFv3 Interface

The output command show ospfv3 interface brief
command shows the interfaces participating in the
OSPFv3 process for each AF (see Example 10-29).
Notice the added column that indicates which AF the

interface is participating in.

The show ospfv3 interface command enables you to
review detailed information about the interface
configurations. Example 10-30 displays the IPv4 AF
information at the top and the IPv6 AF information at

the bottom.

Example 10-29 Using show ospfv3 interface brigf ro Verify OSPFv3 Inrerfaces

Example 10-30 Using show ospfv3 interface ro Verify Derails of OSPFv3 Interfaces

R2# show ospfvl interface brief

Interface PID Area AF Cost
ziofo 10 ipwa 1
Gii/fo 10 23 ipwa 1
ziofo 10 ipwe 1
Gii/fo 10 23 ipwve 1

¥brz F/C

R2# show ospfvd interface gigabitEthernmet 1/0
GigabitEthernetl/0 is up, line protocol is up
Link Local Address FEBO::C802:10FF:FE20:1C, Interface ID 4
Internet Address 10.1.23.2/24
Area 23, Procees ID 10, Instance ID 64, Router ID 2.2.2.2
Network Type BROADCAST, Cost: 1
Tranemit Delay i= 1 sec, State BODR, Priority 1
Designated Router (ID} 3.3.3.3, local address FEBO::CB04:10FF:FET4:1C
Backup Designated router (ID) 2.2.2.2, local address FES0::CBOZ:10FF:FE20:1C
Timer interwvale configured, Hello 10, Dead 40, Wait 40, Retranemit &
Hello dus in 00:00:02
Graceful restart helper support enabled
Index 1/1/2, flood gqueue length 0
Naxt Ox0(0)/f0x0(0) /0x0 (0}
Lagt flood scan length is 4, maximum is 5
Last flocd scan time is 4 msec, maximum is 4 msec
Meighbor Count is 1, Adjacent neighbor count is 1

Adjacent with neighbor .3 (Designated Router)

suppress hello for 0 nei =1

2]

igabitEthernetl/0 is up, line protocol is up

Link Local Address FEB0::C802:10FF:FE20:1C, Interface ID 4

Area 23, Process ID 10, Instance ID 0, Router ID 22.22.332.22
Network Type BROADCAST, Cost: 1
Tranemit Delay is 1 sec, State BOR, Pricrity 1
Degignated Router (ID} 33.33.33.33, local address FES0::C804:10FF:FET4:1C
Backup Designated router (ID) 22.22.22.22, local address FEB0::C802:10FF:FE20:1C
Timer interwals configured, Hello 10, Dead 40, Wait 40, Retransmit s
Hello due in 00:00:03
Graceful restart helper support enabled
Index 1/1/2, flood gqueue length 0
Next Ox0(0)/f0x0(0)/0x0 (0}
Lagt flood scan length is 1, maximum is 4
Last flood scan time is 0 msec, maximum is 4 msec
Reighbor Count ia 1, Adjacent neighbor count is 1
Adjacent with neighbor 33.33.33.33 (Designated Router)

suppresas hello for 0 neighboris)
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AF Neighbors

To verify the neighbor relationships that have
been formed for each AF, issue the command
show ospfv3 neighbor, as shown in
Example 10-31.

The output is presenting the same
information as discussed earlier, except
this time there are different sections for
each AF.

To verify the information in the LSDB, you
issue the command show ospfv3
database. When using AFs, the OSPFv3
database contains LSAs for both IPv4 and
IPv6, as shown in Example 10-32. (The
rest of the Example 10-32 is on the next
slide.)

Example 10-31  Using show ospfv3 neighbor ro Verify OSPFv3 Neighbors

R2# show ospfv3 neighbor

OSPFv3 10 address-family ipv4 (router-id 2.2.2.2)

Neighbor ID pri State Dead Time Interface ID Interface

10.1.14.1 1 FULL/DR 00:00:34 4 GigabitEtherneto/0

3.3.3.3 1 FULL/DR 00:00:36 4 GigabitEthernetl/0
0SPFv3 10 address-family ipvée (router-id 22.22.22.22)

Neighbor ID Pri State Dead Time Interface ID Interface

10.1.14.1 1 FULL/DR 00:00:31 4 CigabitEthernet0/0

33.33.33.33 1 FULL/DR 00:00:24 4 GigabitEthernetl/0

Example 10-32 Verifying rhe LSDB wirh show ospfv3 database

R2# show ospfv3 database

OSPFv3 10 address-family ipv4 (router-id 2.2.2.2)

Router Link States (Area 0)

ADV Router Age Seq#
2.2.2.2 1456 0x80000008 ©0
10.1.14.1 1457 0x80000007 O

Net Link States (Area 0)

ADV Router Age Seqg# Link

10.1.14.1 1453 0x80000003 4

iD

1
3

Rtr count

Fragment ID Link count Bits

B E
B
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AF Neighbors (Cont.)

Inter Area Prefix Link States (Area o} Intra Area Prefix Link States (Area 23) Router Link Statee (Area z3}
ADV Router Age Segi Erefix ADV Router Rge Seql Link ID Ref-lstype Ref-LEID ADV Router Age Seqk Fragment ID Link count Bits
2.2.2.2 1818 0XBO000003  10.1.23.0/24 3.3.3.3 a8 oxeooooooE o 0x2001 ] 22.22.22.22 138 0xBOOOCOOA O 1 B
z.2.2.2 24 0XBOOOO00Z  10.1.3.0/24 3.3.1.3 248 0x00000007 4096 0x2002 4 331.33.331.13 217 0x20000008 O 1 None
10.1.14.1 1599 0xB0000002 10.1.14.0/24
10.1.14.1 1599 0xBO0O0000Z 10.1.4.0/24 Type-5 AS External Link States Net Limk States {Area z3)
Link (Type-8) Link States {(Area 0)
ADV Router Age Segd Prefix ADV Router Age Seqk Link ID REr count
2.2.2.2 1618 0XB0000003  0.0.0.0/0
ADV Router age seqg# Link 1D Interface G3.33.33.33 227 oxanoooooT 4 2
2.2.2.2 lel8 0xBo0O00003 3 ciojfo .
10,1141 1550 oxE000000Z 4 siofo OSPFv1 10 address-family ipvé (router-id 22.22.22.23) Inter Area Prefix Link States (Area 23}
Intra Area Prefix Link States (Area O} Router Limk States [Area 0} ADV Router Age segh prefix
22.22.22.22 198 0x80000005 2001:DB8:0:12::/64
ADV Router Age Seqh Link ID Ref-lstype Ref-LSID AV Router Age Seqil Fragment ID  Link count Bits 22 22 22,22 1961 0x80000002  ::/0
5 10.1.14.1 3o 0xB0000007 O 1 B
H0.2osed 1as7 cxapongooT 0 oxzoon @ 22.22.22.22 198 0X80000002 2001:DB8:0:1::/64
5 22.22.22.22 198 0XB00QCO00A O 1 BE
10.1.14.1 1453 0xB0000003 4096 0x2002 4 23.33.22.22 198 OXEOOO0ODZ  2001:DEE:
22.22.22.22 198 0X20000002 2001:DB8:0:14::/64
Router Link States (Area 23} Het Link States (Area 0)
. . Link (Type-8) Link States (Area 23)
ADV Bouter Age = Fragment ID Link count Bits ADV Router age sags Link ID Rtr count
zzzz 4 0xB0000007 0 1 2 10.1.14.1 130 DXBO000004 4 2
4594 cag oxB000000S O N — ADV Router Age Seqh Link ID Interface
i 22.22.22.22 1446 0x80000004 4 Gilfo
Inter Area Prefix Link States (Area 0)
Net Link States (Area 23) 331.33.32.33 1713 0x20000004 4 gil/e
ADV Router Age sags Prefix
ADV Router e Se Link ID Rtr count i L )
g S 10.1.14.1 1598 0X80000002 2001:DBE:0:14::/64 Intra Area Prefix Link States (Area 23}
3.3.3.3 248 0xBO0O0007 4 2
10.1.14.1 1598 0XBO00000Z 2001:DB8:0:4::/64
ter Ares mrmcin t states (res 25 22.22.22.22 138 0XB000000Z 2001:DBE:0:3::/64 ARV Router Age Seqq Link 1n Bef-latype Ref-LSID
nter Area Prefix Link States (Area 23
22.22.22.22 198 0XB0000002 2001:DR8:0:23::/64 33.33.33.33 237 0x8000000R 0 2001 o
33.33.32.33 237 0x80000007 4096 0x2002 a
ADV Bouter Age Seg# prefix
2.2.2.2 1269 0XBD000002 0.0.0.0/0 Link [Type-8) Link States [(Area 0)
Type-5 AS External Link States
2.2.2.2 1442 0xB0000001 10.1.1.0/24
2.2.2.2 1442 0xBO0000C1  10.1.12.0/24 ADV Router age Seq# Link D Interface
2.2.2.2 1442 0xBOO00001 10.1.4.0/24 10.1.14.1 1598 0xB00D000Z & Gio/fo ADV Router Age Seqgs Prefix
z.2.2.2 144z 0xB0000OO1 10.1.14.0/24 22.22.22.22 1446 0x80000003 3 @in/o 22.22.22.22 1446 0x80000003  ::/0
Link (Type-8) Link States {Area 23) Intra Area Prefix Link States (Area 0}
ADV Router Age seq# Link 1D Interface ADV Router Age seqy Link ID Ref-lstype Ref-LSID
2.2.2.2 1618 oxE0000004 4 Gil/fo 10.1.14.1 330 0X80000006 O 0x2001 0
#3323 17=E GxBOOO00OE 4 Gil/fo 10.1.14.1 130 0XBO000ODA 4096 0x2002 4
afaln

cisco
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OSPFv3 AF Troubleshooting Tips

When troubleshooting OSPFv3 AFs that both OSPF for IPv4 and OSPF for IPv6 use IPv6 to
exchange routing information.

Therefore, IPv6 unicast routing must be enabled on the router. Also, classic OSPFv2 and the
OSPFv3 AFs are not compatible.

Therefore, a router using OSPFv3 AFs for IPv4 does not peer with a router using the classic
OSPFv2 configuration for IPv4 because they are not compatible.

To verify the IPv4 OSPFv3 entries in the routing table, use the show ip route ospfv3 command.
To verify the IPv6 OSPFv3 entries in the routing table, use the show ipv6 route ospf command.

If you need to perform any debugging for OSPFv3, you can issue the debug ospfv3 command
followed by what you want to debug, such as events, packets, hellos, or adj. This turns on the
debugging for all AFs.

If you want to turn it on only for a specific AF, you need to include the AF in the command. For
example, in the command debug ospfv3 ipv6 hello, ipv6 refers to the AF.



OSPFv3 AF Trouble Ticket

» This section presents a trouble ticket related to the topics discussed in the preceding
section.

» The purpose of this trouble ticket is to show a process that you can use when
troubleshooting in the real world or in an exam environment.

» This trouble ticket is based on the topology shown in Figure 10-2.



OSPFv3 AF Trouble Ticket

Trouble Ticket 10-3

Problem: Users in Branch have indicated that they are not able to access any IPv6-enabled resources
on the Internet, but they can access IPv4-enabled resources.

An extended ping issued on Branch to the destination 2001:db8:f::f confirms the issue, as shown in
Example 10-33. In addition, you ping 192.0.2.1, and it is successful in confirming connectivity to IPv4-
enabled resources.

Example 10-33 Verifying Connecriviry

Internet Branch# ping

192.0.21 Protocol [ip]l: ipvé
OSPFv3 2001 :db8:f::f Target IPv6 address: 2001:db8:f::f
................................................... Bepeat count [5]:
; ©10.1.1.0/24 AREAO . Gi2/0 10.1.3.0/24 Datagram size [100]:
{ 2001:db8:0:1::/64 i 2001:db8:0:3::/64 Timeout in seconds [2]:
[ < - H N Extended commands? [nol: yes
Gio/o __g_qql_q?_a__q_]?"f?_‘!_/’ 2001:db8:0:23::/64 Gio/o UDP protocol? [mol :
_____ 1 Faso 10.1.12.0024 10.1.23.0/24 vorbones oy
Precedence [0]:
DSCP [0]:

Include hop by hop option? [no]:

2001:db8:0:14::/64
10.1.14.0/24

@Giﬂm I Include destination option? [nol:

A Sweep range of sizes? [nol:
Fa1/0 N
Type escape sequence to abort.

2001:db8:0:4::/64 Sending 5, 100-byte ICMP Echos to 2001:DBe:f::f, timeout is 2 seconds:
10.1.4.0/24 Packet sent with a source address of 2001:DB8:0:4::4
uuuuu
Figure 10-2 OSPFu3 AF Trouble Ticker Topology Success rate is 0 pereent (0/9)

Branch# ping 192.0.2.1 source 10.1.4.4

Refer to your text for next steps and examples ey T e e e

Packet sent with a source address of 10.1.4.4

to troubleshoot and resolve this trouble ticket.

Success rate is 100 percen t (5/5), round-trip min/avg/max - 80/112/152 ms
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Key Topics for Chapter 10

Identifying What Can Be Verified for OSPFv3
with show ipv6 protocols

Identifying What Can Be Verified with show
ipv6 ospf

Verification during the troubleshooting process
with the show ipv6 ospf interface brief
command

Verification during the troubleshooting process
with the show ipv6 ospf interface command

Additional OSPF LSAs for OSPFv3

Sample OSPFv3 configuration with AFs

Using show ospfv3 to verify general OSPFv3
parameters for AFs

Using show ospfv3 interface brief to verify
OSPFv3 interfaces

Using show ospfv3 interface to verify details
of OSPFv3 interfaces
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Key Terms for Chapter 10

Terms

OSPFVv3 interface table
OSPFv3 neighbor table

OSPFv3 link-state
database (LSDB)

Linkstate
Advertisement (LSA)

Dijkstra’s Shortest Path
First (SPF) Algorithm

OSPFv3 area

Virtual Link

OSPFv3 area border router
(ABR)

OSPFv3 Autonomous System
Boundary Router (ASBR)
OSPFv3

Address Family (AF)

Designated Router

Backup Designated Router

Stub Area
Totally Stubby Area
NSSA

Totally NSSA
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Command Reference for Chapter 10

Display the IPv4 routing protocols enabled on the device; for OSPFv2, display show ip protocols
whether any route filters are applied, the RID, the number of areas the router

is participating in, the types of areas, the maximum paths for load balancing,

the network area command, the interfaces explicitly participating in the

routing process, passive interfaces, routing information sources, and the AD

Display the IPv6 dynamic routing protocols enabled on the device; for show ipv6 protocols
OSPFv3, display the PID, the RID, the number of areas, the type of areas, the
interfaces participating in the routing process, and redistribution information

Display general OSPF parameters, including the PID, the RID, the reference show ipv6 ospf
bandwidth, the areas configured on the router, the types of areas (stub, totally
stubby, NSSA, and totally NSSA), and area authentication

Display the OSPF routes that have been installed in the IPv4 routing table show ipv6 ospf interface brief
Display detailed information about the interfaces participating in the OSPF show ipv6 ospf interface

process, including the interface IPv4 address and mask, area ID, PID, RID,
network type, cost, DR/BDR, priority, and timers
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Command Reference for Chapter 10 (Cont.)

Display the OSPF devices that have formed a neighbor adjacency with the show ipv6 ospf neighbor
local router

Display the OSPF routes that have been installed in the IPv4/IPv6 routing show ipv6 route

table

Display general OSPFv3 parameters for IPv4 and IPv6 address families, show ospfv3

including the PID, the RID, the reference bandwidth, the areas configured on
the router, the types of areas (stub, totally stubby, NSSA, and totally NSSA),
and area authentication

Display the interfaces that are participating in the OSPFv3 process and the AF show ospfv3 interface brief
they are participating in

Display detailed information about the interfaces participating in the OSPFv3 show ospfv3 interface
address families, including interface IPv4 and IPv6 addresses, area ID, PID,
RID, network type, cost, DR/BDR, priority, and timers

Display the OSPFv3 neighbor adjacencies that have been formed for each AF  show ospfv3 neighbor

Display the OSPF link-state database show ipv6 ospf database
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Command Reference for Chapter 10 (Cont.)

Display the OSPFv3 link-state database show ospfv3 database

Display real-time information related to the exchange of OSPF hello packets; debug {ip | ipv6} ospf hello debug
useful for identifying mismatched OSPF timers and mismatched OSPF area ospfv3 {ip | ipv6} hello

types

Display the transmission and reception of OSPF packets in real time debug {ip | ipv6} ospf packet
debug ospfv3 {ip | ipv6} packet

Display real-time updates about the formation of an OSPF adjacency; useful debug {ip | ipv6} ospf adj debug
for identifying mismatched area IDs and authentication information ospfv3 {ip | ipv6} ad|

Display real-time information about OSPF events, including the transmission debug {ip | ipv6} ospf events
and reception of hello messages and LSAs; might be useful on a router that debug ospfv3 {ip | ipv6} events
appears to be ignoring hello messages received from a neighboring router
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