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Chapter 2 - Sections & Objectives

= 2.1 Windows Overview

« Explain the operation of the Windows Operating System.
» Describe the history of the Windows Operating System.
» Explain the architecture of Windows and its operation.

= 2.2 Windows Administration

« Explain how to secure Windows endpoints.
» Explain how to configure and monitor Windows.

» Explain how Windows can be kept secure.



2.1 Windows Overview



Windows History

Disk Operating System

Disk Operating System (DOS) - operating
system that the computer uses to enable data
storage devices to read and write files.

MS-DOS, created by Microsoft, used a command
line as the interface for people to create programs
and manipulate data files.

Early versions of Windows consisted of a Graphical
User Interface (GUI) that ran over MS-DOS

In newer versions of Windows, built on NT, the
operating system itself is in direct control of the
computer and its hardware.

Starting MS-DOS...

HIMEM is testing extended memory...done.

C:N>C:NDOSNSMARTDRU.EXE X
C:\»dir

Uolume in drive C is MS-DOS_6
UVolume Serial Number is 4AA6-6939
Directory of C:N

DOs
COMMAND
WINAZO
CONF 1




Windows History
Windows Versions

= Since 1993, there have been more than 20
releases of Windows that are based on the NT
operating system.

= Beginning with Windows XP, a 64-bit edition
was available,

= 64-bit Windows can theoretically address 16.8
million terabytes of RAM

= With each subsequent release of Windows, the
operating system has become more refined by
incorporating more features.

0s —— [Versoms

Windows 7
Windows Server 2008 R2

Windows Home Server 2011
Windows 8

Windows Server 2012
Windows 8.1

Windows Server 2012 R2
Windows 10

Windows Server 2016

Starter, Home Basic, Home Premium, Professional, Enterprise, Ultimate

Foundation, Standard, Enterprise, Datacenter, Web Server, HPC Server,
Itanium-Based Systems

None
Windows 8, Windows 8 Pro, Windows 8 Enterprise, Windows RT
Foundation, Essentials, Standard, Datacenter

Windows 8.1, Windows 8.1 Pro, Windows 8.1 Enterprise, Windows RT
8.1

Foundation, Essentials, Standard, Datacenter

Home, Pro, Pro Education, Enterprise, Education, loT Core, Mobile,
Mobile Enterprise

Essentials, Standard, Datacenter, Multipoint Premium Server, Storage
Server, Hyper-V Server



Windows History

Windows GUI

Windows 10 GUI = Windows has a graphical user interface (GUI)
for users to work with data files and software.

= Main section of the GUI is the desktop, which
contains the Task Bar

= Task Bar includes the Start Menu and Search,
Quick Launch items and Notifications Area.

= Right-clicking an icon will bring up additional list
of functions, known as a Context Menu.

= Windows File Explorer, is a tool used to
navigate the entire file system of a computer.




Windows History
Operating System Vulnerabilities

= To take advantage of an operating system
vulnerability, the attacker must use a technique or a
tool to exploit the vulnerability.

= Common Windows OS Security Recommendations:

* Implement virus or malware protection.

* Do not allow unknown or unmanaged services.
« Use encryption.

* Implement a strong security policy.

* Review firewall settings periodically.

« Set File and Share permissions correctly.

+ Use strong passwords.

* Login as Administrator only when necessary.




Windows Architecture and Operations
Hardware Abstraction Layer

User Mode and Kernel Mode = A hardware abstraction layer (HAL) is code that
handles all of the communication between the
hardware and the kernel.

= The kernel is the core of the operating system
and has control over the entire computer.

= The kernel handles all of the input and output
requests, memory, and all of the peripherals
connected to the computer.




Windows Architecture and Operations
User Mode and Kernel Mode

= There are two different modes in which a
CPU operates when the computer has

Windows installed: the user mode and I
S =
Drivers -— Windows AP
= [nstalled applications run in user mode, - \

and operating system code runs in kernel
mode.

o]
Cisco



Windows Architecture and Operations

Windows File Systems

= A file system is how information is organized on storage media.

« Windows supports the following file systems:
 File Allocation Table (FAT)
* exFAT
» Hierarchical File System Plus (HFS+)
+ Extended File System (EXT)
* New Technology File System (NTFS)

NTFS stores files as a series of attributes, such as the name of the file, or a timestamp.

The data which the file contains is stored in the attribute $DATA, and is known as a data
Stream.

A hard drive is divided into areas called patrtitions.

Each partition is a logical storage unit that can be formatted to store information, such as
data files or applications.



Windows Architecture and Operations
Windows Boot Process

= Two types of computer firmware exist:
Basic Input-Output System (BIOS) and
Unified Extended Firmware Interface
(UEFI)

= UEFI was designed to replace BIOS and
support the new features.

= Whether BIOS or UEFI, after a valid
Windows installation is located, the
Bootmgr.exe file is run.

BIOS Initialization

Windows Boot Process

UEF! Initialization

POST EFl Files
MER /
+ Hibernation? Yes
Bootmigrexe - BCD 2=
Winload._exe
KMCS — Ntoskrnl.exe
HAL
SMSS

i
Hiberfil.sys

Logon

rd




Windows Architecture and Operations

Windows Startup and Shutdown

= System Configuration

General Boot Services Startup Tools

Startup selection

(® Normal startup
Load all device drivers and services

(O Diagnostic startup
Load basic devices and services only

(O Selective startup

Cancel

Different entries in these registry locations define
which services and applications will start, as
indicated by their entry type.

HKEY_LOCAL_MACHINE
HKEY_CURRENT_USER

These types include Run, RunOnce, RunServices,
RunServicesOnce, and Userinit.

There are five tabs which contain the configuration
options:

General

Boot

Services

Startup

- Tools

It is always best to perform a proper shutdown to
turn off the computer.



Windows Architecture and Operations
Processes, Threads, and Services

= A process is any program that is currently
executing.

= A thread is a part of the process that can be
executed.

= In Windows multiple threads can be executed at
the same time.

= Some of the processes that Windows runs are
services - programs that run in the background
to support the operating system and
applications.

v
1% Task Manager

File Options View

Processes Peformance App history Startup Users Details Services

3%
Apps (6)
] calculator 0%
B Microsoft Edge 0%
& Microsoft Management Console 0%
& Microsoft OneDrive (32 bit) 0%
[5] store 0%
5! Task Manager 12%
Background processes (23
(3] Application Frame Host 0%
(%] Browser_Broker 0%
(3] COM Surrogate 0%
[#7] COM Surrogate 0%
(%] COM Surrogate 0%
[8) Cortana 0%

Fewer details

55%

9.6M8B
133 M8
82Ms
29M8
0.1MB

SoMe

94 M8
1.9 M8
14MB
04 M8
0.9M8
0.1 M8

0%

oOMB/s
0 M8/s
0 MB/s
OMB/s
O MB/s

0 MB/s

0MB/s
0MB/s
0MB/s
0MB/s
0OMB/s

0MB/s

0%

Network

0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps

0 Mbps

0 Mbps
0 Mbps
0Mbps
0 Mbps
0 Mbps

0 Mbps



Windows Architecture and Operations
Memory Allocation and Handles

= The virtual address space for a process is the — EEEEEEEEES
set of virtual addresses that the process can = SOERNETBaE e Rt
|
use. — —8 w8

Unage Tod  Acve sty [l weoted [l wotecowene ] vewsn ] teeer
31 mAan« “ane
K LA,502K 2%

= Each process in a 32-bit Windows computer
supports a virtual address space that enables

addressing up to 4 gigabytes.

= Each process in a 64-bit Windows computer i
supports a virtual address space of 8 terabytes.

= Each user space process runs in a private address
space, separate from other user space processes.

= Sysinternal’'s RamMap — Used to view memory
allocation.



Windows Architecture and Operations

The Windows Reqgistry

I Regitry Eiter
Fle 8 View Fovortes Help
v B Computer
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v HKEY_CURRENT USER
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= Information about hardware, applications, users,
and system settings is stored in the Windows
registry.

= The registry is a hierarchical database where the
highest level is known as a hive, below that there
are keys, followed by subkeys.

= The five hives of the Windows registry:

+ HKEY_CURRENT_USER (HKCU) - Holds data
concerning the currently logged in user.

+ HKEY_USERS (HKU) - Holds data concerning all the
user accounts.

« HKEY_CLASSES_ROOT (HKCR) - Holds data about
object linking and embedding (OLE) registrations.

« HKEY_LOCAL_MACHINE (HKLM) - Holds system-
related data.

+ HKEY_CURRENT_CONFIG (HKCC) - Holds data about
the current hardware profile.

= Navigation is very similar to Windows file explorer.



Windows Architecture and Operations

Lab — Exploring Processes, Threads, Handles, and Windows Registry

vl Networking
CIsco. Academy

Lab - Exploring Processes, Threads, Handles, and Windows
Registry

Objectives

In this lab, you will explore the processes, threads, and handles using Process Explorer in the Sysinternals
Suite. You will also use the Windows Registry to change a setting.

Part 1: Exploring Processes
Part 2: Exploring Threads and Handles
Part 3: Exploring Windows Registry

Required Resources

« 1 Windows PC with Infernet access

Part 1: Exploring Processes

In this part, you will explore processes. Processes are programs or applications in execution. You will explore
the processes using Process Explorer in the Windows Sysinternals Suite. You will also start and observe a
new process.




2.2 Windows Administration



Windows Configuration and Monitoring
Run as Administrator

= Sometimes, it is necessary to run or install

software that requires the privileges of the
Administrator.

= Use “Run as administrator” or open an
Administrator Command Prompt.

# Quick ace
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Oocument:
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Windows Configuration and Monitoring

Local Users and Domains
= Local users and groups are managed

[ 2 o with the lusrmgr.msc control panel applet.

Uiers

.

= A group is named and has a specific set
of permissions associated with it. A user
placed into a group will have the
permissions of that group assigned to
them.

3

3 4

E =8
§ 2

SEEEEEESREESERRERS ¢

= A domain - type of network service where
all of the users, groups, computers,
peripherals, and security settings are
stored on and controlled by a database.

* This database is stored on computers or
groups of computers called domain
controllers (DCs).



Windows Configuration and Monitoring

CLI and PowerShell

= The Windows command line interface (CLI)
can be used to run programs, navigate the
file system, and manage files and folders.

= Another environment, called the Windows
PowerShell, can be used to create scripts to
automate tasks that the regular CLI is
unable to create.




Windows Configuration and Monitoring

Windows Management Instrumentation

= Windows Management Instrumentation
(WMI) is used to manage remote
computers.

= Some attacks today use WMI to connect to
remote systems, modify the registry, and
run commands, therefore access should be
strictly limited.
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Windows Configuration and Monitoring
The net Command

= The net command supports many other commands that follow the net command and can be
combined with switches to focus on specific output.

Commands available are:

''''''''

vDes
pes

= To see a list of the net commands, type net help at the command prompit.



Windows Configuration and Monitoring

Task Manager and Resource Monitor

e

File Options View

Task Manager - 0

Processes Pedformance App history Statup Users Details  Services

5% 49% 0% 0%

$) Resource and Performance Monitor 44% 168 M8 oMe/s 0 Mbps

Task Manager % 24mB oOMB/s 0 Meps

B Windows Command Processor % 01 M8 OMB/s 0 Mbpe
'—.\(«.:]m nd processes

) Apphcation Frame Host 0% 0.5 M8 oMB/s 0 Mbps

[# COM Surrogate =% 1L3M8 oMess 0 Mbps
%) COM Surrogate % osMms OMB/s 0 Mbps
[¥) COM Surrogate 0% 12M8 oMB/s 0 Mbps
[E Cortane 0% 761 M8 oMB/s 0 Mbps
Cortana Background Task Host % 2TM8 OMB/s 0 Meps
[ Device Astociation Framework Provider Most % 26M8 oOMB/e 0 Mbps
(W] Host Process for Windows Tacks % 1.8M8 oMB/e 0 Mbps
o+ Microsoft Dustnbuted Transaction Coordinator Service % 06M8 oOMB/s 0 Mbps

Fewer detas

= Task Manager provides a lot of information

about what is running, and general
performance of the computer.

= Resource Monitor is used when more detailed
information about resource usage is needed.

N\ Resource Monetor o x
File Moniter Help
Overview CPU  Memory Duk  Netwerk
ou I 2% CPU Usage 7 100% Manimum Frequency Views |v
[ mage PO Description Status Theeads  CPU  Average CPU '
0 seseer s
0
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. Haite 1 hype otna
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L Disk B 0 xB/sec Dk VO B 0% reghest Active Time
Network B 0 xDos Network 1O B 0% Metwork Uuization
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Windows Configuration and Monitoring

Networking

To configure Windows networking properties and
test networking settings, the Network and Sharing
Center is used.

Use the netsh.exe tool to configure networking
parameters from a command prompt.

To test the network adapter, type ping 127.0.0.1
at the command prompt.

Domain Name System (DNS) should also be
tested using nslookup command.

Use netstat at the command line to see details of
active network connections.




Windows Configuration and Monitoring
Accessing Network Resources

*

& Remote Desktop Connection - X

= Server Message Block (SMB) protocol is used

Remote Desktop to share network resources.
» Connection

= Universal Naming Convention (UNC) format is

Generdl Display Local Resources Bxperence Advanced
used to connect to resources.

% Conputer:  [ample: conpuerisba 2 = An administrative share is identified by the dollar
— sign ($) that comes after the share name.
i = Remote Desktop Protocol (RDP) can be used to
log onto a remote host and make configuration
Correction seftrgs changes, install software, or troubleshoot.

Save the cumrent connection seftings to an RDP file or open a
! saved connection

Save Save As Open

2) e Qoo oo
—



Windows Configuration and Monitoring
Windows Server

= There is another edition of Windows that is
mainly used in data centers called Windows
Server.

= Services that Windows Server hosts include:

* Network Services
* File Services

. Wb Servies BR Windows Server 2016

* Management




Windows Configuration and Monitoring
Lab — Create User Accounts

11l Networking
cisco. Academy

Lab - Create User Accounts

Introduction
In this lab, you will create and modify user accounts in Windows.
Part 1: Creating a New Local User Account
Part 2: Reviewing User Account Properties
Part 3: Modifying Local User Accounts

Required Resources
¢ A Windows PC

Part 1: Creating a New Local User Account

Step 1: Open the User Account Tool.
a. Log on to the computer with an Administrator account. The account CyberOpsUser is used in this
example.

b. Click Start > search Control Panel. Select User Accounts in the Small icons view. To change the view,
select Small icons in the View by drop down list.




Windows Configuration and Monitoring

Lab — Using Windows PowerShell

stlrer)ee Networking
ci1sco. Academy

Lab — Using Windows PowerShell

Objectives
The objective of the lab is to explore some of the functions of PowerShell.

Background / Scenario

PowerShell is a powerful automation tool. It is both a command console and a scripting language. In this lab,
you will use the consale to execute some of the commands that are available in both the command prompt
and PowerShell. PowerShell also has functions that can create scripts to automate tasks and work together
with the Windows Operating System.

Required Resources

» 1 Windows PC with PowerShell installed and Internet access

Step 1: Access PowerShell console.

a. Click 8tart. Search and select powershell.




Windows Configuration and Monitoring
Lab — Windows Task Manager

1 hra)re Networking
c1sco. Academy

Lab - Windows Task Manager

Introduction
In this lab, you will explore Task Manager and manage processes from within Task Manager.
Part 1: Working in the Processes tab
Part 2: Working in the Services tab
Part 3: Working in the Performance tab

Background / Scenario

The Task Manager is a system monitor program that provides information about the processes and programs
running on a computer. It also allows the termination of processes and programs and modification of process

priority.
Required Resources

* A Windows PC with Internet access

Part 1: Working in the Processes tab

a. Open a command prompt and a web browser.

Microsoft Edge is used in this lab; however, any web browser will work. Just substitute your browser
name whenever you see Microsoft Edge.

b. Right-click the Task bar to open Task Manager. Another way to open the Task Manager is to press Ctrl-
Alt-Delete to access the Windows Security screen and select Task Manager.




Windows Configuration and Monitoring
Lab — Monitoring and Manage System Resources in Windows

stlrar] e Networking
CIsco. Academy

Lab - Monitor and Manage System Resources in Windows

Introduction

In this lab, you will use administrative tools to monitor and manage Windows system resources.

Recommended Equipment

* A Windows PC with Internet access

Part 1: Starting and Stopping the Routing and Remote Access service

You will explore what happens when a service is stopped and then started. In this part, you will use routing
and remote access service as the example service. This service allows the local device to become a router or
a remote access server.

a. Click Start > Search and select Control Panel > Click Network and Sharing Center.

Note- If your Control Panel is set to View by: Category, change it to View by: Large icons or View by:
Small icons. This lab assumes that you are using one of these settings.

5 Network and Sharing Center - o %
e < 4 3¥ « &N Control Panel ltems » Network and Sharing Center ~| @& | search Control Pane o

Control Panel Home View your basic network information and set up connections

Niew your active neworks
Change adapter semings

Change sdvanced sharing Network 1 Accesstype: Mo network access
sethings, Public network Connections: | Ethernet

e alec Change your networking settings

HemeGroup iy Set up anew connection or network

Infrared ™ Setup n broasband, dial-up, or VPN connection; ot szt up @ router or sccess paint

Internet Options
o [ Troubleshoot problems
Windewes Frewsll !

Disgnose and repeir nebwork probems, or get troubleshosting infermation.

o]
Cisco



Windows Security
The netstat Command

= The netstat command can be used to look
for inbound or outbound connections that
are not authorized.

= Link the connections to the running
processes in the Task Manager by using
netstat —abno

= To display the Process IDs for the
processes in the Task Manager, open the
Task Manager, right-click the table heading
and select PID.




Windows Security
The Event Viewer

i Event Viewer
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.
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= Windows Event Viewer logs the history
of application, security, and system
events.

= Windows includes two categories of
event logs: Windows Logs, and
Application and Services Logs.

= A built-in custom view called
Administrative Events shows all
critical, error, and warning events from
all of the administrative logs.



Windows Security
Windows Update Management

- .
@ Home

Update status

] Your device 5 up 10 date. Last checked Yesterday, 406 PM

Check for updates

@ Windows Defender Good news! The Windows 10 Creators Update is on its way. Want

Update settings

nnechons (where charges may appl

= To ensure the highest level of protection
against attacks, always make sure Windows
IS up to date with the latest service packs
and security patches.

= Windows routinely checks the Windows
Update website for high-priority updates that
can help protect a computer from the latest
security threats.

= To configure the settings for Windows
update, search for Windows Update and
click the application.



Windows Security

Local Security policy

= Windows Local Security Policy can be
—
used for stand-alone computers that are B Locl secureyPotcy - o X

File Action View Help

not part of an Active Directory domain. PN VT

7 Security Settings Name Description

A Account Policies

] PaSSWO rd POI icy iS found under ACCOU nt 2 Local Policies g Account Policies Password and account lockout policies

3 Local Policies Auddting, user nights and security options polici
Windows Firewall with Advanced Sec{

Policies, and defines the criteria for the et gt | I oo S iy, WsBomsa st

Public Key Policies Network List Manager Policies Network name, icon and location group policies

passwords for all of the users on the local v v

Application Control Policies Software Restriction Policies

Computer ! 1P Security Policies on Local Compute Application Control Policies Application Control Policies
" Advanced Audt Policy Configuration 8 1P Securtty Policies on Local Computer Internet Protocol Secunty (IPsec) Administratio..
Advanced Audit Policy Configuration Advanced Audit Policy Configuration

= Use the Account Lockout Policy in Account
Policies to prevent brute-force login
attempts.

= You can also configure User Rights and
Firewall Rules.

PN
v




Windows Security
Local Security policy

(1 Windows Defender - o X

= Windows has built-in virus and spyware
protection called Windows Defender.

PC status: Protected

= Windows Defender allows you to perform
manual scans of the computer and storage
devices, and update the virus and spyware
© utmepoieion  On definitions in the Update tab

€@ Virus and spyware defintions:  Up to date

Scan details
Last scorc 571072017 ot 7:11 AM (Quick scan)

afaln
cisco



Windows Security
Windows Firewall

= Firewalls generally work by opening
and closing the ports used by various
applications.

= Opening only the required ports on a
firewall implements a restrictive
security policy.

= Most devices now ship with settings as
restrictive as possible.

o]
cisco

‘ Windows Firewall

< v 1 P « Systemand ..

Control Panel Home

Allow an app or feature

through Windows Firewall
O Change notffication settings

9 Tum Windows Firewall on or
off

9 Restore defaults
9 Advanced settings

Troubleshoot my network

Security and Maintenance

Network and Shanng Center

» Windows Firewall

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from
gaining access to your PC through the Internet or a network.

l v Private networks

Connected

Networks at home or work where you know and trust the people and

devices on the network

Windows Firewall state:

Incoming connections:

Active private networks:

Notification state:

l o Guest or public networks

On

Block all connections to apps that
are not on the hist of allowed apps

¥ Network

Notify me when Windows Firewall
blocks a new app

Not connected
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Chapter Summary

= In this chapter, you learned about the history and architecture of the Windows operating system.
There have been over 40 versions of Windows desktop, Windows server, and Windows mobile

operating systems.

= HAL handles all the communication between the hardware and the kernel. The CPU can operate in
two separate modes: kernel mode and user mode. Applications that are installed are run in user
mode, and operating system code runs in kernel mode.

= NTFS formats the disk into four important data structures:

 Partition Boot Sector

« Master File Table (MFT)
« System Files

* File Area



Chapter Summary
Summary (Cont.)

= Applications are generally made up of many processes. A process is any program that is currently
executing. Each running process is made up of at least one thread. A thread is a part of the process
that can be executed. Some of the processes that Windows runs are services. These are programs
that run in the background to support the operating system and applications.

= Each process in a 32-bit Windows computer supports a virtual address space that enables
addressing up to four gigabytes. Each process in a 64-bit Windows computer supports a virtual
address space of up to eight terabytes.

= Windows stores all of the information about hardware, applications, users, and system settings in a
large database known as the registry. The registry is a hierarchical database where the highest level
is known as a hive. These are the five hives of the Windows registry:

« HKEY_CURRENT_USER (HKCU)

- HKEY_USERS (HKU)

« HKEY_CLASSES ROOT (HKCR)

« HKEY_LOCAL_MACHINE (HKLM)
« HKEY_CURRENT_CONFIG (HKCC)



Chapter Summary

Summary (Cont.)

= In this chapter, you also learned how to configure, monitor, and keep Windows secure. To
do this normally requires that you run programs as Administrator. As administrator, you
can create users and groups, disable access to the administrator and guest accounts,
and use a variety of administrator tools including:
« All commands available to CLI and PowerShell
* Remote computer management using WMI and Remote Desktop
« Task Manager and Resource Monitor
* Networking configuration



Chapter Summary
Summary (Cont.)

= As administrator, you will also have the ability to use all of the Windows security tools
including:

The netstat command to look for inbound and outbound connections that are not
authorized

Event Viewer for access to logs that document the history of application, security, and
system events

Windows Update configuration and scheduling

Windows Local Security Policy to secure stand-alone computers that are not part of an
Active Directory domain

Windows Defender configuration for built-in virus and spyware protection
Windows Firewall configuration to fine-tune the default settings

= As a cybersecurity analyst, you need a basic understanding of how Windows operates and
what tools are available to help keep Windows endpoints secure.



Chapter 2
New Terms and Commands

Alternative Data Stream (ADS)
Basic Input-Output System
(BIOS)

Boot Configuration Database
(BCD)

command line interface (CLI)
Disk Operating System (DOS)
domain

domain controller (DC)
encryption

Event Viewer

Extended FAT (exFAT)
Extended File System (EXT)
File Allocation Table (FAT)
firewall

hardware abstraction layer (HAL)

Hierarchical File System Plus
(HFS+)

kernel

Kernel Mode Code Signing
(KMCS)

master boot record (MBR)
Master File Table (MFT)
MS-DOS

netstat

New Technology File System
(NTFS)

Partition Boot Sector
PowerShell

Process

registry

Resource Monitor

Server Message Block (SMB)
Services

Session Manager Subsystem
(SMSS)

System Files

Task Manager

Threads

Unified Extended Firmware
Interface (UEFI)

Windows Defender

Windows Management
Instrumentation (WMI)



Chapter 2
Cybersecurity Operations Certification

This chapter covers the following areas in the Cybersecurity Operations Certification:
From 210-250 SECFND - Understanding Cisco Cybersecurity Fundamentals:

= Domain 4: Host Based Analysis

« 4.1 Define the following terms as they pertain to Microsoft Windows:
* Processes
* Threads
» Memory Allocation
* Windows Registry
« WMI
* Handles
« Services

« 4.3 Describe the functionality of the following endpoint technologies in regards to security monitoring:
* AntiMalware and Antivirus
* Host based firewall



Chapter 2
Cybersecurity Operations Certification
This chapter covers the following areas in the Cybersecurity Operations Certification:

From 210-255 SECOPS - Implementing Cisco Cybersecurity Operations

= Domain 1: Endpoint Threat Analysis & Computer Forensics
« 1.4 Define the following items as they pertain to the Microsoft Windows file system:

+ FAT32

* NTFS

 Alternative Data Streams

» Timestamps on a File System






