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Chapter 11 - Sections & Objectives

= 11.1 Technologies and Protocols

* Explain how security technologies affect security monitoring.
* Explain the behavior of common network protocols in the context of security monitoring.

+ Explain how security technologies affect the ability to monitor common network protocols.

= 11.2 Log Files

« Explain the types of log files used in security monitoring.
+ Describe the types of data used in security monitoring.
+ Describe the elements of an end device log file.

+ Describe the elements of a network device log file.



11.1 Technologies and
Protocols



Monitoring Common Protocols

Syslog and NTP

= Syslog and Network Time Protocol (NTP) essential to work of cybersecurity analyst

Syslog is used for logging event messages from network devices and endpoints.
Syslog servers typically listen on UDP port 514.
Syslog servers may be a target for threat actors.

Hackers may block the transfer of data, tamper with log data, or tamper with software that
creates and transmits log messages.

Enhancements provided by syslog-ng (next generation).
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Monitoring Common Protocols

NTP

= Syslog messages are usually timestamped
using the Network Time Protocol (NTP).

= NTP operates on UDP port 123.

= Timestamps are essential for detection of an
exploit.

= Threat actors may attempt to attack NTP to
corrupt time information used to correlate
logged network events.

= Threat actors use NTP systems to direct DDoS
attacks.

C

.'/,
-
,/.‘
.
=

Authoritative
Time Source
l

Local NTP

Server 6
\ T
\\.~ “
\,
e ‘\
6 \
\
v



Monitoring Common Protocols

DNS

= DNS is used by many types of malware.
Attackers encapsulate different network protocols within DNS to evade security devices.

Some malware use DNS to communicate with command-and-control (CnC) servers and to
exfiltrate data in traffic disguised as normal DNS queries.

Malware could encode stolen data as the subdomain portion of a DNS lookup for a domain
where the nameserver is under control of an attacker.

DNS queries for randomly generated domain names, or extremely long random-appearing
subdomains, should be considered suspicious, especially if their occurrence spikes
dramatically on the network.

DNS Exfiltration

DNS Queries
aW4gcGxhY2UgdG8gcHJvdGVjdC.example.com

BhZ2FpbnNOIEROUyBiYXNIZCBOa .example.com
* HJIYXRzIHRoYW4gdGhleSBoYXZI .example.com
e~ IHRvIHBYb3RIY3QgYWdhaW5zdC .example.com

Base64-coded Exfiltrated Data

Disguised as Subdomains Compromised DNS

Server



Monitoring Common Protocols

HTTP and HTTPS

= All information carried in HTTP is transmitted in plaintext from the source computer

to the destination on the Internet.

= HTTP does not protect data from alteration or interception.

= Web-based threats consist of malware scripts that have been planted on
webservers that direct browsers to infected servers by loading iframes.

* In iFrame injection, a threat actor compromises a webserver and plants malicious code
which creates an invisible iFrame on a commonly visited webpage.

 When the iFrame loads, malware is downloaded.

HTTP iFrame
Injection Exploit

Trusted Website

Accessed webpage calls frames from other
Rites

ate
with trusted site may house
malicious software.



Monitoring Common Protocols

HTTP and HTTPS (Cont.)

= HTTPS adds a layer of encryption to the HTTP protocol by using secure
socket layer (SSL).

- SSL makes the HTTP data unreadable as it leaves the source computer until
it reaches the server.
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Monitoring Common Protocols

HTTP and HTTPS (Cont.)

= Encrypted HTTPS traffic complicates network security monitoring.
= HTTPS adds complexity to packet captures.

HTTPS Transactions

Client browser requests a secure page with https://

Web server sends its public key with its certificate < ')
-«

Client browser ensures that the certificate is unexpired or
unrevoked and was issued by a trusted party

Client browser creates a symmetric key and sends it to the server

>
Web server decrypts the symmetric key using its private key |

Web server uses the symmetric key to encrypt the page and sends

it to the client
-€
Client browser uses the symmetric key to decrypt the page and

afaln display the information to the user
cisco
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Monitoring Common Protocols
Email protocols

= Email protocols such as SMTP, POP3, and IMAP can be used by threat actors to
spread malware, exfiltrate data, or provide channels to malware CnC servers.

« SMTP sends data from a host to a mail server and between mail servers and is not always
monitored.

« IMAP and POP3 are used to download email messages from a mail server to the host
computer and can be responsible for bringing malware to the host.

« Security monitoring can identify when a malware attachment entered the network and
which host it first infected.

POP3/IMAP



Monitoring Common Protocols

ICMP

= |CMP can be used to craft a number of types of exploits.

« Can be used to identify hosts on a network, the structure of a network, and
determine the operating systems at use on the network.
« Can also be used as a vehicle for various types of DoS attacks.

« ICMP can also be used for data exfiltration through ICMP traffic from inside the
network.

* ICMP tunneling - Malware uses crafted ICMP packets to transfer files from infected hosts
to threat actors.




Security Technologies

ACLs

= ACLs may provide a false sense of security.

- Attackers can determine which IP addresses, protocols, and ports are allowed by
Access Control Lists (ACLSs), by port scanning, penetration testing, or through

other forms of reconnaissance.

- Attackers can craft packets that use spoofed source IP addresses or applications
can establish connections on arbitrary ports.

Mitigating ICMP Abuse

S0/0/0

209.165.201.3 192.168.1.10

1. Rules on R1 for ICMP traffic from the Intemet

access-list 112 permit icmp any any echo-reply

access-list 112 permit icmp any any source-guench
access-list 112 permit icmp any any unreachable
access-list 112 deny icmp any any

access-list 112 permit ip any any

2. Rules on R1 for ICMP traffic from inside the network

access-list 114 permit icmp 192.168.1.0 .255 any echo

access-list 114 permit icmp 192.168.1.0 .255 any parameter-problem
access-list 114 permit icmp 192.168.1.0 .255 any packet-too-big
access-list 114 permit icmp 192.168.1.0 .255 any source-quench

access-list 114 deny icmp any any




Security Technologies

NAT and PAT

= NAT and PAT can complicate security monitoring.

« Multiple IP addresses are mapped to one or more public addresses that
are visible on the Internet.

* Hides the individual IP addresses that are inside the network.

SA DA SA DA
Inside Local Outside Local Inside Global Qutside Global
192.168.10.10 209.165.201.1 209.165.200.226 = 209.165.201.1
I
Inside Network : Outside Network

[
' SA
f 1209.165.200.226 e
Inside Network E | |
@@t @)
192.168.10.10 :
[

Inside Address

Local Addresses : Global Addresses

Web Server

209.165.201.1
Outside Address



Security Technologies
Encryption, Encapsulation, and Tunneling

= Encryption
* Makes traffic contents unreadable by cybersecurity analysts.
 Part of Virtual Private Network (VPN) and HTTPS.

= Virtual point-to-point connection between an internal host and threat actor
devices

« Malware can establish an encrypted tunnel that rides on a common and trusted
protocol, and use it to exfiltrate data from the network.
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Security Technologies

Peer-to-Peer Networking and Tor
= Peer-to-Peer network activity

Can circumvent firewall protections and is a common vector for the spread of malware.

» Three types of Peer-to-Peer applications exist: file sharing, processor sharing, and IM
« File-sharing P2P applications should not be allowed on corporate networks.

= Tor is a software platform and network of Peer-to-Peer hosts that function as Internet routers
on the Tor network.

« Allows users to browse the Internet anonymously using a special browser.
« Can be used to hide identity of threat actors and used by criminal organizations.

Tor
Operation

User’s Tor software

constructs a random path .
through the network of Tor . . LA T = T{:".- R‘E’l Ey
relays. ) ™

Purple arrows indicate

— 8 encrypted packet contents. g .
5 &
L L
= E’ y‘ "
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Internet-accessible computers

anywhere on the Intemet.



Security Technologies
Load Balancing

= Load balancing is the distribution of traffic between devices or network paths to
prevent overwhelming network resources.

- Some load balancing approaches use DNS to send traffic to resources that have the
same domain name but multiple IP addresses.

* This can result in a single Internet transaction being represented by multiple IP
addresses on the incoming packets.

» This may cause suspicious features to appear in packet captures.

DNS Query ns.locallsp.com '

www.example.com 3. Request reaches authoritative

DNS server for domain. NS record
delegates request to load balancer
g |P address of www.example.com load- at www.example.com.

balanced server

1. User wants to visit 2. Local DNS server lacks
www.example.com. DNS record for example.com,
query sent. queries other servers.

loadBalance.example.com

4. Load balancer returns IP address

depending on load.



11.2 Log Files



Types of Security Data
Alert Data

Sguil Console Showing Alert Event Data

= Alert Data consists of messages generated
by IPSs or IDSs in response to traffic that
violates a rule or matches the signature of a
known exploit.

= A network IDS (NIDS), such as Snort, comes
configured with rules for known exploits.

= Alerts are generated by Snort and are made
readable and searchable by applications
such as Squil, which are part of the Security
Onion suite of NSM tools.

NI
cisco



Types of Security Data
Session and Transaction Data

= Session Data is a record of a conversation between two network endpoints.

* Includes a session ID, the amount of data transferred by source and destination, and information related
to the duration of the session.
* Bro is a network security monitoring tool.
t; - wd = id org_h idorg p nf:‘tesp_n idresp_p proto sfr\ncc duration  orig_bytes vesp_b).(t.u org_pkts resp_pkts :
! / ‘ % | ,, 'x ' 35 , : , - Transaction Data
—
= Transaction data consists of the messages that are
exchanged during network sessions. =
- Can be viewed in packet capture transcripts. s




Types of Security Data
Full Packet Capture

= Full Packet Capture contains the actual contents of the conversations themselves, including the text
of email messages, the HTML in webpages, and the files that enter or leave the network.

| 2E0 1202 T ‘;Wwﬂmt}wﬂ-%ﬁam»wt@r
2691167 14.01 1.1.22 HTT S0 TCP Previous segment not Captured] Contmuation or san-HTTP tr

K - -
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29119) 1322 s [TCP Previous segmaent not captueed) Continuation or Bon-NTTP traffic{Pxche
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Types of Security Data
Statistical Data

= Statistical Data is about network traffic. Cisco Cognitive Threat Analytics

« Created through the analysis of other forms of
network data.

* Allow conclusions to be made that describe or Q : Behavioral
. . - = : Analysis
predict network behavior.

* Normal network behavior can be compared to - ' w
current traffic to detect anomalies. . :;, L
= Cisco Cognitive Threat Analytics is a NSM / \ Potential Threat
tool. j

Internal Users

» Able to find malicious activity that has l
bypassed security controls, or entered through u“u e .
unmonitored channels (including removable s
media), and is operating inside an Adnmly Machiine

Detection Learning

organization’s environment.



End Device Logs

Host Logs

= Host-based intrusion protection (HIDS) runs on individual hosts.
« HIDS not only detects intrusions, but in the form of host-based firewalls, can also prevent intrusion.
« Creates logs and stores them on the host.
* Microsoft Windows host logs are visible locally through Event Viewer.
« Event Viewer keeps four types of logs: Application logs, System logs, Setup logs, and Security logs.

Error An event that indicates a significant problem such as loss of data or loss of functionality. For
example, if a service fails to load during startup, an Error event is logged.

Warning An event that is not necessarily significant, but may indicate a possible future problem. For Wl n d OWS
example, when disk space is low, a Warning event is logged. If an application can recover
from an event without loss of functionality or data, it can generally classify the event as a
Warning event. v ° Y v H O St L O g

Information An event that describes the successful operation of an application, driver, or service. For Eve n t
example, when a network driver loads successfully, it may be appropriate to log an
Information event. Note that it is generally inappropriate for a desktop application to log an
event each time it starts. Ty p SN)

Success Audit An event that records an audited security access attempt that is successful. For example, a
user's successful attempt to log on to the system is logged as a Success Audit event.

Failure Audit An event that records an audited security access attempt that fails. For example, if a user
tries to access a network drive and fails, the attempt is logged as a Failure Audit event.




End Device Logs
Syslog
= Many types of network devices can be configured to log events to syslog servers.

 Client/server protocol
« Syslog messages have three parts: PRI (priority), HEADER, and MSG (message text).
» PRI consists of two elements, the Facility and Severity of the message.

+ Facility consists of broad categories of sources that generated the message, such as the system,
process, or application, directs message to appropriate log file.

« Severity is a value from 0-7 that defines the severity of the message.

| Severity, Facility | | Timestamp, Hostname
PRI HEADER MSG

|| 8 Bits |

1024 Bytes



End Device Logs

Syslog (Cont.)

Syslog Severity and Facility

Emargency System is unusable

kern: Kernel messages

1 Alert: Action must be taken 1 user: User-level messages
immediately 2 mail: Mail system
2 Critical: Critical conditions 3 daemon: System daemons
3 Error: Error conditions 4 auth: Security/authorization
4 Warning: Warning conditions messages
5 Notice: Normal but significant 5 syslog: Messages generated
condition internally by Syslogd
6 Informational: Informational 6 Ipr: Line printer subsystem
messages 7 news: Network news subsystem
8 uucp: Unix-to-Unix copy subsystem
9 Clock daemon
10 authpriv: Security/authorization
messages
Priority = (Facility X 8) + Severity 11 ftp: FTP daemon
12 NTP subsystem
afaln 13 Logaudit
cisco




End Device Logs
Server Logs

= Server Logs are an essential source of data for network security monitoring.
- Email and web servers keep access and error logs.
* DNS proxy server logs document all DNS queries and responses that occur on the network.

* DNS proxy logs can identify hosts that visited dangerous websites and identify DNS data exfiltration
and connections to malware CnC servers.

Web Server Logs

~nAN

logo _sm.gif HTTP/1.0&€x 200

""http://www.example.com/links.html"" o I .1, Mozill (compatib
(Windows NT 6.1; Win64; x64; rv:! Windows Phone 0S5 7.5; Trident/5.0; IEMcokile/89.0), -
1 Firefox/47.0" http://www.exanple. com




End Device Logs
Apache Webserver Access Logs

= Apache Webserver access
logs record the requests for
resources from C||ents to the HTTP/1.0" 200 2254 ""http://www.example.com/links.html""

"Mozilla/5.0 (Windows NT 6.1; Win64; x64; rvi47.0) Gecko/20100101 Firefox/47.0

203.0.113.127 - dsmith [10/0ct/2016:10:26:57 —0500] "GET /logo sm.gif

server.
EEE- Description ____|Example
¢ TWO Iog formats Client IP address IP address of requesting 203.0.113.127
client
hd Common |Og format (CLF) 2 Client identity Client userid, frequently -
omitted
e Combined |og format, which is CLF 3 User ID User name of authenticated ~dsmith
. o user, if any
Wlth the addltlon Of the referrer and 4 Timestamp Date and time of request [10/0ct/2016:10:26:57 -0500]
user agent f|e|dS 5 Reqguest Request method and GET /logo_sm.gif HTTP/1.0"
requested resource
6 Status Code HTTP status code 200
7 Size of Response Bytes returned to client 2254
8 Referrer Location, if any, from which  http://www.example.com/links.html
the client reached the
resource
9 User Agent Browser used by client Mozilla/5.0 (Windows NT 6.1; Win64;

xB64; rv:47.0) Gecko/20100101
Firefox/47.0



End Device Logs
IS Access Logs

= Microsoft IIS creates access logs that can be viewed from the server with Event Viewer.
IIS Access Log Format

6/14/2016, 16:22:43, 203.0.113.24, -, W3SVC2, WEB3, 198.51.100.10, 80, GET,
/home.htm, -, 200, 0, 15321, 159, 15, HTTP/1l.1, Mozilla/5.0 (compatible; MSIE 9.0;
Windows Phone 08 7.5; Trident/5.0; IEMobile/9.0), -, http://www.example.com

 ——————— URI Query

tem Explanation BT
Date date date on which the 6/14/2016 QURaZISERE
activity occurred Bytes Sent
Time time UTC time, at which the 16:22:22
activity occurred Bytes Received
Client IP Address c-ip IP address of the client 203.0.113.24 Time Taken
that made the request
User Name cs-username  authenticated user = ‘
name Protocol Version
User Agent
Service Name and s-sitename Internet service name  W3SVC2
Instance Number and instance number .
Server Name s- name of the server that WEB3 ESee
computername generated the log entry
Server IP Address  s-ip IP address of the server 198.51.100.10 Referrer
Server Port s-port server port for the 80
service
Method cs-method requested action (HTTP GET
method)

URI Stem cs-uri-stem target of the action fhome.htm

LI = . e S SIS P D SRUN 1 S | Y

cS-uri-query
sc-status
sc-win32-
status
sc-bytes
cs-bytes
time-taken
cs-version
cs(User-

Agent)

cs(Cookie)

cs(Referrer)

the guery the client
was trying to perform
HTTP status code
Windows status code

bytes that the server
sent

bytes that the server
received

length of time that the
action tock, in
milliseconds

the protocol version
browser type that the
client used

The content of the
cookie sent or
received, if any

site that provided a link

200

15321

159

HTTP/1.1

Mezilla/5.0 (compatible; MSIE 9.0;
Windows Phone OS 7.5; Trident/5.0;
IEMobile/9.0)

http://www.example.com



End Device Logs

SIEM and Log Collection

= Security Information and Event Management (SIEM) technology

* Provides real-time reporting and long-term analysis of security events.
» Uses the following functions: Log collection, Normalization, Correlation, Aggregation, Reporting,

Compliance
* Apopular SIEM is Splunk IDS/IPS ]
Antimalware Devices ] Firewalls l
Full Packet Captures ] HIDS l
S I E M MNetFlow Telemetry Server Logs and Syslog ]
Components

Threat Intelligence,
Asset Management,

Incident Management
Log Storage

System

Compliance Reporting ] Alerts and Automation J

dfra]n Dashboards and Reports ]
cisco




Network Logs

TCPdump

= Tcpdump command line tool is a popular packet analyzer.
 Displays packet captures in real time, or writes packet captures to a file.
» Captures detailed packet protocol and content data.
* Wireshark is a GUI built on tcpdump functionality.



Network Logs
NetFlow

= NetFlow is a protocol used
for network
troubleshooting and

session-based accounting.

* Provides network traffic
accounting, usage-based
network billing, network
planning, security, Denial of
Service monitoring
capabilities, and network
monitoring.

* Provides information about
network users and
applications, peak usage
times, and traffic routing.

* Collects metadata, or data
about the flow, not the flow
data itself.

cords

Simple NetFlow v5 Flo

Date flow start Duration Proto Src IFP Addr:iPort
2017-08-30 00:09:12.596 00.010 TCP  10.1.1.2:80

Dst IP Addr:Port Flags Tos Packets Bytes Flows
-> 13.1.1.2:8974 .AP.S5F 0 62 3512 1

Traffic Contribution: 8% (3/37)

Flow informationi

IPV4 SOURCE ADDRESS:10.1.1.2
IPV4 DESTINATION ADDRESS:13.1.1.2
INTERFACE INPUT:Se0/0/1

TRNS SOURCE PORT:B974

TRNS DESTINATION PORT:80

IP TOS:0x00

IP PROTOCOL: 6

FLOW SAMPLER ID:0

FLOW DIRECTION:Input

ipv4 source mask:/0

ipv4 destination mask:/8
counter bytes:205

ipv4 next hop address:l3.1.1.2

tep flags:0xlb

interface output:Fad/0
counter packets:5

timestamp £irst:00:09:12.596
timestamp last:00:09:12.606
ip source as:0

ip destination as:i0




Network Logs

Application Visibility and Control

= Cisco Application Visibility and Control (AVC) system
« Combines multiple technologies to recognize, analyze, and control over 1000 applications
« Applications include voice and video, email, file sharing, gaming, peer-to-peer, and cloud-based

applications. —
Port Monitoring
* More information than port monitoring alone.

g
Management and -g
Reporting Tools =
< Application Monitoring
Application Metrics Collection Management and Contro
Recc Repoerting
Collect metrics for ~ Control application use to
Identify applications using expart to management Provision the network, maximize network
L3toL7 data tool collect data, and report on performance -
applications performance g
1000+ applications * Bandwidth usage « Application prioritization %
* Cloud services * Response time « Report generation * Application bandwidth Q
* Cisco WebEx * Latency * Policy management enforcement —g
« YouTube * Packet loss <
* Skype * Jitter
* P2P * P2P Cicso Prime QoS
Other 3rd Party Software
NBAR2 NetFlow9 v

v
cisco



Network Logs

Content Filter Logs

= Devices that provide
content filtering

 Cisco Email Security
Appliance (ESA)

» Cisco Web Security
Appliance (WSA)

= Provide a wide range of
functionalities for security
monitoring. Logging is
available for many of these
functionalities.

o]
Cisco

“Overview” Reports

“Detailed” Reports

Targeted Search

et A -




Network Logs
Logging from Cisco Devices

= Cisco devices can be configured to submit events and alerts to security
management platforms using SNMP or syslog.

Cisco Syslog Message Formats

Cisco ASA Device

NTP Status Cisco

Timestamp Facility Message ID Message Text

*Mar19 11:22:07.289 EDT: %ASA-3-201008: Disallowing new connections

Cisco |0S Device

*Sep 16 08:50:47.359 EDT: %5YS-5-CONFIG_|: Configured from console by con0




Network Logs
Proxy Logs

= Proxy servers contain valuable logs that are a primary source of data for network
security monitoring.
* Proxy servers make requests for resources and return them to the client.

« Generate logs of all requests and responses.

- Can be analyzed to determine which hosts are making the requests, whether the
destinations are safe or potentially malicious, and to gain insights into the kind of resources

that have been downloaded.

= Web proxies provide data that helps determine whether responses from the web
were generated in response to legitimate requests or only appear to be responses.

= Open DNS offers a hosted DNS service that extends the capability of DNS to
include security enhancements.

* DNS super proxy

* Apply real-time threat intelligence to managing DNS access and the security of DNS
records



Network Logs

NextGen IPS

= Cisco NexGen IPS devices extend network security to the
application layer and beyond.

Provide more functionality than previous generations of network security devices.

Include reporting dashboards with interactive features that allow quick reports on
very specific information without the need for SIEM or other event correlators.

Use FirePOWER Services to consolidate multiple security layers into a single
platform.

FirePOWER services include application visibility and control, reputation and
category-based URL filtering, and Advanced Malware Protection (AMP).



Network Logs

NextGen IPS (Cont.)

= Common NGIPS
events include:

Connection Event
Intrusion Event

Host or Endpoint
Event

Network Discovery
Event

Netflow Event

o]
Cisco

Cisco Next Generation IPS Major Functionalities

Intrusion Prevention Advanced Malware URL Filtering
(Subscription) Protection and (Subscription)
Sandboxing
(Subscription)
Firepower Analytics
and Automation
———— f\‘n‘""!
e ————— /
/('\\ I/ !
l-' < \ ] : ,/0/ /
\ﬁv N f"’
Application Visibility . u3 Built-in Network Identity-Policy Control
and Control Profiling and VPN




Network Logs
Packet Tracer — Explore a NetFlow Implementation

«tl1er)re Networking
CISCO. Academy

Packet Tracer — Explore a NetFlow Implementation

Topology

10.0.0.10

E—

Input flows from LAN Input flows from Internet

10.0.0.11 —_— S SSm—
D:\‘ -
PC-2 {;}f'ﬁ — F‘i\,\‘,a
Go/o S0/0/1
Internet
10.0.0.1 Edge 64.100.0.2 www.example.com

192.0.2.100
10.0.0.12

NetFlow Exporter
10.0.0.0/24

10.0.0.13

NetFlow Collector
10.0.0.100

Objectives
Part 1: Observe NetFlow Flow Records - One Direction

Part 2: Observe NetFlow Records for a Session that Enters and Leaves the Collector

afaln
cisco




Network Logs
Packet Tracer — Logging from Multiple Sources

«tl1a1]1 Networking
cIsco. Academy

Packet Tracer - Logging from Multiple Sources

Topology

209.165.200.194

SAttacker

L.
|
2‘

.....

Bre Ewitch Firewall cSiipsy Internet

Syslog Server

Objectives
Part 1: Use syslog to capture log files from multiple network devices
Part 2: Observe AAA user access logging

afaln
cisco



11.3 Chapter Summary



Summary

Video — Setup a Multi-VM Environment

o]
cisco



Summary

Lab — Setup a Multi-VM Environment

sl he Networking
Lab — Setup a Multi-VM Environment
Topology
DMZ
Inside l Internet
Vulnerable Server
(Metasploitable)
209.165.200.235/27
b Security Onion ‘
(+ FW and RTR) o
a’:fk;?::m ethD: 192.168.0.1/24 L
ethl: 209.165.200.226/27 | 209.165.201.17/27
(asend host) eth2: 200.165.201.21/27
192.168.0.11/24 eth3: 10.0.5.2/24
Student Host Computer
Objectives
In this lab, you will set up a virtual network environment by connecting multiple virtual machines in Virtualbox.

afaln
cisco



Chapter Summary
Summary

In this chapter, you learned about the security technologies and log files used in security
monitoring.

Some of the common protocols that are monitored are: syslog, NTP, DNS, HTTP and HTTPS,
SMTP, POP3, IMAP, and ICMP.

Some commonly used technologies have an impact on security monitoring, including: ACLs, NAT
and PAT, encryption, tunneling, peer-to-peer networks, TOR, and load balancing.

There are different types of security data, including: alert data, session and transaction data, full
packet captures, and statistical data.

End devices create logs. Microsoft Windows host logs are visible locally through Event Viewer.
Event Viewer keeps four types of logs:

« Application logs — These contain events logged by various applications.

« System logs — These include events regarding the operation of drivers, processes, and hardware.

« Setup logs — These record information about the installation of software, including Windows updates.

« Security logs — These record events related to security, such as logon attempts and operations related to file or
object management and access.



Chapter Summary
Summary (Cont.)

= Syslog includes specifications for message formats, a client-server application
structure, and network protocol.

= Network application servers such as email and web servers keep access and error logs.

= Apache webserver access logs record the requests for resources from clients to the
server.

= Microsoft |IS creates access logs that can be viewed from the server with Event Viewer.

= SIEM combines the essential functions of security event management (SEM) and
security information management (SIM) tools to provide a comprehensive view of the
enterprise network.

= Tcpdump is a packet analyzer that displays packet captures in real time. Wireshark is a
GUI built on tcpdump functionality.
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= NetFlow provides network traffic accounting, usage-based network billing, network
planning, security, Denial of Service monitoring capabilities, and network
monitoring.

= The Cisco Application Visibility and Control (AVC) system combines multiple
technologies to recognize, analyze, and control over 1000 network applications.

= Cisco ESA and WSA provide a wide range of functionalities for security monitoring,
including logging.

= Cisco security devices can be configured to submit events and alerts to security
management platforms using SNMP or syslog.

= Proxy servers generate logs of all requests and responses.

= NexGen IPS provide more functionality than previous generations of network
security devices including content-based services.
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Cybersecurity Operations Certification

This chapter covers the following areas in the Cybersecurity Operations Certification:
From 210-250 SECFND - Understanding Cisco Cybersecurity Fundamentals:

= Domain 4: Security Concepts

« 4.4 Interpret the following operating system log data to identify an event:
* Windows Security Event Logs
» Unix based syslog
* Apache Access Logs
* IIS Access Logs



Cybersecurity Operations Certification

This chapter covers the following areas in the Cybersecurity Operations Certification:
From 210-250 SECFND - Understanding Cisco Cybersecurity Fundamentals:

= Domain 5: Security Monitoring

- 5.1 Identify the types of data provided by the following technologies:

« TCP Dump, Netflow, Next Gen firewall, Traditional Stateful Firewall, Application Visibility and control, Web
Content Filtering, Email Content Filtering

« 5.2 Describe the following types of data used in security monitoring:
» Full packet capture, Session Data, Transaction Data, Statistical Data, Extracted content, Alert Data
« 5.3 Describe the following concepts as they relate to security monitoring:
» Access Control List, NAT/PAT, Tunneling, TOR, Encryption, P2P, Encapsulation, Load Balancing
* 5.4 Describe the following NextGen IPS event types:
« Connection Event, Intrusion Event, Host or Endpoint Event, Network Discovery Event, Netflow Event
« 5.5 Describe the function of the following protocols in the context of security monitoring:
*,DNS, NTP, SMTP/POP/IMAP, HTTP/HTTPS



Cybersecurity Operations Certification

This chapter covers the following areas in the Cybersecurity Operations Certification:
From 210-255 SECFND - Implementing Cisco Cybersecurity Operation:

= Domain 2: Network Intrusion Analysis

- 2.3 ldentify the elements from a Netflow v5 record from a security event.

« 2.7 Map the provided events to the following source technologies:
* Netflow
- IDS/IPS
» Proxy logs






