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In computer networking, ARP spoofing, ARP cache poisoning, or ARP poison routing, is a technique by which an
attacker sends (spoofed) Address Resolution Protocol (ARP) messages onto a local area network. Generally, the
aim is to associate the attacker's MAC address with the IP address of another host, such as the default gateway,
causing any traffic meant for that IP address to be sent to the attacker instead. ARP spoofing may allow an
attacker to intercept data frames on a network, modify the traffic, or stop all traffic. Often the attack is used as
an opening for other attacks, such as denial of service, a man in the middle, or session hijacking attacks. The
attack can only be used on networks that use the Address Resolution Protocol, and is limited to local network
segments.

The goal of this scenario is to demonstrate, how to intercept client’s traffic by poisoning its ARP cache. Last but
not least, DHCP Snooping together with Dynamic ARP Inspection will be deployed as an effective
countermeasure against this type of attack.
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SETUP ROUTER AS DHCP SERVER

1. Enter global configuration

Router> enable
Router# configure terminal

2. Configure IP address on interface e0/0

Router (config) # interface e0/0

Router (config-if)# ip address 192.168.1.1 255.255.255.0
Router (config-if) # no shutdown

Router (config-if) # end

Router (config) # show ip interface brief

3. Create a DHCP Pool

Router# configure terminal

Router (config) # ip dhcp pool MYPOOL

Router (dhcp-config) # network 192.168.1.0 /24

Router (dhcp-config) # default-router 192.168.1.1

Router (dhcp-config) # dns-server 8.8.8.8

Router (dhcp-pool) # exit

Router (config) # ip dhcp exclude-address 192.168.1.1 192.168.1.99




LEASE ADDRESSES FOR ALL CLIENTS
1. Ask for DHCP lease and verify connectivity to router on VPC_Victim1 and VPC_Victim2
VPCS> ip dhcp

VPCS> show ip
VPCS> ping 192.168.1.1

EF VPC_Victim1

2. Linux_Attacker should receive address automatically during operating system startup.

QEMU (Linux_Attacker) = O X
SN2 HELOOT | T
Applications v Places » Terminal v Mon 09:59 @ A ) O~

root@kali: ~ " ‘ Q ©0

File Edit View Search Terminal Help
~# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group defaul
t
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred 1ft forever
2: eth@: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo_fast state UP gn
oup default glen 1000
link/ether 50:00:00:05:00:00 brd ff:ff:ff:ff:ff:ff
inet 192.168.1.101/24 brd 192.168.1.255 scope global dynamic eth0
valid 1ft 86305sec preferred 1ft 86305sec
inet6 feB80::5200:ff:feB5:0/64 scope link
valid_ﬁft forever preferred 1ft forever
i~

3. Otherwise, issue following command in terminal

root@kali:~# dhclient ethO



a QEMU (Linux_Attacker)

SERRLODT ]

Applications ¥ Places v irk Mon 10:00 @

root@kali: ~
File Edit View Search Terminal Help

- Mdhclient ethO)
d vice invalid.
ript smbd, action "reload" failed.

Job for

1:s
1

valid _1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred 1ft forever

valid _1ft forever preferred 1ft forever
inet6 fe80::520 f:feldS 4 scope link
valid_1ft forever preferred 1ft forever
= |

4. Start capturing on VPC _Victim2's interface ethO by clicking on right mouse button in topology canvas
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5. Ping between VPC_Victim1, VPC_Victim2 and Router. Observe subsequent ARP and ICMP message

exchange



apturing from Standard input -

& Capturing from Standard inp [m] X

File  Edit
n ® X

View Go Capture Analyze Wireless

Q Q&

Statistics  Telephony Tools  Help

gt = G

¥ =

(M 2op ] Expression...  +
No. Time Source Destination Protocal Length Info ~

5 8.027927 Private_66:68:02 Broadcast ARP 64 Who has 192.168.1.1007 Tell 192.168.1.182 [ET

6 8.032232 Private_66:68:03 Private _66:68:02 ARP 64 192.168.1.100 is at 00:50:79:66:68:03 [ETHERN

7 8.036522 192.168.1.182 192_168.1.100 ICMP 98 Echo (ping) request id=@x6bd®, seq=1/256, tt

8 5.036936 192.168.1.100 192.168.1.102 1cMP 98 Echo (ping) reply  id=@x6b4@, seq=1/256, tt

10 9.039683 192.168.1.182 192.168.1.100 ICMP 98 Echo (ping) request id=@x6c4@, seq=2/512, tt

11 9.041024 192.168.1.100 192.168.1.102 ICMP 98 Echo (ping) reply  id=ex6cd®, seq=2/512, tt

12 10.041996¢  192.168.1.182 192.168.1.100 ICcMP 98 Echo (ping) request id=@x6d4@, seq=3/768, tt

13 10.046735  192.168.1.100 192.168.1.102 ICMP 98 Echo (ping) reply  id=ex6dd4e, seq=3/768, tt
192.168.1.102 192.168.1.100 ICMP 98 Echo (ping) request id=0x6e48, seq=4/1024, tv

. o o e et oo = cmomn oo . P e

Frame 5: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface @
Ethernet II, Src: Private_66:68:02 (68:50:79:66:68:02), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
v Address Resolution Protocel (request)
type: Ethernet (1)
type: IPv4 (©x0808)
size: 6

Hardware
Protocol
Harduare
Protocol size: 4

request (1)

MAC address: Private_66:68:02 (89:50:79:66:68:02)
IP address: 192.168.1.102

MAC address: Broadcast (ff:ff:ff:ff:ff:ff)

IP address: 192.168.1.100

Opcode:
Sender
Sender
Target
Target

tf £ff ff ff ff ff o0 se
08 90 06 04 00 91 08 50
tf £f ff £f £f ff

@0 00 60 00 @0 00 60 08

0020

7 TargetIP address (arp.dst.proto_ipv4), 4bytes

79 66 68 02 @8 86 68 01
79 66 68 02 c@ a8 @1 66

60 00 00 206 60 00
@0 00 0o 0P 00 00 6o 00

Packets: 50 - Displayed: 50 (100.0%)

Profile: Default

6. Check ARP cache on VPC_Victim2

VPCS> show arp

YPC Victim2 — O >




PERFORM ARP CACHE POISONING AND ARP MITM ATTACK

1. Launch Ettercap tool on Linux_Attacker, click on “Applications”, chose “09 — Sniffing & Spoofing”

QEMU (Linux_Attacker) - ] X

MBSO I | T

Applications ¥ Places » Mon 07:35e

Favorites

01 - Information Gathering

driftnet
02 - Vulnerability Analysis

03 - Web Application Analysis ettercg-g...

04 - Database Assessment
ferret
05 - Password Attacks

hamst
06 - Wireless Attacks NS

07 - Reverse Engineering macchanger

%

e 7 //////////////

2. Initiate unified sniffing from network interface card by pressing Ctrl+U

QEMU (Linux_Attacker) - ] X
SEBSHLIOOT
Applications v Places ¥ @ Ettercap v Mon 07:37 @

ettercap 0.8.2

File Sniff Options Info

Unified sniffing...
Bridged sniffing... Ctrl+B

Set peap filter... Ctri+P |
) g —— iy

3. Pick ethO interface and click “OK”

B QEMU (Linux_Attacker) - O X
SEBSHLIOOT
Applications + Places v @ Ettercap ~ Mon 07:38 ®

ettercap 0.8.2
File Sniff Options Info

ettercap Input

I ? l Network interface : | ethO

Cancel




4. Scan network for present IPv4 devices by pressing Ctrl+S

ﬁ QEMU (Linux_Attacker)

esEg =200

Applications + Places v @ Ettercap =

Mon 10:07 @

ettercap 0.8.2
Start Targets Hosts View Mitm Filters Logging Plugins Info
Hosts list Ctrl+H

Enable IPv6 scan

Scan for hosts Ctrl §

Load from file... N
Save to file...
/W—H e :\

/

Lua: no scripts were specified, not starting up!
Starting Unified sniffing...

Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
3 hosts added to t

5. Display a host list, either by pressing Ctrl+H or using GUI option “Hosts -> Hosts list”. Mark targets by

assigning VPC_Victim1 and VPC_Victim2 to the group TARGET1 and Router to the group TARGET2

B QEMU (Linux Attacker)
S EBTRLIOD

Applications + es € Ettercap = Mon 10:15

ettercap 0.8.2
Start Targets Hosts View Mitm Filters Logging Plugins Info
Host List %

IP Address MAC Address Description
192.168.1.1
192.168.1.100 00:50:79:66:68:03

192.168.1.102 00:50:79:66:68:02

Delete Host Add to Target 1

Add to Target 2
Randomizing 255 hosts for scanning...

Scanning the whole netmask for 255 hosts...

3 hosts added to the hosts list...

Host 192.168.1.100 added to TARGET1

Host 192.168.1.102 added to TARGET1

Host 192.168.1.1 added to TARGETZ)]

6. Initiate ARP poisoning by choosing “Mitm -> ARP poisoning” option



@8 QEMU (Linux_Attacker)

- o X
SEBTRLOOF

Applications + Places v+ @ Ettercap =

Mon 10:16®

ettercap 0.8.2

Start Targets Hosts View Mitm Filters Logging Plugins Info

Host List % ARP poisoning...

IP Address MAC Address ICMP redirect...

Port stealing...
DHCP spoofing...
192.168.1.100 00:50:79:66:6! S
NDP poisoning...
192.168.1.102 00:50:79:66:6i

Stop mitm attack(s)

Select “Sniff remote connection” when you want to intercept also non-local communication and hit
IIOKII

B8 QEMU (Linux_Attacker) - (m} X
eMBSHOOF

Applications ¥ Places v @ Ettercap v

Mon 10:17 e
ettercap 0.8.2
Start Targets Hosts View Mitm Filters Logging Plugins Info
Host List %

IP Address  MAC Address | Description
192.168.1.1 AA:BB:CC:00:04:00
192.168.1.100 00:50:79:66:68:03
192.168.1.102 00:50:79:66:68:02

MITM Attack: ARP Poisoning @

' Optional parameters

« Sniff remote connections.

Only poison one-way.

Cancel OK

8. Start packet capturing on Linux_Attacker’s ethQ interface
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9. Tryto ping from VPC_Victim2 to Router. Observe how ARP cache has changed

VPCS> ping 192.168.1.1
VPCS> show arp

L
[ I T T ]

Ln

[ I

10. You can see ICMP messages captured and intercepted by Linux_Attacker




& Capturing from Standard input - [m] X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ma® RERes=2F L= Qe e

[ [ Apply a display fiter _<Cirl-/> 3 -] expression... +

No. Time Source Destination Protocol Length Info W
541 272.558903  192.168.1.102 192.168.1.1 ICMP 98 Echo (ping) request id=@x9546, seq=2/512, ..
542 272.552146 192.168.1.1 192.168.1.102 ICMP 98 Echo (ping) reply id=0x9546, seq=2/512, ..
543 272.552480 192.168.1.1 192.168.1.182 ICMP 98 Echo (ping) reply id=8x9546, seq=2/512, ..
545 274.399371 192.168.1.182 192.168.1.1 ICMP 98 Echo (ping) request id=8x9746, seq=1/256, ..
546 274.400765 192.168.1.1082 192.168.1.1 ICMP 98 Echo (ping) reguest id=8x9746, seq=1/256, ..
547 274.484672 192.168.1.1 192.168.1.182 ICMP 98 Echo (ping) reply id=Bx9746, seq=1/256, ..
548 274.4@5086 192.168.1.1 192.168.1.102 ICMP 38 Echo (ping) reply id=0x59746, seq=1/256, ..
549 275.406245 192.168.1.1082 192.168.1.1 ICMP 98 Echo (ping) request id=0x9846, seq=2/512, ..
558 275.488721 192.168.1.182 192.168.1.1 ICMP 98 Echo (ping) request id=@x9846, seq=2/512, ..
551 275.411731 192.168.1.1 192.168.1.102 ICMP 98 Echo (ping) reply id=0x9846, seq=2/512, ..
552 275.412056  192.168.1.1 192.168.1.182 ICMP 98 Echo (ping) reply id=0x9846, seq=2/512, ..
554 276.413793  192.168.1.182 192.168.1.1 ICMP 98 Echo (ping) request id=@x9946, seq=3/768, ..
555 276.416767 192.168.1.182 192.168.1.1 ICMP 98 Echo (ping) reguest id=8x9946, seq=3/768, ..
556 276.418994 192.168.1.1 192.168.1.182 ICMP 98 Echo (ping) reply id=8x9946, seq=3/768, .. .

Frame 545: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface @

Ethernet II, Src: Private_66:68:02 (©00:50:79:66:68:82), Dst: 50:00:00:05:00:00 (50:00:00:05:008:00)
Internet Protocol Version 4, Src: 192.168.1.102, Dst: 192.168.1.1

Internet Control Message Protocol

50 60 60 05 00 00 @8 S8 79 66 68 ©2 08 @0 45 69
00 54 46 97 00 0@ 40 @1 bO 5a c@ a8 @1 66 c@ ad
01 @1 08 90 88 c4 97 46 00 81 08 09 Pa Bb Oc od
e of 16 11 12 13 14 15 16 17 18 19 1la 1b 1c 1d . - .
le 1f 20 21 22 23 24 25 26 27 28 29 2a 2b 2c 2d L. TSR & ()R, -

¥ Ready to load or capture || Packets: 777 - Displayed: 777 (100.0%) || Profie: Default

11. Stop the attack on Linux_Attacker

B oFMU (Linux_Attacker) — ] ®

ettercap 0.8.2

Start Targets Hosts View Mitm Filters Logging Plugins Info

Host List % ARP poisoning...
ICMP redirect...

IP Address MAC Address
Port stealing...

a1 mancc [ —
DHCP spoofing...

192.168.1.100 00:50:79:66:6!

NDP poisoning...

192.168.1.102 00:50:79:66:6
Stop mitm attack(s)




DEPLOY DYNAMIC ARP INSPECTION

1. Dynamic ARP Inspection (DAl) cooperates with DHCP Snooping, Switch leverages DHCP Snooping
database for DAI functionality. Hence, configure DHCP Snooping first.
2. Configure DHCP Snooping for all VLANs on the switch (which is currently just default VLAN 1)

Switch (config)# ip dhcp snooping

Switch(config)# ip dhcp snooping vlan 1

Switch (config)# interface e0/0

Switch (config-if)# ip dhcp snooping trust

Switch (config-if)# ip dhcp snooping limit rate 5
Switch (config)# end

Switch# show ip dhcp snooping

3. Configure DHCP Snooping on Router

Router# configure terminal
Router (config) # ip dhcp relay information trust-all
Router (config) # end

4. Renew IP addresses in order to populate DHCP Snooping database on VPC_Victims

VPCS> ip dhcp

5. Renew IP address on Linux_Attacker

root@kali:~# dhclient ethO

6. Verify DHCP snooping database

Switch# show ip dhcp snooping binding




EP Switch —

7. Configure Dynamic ARP Inspection on all VLANs (effectively just VLAN1 in this topology)

Switch (config)# ip arp inspection vlan 1
8. Mark interface e0/0 on Switch towards Router as trusted for DAI
Switch (config)# interface e0/0

Switch (config-if)# ip arp inspection trust
Switch (config-if)# end

9. Verify DAI configuration

Switch# show ip arp inspection vlan 1
Switch# show ip arp inspection interfaces




VERIFY DYNAMIC ARP INSPECTION OPERATION

1. Ping between VPC_Victim1, VPC_Victim2 and Router. Observe ARP cache

VPCS> ping 192.168.1.1
VPCS> show arp

EP VPC_Victim2 - O *

2. Dynamic ARP Inspection discards malicious traffic and notifies administrator by Syslog message

EE Switch - O X
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