CAM OVERFLOW ATTACK

THE GOAL

A forwarding information base (FIB), also known as a forwarding table or CAM table, is most commonly used in
network bridging, routing, and similar functions to find the proper interface to which the input interface should
forward a packet. It is a dynamic table that maps MAC addresses to ports. It is the essential mechanism that
separates network switches from network hubs.

Attacker may spoof fake Ethernet frames and overload CAM table of switch. Due to this, Switch performance
rapidly decreases and switch may start to flood some traffic as hub. Port-security which limits a number of
learned MAC addresses is the countermeasure against this type o attack.

We will successfully test the attack first and then apply port-fast on the switch and see how it works.
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INITIAL SETUP OF TOPOLOGY ON SWITCH

1. Switch port must be access port connecting end-hosts

Switch> enable

Switch# configure terminal

Switch (config)# interface range e0/0-3

Switch (config-if)# switchport mode access
2. Check the content of CAM table

Switch (config-if) # end

Switch# show mac address-table
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INITIAL SETUP OF TOPOLOGY ON VICTIMS

1. Assign IP address to VPC_Victim1

VPCS> ip 192.168.1.101/24 192.168.1.1
2. Assign IP address to VPC_Victim2

VPCS> ip 192.168.1.102/24 192.168.1.1
3. Try to ping between victims

VPCS> ping 192.168.1.102

R VPC_Victim1 - O X




PERFORM CAM OVERFLOW ATTACK

1. First logon on to attacker’s computer, username “root”, password “toor”
a. UseGUI
b. Alternatively, use CLI by pressing Ctrl+Alt+F1

2. Open terminal

3. Execute program macof

QEMU (Linux_Attacker) — O X
SEBRSRLOOF 10.20.40.14::32769| ] *

Applications ¥ Places ~ Terminal « Fri03:28 @ e m S ) O

root@kali: ~
File Edit View Search Terminal Help
88726214(0) win 512
:ce:8b 7c:4b:2d:76:9b:5b 0.0.0.0.19162 > 0.0.0.0.9032: S 428679279:428
n 512
c7:8d 90:f7:4c:5f:17:c7 0.0.0.0.49393 > 0.0.0.0.38958: S 526628283:5
2662828 ) win 512
35:75:69:19:43:f8 8c:80:9:1b:d0:21 0.0.0.0.56132 > 0.0.0.0.397: S 335407328:3354
07328(0) win 512
,/”41 8l:e3:37:ce:8d 3f: 2d:43:cd:fa 0.0.0.0.19722 > 0.0.0.0.13381: S 913597081:9
13597081 (0) win 512

14:63:42:5 60 fe:lc:d0:77:34:94 0.0.0.0.31952 > 0.0.0.0.26676: S 1223740488:
1223740488 win 512
67:36:f3:10:d7:a3 64:a2:cf:27:ef:e2 0.0.0.0.23811 > 0.0.0.0.8428: S 1994163703:1

994163703(0) win 512
le:7c:6d:1d:f8:35 93:4f:1d:18:f8:9d 0.0.0.0.5054 > 0.0.0.0.64976: S 2022804685:2

022804685(0) win 512
:75:b6:42 5f:61:97:2b:a7:19 0.0.0.0.38576 > 0.0.0.0.54202: S 1662957903:

win 512
Q7 la: cB a:c8:63 5:69:bb:66:de:ef 0.0.0.0.60197 > 0.0.0.0.41915: S 1626592609:16

26592609(0) win 512

9.46695 > 0.0.0.0.33175: S 1440380591:14

QEMU (Linuwe_Attacker) - o %

SMBTRLO
kali login: root
Fassword :

Last login: Tue Aug 1 03:10:56 EDT 2017 om ttyl

Linux kali 4.3.0-kalil-686-pae #1 SMP Debian 4.3.3-7kaliZ (2016-01-27) i686

E«!
=
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The programs included with the Kali GNU-Linux system are free softuware:
ithe exact distribution terms for each program are described in the
individual files in susrssharersdocs= copyright.

Kali GHU-Linux comes with ABSOLUTELY NHO WARRANTY, to the extent
permitted by applicable law.
root@kali: # macof
43:8d:c8:40:67:84 49:30:79:1c:dc:fb
fe:f4:3a:29:3£:13 41:49:79:1b:d1:ch

.2b14 > 0.0.0.0.32232: 3 435017013:435017013(0) win 512
57704 > 0.0,0,0,50553: 5 569654119:569654119(0) win 512

0.0.0.0
0.0.0.0
@ b0:67:1f:ed:dd V7:d8:c?:76:fe:af 0.0.0.0.24940 > 0.0.0.0.29166: 5 1114356756:1114356756(0) win 512

12Z2:8b:4c 80:48:ac:4d:ef:aa 0.0.0.0.40434 > 0.0.0.0.21150: 3 704655901:704655901(0) win 512

'4:d6:79 4b:5c:9:44:49:83 0.0.0.0.58109 > 0.0.0.0,41233: 3 1259369718:1259389718(0) win 512

10:98:dd ab:?bh:92:22:47:40 0.0.0.0.37476 > 0.0.0.0.26419: 5 46126500:46126500(0) win 512
191:36 fc:95:73:47:f5:8d 0.0.0.0.27690 > 0.0.0.0.32627: 3 370205285:370205285(0) win 512
6:17 ac:64:71:5d:de:2c 0.0.0.0.62858 > 0.0.0.0.64845: 5 1941909272:1941909272(0) win 512
1df:93 79:19:41:47:e5:5b 0.0.0.0, .0.0.59019: § ?57215427:757215427(0) win 512
tag:5h 3c:d9:13:78:e0:d44 0.0.0.0. .0.,0,20430: 3 1305175161:1305175161(0) win 512
‘ce:de ££:3:36:6:33:5a 0.0.0.0.5 .0.57654: 3 1176198071:1176198071(0) win 512
(?a:5f 26:23:8b:6f:33:c6 0.0.0.0. .0.0.32187: 5§ 1210615098:1210615098(0) win 512
'd3:c4 bB:bO:F1:37:ch:69 0.0.0.0. .0.0.5228: 5 2146966564:2146966564(0) win 512




4. Attacker’s computer starts to spoof nonsentic Ethernet frames to various addresses and Switch’s CPU
overloads (you can issue any command on Switch)

5. Observe the ping time between victims increases

VPC_Victim - O X

If you will keep attack running for a while, pings might even get lost

VPC_Victim1 — m| "




6. Cancel attack by typing Ctrl+C on attacker and show Switch’s CAM table
Switch# show mac address-table
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Switch - O X

1
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Switch#show mac address-table | i Tot
Total Mac Rddresses for this criterion: 26621




DEPLOY PORTSECURITY ON SWITCH

1. Configure it on interfaces
Switch (config) # interface range e0/0-3
Switch (config-if)# switchport port-security
Switch (config-if)# switchport port-security violation shutdown
Switch (config-if)# switchport port-security maximum 2
Switch (config-if)# end
2. Clear currently full CAM table and verify
Switch# clear mac address-table dynamic
Switch# show mac address-table

Switch — Oa *
g

3. Verify configuration
Switch# show port-security

Switch — Oa *
P




VERIFY PORTSECURITY OPERATION

Once again issue macof in attacker’s terminal
2. Switch immediately shutsdown attacker’s port and attacker is isolated from the network. Observe
syslog messages notifying about this event.

Switch — Od X
g

3. Number of port-security violation has increased

Switch — [ X
i




4. Traffic between victims flows uninterrupted

B VPC_Victim?1 - O X

5. Portisin error-disabled mode and administrator must manually reenable interface in order to make it
operational.
Switch# show interface status err-disable
Switch# configure terminal
Switch (config)# interface e0/0
Switch (config-if)# shutdown
Switch (config-if)# no shutdown

Switch — [ X
P




