DHCP SPOOFING

GOAL

The Dynamic Host Configuration Protocol (DHCP) is a standardized network protocol used on Internet Protocol (IP) networks. The
DHCP protocol is controlled by a DHCP server that dynamically distributes network configuration parameters, such as IP addresses,
for interfaces and services. A router or a residential gateway can be enabled to act as a DHCP server. A DHCP server enables
computers to request IP addresses and networking parameters automatically, reducing the need for a network administrator or a
user to configure these settings manually. In the absence of a DHCP server, each computer or another device (e.g., a printer) on
the network needs to be statically (i.e., manually) assigned an IP address.

The goal of this scenario is to illustrate how DHCP might be compromised by performing Denial of Service attack on DHCP pool. If
DHCP server runs out of pool addresses, then no new user can be enrolled in the network.

DHCP Snooping is a general countermeasure against various DHCP exploits such as DHCP DoS on the pool, or fake DHCP servers.
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» Router

P Linux_Attacker

SCENARIO

Setup Router as legitimate DHCP server
Test DHCP on VPC_Victim1

Perform DoS on DHCP address pool
Spoof fake DHCP server into network
Deploy DHCP Snooping

Verify DHCP Snooping functionality
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SETUP ROUTER AS DHCP SERVER

1. Please skip the initial wizard, you are going to configure everything manually

Router — O >
=

2. Enter global configuration

Router> enable
Router# configure terminal

3. Configure IP address on interface e0/0

Router (config) # interface e0/0

Router (config-if)# ip address 192.168.1.1 255.255.255.0
Router (config-if) # no shutdown

Router (config-if)# end

Router (config) # show ip interface brief

4. Create a DHCP Pool

Router# configure terminal

Router (config) # ip dhcp pool MYPOOL

Router (dhcp-config) # network 192.168.1.0 /24

Router (dhcp-config) # default-router 192.168.1.1

Router (dhcp-config) # dns-server 8.8.8.8

Router (dhcp-pool) # exit

Router (config) # ip dhcp exclude-address 192.168.1.1 192.168.1.99

5. Enable DHCP debug logging

Router (config) # end
Router# debug ip dhcp server events




TEST CONNECTIVITY ON VPC_VICTIM1

1. VPC_Victim1 does not have any address assigned yet,
VPCS> show

GATEWAY

2. Ask for DHCP lease, issue command ip dhcp
VPCS> ip dhcp

GATEWAY

3. Address is assigned, you can see packet exchange in Router’s console window
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4. Moreover, Router bound MAC address to assigned IP address of client VPC _Victim1

5. Hostis able to reach default gateway

VPCS> ping 192.168.1.1
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VPCS> show ip




PERFORM DISCOVER DOS ATTACK ON LINUX_ATTACKER AND DEPLETE DHCP SERVER’S POOL

Turn on Linux_Attacker

Log in to operating system by typing username “root”, password “toor”. Use either GUI, or CLI (by pressing Ctrl+Alt+F1)
Open termina

Check the DHCP and IP connectivity with the Router

root@kali:~# ip a
root@kali:~# ping 192.168.1.1

QEMU (Linux_Attacker)
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root@kali: ~ S ” (<]

File Edit View Search Terminal Help
~# ip a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul

link/1loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1o
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: eth@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP gr
oup default glen 1000
link/ether 50:00:00:03:00:00 brd ffiffiffiffiff.ff
inet 192.168.1.101/24 brd 192.168.1.255 scope global dynamic eth0
valid 1ft 86291sec preferred 1ft 86291sec
inet6 feB0::5200:ff:fel3:0/64 scope link
valid 1ft forever preferred 1ft forever
:~# ping 192.168.1.1
PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.
64 bytes from 192.168.1.1: icmp seq=1 ttl=255 time=1.13 ms
64 bytes from 192.168.1.1: icmp_seq=2 ttl=255 time=0.784 ms
°C
--- 192.168.1.1 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1001ms
rtt min/avg/max/mdev = 0.784/0.959/1.135/0.178 ms
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Kali GNU-Linux Rolling kali ttyl

kali login: root

Password:

Linux kali 4.3.0-kalil-686-pae #1 SMP Debian 4.3.3-VkaliZ (2016-01-27) i6B6

The programs included with the Kali GMU-Linux system are free software:
the exact distribution terms for each program are described in the
individual files in rusrssharersdocrs=/copyright.

Kali GNU-Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
root@Pkali:"# ip a
1: lo: <LOOFBACK,UP,LOWER_UP> mtu 65536 gdisc nogueue state UNENOWN group default
link~loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1-8 scope host lo
valid_lft forever preferred_lft forever
inetb ::1-128 scope host
valid_lft forever preferred_lft forever
2: etho: <{BROADCAST,MULTICAST,UFP,LOWER_UFP> mtu 1500 gdisc pfifo_fast state UP group default glen 1000
link-sether 50:00:00:03:00:00 brd fE:ff:ff:fF:fF:fF
inet 192.168.1.101-24 brd 192.168.1.255 scope global dynamic ethO
valid_lft 86061sec preferred_lft 8606lsec
inetb feBO::5200:ff:fe03:0-64 scope link
valid_lft forever preferred_lft forever
root@kali: " #




5. Launch Yersinia application by typing yersinia -G (for GUI)
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root@kali: ~

File Edit View Search Terminal Help
:~# yersinia -GJj

6. Close the warning message (move around window in order to reach OK button focus).
7. Change tab to “DHCP” and push “Launch attack” button.
8. Choose “sending DISCOVER packets” in dialog window

8 QEMU (Linuw Attacker) - O X
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File Protocols Actions Options Help

Choose attack (- O ]
Launch attack Edit interfaces Load default List attacks Cl
CDP DHCP 802.1Q 802.1X DTP HSRP ISL MPLS STP VIP
Protocols Paclets CDP DHCP 802.1Q 802 | ose attack
CDP 0 SIP DIP MessageType In| pegcription Dos
DHCP 0 sending RAW packet

+) sending DISCOVER packet
creating DHCP rogue server

sending RELEASE packet

802.1Q

o

[v1]
5]
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DTP
HSRP
ISL

Cancel OK

Field Value Description
Dynamic Host Configuration Protocal

Source MAC 02:48:33:66:02:51 Destination MAC FF:FFiFFiFFiFFIFF Extra

SIP 0.0.0.0 DIP 255. 255.255.255 SPort 68 DPort 67

Op ol Hiype o1 HLEN 06 Hops 0o Xid 00009869 Secs 000o|  Flags 2000
Cl 0.0.0.0 Yl 0.0.0.0 | 0.0.0.0 Gl 0.0.0.0

CH 02:48:33:66:02:51

04:31:20

9. Click “OK”, which starts the attack where Linux_Attacker will spoof DHCP Discover messages to the network



5. Launch Yersinia application by typing yersinia -I (for CLI)

Chaos Internetwork Operating System Software
yersinia (tm) Software (i6B6), Versiom 0.7.3, RELEASE SOFTWARE
Copyright (c) 2004-Z007 by tomac & Slay, Inc.
Compiled Wed Z8-May-2014 08:57 by someone
yerzinia uptine iz 00 seconds

Rumning Multithreading Image on
Linux 3.2.0-0.bpo.4-andbd supporting:

01 console terminal(s)
0Z tty terminal(s)
053 vty terminal(s)

6. Default yersinia interface is ethO

Warning: interface eth® selected as the default one

7. Type g and choose DHCP tab

Cisco Discovery Protocol

Dynamic Host Configuration Protocol
IEEE 80Z.10

IEEE 80Z.1X

Dynamic Trunking Protocol

Hot Standby Router Protocol
Inter-3witch Link Protocol
MultiProtocol Label Switching
Spaming Tree Protocol

ULAN Trunking Protocol

8. Type x to open available attacks dialog. Choose “sending DISCOVER packets” by typing 1.

sending RAW packet
sending DISCOVER packet
creating DHCP rogue server
sending RELEASE packet

9. This starts the attack where Linux_Attacker will spoof DHCP Discover messages to the network



10. Router’s console is overloaded with debug messages, stop logging by typing blindly to console undebug all
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Rc:ter#l

11. Observe how Router’s assignment pool is depleted (all addresses assigned)

Router# show ip dhcp binding

ﬂ:_—' Router

Routerfshow ip dhcocp binding
Bindings from all pools not associated with VRF:
IF address Client-ID/ Lease exXxpiration
Hardware address/
name
esbc.
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12. Because there are no addresses left in the pool, VPC Victim2 is unable to obtain any address.

VPCS> show
VPCS> ip dhcp

13. Cancel attack on Linux_Attacker by:
a. pushing “List attacks” button and hitting “Cancel all attacks” for GUI

B CEMU (Linux_Attacker)
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File Protocols Actions Options Help

Attacks list (— O - ]
& . €« U; b Y %]
Attacks list
Launch attach tar stats Capture Edit mode Exit
lDHCF’sending DISCOVER packet| Cancel attack
' (1IX DTP HSRP ISL MPLS STP VTP Yersinialog

Cancel all attacks

CDP 0

Cancel
DHCP Q=" TuuuU 755.255.255.255 01 DISCOVER ethO 1 29 Aug 04:49:03
0 0.0.0.0 255.255.255.255 01 DISCOVER eth0 1 29 Aug 04:49:03

b. typing K and confirming cancel with Y for CLI

You will kill =ALL= attacks from =ALL= protocols... Are you sure?




14. Nevertheless, VPC Victim1 with already assigned address is able to reach Router

GATEWAY




ESTABLISH FAKE DHCP SERVER ON LINUX_ATTACKER

1. Switch back to GUI if necessary (by typing Ctrl+Alt+F7). Launch Ettercap tool on Linux_Attacker, click on “Applications”,
chose “09 — Sniffing & Spoofing”.

QEMU (Linux_Attacker) - O X
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Applications ¥ Places ¥ Mon 07:35@

Favorites

01 - Information Gathering

driftnet
02 - Vulnerability Analysis

03 - Web Application Analysis ettercE;;-g...

04 - Database Assessment
ferret
05 - Password Attacks

hamst:
06 - Wireless Attacks FNEE

07 - Reverse Engineering macchanger

08 - Exploitation Tools
mitmproxy
09 - Sniffing & Spoofing

I Y

2. Initiate unified sniffing from network interface card by pressing Ctrl+U

B QEMU (Linux_Attacker) — O b
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Applications + Places v @ Ettercap v Mon 07:37 &

ettercap 0.8.2
File Sniff Options Info
Unified sniffing...
Bridged sniffing... Ctrl+B

Set pcap filter... Ctrl+P |

3. Pick ethO interface and click “OK”

B QEMU (Linux_Attacker) - ] X
SABHLIOOF
Applications + Places + @ Ettercap « Mon 07:38 @
ettercap 0.8.2
File Sniff Options Info

ettercap Input

l ? l Network interface : | eth0

Cancel

4. From the selection of “Mitm” attacks, choose “DHCP Spoofing”



B8 QEMU (Linux_Attacken) - m] x
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Applications ~ Places v @ Ettercap v Mon 07:38 ¢

ettercap 0.8.2
Start Targets Hosts View Mitm Filters Logging Plugins Info
ARP poisoning...
ICMP redirect...
Port stealing...

DHCP spoofing...
NDP poisoning...

Stop mitm attack(s)

\

5. Configure fake DHCP server (by specifying pool 192.168.1.10-20, subnet mask 255.255.255.0 and DNS server as attacker’s
IP address 192.168.1.101, default gateway is automatically Linux_Attacker) and initiate attack by pressing “OK” button

E QEMU (Linux_Attacker) — O >
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ettercap 0.8.2
Start Targets Hosts View Mitm Filters Logging Plugins Info

."’-f.J

'MITM Attack: DHCP Spoofing

Server Information
IP Pool (optional) |192.168.1.10-20
Netmask 255.255.255.0

DNS Server IP 192.168.1.101]

]
™
-1
E

Cancel

6. Ask for address lease on VPC_Victim2

VPCS> ip dhcp
VPCS> show ip
EP VPC_Victim2 — O e

ip

7. VPC Victim2 is using illegitimate IP address. Moreover, it’s default gateway and DNS server is Linux_Attacker. Hence,
Linux_Attacker effectively acts as man-in-the-middle for non-LAN traffic and DNS resolution



DEPLOY DHCP SNOOPING

1. Check CAM table of Switch, because employing PortSecurity would also help a lot for this type of attack

B E O E R EEEEE
VoL

2. Hence, deploy PortSecurity on client’s port allowing only single MAC address to be present and any other traffic would
be blocked

Switch> enable

Switch# configure enable

Switch (config) # interface range e0/1-3

Switch (config-if)# switchport mode access

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security maximum 1

Switch (config-if)# switchport port-security violation restrict
Switch (config-if) # exit

Switch (config)# do show port-security

EP Switch - O ¥

3. Configure DHCP Snooping for all VLANs on the switch (which is currently just default VLAN 1)

Switch (config)# ip dhcp snooping
Switch (config)# ip dhcp snooping vlan 1-4094




4. Mark Switch interface as trusted for DHCP snooping, which means that behind this port is DHCP router

Switch (config)# interface e0/0
Switch (config-if)# ip dhcp snooping trust
Switch (config-if)# ip dhcp snooping limit rate 5

5. Verify configuration on Switch

Switch (config)# end
Switch# show ip dhcp snooping

EF Switch - m| e

6. Configure DHCP Snooping on Router

Router# configure terminal
Router (config)# ip dhcp relay information trust-all
Router (config) # end

7. Clear DHCP address bindings on Router
Router# clear ip dhcp bindings *

Router# clear ip dhcp remembered bindings *
Router# show ip dhcp bindings




VERIFY DHCP SNOOPING OPERATION

1. Renew IP address leases on VPC_Victim1

2. Perform attack on Linux_Attacker

B QEMU (Linux_Attacker) - O >
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Applications ~ Places + [ Yersinia = Mon 05:41e

File Protocols Actions Options Help

& = = a 0; b Y (%]

Launch attack Edit interfaces Load default List attacks Clear stats Capture Edit mode Exit

Protocols Packsts CDP DHCP 802.1Q 802.1X DTP HSRP ISL MPLS STP VTP Yersinialog
o SIp DIP Choose attack (- WoK ]
DHCP 0 192.168.1.1 192.168.1.100 CDP ﬂ 802.1G 802.1X DTP HSRP ISL MPLS STP VTP

Choose attack

) 00.00  255.255.255.2

P - Description DoS

L. 0.0.0.0 255.255.255.2 sending RAW packet

DTP o 0.0.0.0 255.255.255.2| (+) sending DISCOVER packet

HSRP 0 0.0.0.0 255,255,255, 2 creating DHCP rogue server
0 19218811 192.188.1.100 sending RELEASE packet
I

0.0.0.0 255.255.255.2 _
Field Value .

Dynamic Host Configuration

Source MAC 02:48:33:{

Source MAC AABB:CC

Destination MAC 50:00:00: | Cancel oK
SIP OuOuOuO =T EIJJ e EdOVEIIVETIT ST Uy oo Erare or
SIP 192.168.1
Op 01 Htype 01 HLEN [ol5} Hops 00 Xid [olclolal=l=T1=] Secs [olclole] Flags 8000
DIP 192.168.]
iCl 0.0.0.0 Yl 0.0.0.0 SI 0.0.0.0 Gl 0.0.0.0
SPort &7 CH | 02:48:33:66:02:51
o == 0x0000; 5000 0003 0000 aabb ccOO 0400 0800 4500 P.iuvvevrvassses E.
Ox0010: 0l4e 0001 0000 ffl1l 36e8 c0a8 0101 cDaB .M...... [ T
Ox0020: 0164 0043 0044 013a 0229 0201 0600 207d .d.C.D.:.)..... 1
0541 40 [aidalaielal a1 Y T T O i i T T O T i Ot == T W=7 W [ T T d

3. PortSecurity protects Switch and Router against DoS.
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E
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4. Cancel this attack and close Yersinia.



5. Open Ettercap, switch to unified bridging (Ctrl+U) and setup spoof DHCP server functionality (“Mitm -> DHCP Spoofing”)

B QEMU (Linux_Attacken) - ] x
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ettercap 0.8.2
Start Targets Hosts View Mitm Filters Logging Plugins Info

'MITM Attack: DHCP Spoofing

Server Information
IP Pool (optional) |192.168.1.10-20
Netmask 255,255.255.0

DNS Server IP 192.163.1.101]

Cancel

6. DHCP Snooping on Switch tracks DHCP messages and binding of addresses. Also DHCP Snooping discards traffic from
illegitimate DHCP server on Linux_Attacker, thus protecting others from its influence

Switch - O e

7. Apply for address lease on VPC_Victim2

VPCS> ip dhcp

VPC_Victim2 - m| x

ip dhep

8. Check DHCP bindings on Router

Router — O *




9. Check DHCP Snooping bindings on Switch

EP Switch - O *




