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Chapter 10 Lab F: Configuring ASA 5510 Basic Settings and
Firewall Using ASDM
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Note: ISR G2 devices have Gigabit Ethernet interfaces instead of Fast Ethernet interfaces.
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IP Addressing Table

Default
Device Interface IP Address Subnet Mask Gateway Switch Port
R1 FAO0/0 209.165.200.225 | 255.255.255.248 N/A ASA EO/0
S0/0/0 (DCE) 10.1.1.1 255.255.255.252 N/A N/A
R2 S0/0/0 10.1.1.2 255.255.255.252 N/A N/A
S0/0/1 (DCE) 10.2.2.2 255.255.255.252 N/A N/A
R3 FAO/1 172.16.3.1 255.255.255.0 N/A S3 FAOQ/5
S0/0/1 10.2.2.1 255.255.255.252 N/A N/A
ASA EOQ/0 (outside) 209.165.200.226 | 255.255.255.248 NA R1 FAO/O
EO/1 (inside) 192.168.1.1 255.255.255.0 NA S2 FA0/24
EO/2 (dmz) 192.168.2.1 255.255.255.0 NA S1 FA0/24
PC-A NIC 192.168.2.3 255.255.255.0 192.168.2.1 S1 FAO0/6
PC-B NIC 192.168.1.3 255.255.255.0 192.168.1.1 S2 FA0/18
PC-C NIC 172.16.3.3 255.255.255.0 172.16.3.1 S3 FA0/18

Objectives
Part 1: Lab Setup

e Cable the network as shown in the topology.

e Configure hosthames and interface IP addresses for routers, switches, and PCs.
e Configure static routing, including default routes, between R1, R2, and R3.

e Configure HTTP and Telnet access for R1.

e Verify connectivity between hosts, switches, and routers.

Part 2: Accessing the ASA Console and ASDM
e Access the ASA console and view hardware, software, and configuration settings.
e Clear previous configuration settings.
e Use CLI to configure settings for ASDM access.
e Test Ethernet and Layer 3 connectivity to the ASA.
e Accessthe ASDM GUI and explore major windows and options.
Part 3: Configuring ASA Settings and Firewall Using the ASDM Startup Wizard
e Configure the hostname, domain name, and enable password.
e Configure the inside and outside interfaces.
e Configure DHCP for the inside network.
e Configure port address translation (PAT) for the inside network.
e Configure Telnet and SSH administrative access.
Part 4: Configuring ASA Settings from the ASDM Configuration Menu
e Set the date and time.
e Configure a static default route for the ASA.

e Test connectivity using ASDM Ping and Traceroute.
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e Configure Local AAA user authentication.
e Modify the MPF application inspection policy.
Part 5: Configuring a DMZ, Static NAT and ACLs
e Configure static NAT for the DMZ server.
e Configure an ACL on the ASA to allow access to the DMZ for Internet users.
e Verify access to the DMZ server for external and internal users.
e Use ASDM Monitor to graph traffic.

Background / Scenario

The Cisco Adaptive Security Appliance (ASA) is an advanced network security device that integrates a
statefull firewall as well as VPN and other capabilities. This lab employs an ASA 5510 to create a firewall and
protect an internal corporate network from external intruders while allowing internal hosts access to the
Internet. The ASA creates three security interfaces: Outside, Inside and DMZ. It provides outside users limited
access to the DMZ and no access to internal resources. Inside users can access the DMZ and outside
resources.

The focus of this lab is on the configuration of the ASA as a basic firewall. Other devices will receive minimal
configuration to support the ASA portion of the lab. This lab uses the ASA GUI interface ASDM, which is
similar to the SDM and CCP used with Cisco ISRs, to configure basic device and security settings.

In Part 1 of the lab you will configure the topology and non-ASA devices. In Part 2 you will prepare the ASA
for ADSM access. In Part 3 you will use the ASDM Startup wizard to configure basic ASA settings and the
firewall between the inside and outside networks. In Part 4 you will configure additional settings via the ASDM
configuration menu. In Part 5 you will configure a DMZ on the ASA and provide access to a serwver in the
DMZ

Your company has one location connected to an ISP. Router R1 represents a CPE device managed by the
ISP. Router R2 represents an intermediate Internet router. Router R3 connects an administrator from a
network management company, who has been hired to manage your network remotely. The ASA is an edge
CPE security device that connects the internal corporate network and DMZ to the ISP while providing NAT
and DHCP services to inside hosts. The ASA will be configured for management by an administrator on the
internal network as well as the remote administrator. ASA Layer 3 routed interfaces provide access to the
three areas created in the lab: Inside, Outside, and DMZ. The ISP has assigned the public IP address space
of 209.165.200.224/29, which will be used for address translation on the ASA.

Note: The routers used with this lab are Cisco 1841 with Cisco 10S Release 12.4(20)T (Advanced IP image).
The switches are Cisco WS-C2960-24TT-L with Cisco IOS Release 12.2(46)SE (C2960-LANBASEK9-M
image). Other routers, switches, and Cisco IOS versions can be used. However, results and output may vary.

The ASA used with this lab is a Cisco model 5510 with four FastEthernet routed interfaces, running OS
version 8.4(2) and ASDM version 6.4(5), and comes with a Base license that allows a maximum of 50 VLANS.

Note: Make sure that the routers and switches have been erased and have no startup configurations.

Required Resources

e 3routers (Cisco 1841 with Cisco IOS Release 12.4(20)T1 or comparable)

e 3 switches (Cisco 2960 or comparable)

e 1 ASA 5510 (OS wersion 8.4(2) and ASDM version 6.4(5) and Base license or comparable)

e PC-A: Windows XP, Vista, or Windows 7 with CCP, PuTTy SSH client (Web and FTP server optional)

e PC-B: Windows XP, Vista, or Windows 7 with PuTTy SSH client and Java version 6.x or higher
(ASDM loaded on the PC is optional)

e PC-C: Windows XP, Vista, or Windows 7 with CCP, PuTTy SSH client
e Serial and Ethernet cables as shown in the topology
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Rollover cables to configure the routers and ASA via the console

Part 1. Basic Router/Switch/PC Configuration

In Part 1 of this lab, you will set up the network topology and configure basic settings on the routers such as
interface IP addresses and static routing.

Note: Do not configure any ASA settings at this time.

Step 1: Cable the network and clear previous device settings.

Attach the devices that are shown in the topology diagram and cable as necessary. Make sure that the
routers and switches have been erased and have no startup configurations.

Step 2: Configure basic settings for routers and switches.

a
b.
c
d

Configure host names as shown in the topology for each router.
Configure router interface IP addresses as shown in the IP Addressing Table.
Configure a clock rate for routers with a DCE serial cable attached to the serial interface.

Configure the host name for the switches. With the exception of the host name, the switches can be
left in their default configuration state. Configuring the VLAN management IP address for the switches
is optional.

Step 3: Configure static routing on the routers.

a.

Configure a static default route from R1 to R2 and from R3 to R2.

Rl (config)# ip route 0.0.0.0 0.0.0.0 Serial0/0/0
R3 (config)# ip route 0.0.0.0 0.0.0.0 Serial0/0/1

Configure a static route from R2 to the R1 Fa0/0 subnet (connected to ASA interface E0/0) and a
static route from R2 to the R3 LAN.

R2 (config) # ip route 209.165.200.224 255.255.255.248 Serial0/0/0
R2 (config)# ip route 172.16.3.0 255.255.255.0 Serial0/0/1

Step 4: Enable the HTTP server on R1 and set the enable and vty passwords.

a.

b.

Enable HTTP access to R1 using the ip http server command in global config mode. Configure
an enable password of class. Also set the vty and console passwords to cisco. This will provide web
and Telnet targets for testing later in the lab.

Rl (config)# ip http server
Rl (config)# enable password class

Rl (config)# line vty O 4
Rl (config-line)# password cisco
Rl (config-line)# login

Rl (config)# line con 0
Rl (config-line)# password cisco
Rl (config-line)# login

On routers R2 and R3, set the same enable, console and wy passwords as with R1.

Step 5: Configure PC host IP settings.

Configure a static IP address, subnet mask, and default gateway for PC-A, PC-B, and PC-C as shown in
the IP Addressing Table.
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Step 6: Verify connectivity.

Because the ASA is the focal point for the network zones and it has not yet been configured, there will be
no connectivity between devices that are connected to it. However, PC-C should be able to ping the
Fa0/0 interface of R1. From PC-C, ping the R1 Fa0/0 IP address (209.165.200.225). If these pings are
not successful, troubleshoot the basic device configurations before continuing.

Note: If you can ping from PC-C to R1 Fa0/0 and S0/0/0 you have demonstrated that static routing is
configured and functioning correctly.

Step 7: Save the basic running configuration for each router and switch.

Part 2. Accessing the ASA Console and ASDM

In Part 2 of this lab, you will access the ASA \ia the console and use various show commands to determine

hardware, software, and configuration settings. You will prepare the ASA for ASDM access and explore some
of the ASDM screens and options.

Step 1: Access the ASA console.

a. Accessing the ASA \ia the console port is the same as with a Cisco router or switch. Connect to the
ASA console port with a rollover cable.

b. Use aterminal emulation program such as TeraTerm or HyperTerminal to access the CLI. Use the
Serial port settings of 9600 baud, eight data bits, no parity, one stop bit, and no flow control.

c. If prompted to enter Interactive Firewall configuration (Setup mode), answer no.

d. Enter privileged mode with the enable command and password (if set). By default the password is

blank so you can just press Enter. If the password has been changed to that specified in this lab, the
password will be class. In addition, the hostname and prompt will be CCNAS-ASA>, as shown here.
The default ASA hostname and prompt is ciscoasa>.

CCNAS-ASA> enable
Password: class (or press Enter if none set)

Step 2: Determine the ASAversion, interfaces, and license.

The ASA 5510 used in this lab has four integrated 10/100 FastEthernet interfaces (E0/O — E0/3). Unlike
the 5505 model, these are Layer 3 routed interfaces similar to those in an ISR. In addition, a special
Management FastEthernet interface (M0/0) is also provided, which is not present on the ASA 5505.

Use the show version command to determine various aspects of this ASA device.

CCNAS-ASA# show version

Cisco Adaptive Security Appliance Software Version 8.4(2)
Device Manager Version 6.4 (5)

Compiled on Wed 15-Jun-11 18:17 by builders
System image file is "diskO:/asa842-k8.bin"
Config file at boot was "startup-config"

CCNAS-ASA up 24 mins 5 secs
Hardware: ASA5510, 1024 MB RAM, CPU Pentium 4 Celeron 1599 MHz

Internal ATA Compact Flash, 256MB
BIOS Flash M50FW0O1l6 @ Oxfff00000, 2048KB

Encryption hardware device : Cisco ASA-55x0 on-board accelerator (revision 0x0)
Boot microcode : CN1000-MC-BOOT-2.00
SSL/IKE microcode : CNLite-MC-SSLm-PLUS-2.03
IPSec microcode : CN1lite-MC-IPSECm-MAIN-2.06
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Number of accelerators: 1

0: Ext: Ethernet0/0 address is 44d3.cafd.986c, irg 9
1: Ext: Ethernet(0/1 address is 44d3.cafd.9%986d, irg 9
2: Ext: Ethernet0/2 address is 44d3.cafd.986e, irg 9
3: Ext: Ethernet0/3 address is 44d3.cafd.986f, irg 9
4: Ext: Management0/0 address is 44d3.cafd.986b, irg 11
5: Int: Not used irg 11

6: Int: Not used irg 5

Licensed features for this platform:

Maximum Physical Interfaces Unlimited perpetual
Maximum VLANSs 50 perpetual
Inside Hosts Unlimited perpetual
Failover Disabled perpetual
VPN-DES Enabled perpetual
VPN-3DES-AES Enabled perpetual
Security Contexts 0 perpetual
GTP/GPRS Disabled perpetual
AnyConnect Premium Peers 2 perpetual
AnyConnect Essentials Disabled perpetual
Other VPN Peers 250 perpetual
Total VPN Peers 250 perpetual
Shared License Disabled perpetual
AnyConnect for Mobile Disabled perpetual
AnyConnect for Cisco VPN Phone Disabled perpetual
Advanced Endpoint Assessment Disabled perpetual
UC Phone Proxy Sessions 2 perpetual
Total UC Proxy Sessions 2 perpetual
Botnet Traffic Filter Disabled perpetual
Intercompany Media Engine Disabled perpetual

This platform has a Base license.

<output omitted>

What software version is this ASA 5510 running?

What is the name of the system image file and from where was it loaded?

The ASA can be managed using a built-in GUI known as the Adaptive Security Device Manager
(ASDM). What version of ASDM is this ASA running?

How much RAM does this ASA hawe?

How much flash memory does this ASA have?

How many Ethernet interfaces does this ASA have?

What type of license does this ASA havwe?

How many VLANSs can be created with this license?

Step 3: Determine the file system and contents of flash memory.

a. Display the ASA file system using the show file system command to determine what prefixes are
supported.

CCNAS-ASA# show file system
File Systems:

Prefixes
disk0O: flash:

Size (b)
* 260034560

Free (b) Type Flags
198070272 disk rw
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- - disk rw diskl:
- - network rw tftp:

- - opadque rw system:
- - network ro http:

- - network ro https:
- - network rw ftp:

- - network rw smb :

What is another name for flash:?

b. Display the contents of flash memory using one of these commands: show flash, show diskO0,
dir flash: or dir diskO:

CCNAS-ASA# show flash:

--#-- --length-- ----- date/time------ path
124 15390720 Oct 19 2011 15:49:48 asa842-k8.bin
125 16280544 Oct 19 2011 18:22:24 asdm-645.bin

3 4096 Jan 01 2003 00:03:32 log
10 4096 Jan 01 2003 00:04:00 crypto archive
11 4096 Jan 01 2003 00:04:04 coredumpinfo
12 43 Jan 01 2003 00:04:04 coredumpinfo/coredump.cfqg
127 12105313 Oct 19 2011 18:07:50 csd 3.5.841-k9.pkg
128 4096 Oct 19 2011 18:07:52 sdesktop
135 1462 Oct 19 2011 18:07:52 sdesktop/data.xml
129 2857568 Oct 19 2011 18:07:54 anyconnect-wince-ARMv4I-2.4.1012-k9.pkg
130 3203909 Oct 19 2011 18:07:54 anyconnect-win-2.4.1012-k9.pkg
131 4832344 Oct 19 2011 18:07:58 anyconnect-macosx-1386-2.4.1012-k9.pkg
132 5209423 Oct 19 2011 18:08:00 anyconnect-linux-2.4.1012-k9.pkg

260034560 bytes total (198070272 bytes free)

What is the name of the ASDM file in flash:?

Step 4: Determine the current running configuration.

The ASA 5510 is commonly used as an edge security device that connects a medium -sized business to an
ISP for access to the Internet. The default factory configuration for the ASA 5510 includes the following:

e The management interface, Management 0/0, is configured. If you did not set the IP address using the
configure factory-default command, then the IP address and mask are 192.168.1.1 and

255.255.255.0.

Note: The Management 0/0 interface is a separate physical FastEthernet interface on the ASA 5510. This
interface is not present on the ASA 5505.

e The DHCP server is enabled on the security appliance, so a PC connecting to the Management 0/0
interface receives an address between 192.168.1.2 and 192.168.1.254.

Note: With the default factory configuration, it is assumed that the PC connected to Management 0/0 is a
DHCP client and will be used to configure the 5510 using the ASDM GUI imbedded in flash.

e The HTTP server is enabled for ASDM and is accessible to users on the 192.168.1.0 network.
e No console or enable passwords are required and the default host name is ciscoasa.

Note: The default factory configuration only configures the Management 0/0 interface and does not configure
an inside or outside network interface.

The configuration consists of the commands listed below.
Note: Do not use these commands to configure the ASA at this time.

interface management 0/0
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ip address 192.168.1.1 255.255.255.0
nameif management
security-level 100
no shutdown
logging asdm informational 100
asdm history enable
http server enable
http 192.168.1.0 255.255.255.0 management
dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd lease 3600
dhcpd ping_timeout 750
dhcpd enable management

a. Display the current running configuration using the show running-config command. Output will
vary depending on the current state of the ASA configuration

CCNAS-ASA# show running-config
Saved

ASA Version 8.4 (2)
|
hostname CCNAS-ASA
enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIAI.2KYOU encrypted
names
|
interface Ethernet0/0
shutdown
no nameif
no security-level
no ip address
|

<output omitted>

Tip: To stop the output from a command using the CLI, press the letter Q.

If you see the Management interface configured, and other settings as described previously, the
device is most likely configured with the default factory configuration. You may also see other security
features such as a global policy that inspects selected application traffic, which the ASA inserts by
default, if the original startup configuration has been erased. The actual output will vary depending on
the ASA model, version and configuration status.

b. You can restore the ASA to its factory default settings by using the command configure
factory-default from global configuration mode as shown here.

CCNAS-ASA# conf t
CCNAS-ASA (config) # configure factory-default

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

Executing command: interface management0/0

Executing command: nameif management

INFO: Security level for "management" set to 0 by default.
Executing command: ip address 192.168.1.1 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown
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Executing command: exit

Executing command: http server enable

Executing command: http 192.168.1.0 255.255.255.0 management
Executing command: dhcpd address 192.168.1.2-192.168.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational

Factory-default configuration is completed

Review this output. You may wish to capture and print the factory -default configuration as a
reference.

Note: Restoring the ASA to factory default settings resets the hostname and prompt to ciscoasa>.

Step 5: Clear the previous ASA configuration settings.

a.

Use the write erase command to remove the startup-config file from flash memory.

ciscoasa# write erase

Erase configuration in flash memory? [confirm]
[OK]

ciscoasa#

ciscoasa# show start
No Configuration

Note: The I0S command erase startup-config is not supported on the ASA.

Use the reload command to restart the ASA. If prompted to save the configuration, respond with
“no’!.

ciscoasa# reload

Proceed with reload? [confirm] <Enter>
ciscoasa#

* * x

k4% ——— START GRACEFUL SHUTDOWN ---
Shutting down isakmp

Shutting down File system

* k%

**% ——— SHUTDOWN NOW ---

Process shutdown finished
Rebooting.....

CISCO SYSTEMS

Embedded BIOS Version 1.0(12)13 08/28/08 15:50:37.45
<output omitted>

Step 6: Bypass setup mode and configure the ASAinterfaces.

When the ASA completes the reload process, it should detect that the startup-config file is missing and
present a series of interactive prompts to configure basic ASA settings. If it does not come up in this
mode, repeat Step 5.

a.

When prompted to pre-configure the firewall through interactive prompts (Setup mode), respond with
“no.”

Pre-configure Firewall now through interactive prompts [yes]? no

Enter privileged EXEC mode with the enable command and press <Enter>. The password should be
blank (no password) at this point.

Enter global configuration mode using the command config t. The first time you enter configuration
mode after reloading you will be asked if you wish to enable anonymous reporting. Respond with
“no.”

ASA 5510 interface notes:
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The 5510 and other higher-end 5500 series ASA models are different from the ASA 5505. With the 5510
a physical FastEthernet interface can be assigned a Layer 3 IP address directly, much like a Cisco router.
With the ASA 5505, the eight integrated switch ports are Layer 2 ports and VLANs must be created. This
is not the case with the 5510. The four FastEthernet interfaces on the 5510 are routed interfaces.

Note: If you completed the initial configuration Setup utility, Management interface M0/0O is configured
with an IP address of 192.168.1.1. You will need to remove the IP address from the M0/0 interface in
order to assign it to the inside interface EO/1. Instructions are provide here to configure both the inside
(EO/1) and outside interface (E0/0) at this time. The DMZ interface (EO/2) will be configured in Part 6 of
the lab.

d. Remove the configuration from the MO/0O interface and shut it down (if required).

ciscoasa(config)# interface m0/0
ciscoasa(config-if)# shutdown
ciscoasa(config-if)# no nameif
ciscoasa(config-if)# no security-level
ciscoasa(config-if)# no ip address

e. Configure interface EO/1 for the inside network, 192.168.1.0/24. Name the interface inside, set the
security level to the highest setting of 100 and bring it up.

ciscoasa(config)# interface e0/1

ciscoasa(config-if)# nameif inside

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0
ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# no shutdown

f.  Configure interface EO/O for the outside network, 209.165.200.224/29. Name the interface outside,
set the security level to the lowest setting of 0 and bring it up.

ciscoasa(config-if)# interface e0/0

ciscoasa(config-if)# nameif outside

ciscoasa(config-if)# ip address 209.165.200.226 255.255.255.248
ciscoasa(config-if)# security-level 0

ciscoasa(config-if)# no shutdown

Interface security level notes:

You may receive a message that the security level for the inside interface was set automatically to 100
and the outside interface was set to 0. The ASA uses interface security lewvels from 0 to 100 to enforce the
security policy. Security Level 100 (inside) is the most secure and level 0 (outside) is the least secure.

By default, the ASA applies a policy where traffic from a higher security level interface to one with a lower
level is permitted and traffic from a lower security level interface to one with a higher security level is
denied. The ASA default security policy permits outbound traffic, which is inspected by default. Returning
traffic is allowed because of statefull packet inspection. This default “routed mode” firewall behavior of the
ASA allows packets to be routed from the inside network to the outside network but not vice versa. In Part
3 of this lab you will configure NAT to increase the firewall protection.

g. Usethe show interface ip brief command to ensure that ASA interfaces EO/O and EO/1 are
both up/up. Note that this command is different from the I0S command show ip interface
brief. If either port is shown as down/down, check the physical connections. If either port is
administratively down, bring it up with the no shutdown command.

ciscoasa(config-if)# show interface ip brief

Interface IP-Address OK? Method Status Protocol
Ethernet0/0 209.165.200.226 YES manual up up
Ethernet0/1 192.168.1.1 YES manual up up
Ethernet0/2 unassigned YES unset administratively down up
Ethernet0/3 unassigned YES unset administratively down down
Management0/0 unassigned YES unset administratively down down
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Tip: Most ASA show commands, as well as ping, copy and others, can be issued from within any
config mode prompt without the “do” command required with 10S.

h. Display the Layer 3 interface information using the show ip address command.
ciscoasa(config)# show ip address
<output omitted>

Current IP Addresses:

Interface Name IP address Subnet mask Method
Ethernet0/0 outside 209.165.200.226 255.255.255.248 manua l
Ethernet0/1 inside 192.168.1.1 255.255.255.0 Manua l

i. You may also use the command show running-config interface to display the configuration
for a particular interface from the running-config.
ciscoasa# show run interface e0/0
|

interface Ethernet0/0

nameif outside

security-level O

ip address 209.165.200.226 255.255.255.248

j.  Test basic connectivity to the ASA by pinging from PC-B to ASA interface EO/1 IP address
192.168.1.1. The pings should be successful.
Step 7: Configure HTTP and verify ASDM access to the ASA.

a. Configure the ASA to accept HTTPS connections using the http command to allow access to ASDM
from any host on the inside network 192.168.1.0/24.

ciscoasa(config)# http server enable
ciscoasa(config)# http 192.168.1.0 255.255.255.0 inside

b. Open a browser on PC-B and test the HTTPS access to the ASA by entering https://192.168.1.1.

Note: Be sure to specify the HTTPS protocol in the URL.

Step 8: Access ASDM and explore the GUI.

a. After entering the URL above, you should see a security warning about the website security
certificate. Click Continue to this website. The ASDM Welcome page will display. From this screen,
you can run ASDM as a local application on the PC (installs ASDM on the PC), run ASDM as a
browser-based Java applet directly from the ASA, or run the Startup wizard.
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Cisco ASDM 6.4(5) bt

Cisco ASDM 6.4(5) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application or as a Java Web Start application.

When you run Cisco ASDM as a local application, it connects to your security appliance from
‘vour desktop using SSL. Running Cisce ASDM as an application has these advantages:

e You can invoke ASDM from a desktop shortcut. No browser is required.

e One desktop shortcut allows you to connect to multiple security appliances.

Install ASDM Launcher and Run ASDM

ou can run Cisco ASDM as a Java Web Start application that is dynamically downloaded
rem the security appliance.

e Click Run ASDM to run Cisco ASDM.

e Click Run Startup Wizard to run the Startup Wizard. The Startup Wizard walks you
through, step by step, the initial configuratiocn of your security appliance.

Run ASDM Run Startup Wizard

Copyright © 2006-2011 Cisco Systems, Inc. All rights reserved.

<

b. Click the Run ASDM button.

c. Click Yes for any other security warnings. You should see the Cisco ASDM-IDM Launcher dialog

box where you can enter a username and password. Leave these fields blank as they have not yet
been configured.

All contents are Copy right © 1992-2012 Cisco Sy stems, Inc. All rights reserv ed. This document is Cisco Public Information. Page 12 of 46



CCNA Security

@& Cisco ASDM-IDM Launcher ¥1.5(50) i =0} x]

=L Cisco ASOM-IDM Launcher .1

Enter username and password for 192.168.1.1

Username: ||

Password: |

| oK I Close I

=

d. Click OK to continue. ASDM will load the current configuration into the GUI.

e. The initial GUI screen is displayed with various areas and options. The main menu at the top left of
the screen contains three main sections; Home, Configuration, and Monitoring. The Home section is
the default and has two dashboards: Device and Firewall. The Device dashboard is the default screen
and shows device information such as Type (ASA 5510), ASA and ASDM version, amount of memory
and firewall mode (routed). There are five areas on the Device Dashboard.

e Device Information

e Interface Status

¢ VPN Sessions

e System Resources Status

e Traffic Status
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@& Cisco ASDM 6.4 for ASA - 192.168.1.1
 Fle View Tools Wizerds Window Help LookFor: | il
() vome| 0% confouaton ] veniring | ) seve Q¥ Rtresh | ) ok (D) Fornard | D | j cisco
Home (]
i &%) Device Dashboard r% Firewall Dashboard ]

Device Information Interface Status

AG-enerai-fL-License ‘ Interface IP Address/Mask Line Link Kbps
inside 192.168.1.1/24 O w © w 2

Hoshilieme I ciscoasa outside 209.165.200.226{29 o uw o uw 0

ASA Version:  8.4(2) Device Uptime: 0d Oh 19m 45s

A5DM Yersion: 6.4(5) Device Type: ASA 5510

Firewall Mode: Routed Context Mode: Single

Total Flash: 256 MB Total Memory: 1024 MB

J Select an interface to view input and output Kbps
Traffic Status
IPSec: O Clientless 5L VPN: 0 AnyConnect Client: 0 Details Connections Per Second Usage
3
System Resources Status w
CPU CPU Usage (percenit) = W
100 | 1 ]
0
0% 50 10:17 10:18 10:12 10:20 10:21
MUDP: 0 B TCP: 0 W Total: 0
10:21:58 l’.\.
T e T e ‘outside’ Interface Traffic Usage (Kbps)
Memory  Memory Usage (ME)
‘ 1600 |
] 0 0000000000006 000000081
Ll 223MB | | snn
;Latest ASDM Syslog Messages Oo g’ x

ASDM logging is disabled. To enable ASDM logaging with informational level, click the button below.

Enable Logging

<adminz |15 BER | | (& enziozessamurc

f.  Click the Configuration and Monitoring tabs to become familiar with their layout and to see what
options are available.
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Part 3. Configuring Basic ASA Settings and Firewall Using the ASDM
Startup Wizard

Step 1: Access the Configuration menu and launch the Startup wizard.
a. Click the Configuration button at the top left of the screen. There are five main configuration areas:
e Device Setup
e Firewall
e Remote Access VPN
e Site-to-Site VPN
e Device Management

b. The Device Setup Startup wizard is the first option available and displays by default. Read through
the on-screen text describing the Startup wizard and then click the Launch Startup Wizard button.

File View Tools Wizards ‘Window Help Look For: | el
> = s 0 ' '
@ Home 0% Configuration @ Monigoring_ | B Save @Refresh I 0 Back \\) l ? »‘Hglp } CIisSCO
- @ ® | Configuration > Device Setup  Startup Wizard o

Device Setup

el <5 tup Yiizard
&3 Interfaces

& ‘%’ Routing Click the "Launch Startup Wizard" button to start the wizard.
- -@‘3 Device Name/Password
&) System Time

- Z EtherChannel Startup Wizard

[L:‘J Device List

The Cisco ASDM Startup Wizard assists you in getting your
Cisco Adaptive Security Appliance configured and running. Use
this wizard to create a basic configuration that enforces
security policies in your network,

The Startup Wizard can be run at any time and will be initialized
with values from the current running configuration.

& Device Setup
‘ % Firewall

3] Remote Access P
2 SR =
<7 site-to-site ven
@ Device Management
i ;; [ Launch Startup Wizard ]
<admin> 15 &R () 1127112 10:26:58 AMUTC

Step 2: Configure hostname, domain name, and enable password.

a. On the first Startup Wizard screen, you have a choice of modifying the existing configuration or
resetting the ASA to the factory defaults. With the Modify Existing Configuration option selected,
click Next to continue.

b. On the Startup Wizard Step 2 screen, Basic Configuration, configure the ASA host name CCNAS-
ASA and domain name of ccnasecurity.com. Click the checkbox for changing the enable mode
password and change it from blank (no password) to class and enter it again to confirm. When the
entries are completed, click Next to continue.
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% Cisco ASDM 6.4 for ASHA - 192.168.1.1 - Startup Wizard. ] x|
~ Sta rtup Wizard Basic Configuration (Step 2 of ...)

I~ Configure the device for Teleworker usage

Enter the host name and the domain name of the ASA, IF your Internet Service Provider (ISP)
requires that your host uses DHCP, you may need ko use the device name supplied by the ISP
as the host name of the ASA4.

ASA Host Name: [CCNAS-ASA

Domain Mame: ]ccnasecurity.com

Privilzged Mode (Enable) Password

The privileged mode (enable) password is required ko administer the ASA using ASDM or
the Command Line Intetface {CLI}.

v Change privileged mode (enable) password

Old Password: |

Mew Password: I*****

Confirm Hew Password; [*+++

-1

Step 3: Configure the outside interface.

a. On the Startup Wizard Step 3 screen — Outside Interface Configuration, Interface Settings tab,
review the interface properties shown. Do not change the current settings because these were
previously defined using the CLI. Click Next to continue.
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Ed)

% Cisco ASDM 6.4 for ASA - 192.168.1.1 - Startup Wizard
é Sta rtup»Wiza rd Outside Interface Configuration (Step 3 of ...)

‘“ Interface Settings | 1Pv6 Interface Settings|

Configure the outside interface of the ASA. Check with your ISP to determine which option
ta use.

Interface Properties

Interface: {Ethernetﬂ!ﬂ \4 Enable interface
Interface Name: ioutside l Security Level: |0
IP Address

(3) Use the following IP address

IP Address: |209.165.200.226 | Subnet Mask; |255.255.255.248 v

(") Use DHCP

The ASA will obtain an IP address from a DHCP server. Ensure that a DHCP server is
configured on your corporate network or by vour ISP,

Obtain default route using BHCP
() Use PPPoE

The A54 will obtain its IP address from a PPPoE server if you do not specify an IP
address in next step. Ensure that a PPPoE server is configured by your ISP,

[ < Back ][ Mext = ][ Finish ] [ Cancel ] [Help ]

b. On the Startup Wizard Step 4 screen — Other Interface Configuration, verify the settings for the
inside interface, which were previously configured via the CLI. You can edit the settings for any of the
interfaces from this screen.

Note: Do not check the two boxes for enabling traffic between interfaces of the same security level
and hosts on the same interface.
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@% Cisco ASDM 6.4 for ASA - 192.168.1.1 - Startup Wizard @
¥ Sta rtup Wizard Other Interface Configuration {Step 4 of 11)

Configure the remaining interfaces of the ASA. To configure an interface, select it in the list below and
click Edit,

Interface Mame Enabled 00Ut pp Address Subr.\et Maskf
Level Prefix Length
1'-"3' 192.168.1.1 255,255.255.0
Ethernetcl!o outsrde Yes 209.165.200.226 255,255,255.,248
Ethernet0f2 Mo
Ethernet0)3 Mo
Management0}0 Mo

[] Enable traffic between twa or more interfaces with the same security levels

[] Enable traffic between two or more hosts connected to the same interface

[ < Back ][ Mext = ][ Finish ] [ Cancel ] [ Help ]

c. On the Startup Wizard Step 5 screen — Static Routes, click Next to bypass this wizard option at this
time. You will configure a static route for the ASA later using the Configuration menu.
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El

= Cisco ASDM 6.4 for ASA - 192.168.1.1 - Startup Wizard
¥ Sta rtupA}N‘lza rd Static Routes {Step 5of11)

_‘. ! Specify static routes.

Filter: (&) Both (O IPvdonly () IPv6 only

Interface  IP Address Netm@sk,f Gateway IP Metnc.f Opti... Add
Prefix Distance
Rt Edit

e lak ~
Delete

[ < Back ][ Mext = ][ Finish ] [ Cancel ] [ Help ]

Step 4: Configure DHCP, address translation and administrative access.

a. On the Startup Wizard Step 6 screen — DHCP Server, select the checkbox to Enable DHCP server
on the inside interface. Enter a Starting IP Address of 192.168.1.5 and Ending IP Address of
192.168.1.50. Enter the DNS Server 1 address of 10.20.30.40 and Domain Name
ccnasecurity.com. Do NOT check the box to Enable autoconfiguration from interface. Click Next to
continue.
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@% Cisco ASDM 6.4 for ASA - 192.168.1.1 - Startup Wizard @
¥ Sta rtup Wizard DHCP Server {Step 6 of 11)

The ASA can act as a DHCP server and provide IP addresses to the hosts on your Inside network. To
configure a DHCP server on an interface other than the inside interface, go to Configuration > Device
Management > DHCP > DHCP Server in the main ASDM window,

Enable DHCP server on the inside interface

DHCP Address Pool
Starting IF Address: |192.168.1.5 | Ending IP Address: |192.168.1.50 \
DHCP Parameters -
DNS Server 1: |10.20.30.40 | DNSServerz | |
WINS Server 1: | | WINSServerz: | ]
Lease Length: | | sec  Ping Timeout: I l ms
Domain Mame: !ccnasecurity.coml ]

Enabling auto-configuration causes the DHCP server to automatically configure DNS, WINS and domain
name. The values in the fields above take precedence over the auto-configured values.

[] Enable auto-configuration from interface:

nUEsice
ouEsice

[ < Back ][ Mext = ][ Finish ] [ Cancel ] [ Help ]

b. On the Startup Wizard Step 7 screen — Address Translation (NAT/P AT), click the button Use Port
Address Translation (PAT). The default is to use the IP address of the outside interface. Note that
you can also specify a particular IP address for PAT or a range of addresses with NAT. Click Next to
continue.
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@& Cisco ASDM 6.4 for ASA - 192.168.1.1 - Startup Wizard @
¥ Sta rtup Wizard Address Translation {NAT/PAT) (Step 7 of 11)

Select Port Address Translation (PAT) to share a single external IP address for devices on the inside
interface. Select Network Address Translation {MAT) to share several external IP addresses for devices
on the inside interface. Select the first option, if no address translation is desired between the inside
and outside interfaces,

This NAT configuration applies to all the traffic from the inside interface to the outside
interface.

() No Address Translation

(3) Use Port Address Translation (PAT¥

() Use the IP address on the outside interface

() Specify an IP address

: 1
P address; { il
|

() Use Metwork Address Translation (NAT)

1F Bddress Hanae: l |

[ < Back ][ Mext = ][ Finish ] [ Cancel ] [ Help ]

c. On the Startup Wizard Step 8 screen — Administrative Access, HTTPS/ASDM access is currently
configured for hosts on inside network 192.168.1.0/24. Add Telnet access to the ASA for the inside
network 192.168.1.0 with a subnet mask of 255.255.255.0. Add SSH access to the ASA from host
172.16.3.3 on the outside network. Make sure the checkbox Enable HTTP server for HTTPS/ASDM
access is checked. Click Next to continue.
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@% Cisco ASDM 6.4 for ASA - 192.168.1.1 - Startup Wizard @
¥ Sta rtup Wizard Administrative Access {Step 8 of 11)

Specify the addresses of all hosts or networks, which are allowed to access the ASA using HTTPS/ASDM,
SSH or Telnet.

Type Interface 1P Address ’.”‘35'4 ..Add
Prefix Length
HTTPS/ASDM  inside 192.168.1.0 255.255.255.0
Telnet inside 192.168.1.0 255.255.255.0
Delete

outside 172.16.3.3 255.255.255.255

Enable HTTP server for HTTPS/ASDM access
Disabling HTTP server will prevent HTTPSJASDM access ta this ASA.

[] Enable ASDM history metrics

[ < Back ][ Mext = ][ Finish ] [ Cancel ] [ Help ]

d. On the Startup Wizard Step 9 screen — Auto Update Server, review the on-screen text describing
the function of Auto Update but do not check the box to Enable Auto Update ASA. Click Next to
continue.
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@% Cisco ASDM 6.4 for ASA - 192.168.1.1 - Startup Wizard @
¥ Sta rtup Wizard Auto Update Server (Step 9 of 11)

The ASA can be remotely managed from an Auto Update Server. This includes automatically updating
the 454 configuration, ASA image, and ASDM image as needed,

[] Enable Auto Update For ASA

Server

Server URL: | https l I
Verify seryer's'SSL certificate

User

Spec the ername a doa o !Q:;wif co ;?‘r? SUto U ‘,{;!u £ et
rriane, I ’

Passwiord I onfirir Password:

Device Identity —

Speciiy the device 10 te uplquely identify the 458

evicedD Type e

[ < Back ][ Mext = ][ Finish ] [ Cancel ] [ Help ]

e. On the Startup Wizard Step 10 screen — Cisco Smart Call Home Enrollment, review the on-screen
text describing the function of Smart Call Home and leave the default radio button selected to not
enable this feature. Click Next to continue.
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§% Cisco ASDM 6.4 for ASA - 192.168.1.1 - Startup Wizard X)
¥ Sta rtup Wizard Cisco Smart Call Home Enrollment {Step 10 of 11)

Help ta improve the ASA platform by enabling anonymous reporting, which allows
Cisco ko securely receive minimal error and health information from the device.,
Learn More

() Registered

Reqistering this ASA with Smart Call Home (SCH) allows customers with support
contracts to log in to the SCH Portal for a personalized view of all their SCH
connected devices. The portal displays messages sent from the device, as well as
providing notification of any device that is impacted by a PSIRT advisory.
Additionally, reqistering allows one to receive real-time notifications on problems
with the device, as well as the proactive creation of a TAC case.

Learn More

To begin the registration process, please enter your e-mail address below,

Email Address: Customize this Feature

(%) Do not enable Smart: Call Home

() Remind Me Later

[ < Back ][ Mext = ][ Finish ] [ Cancel ] [ Help ]

Step 5: Review the summary and deliver the commands to the ASA.

a. On the Startup Wizard Step 11 screen — Startup Wizard Summary, review the Configuration
Summary and click Finish. ASDM will deliver the commands to the ASA device and then reload the
modified configuration.

Note: If the GUI dialogue box stops responding during the reload process, close it, exit ASDM, and
restart the browser and ASDM. If prompted to save the configuration to flash memory, respond with
Yes. Even though ASDM may not appear to have reloaded the configuration, the commands were
delivered. If there are errors encountered as ASDM delivers the commands, you will be notified with a
list of commands that succeeded and those that failed.
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@& Cisco ASDM 6.4 for ASA - 192:168.1.1 - Startup Wizard @

é Sta rtup Wizard Startup Wizard Summary {Step 11 of 11)

‘ou have completed the Startup Wizard, To send your changes to the 54 , click Finish. If vou
want to madify any of the data, click Back.

Configuration Summary:

Host Mame: CCNAS-ASA
Domain Mame: ccnasecurity.com

Outside interface:

outside (Ethernet0j0), 209,165.200.226
Other named interfaces:

inside (EthernetD/1), 192.168.1.1

Mo static routes configured.

DHCP Server is enabled on Inside interface. Pool : 192.168.1.5 - 192,168.1.50

PAT is configured on inside interface.

Administrative access to the device:
HTTPS/ASDM access for 192,168.1.0 through inside
SSH access for 172.16.3.3 through outside
Telnet access for 192.168.1.0 through inside

Disable Smart Call Home

Mext = [ Finish ] [ Cancel ] [Help ]

Restart ASDM and provide the new enable password class with no username. Return to the Device
Dashboard and check the Interface Status window. You should see the inside and outside interfaces
with IP address and status. The inside interface should show some number of Kb/s. The Traffic
Status window may show the ASDM access as TCP traffic spike.

Step 6: Test Telnet and SSH access to the ASA.

a.

From a command prompt or GUI Telnet client on PC-B, Telnet to the ASA inside interface at IP
address 192.168.1.1.

Login to the ASA using the default login password of cisco. Enter privileged EXEC mode by using the
enable command and provide the password class. Exit the Telnet session by using the quit
command.

In Part 3, Step 4, SSH access was configured using the Startup wizard to allow access to the ASA
from outside PC-C (172.16.3.3). From PC-C, open an SSH client such as PuTTY and attempt to
connect to the ASA outside interface at 209.165.200.226. You will not be able to establish the
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connection because SSH access (ASA version 8.4(2) and later) requires that you also configure AAA

and provide an authenticated user name. AAA will be configured in the Part 4 of the lab.

Step 7: Test access to an external website from PC-B.

a.

Open a browser on PC-B and enter the IP address of the R1 Fa0/0 interface (209.165.200.225) to
simulate access to an external website.

The R1 HTTP server was enabled in Part 1 of the lab so you should be prompted with a user
authentication login dialog box from the R1 GUI device manger. Leave the username blank and enter
the password of class. Exit the browser. You should see TCP activity in the ASDM Device Dashboard
Traffic Status window.

Step 8: Test access to an external website using the ASDM Packet Tracer utility.

a.

From the ASDM Home page, choose Tools > Packet Tracer.

Choose the Inside interface from the Interface drop down menu and click TCP from the Packet Type
radio buttons. From the Source drop down menu, choose IP Address and enter the address
192.168.1.3 (PC-B) with a source port of 1500. From the Destination drop down menu, choose IP
Address and enter 209.165.200.225 (R1 Fa0/0) with a Destination Port of HTTP. Click Start to begin
the trace of the packet. The packet should be permitted.
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@% Cisco ASDM Packet Tracer - 192.168.1.1

Select the packet tvpe and supply the packet parameters. Click Start ta trace the packet.
Interface: Iinside v l Packet Type 7 TCP " LDP " ICMP { IP

Source:  |IP Address > | {192.168.1.3 Destination:  [IP Address v | [209.165.200.225

Source Port: IISDD .Ll Destination Pork: Ihttp Z]

v Show animation

inside  Accesslist | Route | 1P Opions I NAT Looi(upl HOST-LIMHI 1P Options | Flow | ctkide
Lookup Lookup Lookup Lookup creation

=10l x|

(), Start

£y Clear

i

Phase

I Action I

[+ ACCESS-LIST

+ ROUTE-LOOKUP

[+ IP-OPTIONS

FHMNAT

F HOST-LIMIT

# IP-OPTIONS

[+ FLOW-CREATION

[=IRESULT - The packet is allowed.

L

‘EVInput Interface:  inside Line @ Link €
|Output Interface: outside Line @ Link €

\Info:

€ Close | 2 Help I

L S8 U 95 9 98 S SR

Reset the entries by clicking the Clear button. Try another trace and choose Outside from the
Interface drop down menu and leave TCP as the packet type. From the Source drop down menu,
choose IP Address and enter 209.165.200.225 (R1 Fa0/0) and a Source Port of 1500. From the
Destination drop down menu, choose IP Address and enter the address 209.165.200.226 (ASA
outside interface) with a Destination Port of telnet. Click Start to begin the trace of the packet. The
packet should be dropped. Click Close to continue.
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@& Cisco ASDM Packet Tracer - 192:168.1.1

Select the packet type and supply the packet parameters. Click Start to trace the packet.
Interface: [inside  v|  PacketType @ TCP QUDP QIMP OIF

i

T —
r — — - ' - ] Start
Source:  |IP Address v | [209.165.200.225 | Destination: |IP Address v | [209.165.200.226 -

Source Port: ’1500 91‘ Destination Port: |telnet v iy Clear

Show animation

insidé . Route Access list
Laokup Laokup

[ ] Phase Ac...
[# ROUTE-LOOKUP
i+ ACCESS-LIST
[=JRESULT - The packet is dropped.

L

DA S

Input Interface:  inside Line € Link €
Qutput Interface: NP Identity Ifc Line € Link €
Infa: {acl-drop) Flow is denied by configured rule

Part 4. Configuring ASA Settings from the ASDM Configuration Menu

In Part 4, you will set the ASA clock, configure a default route, test connectivity using ASDM tools Ping and
Traceroute, configure Local AAA user authentication, and modify the MPF application inspection policy.

Step 1: Set the ASA date and time.

a. From the Configuration screen, Device Setup menu, choose System Time > Clock.

b. Select your Time Zone from the drop-down menu and enter the current date and time in the fields
provided. The clock is a 24-hour clock. Click Apply to send the commands to the ASA.
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o)
NImie
CISCO

o || & Isl:;a:r:::c\;\;lzard Configure the ASA date and clock.

&] ‘%* Routing

; @Q Device Name/Password Time Zone: I(GMT-OS:UU)(Eastem Time) Indianapolis, Montreal, Mew York v
B System Time

e e Date

- QO |Jan 27, 2012 v

" Zg EtherChannel

Time
Clock will be automatically adjusted for daylight saving changes.

Time: @: @: 134 | hhimm:ss {24-hour)

[ Update Displayed Time ]
Configuration changes saved successfully. ‘ }<admin> ‘15 l ' JB[ ‘ ‘ 1 rz—'ﬁj ;1!2?} 12 7:07:30 AM EST

Step 2: Configure a static default route for the ASA.

a. From the ASDM Tools menu, select Ping and enter the IP address of router R1 S0/0/0 (10.1.1.1).
The ASA does not have a default route to unknown external networks. The ping should fail because
the ASA has no route to 10.1.1.1. Click Close to continue.
g% Ping L T x|

Packet Type: * ICMP " TCP

Destination
IP Address or Hostname: |10.1.1.1 Pott; |

Source

Interface (optional): -- Mone -- :_I

(c) Address,(bptional):v |

Pork; % Random port ¢ Starting pork; I

Repeat{optional); | Timeout{optional); |

Ping Output:
Type escape sequence to abort, ,
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:
Mo route to host 10.1.1.1

Ping Close Help.
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b. From the Configuration screen, Device Setup menu, choose Routing > Static Routes. Click the IPv4

Only button and click Add to add a new static route.

c. Inthe Add Static Route dialogue box, choose the outside interface from the drop down menu. Click
the ellipsis button to the right of Network and select any from the list of network objects, then click
OK. The selection of any translates to a “quad zero” (0.0.0.0 0.0.0.0) route. For the Gateway IP, enter
209.165.200.225 (R1 Fa0/0).

@ Add Static Route ¥ x|

Interface: Ioutside

Metwork: Iany __]
=

Gateway IP: |209. 165.200.225]

Metric: Il

Options
{* Mone

" Tunneled (Default tunnel gateway For YPN kraffic)

{" Tracked
Ty ack 1D | Track 1P Address; I
LAIE: I Taraetinterface: lin::idr: V. I

Momtering Qetions |

v

Enabiirig the tracked option starks a job for monitoring the
state of the route, by pinging the frack address provided,

| (8]'¢ I Cancel | Help

d. Click OK and click Apply to send the commands to the ASA.
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@& Cisco ASDM 6.4 for ASA
File View Tools Wizards Window Help

-192:168.1.1

Laok For: L o,

@ Home 0% Configuration

D Monltonngl [B Save @Refresh‘ o Back \:9

vl
Cisco

T

Device Setup

2

G’ Startup Wizard
N Interfaces
{,J *3' Routing

Device List

(m-1]

: ‘% Route Maps
42 OSPF
42 RIP

743 EIGRP
) -‘% Multicast

~..[39 Proxy ARPs

=-€) System Time
@) Clock
“ @ TP

- EtherChannel

§ ot atic Routes

- Device Name/Password

@) Dewce Management

Y

Configuration changes saved successfully.

Confiquration > Device Set

Specify static routes.

Filter: ()

= Routi

i (& IPvaonly (O IPvE only

> Statlg Rgg;es

O

Interface 1P Address

Metmask)
Prefix Length

0,0.0.0

Gateway IP

209

165,200,225

Metric/
Distance

e |

Options

Add

Delete

|<admin 15

11/17/12 10:00:41 AMEST

e. From the ASDM Tools menu, select Ping and enter the IP address of router R1 S0/0/0 (10.1.1.1).
The ping should succeed this time. Click Close to continue.

f.  From the ASDM Tools menu, select Traceroute and enter the IP address of external host PC-C
(172.16.3.3). Click on Trace Route. The traceroute should succeed and show the hops from the ASA
through R1, R2, and R3 to host PC-C. Click Close to continue.
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g% Traceroute e X

Host Mame or IP Address: l1?2. 16.3.3

Optional Parameters
Timeout: l— (default: 3 sec) [~ Specify source interface or IP address
Pork: I {default: 33434) {e Source Interface linside L.l
Probe: ] {default: 3) (" Source 1P [

Min. & Max. TTL: l I (defaults: 1 and 30) IV Reverse resolve | Use ICMP

Traceroute Output

Type escape sequence to abort. ;I
Tracing the route to 172.16.3.3

1 209.165.200,225 10 msec 0 msec 0 msec
2 10.1.1.2 10 msec 0 msec 0 msec

3 10.2,2.1 0 msec 0 msec 0 msec

4 172.16.3.3 10 msec 0 msec 0 msec

L]

Trace Route I Close Help

Step 3: Configure AAA user authentication using the local ASA database.

It is necessary to enable AAA user authentication in order to access the ASA using SSH. You allowed
SSH access to the ASA from the outside host PC-C when the Startup wizard was run. To allow the
remote network administrator at PC-C to have SSH access to the ASA, you will create a user in the local
database.

a. From the Configuration screen, Device Management area, click Users/AAA. Click User Accounts
and then Add. Create a new user named admin with a password of cisco 123 and enter the
password again to confirm it. Allow this user Full access (ASDM, SSH, Telnet, and console) and set
the privilege level to 15. Click OK to add the user and click Apply to send the commands to the ASA.
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Device Management o' §
&]fﬁ' Management Access &
{B@ Licensing
m@ System Image/Configur
15 Logging
{8 smart Call-Home
=-£F] Usersfana
S8 nan Server Groups
- &35 LDAP Attribute Map
&8 Authentication Pror
il AnA Access
-l Dynamic Access Poli

User Accounts

#-[29 Certificate Management—
- DHCP
- 2L DS

7% Cisco ASDM 6.4 for ASA - 192.168.1.1

ards  Window

elp

alialn
CISCO

=|

Create entries in the ASA local user database.

g% Add User Account

[+-WPN Policy

[>

Username: Iadmin |

Password: {****"‘*** I
I

Confirm Passward: |*stotetelok

[ user authenticated using MSCHAP

Access Restriction
Select one of the options below to restrick ASDM, S5H, Telnet and Console access.
Mote: All users have network access, regardless of these settings.

(&) Full access{ASDM, 55H, Telnet and Console)

Privilege level is used with command authorization.
Privilege Level:
() CL login prompt for S5H, Telnet and console {no ASDM access)
This setting is effective only if “aaa authentication http console LOCAL" comman .,

1| J ‘>\

| Find: |

1” Cancel ][ Help ]

b. From the Configuration screen, Device Management area, click Users/AAA. Click AAA Access. On
the Authentication tab, select the checkboxes to require authentication for HTTP/ASDM, SSH and

Telnet connections and specify the “LOCAL” server group for each connection type. Click Apply to
send the commands to the ASA.
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@ Cisco ASDM 6.4 for ASA - 192.168.1.1 3=
File. “iew Tools ‘Wizards Window Help Look For: | 'w | | ol I |
- - ’ - ] [ '
@ Home O%; Configuration E’j Monitoring| Q Save @Refresh\ o Back \_) ! ‘ ? Help’ I CISCO
. | Device Management a 2 Configuration = Device Management > Users/AAA > AAA Access > Authentication O
";: 15-@' Management Access ~ v
=) @ @ Licensing | Authorization | Accounting|
S |l® @ System ImageConfiguration
‘2l || ®-{8 Logging Enable authentication for administrator access to the ASA.
: Smart Call-Home
=] Usersfana Require authentication to allow use of privieged mode commands
i 3l Ana server Groups - [T]Enable Server Group: | LOCA Use LOCAL when servet group Falls
- 538 LDAP Attribute Map
75 % Authentication Prompt Require authentication for the following kypes of connections
: AAR Acess N———
: q\ Dynamic Access Policies [V]HTTR}ASDM  Server Group: 1L0CALVV: se LOCAL =N server. group Falls
- UserAccounts Seri 1l [ R ) S e o
al Server Group: |0 LUse LOCAL when server group Fails
#-[F3 Certificate Management 0 B
- ff#' DHCP i [#] 55H Server Group: |LOCAL (M| | | Use LOGAL when serer graup falls
-2 DNS v = R
Telnet Server Group: 1LOCAL v Use LOCAL when server group fails
[ & Device Setup
| 835 Firewall
[
i ﬁ& Remote Access YPN
1 ,gg Site-ta-Gite YPH
‘ @) Device Management
| "
Configuration changes saved successfully. <adminz 15 ‘ E 1127112 7:21:30 AM EST

Note: The next action you attempt within ASDM will require you to login as admin with password

cisco123.

c. From PC-C, open an SSH client such as PuTTY and attempt to access the ASA outside interface at
209.165.200.226. You should be able to establish the connection. When prompted to login, enter user
name admin and password cisco123.

d. After logging in to the ASA using SSH, enter the enable command and provide the password class.
Issue the show run command to display the current configuration you have created using ASDM.

Note: The default timeout for Telnet and SSH is 5 minutes. You can increase this setting using the

CLI as described in Lab 10A or go to ASDM Device Management > Management Access >
ASDM/HTTP/Telnet/SSH.

Step 4: Modify the MPF application inspection policy.
For application layer inspection, as well as other advanced options, the Cisco Modular Policy
Framework (MPF) is available on ASAs.

a. The default global inspection policy does not inspect ICMP. To enable hosts on the internal network
to ping external hosts and receive replies, ICMP traffic must be inspected. From the Configuration
screen, Firewall area menu, click Service Policy Rules.
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@ Cisco ASDM 6.4 for ASA - 192.168.1.1

File. View Tools Wizards Window Help Look For:

Zi

Firewall 1 ion = Firewall > Servi licy Rules O
2 B A Rul
= = ccess Rules . : . ;
o Add Edit Delete = - Find Diagram & 7 Packet Trace
_l§l - {28 NAT Rules H m ﬁ + ¥ & ‘ g Q E g 8
2 S oW vice Policy Rules Traffic Classification
E;] 'ﬁ AAA Rules MName # Enabled Match Source Destination = Service

----- Filter Rules
=] - VDAl g
_____ @ Public Servers [=) Global; Policy: global_policy

inspecti ofanlt 5 Matc default-inspec
”“Hgs"‘ URL Filtering Servers inspection_default 3 Match & default-inspec. .
-3 Threat Detection
-~ Identity Options

&
- {f=] Objects
0 {0 Unified Communications

{7 Advanced

£l

£

: g Site-to-Sit VPN

_ Device Management - - :
hd
Configuration changes saved successfully. ‘ ;<admin> f15 ‘ E

b. Select the inspection_default policy and click Edit to modify the default inspection rules. On the Edit
Senvice Policy Rule window, click the Rule Actions tab and select the checkbox for ICMP. Do not
change the other default protocols that are checked. Click OK and then click Apply to send the
commands to the ASA. If prompted, login as again admin with a password of cisco123.
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@% Edit Service Policy Bule

| Traffic Classification | Default Inspections |

| Protocol Inspection | Connection Settings | QoS | MetFlow | User Statistics |

[ select all inspection rules

[] CTIQEE A
[] DCERPC Configure,

DNS DNS Inspect Map: preset_dns_map

H.323 H.225

H.323 RAS

[JHTTR Configure ..,

ICHMP

[]1CMP Error =

(o]

K ][ Cancel ][ Help ]

C.

From PC-B, ping the external interface of R1 S0/0/0 (10.1.1.1). The pings should be successful.

Part 5. Configuring a DMZ, Static NAT and ACLs

In Part 3 of this lab, you configured address translation using PAT for the inside network. In this part, you
create a DMZ on the ASA, configure static NAT to a DMZ server, and apply an ACL to control access to
the server.

Step 1: Configure the ASA DMZ interface.

In this step you will configure a new interface EO/2 named dmz, set the security lewel to 70, and bring the
interface up.

a.

From the Configuration screen, Device Setup menu, click Interfaces. Select interface Ethernet0/2
and click Edit.

In the Edit Interface dialog box, the General tab is displayed by default. Name the interface dmz,
assign it a security level of 70, and make sure the Enable Interface checkbox is checked.

Ensure that the Use Static IP button is selected and enter an IP address of 192.168.2.1 with a subnet
mask of 255.255.255.0. Click OK. When the Security Level Change warning is displayed, read it and
then click OK again. On the Interfaces screen, click Apply to send the commands to the ASA.
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63 (Edit Interface

General ! Advanced “ IPv6 |

Hardware Port: EthernetDj2 [ Configure Hardware Properties... ]

Interface Mame: {dmz l

Security Level: |70

[] Dedicate this interface to management only

Channel Group: I:I

Enable Interface

IP Address
(3) Use Static IP () Obtain Address via DHCP () Use PPPoE

IP Address:  1192.168.2.1 |

Subret Mask: |255.255.255.0 v

[ OK '” Cancel ][ Help ]

B% Cisco ASDM 6.4 for ASA - 192.168.1.1 EEXE
File. View Tools Wizerds Window Help LookFor: GOy | l 1 | |
s = ' "
- ‘ i e Ccisco
i o
@6 Startup Wizard :
= Jnterfaces Interface Mame State Sl IP Address Sthrel Hask I Add ~
@43+ Routing Level Preﬁx Length =
.G;Q Device Name/Password Ethernet0/0 outside Enabled 0209.165,200.226 255.255.255.248 ] i
System Time Ethernetoj1 inside Enabled 100192.168.1.1 255.255.255.0
= EtherChannel Ethernet0/2 70 255.255.255.0 | IS
Ethernet0/3 Disabled
Management0/0 Disabled
f)] ik 3| >
[ Enable traffic between two or more interfaces which are configured with same security levels
["] Enable traffic between twa or more hosts connected to the same interface
[ Apply ] [ Reset ]

1]17/12 10:20:01 AM EST

: |<adnmin: ‘15 ‘ ‘ ‘

Step 2: Configure the DMZ server and static NAT.

To accommodate the addition of a DMZ and a web server, you will use another address from the ISP
range assigned, 209.165.200.224/29 (.224-.231). Router R1 Fa0/0 and the ASA outside interface are
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already using 209.165.200.225 and .226, respectively. You will use public address 209.165.200.227 and
static NAT to provide address translation access to the server.

a. From the Configuration screen, Firewall menu, click the Public Servers option and click Add to
define the DMZ server and services offered. In the Add Public Server dialog box, specify the Private
Interface as dmz, the Public Interface as outside and the Public IP address as 209.165.200.227.

@% Add Public Server 7 x|

Use this panel to define the server that vou wish to expose to a public interface. You will need to
specify the private interface and address of the server and the service to be exposed, and then
the public interface, address and service that the server will be seen at.

Private Interface: ldmz

Private IP Address: |

Private Service: I

Public Interface: Ioutside

53 KA i R A

Public IP Address:  |209.165.200.227]

Options

[ Specify Public Service if different from Private Service. This will enable the static PAT.

Putlic Service I __| (TCP or LIDP service only)

| OK I Cancel l Help I

b. Click the ellipsis button to the right of Private IP Address. In the Browse Private IP Address window,
click Add to define the server as a Network Object. Enter the name DMZ-Server, with a Type of
Host and the Private IP Address of 192.168.2.3.

c. While in the Add Network Object dialog box, click the double down arrow button for NAT. Click the
checkbox for Add Automatic Address Translation Rules and enter the type as Static. Enter
Translated Addr: 209.165.200.227. When the screen looks like the following, click OK to add the
server network object. From the Browse Private IP Address window, click OK. You will return to the
Add Public Server dialog box.
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g% Add Network Object
Mame: IDMZ-Server
Type: IHost _:_I
IP Address:  [192.168.2.3

Description: |

NAT
v &dd sutomatic Address Translation Rules

Type: |Static _:I

%

Translated Addr: |209.165.200.227

[~ 'P&T Pogl Translated Addréss; I

[~ Round Robin

el

[ Fallthrouah tointerface PAT{dest intfy; Idmz

Advanced... |
OK I Cancel I

Help

d. Inthe Add Public Server dialog, click the ellipsis button to the right of Private Service. In the Browse
Private Service window, double click to select the following services: tcp/http, tcp/ftp, icmp/echo
and icmp/echo-reply (scroll down to see all services). Click OK to continue and return to the Add

Public Server dialog.

Note: You can specify Public services if different from the Private services, using the option on this

screen.
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g% Browse Private Service 7 X|

gp add v [ Edi ﬁ Delete I @) Where Used

Filter: I Fitter|Clear]
Iame I Protocol I Source Ports |Destination PI ICMP I Description |

IS!/ ftp tcp default (1-655.., Z1 :..I
j--y_r,ftp-data tcp default {1-655... 20 iy
i 128 gopher kep default {1-655... 70
Ltz/ h323 tep default (1-655... 1720
766 hostname tcp default {1-655... 101
3¢ https tcp default {1-655... 443
3 ident tep default (1-655... 113 =

Selected Private Service

Private Service - > I Itcp}’http, tcpjftp, icmp/echo, icmp/echo-reply

| QK I Cancel

e. When you have completed all information in the Add P ublic Server dialog box, it should look like the
one shown below. Click OK to add the server. Click Apply at the Public Servers screen to send the
commands to the ASA.

g% Add Public Server ] X|

Use this panel to define the server that vou wish to expose to a public interface. You will need to
specify the private interface and address of the server and the service to be exposed, and then
the public interface, address and service that the server will be seen at.

Private Interface: ldmz

Private IP Address; |DMZ-Server

Private Service: Itcp,fhttp, tcpfftp, icpfecho, icmpjecho-reply

Public Interface: Ioutside

3 T

Public IP Address:  |209.165.200.227

Options

[~ Specify Public Service if different from Private Service. This will enable the static PAT,

Public Service | __l (TGP or DR service only)

| OK I ~ Cancel | Help |
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@& Cisco ASDM) 6.4 for ASA - 192.168.1.1 &3] =]E3)
File. View Tools Wizards Window Help Laok For: ‘L Goy | l " l '
g = " " [
@ Home G%}, Configuration [] Monltonng ‘ B Save @ Refresh ‘ O Back Q DHar [ ‘.? Help [ CiSCO
Firewall Configuration > Firewall > Public Servers (m]
B4 Access Rules Define the servers and services that you would fike to expose ko an outside interface.
- £298 NAT Rules -
@, Service Policy Rules Private Interface Private IP Address Private Service Public Interface Public IP Address Public Service | | Add
gl AAA Rules i B I
222 Filter Rules

@ Public Servers
2L URL Filtering Servers
vvvvv Threat Detection
Identity Options
Objects
Unified Communications
7 Advanced

)

g gy ey

echo-reply

i ftp

7% http

% Dewce Management

oy B

Device configuration loaded successfully.

[ Apply ][ Reset ]
ladmin 15 B £3 (&) 117112 10:35:01 AM EST

Step 3: View the DMZ Access Rule (ACL) generated by ASDM.

a. With the creation of the DMZ server object and selection of services, ASDM automatically generates
an Access Rule (ACL) to permit the appropriate access to the server and applies it to the outside
interface in the incoming direction.

b. View this Access Rule in ASDM by choosing Configuration > Firewall > Access Rules. It appears
as an outside incoming rule. You can select the rule and use the horizontal scroll bar to see all of the

components.
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B% Cisco ASDM 6.4 for ASA - 192.168:1.1

File: View Tools Wizards Window Help Look For: j 1 | | 1ol l |
= o . - (] ] (]
@ Home: C%} Configuration [a Monitoring’ B Save @Refresh‘ c Backi (. J) Fona ‘ ‘{? Help‘ CISCO
3 Firewall @ 8 | Configuration > Firewall > Access Rules O Addresses rServices rTime Ranges ]
= : ""'m 5 o
E i gNAT Rules 4 add ~ [& Edit [ Delete + & % % - Q Find [ Disgram (g Export ~ (9 Clear Hit: whddresses, L
= 3 1 P Add ~ dit Delete
2 @, Service Policy Rules # Enabled = Source = User Destination Service Action Hits Logging o @ a
fall| ¢ 'ﬁ A_AA Rules = 5% dmz (1 implicit incoming rule) [ Filter:l [ ltet|Clear|
=3 Fllte.r Rules i @ any @ Any less secure... 1e-ip o Permit [ 1] fame al
(% Public Servers Bl e (|
L R Filkering Servers \;:5 _y dmz IPv6 (1 implicit incoming rule) [=-IPv4 Network Objects
-5 Threat Detection 1 @ any @ Any less secure... 1. 0p o Permit | @ any
0 Identity Options = y inside {1 implicit incoming rule) | ‘ i 3}.}, dmz-networkj24
) Objects i1 @ any @ Any less secure... 1. ip o Permit ‘ ‘ : (@ inside-network/24
:'J ' z;’md C;mmumcatlons = 5 inside IPv6 (1 implicit incoming rule) | 1 - o outside-network/29
&l vance 1 =
< i1 @ any @ Any less secure... 1 ip & Permit ‘ [ &} DMZ-Server
= 5% outside (1 incoming rule) | | |=-1Pv6 Network Objects
] & any L pMz-server 7 Permit @ any
y outside IPv6 (0 implicit incoming rules)
ﬁ Device Setup ;‘ 5% Global {1 implicit rule)
S 1 @ any @ any ®ip & Deny
% Firewall = 5% Global IPv6 (1 implicit rule)
~g Bl an an 18, j Den i
gg Remote Access YPH @ any @ any 2 o % [
| NI .
€7 site-to-Site o1 k] ¥
= Access Rule Type () IPv4 and IPY6 () IPv4 Only () IPv6 Only
m) Device Management
4 [ Apply ] [ Reset ] [ Advanced... ]
ladmin s (3 (B 1117112 10:40:31 AMEST

c. Note: You can also see the actual IOS commands generated using the ASDM Tools > Command
Line Interface and entering the command show run.

Step 4: Test access to the DMZ server from the outside network.

a. From PC-C, ping the IP address of the static NAT public server address (209.165.200.227). The

pings should be successful.

b. Because the ASA inside interface E0/1 is set to security level 100 (the highest) and the DM Z interface
E0/2 is set to 70, you can also access the DMZ server from a host on the inside network. The ASA
acts like a router between the two networks. Ping the DMZ server (PC-A) internal address
(192.168.2.3) from inside network host PC-B (192.168.1.3 or DHCP assigned address). The pings
should be successful due to interface security level and the fact that ICMP is being inspected on the
inside interface by the global inspection policy.

c. The DMZ server cannot ping PC-B on the inside network. This is because the DMZ interface EQ/2
has a lower security level (70) than inside interface EO/1 (100). Try to ping from the DMZ server PC-A

to PC-B at IP address 192.168.1.X. The pings should not be successful.

Step 5: Use ASDM Monitoring to graph packet activity.

There are a number of aspects of the ASA that can be monitored using the Monitoring screen. The main
categories on this screen are Interfaces, VPN, Routing, Properties, and Logging. In this step you will

create a graph to monitor packet activity for the ASA outside interface.

a. From the Monitoring screen, Interfaces menu, click Interface Graphs > outside. Select Packet
Counts and click Add to add the graph. The exhibit below shows Packet Counts added.
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@& Cisco ASDM 6.4 for ASA - 192.168.1.1

File: Viewe Toolz ‘Wizards Window Help Look For; 1 | Ga | l 1 I |
- - ' [
- ; 9 § ) s e | Vs O ‘ | Y. |
@] Home (3% Configuration B Monitoring } B Save @v Refresh I 0 Back . ) | Q Help | cCiscCoO
E, Interfaces g! & | Monitoring > Interfaces = Interface Graphs > outside (=]
= i) ARP Table Select one or more of the available graphs for the current graph type and add them to the selected graph list on the right.
£ fs’ DHCP To display graphs for more than one graph type, select another graph type in the tree on the far left and continue adding
& ~ 8" DHCP Client Lease Inform graphs to the selected graph list.
‘ul|| 188 DHCP Server Table )
S { sis Up to Four graphs can be displayed in one window. To use an already existing graph window, select the window title from the
¥ DHCP Stalistcs drop-down list below. To display graphs in a new window, type in a new window title
- g]_‘ Dynamic ACLs P > play grap s LYP :
-89 Interface Graphs e
B dmz Graph Window Title: |Cisco ASDM 6.4 For ASA - 192,168.1.1 - Graph (1) v
- B inside '
L Graph Selection
-] IPv6 Neighbor Discovery Cact Available Graphs: Selected Graphs:
~ffis" PPPOE Client Byte Counts Interface outside, Packet Counts
“Packet Rates [
2 5 ‘Drop Packet Count
. ‘Buffer Resources
" Interfaces ‘Packet EHTeey
el ‘Miscellaneous
2% ypy ‘Collision Counts
B iInput Queue
D : Output Queue
&3 Properties
£ osana
’-N; Show Graphs...
Data Refreshed Successfully. | admin 15 7 . 1/17{12 10:52:51 AM EST

b. Click the Show Graphs button to display the graph. Initially there is no traffic displayed.

c. From a privileged mode command prompt on R2, simulate Internet traffic to the ASA by pinging the
DMZ server public address with a repeat count of 1000. You can increase the number of pings if
desired.

R2# ping 209.165.200.227 repeat 1000

Type escape sequence to abort.

Sending 1000, 100-byte ICMP Echos to 209.165.200.227, timeout is 2 seconds:
RN RN R R R R R R R RN R R RN RN RN

<output omitted>
EERNEEN RN RN RN R R RN AR RN N E RN

Success rate is 100 percent (1000/1000), round-trip min/avg/max = 1/2/12 ms

d. You should see the results of the pings from R2 on the graph as an Input Packet Count. The scale of
the graph is automatically adjusted depending on the volume of traffic. You can also view the data in
tabular form by clicking the Table tab. Notice that the View selected at the bottom left of the Graph
screen is Real-time, data every 10 seconds. Click the pull-down menu to see the other options
available.

e. Ping from PC-B to R1 Fa0/0 at 209.165.200.225 using the —n option (number of packets) to specify
1000 packets.

C:>\ ping 209.165.200.225 -n 1000
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Note: The response from the PC is relatively slow and it may take a while to show up on the graph as
Output Packet Count. The graph below shows an additional 5000 input packets as well as both input

and output packet counts.

f% Cisco ASDM 6.4 for ASA - 192.168.4.1 - Graph (2} ] =10 x|
File ‘Window Help
la) Export i Print D Help ]
Graph | Table |
Interface outside, Packet Counts
7 .
6 <
5 .
x
)
[\~]
=
x
3
2|
1 .
0 4 T T T T
12/14:57:00 12/14:58:00 12/14:50:00 12/15:00:00 12/15:01:00
ASA Time (EDT)
’-_l_- Input Packet Count -@- Output Packet Count
Yiew: {Real-time, data every 10 sec _v_I
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Reflection:
1. What are some benefits to using ASDM over the CLI?

2. What are some benefits to using the CLI over ASDM?
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Router Interface Summary Table

Router Interface Summary

Router Ethernet Interface Ethernet Interface Serial Interface Serial Interface

Model #1 #2 #1 #2

1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fao/1) (S0/0/0) (S0/0/1)

1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0O/0) (G0O/1) (S0/0/0) (S0/0/1)

2800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)

2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (GO/1) (S0/0/0) (S0/0/1)

Note: To find out how the router is configured, look at the interfaces to identify the type of router
and how many interfaces the router has. There is no way to effectively list all the combinations of
configurations for each router class. This table includes identifiers for the possible combinations of
Ethernet and Serial interfaces in the device. The table does not include any other type of interface,
even though a specific router may contain one. An example of this might be an ISDN BRI interface.
The string in parenthesis is the legal abbreviation that can be used in Cisco I0OS commands to
represent the interface.
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