CCNA Security Cisco :‘-:I_E-twc;rk;ng Academy®
vind Wide Open

Chapter 10 Lab G: Configuring ASA 5510 Clientless and
AnyConnect Remote Access SSL VPNs Using ASDM
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Note: ISR G2 devices have Gigabit Ethernet interfaces instead of Fast Ethernet Interfaces.
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IP Addressing Table

Default
Device Interface IP Address Subnet Mask Gateway Switch Port
R1 FAO0/0 209.165.200.225 | 255.255.255.248 N/A ASA EO/0
S0/0/0 (DCE) 10.1.1.1 255.255.255.252 N/A N/A
R2 S0/0/0 10.1.1.2 255.255.255.252 N/A N/A
S0/0/1 (DCE) 10.2.2.2 255.255.255.252 N/A N/A
R3 FAO/1 172.16.3.1 255.255.255.0 N/A S3 FAOQ/5
S0/0/1 10.2.2.1 255.255.255.252 N/A N/A
ASA EO/0 (outside) 209.165.200.226 | 255.255.255.248 NA R1 FAO/O
EO/1 (inside) 192.168.1.1 255.255.255.0 NA S2 FA0/24
E0/2 (dmz) 192.168.2.1 255.255.255.0 NA S1 FA0/24
PC-A NIC 192.168.2.3 255.255.255.0 192.168.2.1 S1 FA0/6
PC-B NIC 192.168.1.3 255.255.255.0 192.168.1.1 S2 FA0/18
PC-C NIC 172.16.3.3 255.255.255.0 172.16.3.1 S3 FA0/18

Objectives
Part 1: Lab Setup

e Cable the network as shown in the topology.

e Configure hostnames, and interface IP addresses for routers, switches, and PCs.
e Configure static routing, including default routes, between R1, R2, and R3.

e Verify connectivity between hosts, switches, and routers.

Part 2: Accessing the ASA Console and Preparing for VPN configuration
e Access the ASA console.
e Clear previous configuration settings.
e Load the ASA CLI command script to configure basic settings.
e Access ASDM.
Part 3: Configuring Clientless SSL VPN Remote Access Using ASDM
e Configure the SSL VPN interface connection profile.
e Configure Local AAA user authentication.
e Configure the group policy.
e Configure a bookmark list for intranet URLSs.
e Verify access to the VPN portal.
e Monitor the clientless SSL VPN connection.
Part 4. Configuring AnyConnect Client SSL VPN Remote Access Using ASDM
e Clear Clientless SSL VPN configuration from Part 3.
e Configure the SSL VPN interface connection profile.

e Configure the VPN encryption protocol.
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e Configure the AnyConnect client image to upload.
e Configure Local AAA user authentication.

e Configure the client address pool.

e Configure the DNS server and NAT exempt.

e Configure AnyConnect client deployment.

e Verify VPN access and Any Connect client upload.

e Monitor the AnyConnect SSL VPN connection.

Background / Scenario

In addition to statefull firewall and other security features, the ASA can provide both site-to-site and remote
access VPN functionality. The ASA provides two main deployment modes that are found in Cisco SSL remote
access VPN solutions.

e Clientless SSL VPN: Clientless, browser-based VPN that lets users establish a secure, remote -access
VPN tunnel to the ASA using a web browser and built-in SSL to protect VPN traffic. After authentication,
users are presented with a portal page and can access specific, predefined internal resources from the
portal.

e Client-Based SSL VPN: Provides full-tunnel SSL VPN connection but requires a VPN client application
to be installed on the remote host. After authentication, users can access any internal resource as if they
were physically on the local network. The ASA supports both SSL and IPsec client-based VPNs.

In Part 1 of the lab you will configure the topology and non-ASA devices. In Part 2 you will prepare the ASA
for ADSM access. In Part 3 you will use the ASDM VPN wizard to configure a clientless SSL remote access
VPN and verify access using a remote PC with a browser. In Part 4 you will configure an AnyConnect client-
based SSL remote access VPN and verify connectivity.

Your company has two locations connected to an ISP. Router R1 represents a CPE device managed by the
ISP. Router R2 represents an intermediate Internet router. Router R3 connects users at the remote branch
office to the ISP. The ASA is an edge CPE security device that connects the internal corporate network and
DMZ to the ISP while providing NAT services to inside hosts.

Management has asked you to provide VPN access, using the ASA as a VPN concentrator, to teleworkers.
They want you to test both the clientless access model, using SSL and a browser for client access, and the
client-based model using SSL and the Cisco AnyConnect client.

Note: The routers used with this lab are Cisco 1841 with Cisco IOS Release 12.4(20)T (Advanced IP image).
The switches are Cisco WS-C2960-24TT-L with Cisco IOS Release 12.2(46)SE (C2960-LANBASEK9-M
image). Other routers, switches, and Cisco IOS versions can be used. However, results and output may vary.

The ASA used with this lab is a Cisco model 5510 with four FastEthernet routed interfaces, running OS
version 8.4(2) and ASDM version 6.4(5), and comes with a Base license that allows a maximum of 50 VLANSs.

Note: Make sure that the routers and switches have been erased and have no startup configurations.

Required Resources

e 3routers (Cisco 1841 with Cisco IOS Release 12.4(20)T1 or comparable)

e 3 switches (Cisco 2960 or comparable)

e 1 ASA 5510 (OS wersion 8.4(2) and ASDM version 6.4(5) and Base license or comparable)
e PC-A: Windows XP, Vista, or Windows 7 with CCP, PuTTy SSH client (Web server optional)

e PC-B: Windows XP, Vista, or Windows 7 with PuTTy SSH client and Java 6 (ASDM loaded on the PC
is optional)

e PC-C: Windows XP, Vista, or Windows 7 with Internet Explorer, CCP, PuTTy SSH client
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Serial and Ethernet cables as shown in the topology
Rollover cables to configure the routers and ASA via the console

Note: Use of a browser other than Internet Explorer 7 or newer on remote PC-C may produce results
different from those shown in this lab. It may be necessary to create an exception when connecting to the
ASA over the remote access VPN.

Part 1: Basic Router/Switch/PC Configuration

In Part 1 of this lab, you will set up the network topology and configure basic settings on the routers such
as interface IP addresses and static routing.

Note: Do not configure any ASA settings at this time.

Step 1: Cable the network and clear previous device settings.

Attach the devices shown in the topology diagram and cable as necessary. Make sure that the routers
and switches have been erased and have no startup configurations.

Step 2: Configure basic settings for routers and switches.

a
b.
c
d

Configure host names as shown in the topology for each router.
Configure router interface IP addresses as shown in the IP Addressing Table.
Configure a clock rate for routers with a DCE serial cable attached to their serial interface.

Configure the host name for the switches. Other than host name, the switches can be left in their
default configuration state. Configuring the VLAN management IP address for the switches is
optional.

Step 3: Configure static routing on the routers.

a.

Configure a static default route from R1 to R2 and from R3 to R2.

Rl (config)# ip route 0.0.0.0 0.0.0.0 Serial0/0/0
R3 (config)# ip route 0.0.0.0 0.0.0.0 Serial0/0/1

Configure a static route from R2 to the R1 Fa0/0 subnet (connected to ASA interface E0/0) and a
static route from R2 to the R3 LAN.

R2 (config) # ip route 209.165.200.224 255.255.255.248 Serial0/0/0
R2 (config)# ip route 172.16.3.0 255.255.255.0 Serial0/0/1

Step 4: Enable the HTTP server on R1 and set the enable and vty passwords.

a.

Enable HTTP access to R1 using the ip http serwver command in global config mode. Also set
the VTY password to cisco.

Configure the same settings on R2 and R3. Router R1 is shown here as an example.
Rl (config)# ip http server
Rl (config)# enable password class

Rl (config)# line vty O 4
Rl (config-line)# password cisco
Rl (config-line)# login

Rl (config)# line con 0
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Rl (config-line)# password cisco
Rl (config-line)# login

Step 5: Configure PC host IP settings.

Configure a static IP address, subnet mask, and default gateway for PC-A, PC-B, and PC-C as shown in
the IP Addressing Table.

Step 6: Verify connectivity.

Because the ASA is the focal point for the network zones and it has not yet been configured, there will be
no connectivity between devices connected to it. However, PC-C should be able to ping the R1 interface
Fa0/0. From PC-C, ping the R1 Fa0/0 IP address (209.165.200.225). If these pings are not successful,
troubleshoot the basic device configurations before continuing.

Note: If you can ping from PC-C to R1 Fa0/0 you have demonstrated that static routing is configured and
functioning correctly.

Step 7: Save the basic running configuration for each router and switch.

Part 2. Accessing the ASA Console and ASDM
Step 1: Access the ASA console.

a. Accessing the ASA \ia the console port is the same as with a Cisco router or switch. Connect to the
ASA Console port with a rollover cable.

b. Use aterminal emulation program such as TeraTerm or HyperTerminal to access the CLI, and use
the serial port settings of 9600 baud, eight data bits, no parity, one stop bit, and no flow control.

c. If prompted to enter Interactive Firewall configuration (Setup mode), answer no.

d. Enter privileged mode with the enable command and password (if set). By default the password is

blank so you can just press Enter. If the password has been changed to that specified in this lab, the
password will be class. In addition, the hosthame and prompt will be CCNAS-ASA>, as shown here.
The default ASA hostname and prompt is ciscoasa>.

CCNAS-ASA> enable
Password: class (or press Enter if none set)

Step 2: Clear the previous ASA configuration settings.

a. Usethe write erase command to remove the startup-config file from flash memory.

CCNAS-ASA# write erase

Erase configuration in flash memory? [confirm]
[OK]
CCNAS-ASA#

Note: The I0S command erase startup-config is not supported on the ASA.

b. Use the reload command to restart the ASA. This will cause the ASA to come up in CLI Setup
mode. If you see the message System config has been modified. Save? [Y]es/[N]o:,
respond with “N”.

CCNAS-ASA# reload

Proceed with reload? [confirm] <enter>
CCNAS-ASA#

* Kk Kk
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**% ——— START GRACEFUL SHUTDOWN ---
Shutting down isakmp
Shutting down File system

* Kk Kk

kA% ——— SHUTDOWN NOW —---

Process shutdown finished

Rebooting... ..

CISCO SYSTEMS

Embedded BIOS Version 1.0(12)13 08/28/08 15:50:37.45

<output omitted>
Step 3: Bypass setup mode.
When the ASA completes the reload process, it should detect that the startup -config file is missing and go

into Setup mode. If it does not come up in this mode, repeat Step 2.

a. When prompted to pre-configure the firewall through interactive prompts (Setup mode), respond with
“no.”

Pre-configure Firewall now through interactive prompts [yes]? no

b. Enter privileged EXEC mode with the enable command. The password should be blank (no
password) at this point.

ciscoasa> enable
Password: <enter>
Step 4: Configure the ASA by using the CLI script.
In this step you will use the modified running-config from Lab 10E to preconfigure basic settings, the
firewall and DM Z

a. Other than the defaults that the ASA automatically inserts, ensure with the use of the show run
command that there is no previous configuration in the ASA.

b. Enter CLI global configuration mode. When prompted to enable anonymous call-home reporting,
respond “no.”

ciscoasa# conf t
ciscoasa (config) #

c. Copy and paste the Pre-VPN Configuration Script commands listed below at the ASA global config
mode prompt to bring it to the point where you can start configuring the SSL VPNs.

d. Observe the messages as the commands are applied to ensure that there are no warnings or errors.
If prompted to replace the RSA keypair, respond “yes.”

e. After script commands have been applied, issue the write mem (Or copy run start)command to
sawe the running configuration to the startup configuration and the RSA keys to non-volatile memory.
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hostname CCNAS-ASA

|

domain-name ccnasecurity.com

|

enable password class
passwd cisco

|

interface Ethernet0/0

nameif outside

security-level 0O

ip address 209.165.200.226 255.255.255.248
no shut

|

interface Ethernet0/1

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0
no shut

|

interface Ethernet0/2

nameif dmz

security-level 70

ip address 192.168.2.1 255.255.255.0
no shut

|
object network inside-net

subnet 192.168.1.0 255.255.255.0

i
object network dmz-server

host 192.168.2.3

|
access-list OUTSIDE-DMZ extended permit ip any host 192.168.2.3
|
object network inside-net

nat (inside,outside) dynamic interface
|
object network dmz-server

nat (dmz,outside) static 209.165.200.227
|

access-group OUTSIDE-DMZ in interface outside
|

route outside 0.0.0.0 0.0.0.0 209.165.200.225 1
|
username admin password ciscol23
|
aaa authentication telnet console LOCAL
aaa authentication ssh console LOCAL
aaa authentication http console LOCAL
|
http server enable
http 192.168.1.0 255.255.255.0 inside
ssh 192.168.1.0 255.255.255.0 inside
telnet 192.168.1.0 255.255.255.0 inside
telnet timeout 10
ssh timeout 10
|
class-map inspection default

match default-inspection-traffic
policy-map type inspect dns preset dns map
parameters

message-length maximum client auto
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message-length maximum 512

policy-map global policy

class inspection default
inspect icmp

prompt hostname context
no call-home reporting anonymous

crypto key generate rsa modulus 1024

Step 5: Access ASDM.

a. Open a browser on PC-B and test HTTPS access to the ASA by entering https://192.168.1.1.

Note: Be sure to specify the HTTPS protocol in the URL.

b. After entering the URL above, you should see a security warning about the website sec urity

certificate. Click Continue to this website. Click Yes for any other security warnings. At the ASDM
welcome page, click the Run ASDM button. The ASDM-IDM Launcher will display. Login as user

admin with password cisco123. ASDM will load the current configuration into the GUI.

afrer]e

Cisco ASDM 6.4(5) cisco

Cisco ASDM 6.4(5) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application or as a Java Web Start application.

When you run Cisco ASDM as a local application, it connects to your security appliance from
your desktop using SSL. Running Cisce ASDM as an application has these advantages:

e You can invoke ASDM from a desktop shortcut. No browser is required.

e One desktop shortcut allows you to connect to multiple security appliances.

Install ASDM Launcher and Run ASDM

ou can run Cisco ASDM as a Java Web Start application that is dynamically downloaded
rom the security appliance.

e Click Run ASDM to run Cisco ASDM.
e Click Run Startup Wizard to run the Startup Wizard. The Startup Wizard walks you
through, step by step, the initial configuration of your security appliance.

Run ASDM Run Startup Wizard

Copyright © 2006-2011 Cisco Systems, Inc. All rights reserved.

A
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Cisco ASDM-IDM Launcher el

Enter username and password for 192.168.1.1

Username: ||

Password: |

| OK I Close I

&8
Part 3. Configuring Clientless SSL VPN Remote Access Using ASDM

Step 1: Review the Remote Access VPN ASDM Assistant.

a. From the menu bar, choose the Configuration button and click Remote Access VPN to display the
Introduction screen. From here you can access information on how to create any of the three types of

remote access VPNs.

7% Cisco ASDM 6.4 for ASA - 192.168.1.1

NI
Cisco

o

-ASDM Assis!
8 X

Remate Accessf /
ASDM Assistant

What Is Remote Access VPN?

Search Results o . Remote Access YPM provides secure; customizable connections to corporate networks and applications to users at home
7| or on the road,
Qi

Configure Clientless SSL. - The ASDM Assistant guides you step by step through the configuration of the three types of Remate Access VPN,
VPN Remote Access

Clientless SSL VPN provides
remote users with secure [ Clientless SSL YPN Remote Access {using Web Browser) ]
access to a corporate
network when using a web [ S5L or IPsec({IKE¥2) YPN Remote Access {using Cisco AnyConnect Client) l
browwser. No %PN client

software is required. &b} IPsec(IKEv1) YPN Remote Access (using Cisco YPM Client) ]

Goal: The goal of this

procedure is to configure an
Adaptive Security Appliance
(ASA) such that a remote
user can reach the device
and create an SSL VPN
connection using an Internet
browser.

Search

&) | 3

\admin 2 B | |[Eveonzzzeazemutc
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b. Click the button Clientless SSL VPN Remote Access (using Web Brow ser) to access the ASDM
Assistant. Read through the information provided to get a better understanding of the process for
creating this type of VPN.

Step 2: Start the VPN wizard.

a. From the ASDM main menu at the top of the browser window, select the Wizards > VPN Wizards >
Clientless SSL VPN wizard. The SSL VPN wizard Clientless SSL VPN Connection screen is
displayed.

b. Review the on-screen text and topology diagram, and then click Next to continue.

SSL VPN Wizard Clientless SSL ¥PN Connection {Step 1 of 6)

The security appliance provides Secure Socket Layer (S5L) remote access connectivity from almost any Internet-enabled
location using only a Web browser and its native SSL encryption.

The security appliance allows S5L-enabled web browsers to access HTTP __ v{;';‘.ﬁ??iﬂ_ :
or HTTPS web servers on a portal page. S8 ST
Browser SSLVPN Group
based Gateway Policy

Step 3: Configure the SSL VPN user interface.

a. Onthe SSL VPN Interface screen, configure ClientlessVP N-Con-Prof as the Connection Profile
Name, and specify outside as the interface to which outside users will connect.

Note: By default, the ASA will use a self-signed certificate to send to the client for authentication.
Optionally, the ASA may be configured to use a third-party certificate that is purchased from a well-known
certificate authority, such as VeriSign, to connect clients. In the event that a certificate is purchased, it
may be selected in the Digital Certificate drop-down menu.

The SSL VPN Interface screen provides links in the Information section. These links identify the URLs
that need to be used for the SSL VPN service access (login) and for Cisco ASDM access (to access the
Cisco ASDM software).

b. Click Next to continue.
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SSL VPN Wizard SSL ¥PN Interface {Step 2 of 6)
Provide a connection profile and the interface that SSL VP users connect to.

Connection Profile Name: [CIientIessVPN-Con-ProfI |

The interface users access for SSL YPN connections.

SSL YPM Interface: I outside \JI

Digital Certificate

When users connect, the security appliance sends this digital certificate to the remote web browser to authenticate
the ASa4,

Certificate: - None - v|

Accessing the Connection Profile —

One accesses this connection profile either by its Group Alias or Group URL. One selects the Group alias from the
Group drop-down list at the login page. One enters the Group URL in & Web browser.

[] Connection Group Alias/URL \

lay Group &lias fist at the login page
Information
URL to access SSL VPN Service: https://209.165.200.226
URL to access ASDM: https://209.165.200.226/admin

Step 4: Configure AAA user authentication.

On the User Authentication screen, click Authenticate using the local user database, enter the user
name VP N-User with a password of remote. Click Add to create the new user and click Next to continue.
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SSL VPN Wizard User Authentication {Step 3 of 6)

The security appliance supports authentication of users by an external AAA server or local user accounts. Specify how
the security appliance authenticates users when they login.

O Authenticate using a AAA server group
AAA Server Group Name: hewd. ..

(%) Authenticate using the local user database

User o be Added

Username:

\VPN-User ]

Password:
foooooo ‘ | Delete

Confirm Password;

|...... 1

Step 5: Configure the VPN group policy.
On the Group Policy screen create a new group policy hamed ClientlessVPN-Grp-Pol. When configuring
a new policy, the policy name cannot contain any spaces. Click Next to continue.

Note: By default, the created user group policy will inherit its settings from the DfitGrpPolicy. These
settings may be modified after the wizard has been completed by navigating to the Configuration >
Remote Access VPN > Clientless SSL VPN Access > Group Policies submenu.
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SSL VPN Wizard Group Policy (Step 4 of 6)

A group policy is a collection of user-oriented attribute/value pairs. Unless assigned to a specific group policy, all users
are members of the default group policy (DFItGrpPolicy). Therefore, configuring the default group policy lets users inherit
attributes that vou have not configured at the individual group policy or username level,

@ Create new group policy ]_C_Ile;tle?sV_PN-_Gr;;Poﬂ—[

() Modify existing group policy  DFtGroPalicy

Step 6: Configure the bookmark list (clientless connections only).

A bookmark list is a set of URLs that is configured to be used in the clientless SSL VPN web portal. If there
are bookmarks already listed, use the Bookmark List drop-down menu, select the bookmark of choice and
click Next to continue with the SSL VPN wizard. However, there are no configured bookmark lists by default
and therefore they must be configured by the network administrator.

a. From the Clientless Connections Only — Bookmark List screen, click the Manage button to create an
HTTP server bookmark in the bookmark list. In the Configure GUI Customization Objects window,
click Add to open the Add Bookmark List window. Name the list Web-Server.

Note: If the Web-Server bookmark list is shown as available from a previous configuration, you can delete it
in ASDM and recreate it.
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SSL VPN Wizard Clientless Connections Only - Bookmark List (Step 5 of 6)
Configure a list of group intranet websites that appears in the portal page as links that Clientless users can navigate to.

Bookmark List: | -- None -- vJ I Manage... ]

¢ Configure GUI Customization Objects

Configure Bookmark Lists that the security appliance displays on the SSL VPN
portal page.

This parameter is enforced in either a JE0E T Raaay, a dynamic access policy,
or a user policy configuration. You can click on Assign button ko assign the
selected one ko them.

& Add| @ = |l ©

Bookmarks Group Policies/DAPs{LOCAL Users Using the Bookmarks
LFind: \ | © © [JMatch Case \

J

|

 Import| (& Export| 567 1

[ OK ,]L Cancel ][ Help ]
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SSL VPN Wizard

Clientless Connections Only - Bookmark List (Step 5 of 6)
Configure a list of group intranet websites that appears in the portal page as links that Clientless users can navigate to.

Bookmark List: |-- Mone --

VJI Manage... ]

@& Add Bookmark List ®

Bookmark List Mame: {Web-Server |
Bookmark Title URL Add
Edit
Delete
Mave Up
love Down
' Find: | & []Match Case
[ OK ] [ Cancel ] [ Help

b. From the Add Bookmark List window, click Add to open the Add Bookmark window. Enter Web-Mail
as the Bookmark Title. Enter the server destination IP address or hostname as the URL to be used
with the bookmark entry. In this example, the internal IP address of the DMZ server is specified. If this
server has HTTP web services and web mail installed and functional, the outside users will be able to

access the server from the ASA portal when they connect.
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B% Add Bookmark 3]
Bookmark Title: |Web-Mail i
URL: http v :ff [192.168.2.3 | @

Preload Page (Optional) -
Preload URL: ‘ http v\ 4| | ®
Wait Time: 177#] {seconds)
Other Settings (Optional) -
Subitle: |
Thumbnail: %-— MNone -- v? | Manage |
[[]Enable Smart Tunnel
Allow the users to bookmark the link
Advanced Options ¥
[. OK ] [ Cancel ] [ Help

c. When the Bookmark Title and URL are entered, click OK in the Add Bookmark window to return to
the Configure GUI Customization Objects window. Select the desired bookmark and click OK to
return to the Bookmark List window. Click Next to continue.

Step 7: Review the configuration summary and deliver the commands to the ASA.

a. The Summary page is displayed next. Verify that the information configured in the SSL VPN wizard is
correct. You can click the Back button to make changes or click Cancel and restart the VPN wizard.

b. Click Finish to complete the process and deliver the commands to the ASA.
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SSL VPN Wizard Summary {Step 6 of 6)

‘fou have created a SSL YPN connection with Following attributes:

Selected Features: Clientless

Connection Mame: Clientless¥PN-Con-Prof
55L ¥PN Interface: outside

User Authentication:LOCAL

MNew Users: ¥PN-User,
Group Policy: Clientless¥PN-Grp-Pol
Bookmark List: Web-Server

s [ Finish ] [ Cancel { [ Help ]

Step 8: Verify the ASDM SSL VPN connection profile.

In ASDM choose Configuration > Remote Access VPN > Clientless SSL VPN Access > Connection
Profiles. From this window the VPN configuration can be verified and edited.
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isco ASDM 6:4 for ASA -182.168.1.1

File  View Wizards W Look For:
iy Wiz ni Help A LookFor: | g i | i | 0

CIsCoO
-
o Access Interfaces
§ Enable interfaces for clientless SSL YPM access,
@ = ientless SSL YPN Access Interface Allow Access
nnection Profiles outside [ Device Certificate ... J
i Portal dmz ||
53 Group Policies inside O [ Portsetting.. |
b o Dynamic Access Policies
- T Advanced
”ﬂ“' AMAfLocal Users Enable inbound ¥PH sessions to bypass interface access lists. Group policy and per-user authorization access lists
B Host Scan Image still apply to the traffic,
i+ 4} Secure Desktop Manager
i+ Certificate Management ; .
: » Language Localization Login Page: Setling — T
3 DHCP Server 0 Allow user to select connection profile, identified by its alias, on the login page. Otherwise, Default\WwebyYPNGroup
- 1% DS will be the connection profile. \
-7} Advanced ; :
[] Allows user to enter internal password on the login page.
[] shutdown portal login page.
Connection Profiles
Connection profile {tunnel group) specifies how user is authenticated and other parameters. You can configure the
mapping from certificate to connection profile here,
: % add| [ Edit| @ Delete | ‘ Find: | ) [Jmatch Case |
m»:rﬁe, Setup | i | | |
& Firewall MName Enabled Aliases Authentication Method Group Policy
firo® S RRRE _| |DefaultRAGroup ABA(LOCAL) DFfitGrpPolicy
| 3'4% Remote Access YPH |Default WEBVPNGroup ABALOCAL) DfltGrpPolicy
e PN-Con-Prof BAA(LOCAL) Clieritle i
-
L 3 A
' ‘adrin 2 BER | [§veonzasazsemurc

Step 9: Verify VPN access from the remote host.

a. Open the browser on PC-C and enter the login URL for the SSL VPN into the address field
(https://209.165.200.226). Be sure to use secure HTTP (HTTPS) as SSL is required to connect to the
ASA. After entering the URL, you should see a security warning about the website security certificate.
Click Continue to this website. Click Yes for any other security warnings.

b. The Logon window should appear. Enter the previously configured user name VPN-User and
password remote and click Login to continue.
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/= SSL VPN Service - Windows Internet Explorer @@@
@@ @ ig Niios|/209,165.200.226) 1 ¥ 'gf Certificate Error | W e [ X Ib Bing j‘p [
File —Edit Wew Favorites Tools Help
¢ Favorites | @ 5L PN Service [ | -8 = @ Paxer sdetyr Tose @
il ssi ven service
Cisco
Please enter your username and password.
USERNANE: |VPN-User ]
PASSWORD: |sesses| ]
Done L&) € Internet éhov ®|100% v

Step 10: Access the Web Portal window.

Once the user authenticates, the ASA SSL Web portal webpage will be displayed listing the various
bookmarks previously assigned to the profile. If the Bookmark points to a valid server IP address or
hostname that has HTTP web services installed and functional, the outside user will be able to access the
server from the ASA portal. In this lab the web mail server is not installed.
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/= https:1/209.165.200.226/+CSCOE+/portal. html - Windows Internet Explorer

— = — r |
) ¥ €100 /209.165.200.226 1 v | I Certficate Error || | (42| X | [ inc || 2]
File Edit View Favorites Tools Help
A (== m B S m = >
5.¢ Favorites | @ https:{/209.165.200,226/+CSCOE-+/portal. htmi f2 - B) [ d - Page- Safety~ Tools~ @~
il gg veN service
Cisco
Ti ) Home g
@ Address[http:;‘f vi H Browse | Logout m
@} Web Applications
| Weh Bookmarks = |
@ Browse Networks & wWeb-Mail
"@ Terminal Servers
@ TenevssH servers
‘é VNC Connections F
4
pfcst Plugin to postwith preloaded page
I |-
L&) € Internet éhov ®100% v

Step 11: View the clientless remote user VPN session using ASDM Monitor.

While the remote user at PC-C is still logged in and on the ASA portal page, you can view the session
statistics using ASDM monitor.

From the menu bar, click the Monitoring button and then choose VPN > VPN Statistics > Sessions.

Click the Filter By pull-down menu and choose Clientless SSL VPN. You should see the VPN-User
session logged in from PC-C (172.16.3.3).

Note: You may need to click the Refresh button on the menu bar to display the remote user session.
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= Cisco ASDM 6.4 for ASA - 152.168 O

: y _ - . ; ol | () l I
7q) Home 7% Configuration | f | Save ((§ Refresh | | iBackail, g Fowward, / Hel CISCO

cs > Sessions o

=By vPu Statistis Type Active Cumulative Peak Concurrent Inactive
Tt it Clientless YPN 1 1 1
Compression Statistics Browser. 1 1 1
Encryption Statistics
Global IKE[IPsec Statistics
MNAC Session Summary
Protocol Statistics
- W AN Mapping Sessions -
EB”S Clientloss S5 VPN Filter By: | Clientless S5L vPN v | |- All Sessions -- Sl |[ Fiter |
HB g VWP:’ Acso:;f:;?n e Username | Group Policy Protocol Login 'I:ime Details l

1P Address | Connectioanroﬁle | Encryption Dl;ratn;n

rp-Pol
JGroup

& il | ¥
To sort YPN sessions, right-click on the above table and select Table Sort Order from popup menu.

Logout By: | -- All Sessions -- VJI ][ Logout Sessions ]

Last Updated: 2{3/12 1:39:59 AM -

Data Refreshed Successfully, ‘adrmin 2 B || (&) ez sess et

Step 12: Logout.

The user should log out of the web portal window using the Logout button when done (See Step 10).
However, the web portal will also time out if there is no activity. In either case a logout window will be

displayed informing users that for additional security, they should clear the browser cache, delete the
downloaded files, and close the browser window.
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/= SSL VPN Service - Windows Internet Explorer E]@
“ v [Ene - v |6 certifi =4y [ %] & [ o]+
C B0 1209165200226 1 v | Certificate Emmor || 553 42| X | g B 2
File Edit View Favorites Tools Help
i Favorites | @ S5l VPN Service | & v B) - 0 d - Page- Safety~ Tools~ @~
il ssi veN service
Cisco
Goodbye.
For your own security, please:
e Clearthe browsers cache
e Delete any downloaded files
e Close the browser's window
Done (&) € Internet v E00% v

Part 4. Configuring AnyConnect SSL VPN Remote Access Using ASDM
Step 1: Clear the ASA configuration and access ASDM.
a. Before beginning Part 4 of this lab, use the procedure that is described in Part 2 to remove the
current VPN settings, return the ASA to its base configuration, and verify ASDM access.

b. Open a browser on PC-B and test the HTTPS access to the ASA by entering https://192.168.1.1.
Note: Be sure to specify the HTTPS protocol in the URL.

c. Atfter entering the URL above, you should see a security warning about the security certificate of the
website. Click Continue to this website. The ASDM welcome page will display. Click the Run
ASDM button. When prompted, login as admin with a password of cisco123.

Step 2: Review the Remote Access VPN ASDM Assistant.
a. From the ASDM menu bar, click the Configuration button and choose Remote Access VPN to

display the Introduction screen. From here you can access information on how to create each of the
three types of remote access VPNSs that are supported by the ASA.
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f% Cisco ASDHM 6.4 for ASA - 192.168.1.1 (= )[B]x]
S =
= il
CISCO
Remote Acc, < ASDM T
What Is Remote Access VPN?
Search Res... . . Remote Access VPN provides secure, customizable connections to corporate networks and applications to users at home or on
the road.
Configure : The ASDM Assistant guides you step by step through the configuration of the three types of Remote Access YPN.
AnyConnect SSL R R
| VPN Remote Access

| AnyConnect SSL VPN [ Clientless SSL ¥PM Remote Access {using Web Browser) ]
provides remote users
with secure accessto a
corporate network
when using the Cisco

‘ AnyConnect client.

[ S5L or IPsec{IKE¥2) YPN Remote Access (using Cisco AnyConnect Client) ]

: IPsec{IKEv1) YPN Remote Access (using Cisco ¥PM Client) ]

‘ Goal: The goal of this
procedure is to
configure an Adaptive
Security Appliance

| (ASA) suchthat a

Search

GO

| \admin |2 ;

b. Click the button SSL or IPsec(IKEv2) VPN Remote Access (using Cisco AnyConnect Client) to
access the ASDM Assistant. Read through the information provided to get a better understanding of
the process for creating this type of VPN.

| [Bvzenz 25457 PMUTC

Step 3: Start the VPN wizard.

a. From the ASDM main menu, choose the Wizards > VPN Wizards > AnyConnect VPN wizard.

b. Review the on-screen text and topology diagram, and then click Next to continue.
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% AnyConn £ Wizard .
" VPN Wizard |

Introduction

Use this wizard to configure the ASA to accept YPN connections from the AnyConnect YPM Client, The connections will be
protected using either the IPsec or the S5L protocol. The A58 will automatically upload the AnyConnect ¥PN Client to the
end user's device when a YPH connection is established.

VPN Remote Access
Locali? == Remote
LS -

< Back Cancel ][ Help ]

Step 4: Configure the connection profile.

On the Connection Profile Identification screen, enter AnyC-SSL-VPN-Con-Prof as the Connection
Profile Name and specify the outside interface as the VPN Access Interface. Click Next to continue.

@% AnyConnect YPN Connection Setup Wizard

Steps Connection Profile Identification
1. Introduction This step allows you to configure a Connection Profile Name and the Interface the remote access users will
< access for ¥PM connections.
2. Connection Profile
Identification :
Connection Profile Name: | AnyC-SSL-YPN-Con-Prof [
3. VYPN Protocols ¢
cillentItages YPM Access Interface: | outside v.i
5. Authentication Methods
6. Client Address Assignment
7. Network Name Resolution
Servers
8. NAT Exempt
9, AnyConnect Client
Deployment
10, Summary
[ < Back ] [ Mext = ] [ Cancel J [ Help J
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Step 5: Specify the VPN encryption protocol.

On the VPN Protocols screen, uncheck the IPsec protocol and leave the SSL check box checked. Do not
specify a device certificate. Click Next to continue.

% AnyConnect YPN Connection Setup Wizard

Steps VPN Protocols

1. Introduction AnyConnect can use either the IPsec or SSL protocol to protect the data traffic. Please select which protocol

2. Connection Profile or protocols you would like this connection profile to support.

Identification
v| S5L
3. ¥PN Protocols
4. Client Images || iPsec
5. Authentication Methods : .
Device Certificate

6. Client Address Assignment Device certificate identifies the ASA to the remote access clients. Certain
7. MNetwork Name Resolution AnyConnect features (Always-On, IPsec/IKEv2) require that valid device

Servers certificate be available on the ASA.
8. NAT Exempt Device Certificate: \ Mone -- v/ [ Manage... ]
9, AnyConnect Client

Deployment
10, Summary

[ < Back ][ Mext = ] [ Cancel ][ Help ]

Step 6: Specify the client image to upload to AnyConnect users.

a. Onthe Client Images screen, click Add to specify the AnyConnect client image filename. In the Add
AnyConnect Client Image window, click the Brow se Flash button.
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|[ Browse Flash... ]

Upload...

¥

Help ]

1% AnyEonnect ¥PN Eonnection Setup Wizard
Steps Client Images
1. Introduction ASA can automatically upload the latest AnyConnect package to the client device when it accesses the enterprise
: : network.
2. Connection Profile
Identification A regular expression can be used to match the user-agent of a browser to an image.
3. VPN Protocols You can also minimize connection setup time by moving the image used by the most commonly encountered operation
: system to the top of the list,
4. Client Images
5. Authentication Methods Ev @& Add AnyConnect Client Image 3]
6. Client Address Assignment Tnoge ARyConneEE Tnage: ! |
7. Network Name Resolution
Servers
3. NAT Exempt Regular expression to match user-agent
9, anyConnect Client
Deployment | o« | [ Cancel ] [
10, Summary
‘ou can download AnyConnect Client packages from Cisco by searching ‘AnyConnect VPN Client’ or click here,

[ < Back ][ Mext = ]

[ Cancel ][ Help ]

b. From the Browse Flash window, select the AnyConnect package file for Windows. Click OK to return
to the AnyConnect Client Images window and then click OK again. On the Client Images screen, click

Next to continue.

@% Browse Flash

8_2_5_0_startup_cfg.sav
anyconnect-linux-2.4.1012-k9.pkq
anyconnect-macosx-i386-2.4.1012-k9.pkq
anyconnect-win-2.4.1012-k9. pkg
anyconnect-wince-ARMv41-2.4,1012-k3.pkq
asad25-ka.bin

asa842-ka.bin

asdm-645.bin

csd_3.5.841-k9.pkg

Folders Files
m _ fiIeName ~ 1 Size (bytes) Date Mo_d_if. o
#-(dlog (] coredumpinfo 01/01/03 00.., A
-] crypto_archive 4 - W
- (o Cordmakifo | crypto_archive 01/01/03 00...
(2] sdeskiop (O log 01/01/03 00...
[ sdeskrop 10/19/11 18...

2,963 01/19{12 11... ~
5,209,423 10{19/11 18...
4,832,344 10{19/11 18...
3,203,909 10f19/11 18...

2,857,568 10{19/11 18...
15,390,720 10/19/11 15...
25,159,680 01/19(12 11...
16,280,544 10{19/11 18...
12,105,313 10/19/11 18... o,

File Mame: §anyconnect-win-2.4. 1012-k9.pkg

[ OK ][ Cancel ][ Refresh

]
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Step 7: Configure AAA local authentication.

a. On the Authentication Methods screen, ensure that the AAA Server Group is specified as LOCAL.

b. Enter a new user named VPN-User with a password of remote. Click Add to create the new user.
Click Next to continue.

% AnyConnect ¥YPN Connection Setup Wizard

Steps Authentication Methods
1. Introduction A | This step lets you specify the location of the authentication server.
2. Connection Profile = ‘fou can click on the "Mew..." button to create a new server group.
Identification .
3. YPM Protocols AAA Server Group: LOCAL:J l New. .. ]
4, Client Images
5. Authentication Local User Database Details
Methods admin
6. Client Address Assignme VPN-User
: User to be Added
7. Network Mame Resolutic -
Servers Username: |VPN-User
8. NAT Exempt Password: |esesse
9, anyConnect Client ot P swerdil[ssaens
Deployment L -
10, Summary ‘f '
[ < Back ] [ Mext = ] [ Cancel ] [ Help ]

Step 8: Configure the client address assignment.

a. Onthe Client Address Assignment screen, click New to create an IPv4 address pool named AnyC-
VPN-Client-Pool. Enter a starting IP address of 192.168.1.33, an ending IP address of 192.168.1.62
and subnet mask of 255.255.255.224. Click OK to close the Add IP Pool window.

b. Click Next to continue.
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ﬁ AnyConnect YPN Connection Setup Wizard

g N s W

Steps

. Introduction

. Connection Profile

Identification

. WPN Protocols

. Client Images

. Authentication Methods
. Client Address

Assignment

. Network Name Resolution

Servers

. NAT Exempt
. AnyConnect Client

Deployment

10, Summary

Client Address Assignment

This step allows you to create a new address pool or select an existing address pool for IPv4 and IPv6. The

AnyConnect clients will be assigned addresses from the pools when they connect.

1Pv6 address pool is only supported for SSL connection.

| 1P w6 Address Pool |

Address Pool: IhnyC-VPN-Client-Pool v‘ [ MNew... ]

Details of the selected address pool -

Starting IP Address: (192.168.1.33

Ending IP Address: iil 92.168.1.62

Subnet Mask: 5255.255.255.224

[ < Back ][ Mext = ]

[ Cancel ][ Help

]

Step 9: Configure network name resolution.

All contents are Copy right © 1992-2012 Cisco Sy stems, Inc. All rights reserv ed. This document is Cisco Public Infomation.

On the Network Name Resolution Servers screen, enter the IP address of a DNS server. Leave the

current domain name as ccnasecurity.com. Click Next to continue.
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@& AnyConnect VPN Connection Setup Wizard

Steps Metwork Mame Resolution Servers
1. Introduction This step lets you specify how domain names are resolved for the remote user when accessing
. : the internal network.
2. Connection Profile
Identification : :
DMS Servers:  110,20,30.40 \
3. YPN Protocols : |
4, Client Images WINS Servers: [- 1
5. Authentication Methods Domain Name: | ccnasecurity. com| |
6. Client Address Assignment
7. Network Name
Resolution Servers
8. NAT Exempt
9, AnyConnect Client
Deployment
10, Summary
[ < Back ] I Mext = ] [ Cancel ] [ Help ]

Step 10: Exempt address translation for VPN traffic.

a. Onthe NAT Exempt screen, select the checkbox for Exempt VPN traffic from network address
translation.

b. Leave the default entries for the Inside Interface (inside) and the Local Network (any) as they are.
Click Next to continue.
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@& AnyConnect VPN Connection Setup Wizard

Steps NAT Exempt
1. Introduction If network address translation is enabled on the ASA, the YPM traffic must be exempt From this
2. Connection Profile b Anslatich
Identification
v WP traffic F latior
3. VPN Protocols Exempt traffic from network address translatiors
4. Client Images Inside Interface is the interface directly connected to your internal
network.
x> Ehentication Mettods Inside Interface: ‘ inside v '
6. Client Address Assignment
7. Metwork Name Resolution Local Metwork is the network addressi{es) of the internal network that
Servers client can access.
8. NAT Exempt Local Metwork: ‘any i
9, AnyConnect Client
Deployment
10, Summary The traffic between AnyConnect client and internal network will be

exempt from network address translation.

[ < Back ]I Mext = ] [ Cancel ][ Help ]

Step 11: AnyConnect client deployment.

On the AnyConnect Client Deployment screen, read the text describing the options and then click Next to
continue.
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@& AnyConnect VPN Connection Setup Wizard

Steps anyConnect Client Deployment
1. Introduction AnyConnect client program can be installed to a client device by one of the following two
methods;

2. Connection Profile

Identification 1) Web launch - On accessing the ASA using a Web Browser, the AnyConnect client package

YPN Protocols will be automatically installed;
2) Pre-deployment - Manually install the AnyConnect client package.

Client Images
Authentication Methods

Client Address Assignment

bee BB, LR

Metwork Name Resolution
Servers

MNAT Exempt

o

9. AnyConnect Client
Deployment

10, Summary

[ < Back ][, Mext = [ Cancel ][ Help ]

Step 12: Review the Summary screen and apply the configuration to the ASA.

On the Summary screen, review the configuration description and then click Finish to send the
commands to the ASA.
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2 AnyConnect VPN Connection Setup Wizard [X]

¥ VPN Wizard
T Surmmary

Here is the summary of the configuration.

Mame Value
B Summary
Mamefalias of the Connection Profile AnyC-SSL-YPH-Con-Prof
VPN Access Interface outside
Device Digital Certificate -- none --
VPM Protocols Enabled SSL only
AnyConnect Client Images 1 package
Authentication Server Group LOCAL
Address Pool for the Client 192,168.1.33 - 192.168.1.62
Server: null
DNS Domain Mame: null
Metwork Address Translation The protected traffic is subjected to network address translation
[ < Back ] [ Finish ] [ Cancel ] [ Help ]

Step 13: Verify the AnyConnect client profile.

After the configuration is delivered to the ASA, the AnyConnect Connection Profiles screen is displayed.
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File ‘iew Tools Wizards Window Help

Look For: lug:

@ Home:

Og,:} Configuration @ Monitoring_’v@vb‘aye GRefresh_} o Back \J O { ‘? He}p,‘

cisco

_Remote Access¥YPN g £

b ;

= | fintroduction

o .

£ | iNetwork (Client) Access

& =HanyConnect Connection Profilel
21| TEA AnyConnect CustomizationjLod

[T AnyConnect Client Profile
g AnyConnect Client Settings
&l Dynamic Access Policies
Group Policies
IPsec(IKEv1) Connection Profil
Secure Mobility Solution
i Address Assignment

2 Advanced

Clientless SSL VPN Access
AdA[Local Users

Host Scan Image

Secure Deskkop Manager
Certificate Management
Language Localization

DHCP Server

DNS

Advanced

Configuration > Remote Access ¥PN > Network {Client) Access > AnyConnect Connection Profiles ]

Bccess Interfaces

Login Page Setting —

Connection Profiles -

The security appliance automatically deploys the Cisco AnyConnect YPN Client ta remote users upon connection. The initial client deployment requires A

end-user administrative rights, The Cisco AnyConnect YPM Client supports IPsec (IKEv2) tunnel as well as SSL tunnel with Datagram Transport Layer
Security (DTLS) tunneling options.

Enable Cisco AnyConnect YPN Client access on the interfaces selected in the table below
SSL access must be enabled if you allow AnyConnect client to be launched from a browser {Web Launch) .
IPsec (IKEvZ2) Access

SSL Access

Interface
Enable Client Services

Allow Access Enable DTLS allow Access ‘ Device Certificate ...
outside O ‘
D D 1 Port Settings ...

dmz

inside O O

Enable inbound YPM sessions to bypass interface access lists, Group policy and per-user authorization access lists still apply to the traffic.

Allow user to select connection profile, identified by its alias, on the login page. Otherwise, DefaultWebVPNGroup will be the connection profile.

[[] shutdown portal login page.

Connection profile {tunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from certificate to
connection profile here.

% add| [ Edit [J Delete ‘ Find:% | ® @ [JMatch Case

‘ Mame SSLEnabled IPsec Enabled Aliases Authentication Method ~ Group Policy
iDeFauItRAGrnup O AAALOCAL) DfltGrpPolicy
| DefaultWEBYPNGroup i} ABA{LOCAL) DfltGrpPolicy

AAAILOCALY GroupPolicy _AnyC-55L-YPN-Con-Prof

T I T

AnyC-55L-YPM-Con-Prof

admin 1/27[12 1:45:38 PM UTC

Step 14: Log in from the remote host.

Initially you will establish a clientless SSL VPN connection to the ASA in order to download the
AnyConnect client software.

Open a web browser on PC-C and enter the login URL https://209.165.200.226 for the SSL VPN into the
address field. Because SSL is required to connect to the ASA, be sure to use secure HTTP (HTTPS).
After entering the URL, you should see a security warning about the website security certificate. Click
Continue to this website. Click Yes for any other security warnings. Enter the previously created
username VPN-User with password remote and click Login to continue.
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/= SSL VPN Service - Windows Internet Explorer E]@
) ® @] 209.165.200.226 1 v | b Certificate Error || 53| 42 | X | i |[R]x
File Edit View Favorites Tools Help
v Favorites | @SSl PN Service | & v B) - 1 @ v Page- Safety~ Tods+ @-
il g1 ven service
CisCo
Please enter your username and password.
GROUF: | AnyC-SSL-VPN-Con-Prof |
USERNAME: [VPN-User |
PASSWORD: [ssssss |
Done (&) € Internet v E00% v

Step 15: Accept the security certificate (if required).

The ASA may request confirmation that this is a trusted site. If requested, then click Yes to proceed.

Step 16: Perform platform detection (if required).

The ASA will begin a software auto-download process consisting of a series of compliance checks for the
target system. The ASA performs the platform detection by querying the client system in an attempt to
identify the type of client connecting to the security appliance. Based on the platform that is identified, the
proper software package may be auto-downloaded.

Step 17: Install AnyConnect (if required).

If the AnyConnect client must be downloaded, then a security warning will be displayed on the remote
host. Then the ASA will detect whether ActiveX is available on the host system. For ActiveXto operate
properly with the Cisco ASA, it is important that the security appliance is added as a trusted network site.
ActiveX will be used for client download in the event that a web portal is not in use.
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/- Anstallation - Windows Intemet Explarer

& ) - [l nuosi720165 200 226 CACHE e/ ndenbint | |63 Cetiese Evor | 43| X | (Lo cosc |28
File Edit Wiew Favortes: Tools Help
W [@Installation Ij @ * B e~ |52 Page ~ @ Tooks »

cisco Cisco AnyConnect VI

@ WebLaunch Using ActiveX for Installation

Security Warning
Attempting to launch ActiveX, which is digitally

- glattfg:_m signed by Cisco Systems. In order to properly use
EECCIIOIR the ActiveX control, be sure to click "Yes" on the
- ActiveX security pop-up.

- Java Detection “
Sun 3

[Help] [ Download ]

To continue, choose Install. If requested, click Yes. The VPN Client Installer will begin and another
security alert window may appear. If required, click Yes to continue and accept the security certificate.

"lntemet Explorer - Securnity Waining

Do you want to install this software?

0 Mame: AnyConnect YPN Client
_ Publisher: Cisco Systems, Inc.

@More options [ Install ] [ Don't Install ]

@ While files from the Internet can be useful, this file type can potentially harm
y your computer. Only install software from publishers you trust, What's the risk?

Step 18: Client connection is established with the ASA.

Once the client completes the auto-download of the Cisco AnyConnect SSL VPN Client, the web session
will automatically launch the Cisco AnyConnect SSL VPN Client and will attempt to log the user into the
network using the same credentials that are supplied when logging into the web portal.
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/; klnsta!latwn - Windows Inteinet Explorer

D~ [ nios/209.185. 200,206/ CACHE /te/ fncewiimd v | Cenicate Enr | 7| X [ .- f
—Fiie Edit Miew Favortes: Tools Help

W [@Installation Ij @ * B e~ |52 Page ~ @ Tooks »
f@‘ This website wants to install the following add-on: ‘AnyConnect YPN Client' from 'Cisco Systems, Inc.”. If you trust the website and the add-on and want to X

install it, click here...

vl
cisco Cisco AnyConnect

@ WebLaunch Connection Established
The Cisco AnyConnect VPN Client has successfully
connected.
_ Platform
Detection

The connection can be controlled from the tray icon,
- ActiveX circled in the image below:

- Java Detection

- Sun Java “éf oo & Ll 11:43P

- Connected

Download

Step 19: Confirm VPN connectivity.
When the full tunnel SSL VPN connection is established, an icon will appear in the system tray that
signifies that the client has successfully connected to the SSL VPN network.

a. Display connection statistics and information by double-clicking the AnyConnect icon in the system
tray. This client interface may also be used to log out the user. Note the inside IP address that is
assigned to the client from the VPN pool (192.168.1.33-.62).
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#@2 Cisco AnyConnect ¥PN Client

% Connection | € Statistics % About

lllhl'ln
CISCO

Connection State: Connected
Client Address: 192.168.1.33
Server Address: 209.165.200.226
Client Address (IPv6): Mot Available
Bytes Sent: 12854
Bytes Received: 799
Time Connected: 00:15:01

WPM session established to 209.165.200.226.

b. From a command prompt on remote host PC-C, verify the IP addressing using the ipconfig
command. There should be two IP addresses listed. One is for the PC-C remote host local IP address
(172.16.3.3) and the other is the IP address assigned by the ASA for the SSL VPN tunnel
(192.168.1.33).

¢t Command Prompt
Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
TP Address. v o o o = = = = =

Subnet Mask . . . . . . . . . .
Default Gateway . . . . . o o .

1?2.16.3.3
255.255.255.8

Ethernet adapter Cisco AnyConnect UPHN Client Connection:

Connection—specific DNS Suffix ccnasecurity.com
IP Address. . . . . 192.168.1.33
Subnet Mask . . . . 255.255.255.224
Default Gateway . . 192.168.1.34

c. From remote host PC-C, ping inside host PC-B (192.168.1.3) to verify connectivity.

All contents are Copy right © 1992—-2012 Cisco Sy stems, Inc. All rights reserved. This document is Cisco Public Information. Page 37 of 41



CCNA Security

cv Command Prompt

\>ping 192.168.1.3
Pinging 192.168.1.3 with 32 bytes of data:

Reply from 192.168.1.3: bytes=32 time=4ms TTL=128
Reply from 192.168.1.3: bytes=32 time=4ms TTL=128
Reply from 192.168.1.3: bytes=32 time=4ms TTL=128
Reply from 192.168.1.3: bytes=32 time=4ms TTL=128

Ping statistics for 192.168.1.3:

Packets: Sent = 4, Received = 4, Lost = 8 {(Bx loss).
Approximate round terip times in milli-seconds:

Minimum = 4ms, Maximum = 4ms, Average = 4ms

N>

4 | | i3

Note: Future SSL VPN sessions may be launched through the web portal or through the installed Cisco
AnyConnect SSL VPN Client.

#2 Cisco AnyConnect ¥PN Client

% Connection | @ statistics | & about |

ol I 1ol ' I
Connect to: | 209.165.200,226 v Q\-"J'
Group: | AnyC-55L-¥PN-Con-Prof v
Username: | WPN-User

Password: sokkokokok

Please enter your userhame and password.

Step 20: Use the ASDM Monitor to view the AnyConnect remote user session.

While the remote user at PC-C is still logged in using the AnyConnect client, you can view the session
statistics using ASDM monitor.
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From the menu bar, click the Monitoring button and then choose VPN > VPN Statistics > Sessions.
Click the Filter By pull-down menu and choose AnyConnect Client. You should see the VPN-User
session logged in from P C-C, which has been assigned an inside network IP address of 192.168.1.33 by
the ASA.

Note: You may need to click the Refresh button on the menu bar to display the remote user session.

l‘l.lll'i
Cisco

O

g WP Statistics

m

Crypto t atistics Typg ) Active Cumulative | Peak Concurrent Inactive =
Compression Statistics AnyConnect Client 1 1 1 0
Encryption Statistics SSLITLS/DTLS 1 1 1 0
Global IKEfIPsec Statistics
MNAC Session Summary

- B protocol Statistics

L gy Mapping Sessions
Clientless S5L YPMN
g PN Connection Graphs Filter By: | AnyConnect Client v| |-- All Sessions -- v ] | ] [ Filter ]
R Username Group Policy Protocol ' Login Time Bytes Tx Details
IF Address Connection Profile | Encryption Duration Bytes Rx
upl A N-Con-Prof |Clie

To sort ¥PM sessions, right-click on the above table and select Table Sort Order from popup menu.

Logout By: |-- &ll Sessions -- vH I[ Logout Sessions ]

Last Updated: 2/10/12 12:40:57 AM -

Data Refreshied Successfully. ladrmin 2 L [B)eznz 2:08:27 ruTe
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Reflection:

1. What are some benefits of clientless vs. client-based VPNs?

2. What are some benefits of client—based vs. clientless VPNs?

3. What are some differences when using SSL as compared to IPsec for remote access tunnel
encryption?
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Router Interface Summary Table

Router Interface Summary

Router Ethernet Interface Ethernet Interface Serial Interface Serial Interface

Model #1 #2 #1 #2

1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)

1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

2800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(Fa0/0) (Fa0/1) (S0/0/0) (S0/0/1)

2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (GO/1) (S0/0/0) (S0/0/1)

Note: To find out how the router is configured, look at the interfaces to identify the type of router
and how many interfaces the router has. There is no way to effectiwely list all the combinations of
configurations for each router class. This table includes identifiers for the possible combinations of
Ethernet and Serial interfaces in the device. The table does not include any other type of interface,
even though a specific router may contain one. An example of this might be an ISDN BRI interface.
The string in parenthesis is the legal abbreviation that can be used in Cisco IOS commands to
represent the interface.
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