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Lab - Configuring Zone-Based Policy Firewalls
CCNA Security
Lab - Configuring Zone-Based Policy Firewalls
Topology
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Note: ISR G2 devices have Gigabit Ethernet interfaces instead of Fast Ethernet Interfaces.
IP Addressing Table
	Device
	Interface
	IP Address
	Subnet Mask
	Default Gateway
	Switch Port

	R1
	Fa0/1
	192.168.1.1
	255.255.255.0
	N/A
	S1 Fa0/5

	
	S0/0/0 (DCE)
	10.1.1.1
	255.255.255.252
	N/A
	N/A

	R2
	S0/0/0
	10.1.1.2
	255.255.255.252
	N/A
	N/A

	
	S0/0/1 (DCE)
	10.2.2.2
	255.255.255.252
	N/A
	N/A

	R3
	Fa0/1
	192.168.3.1
	255.255.255.0
	N/A
	S3 Fa0/5

	
	S0/0/1
	10.2.2.1
	255.255.255.252
	N/A
	N/A

	PC-A
	NIC
	192.168.1.3
	255.255.255.0
	192.168.1.1
	S1 Fa0/6

	PC-C
	NIC
	192.168.3.3
	255.255.255.0
	192.168.3.1
	S3 Fa0/18


Objectives
Part 1: Basic Router Configuration
Configure host names, interface IP addresses, and access passwords.
Configure the OSPF dynamic routing protocol.
Use the Nmap port scanner to test for router vulnerabilities.
Part 2: Configuring a Zone-Based Policy Firewall (ZBF)
Use CCP to configure a Zone-Based Policy Firewall.
Use CCP Monitor to verify configuration.
Background
The most basic form of a Cisco IOS firewall uses access control lists (ACLs) to filter IP traffic and monitor established traffic patterns. This is referred to as a traditional Cisco IOS firewall.
The newer Cisco IOS Firewall implementation uses a zone-based approach that operates as a function of interfaces instead of access control list. A Zone-Based Policy Firewall (ZBF) allows different inspection policies to be applied to multiple host groups connected to the same router interface. It also has the ability to prohibit traffic via a default deny-all policy between firewall zones. ZBF is suited for multiple interfaces that have similar or varying security requirements. CCP generates a ZBF firewall by default.
In this lab, you build a multi-router network and configure the routers and hosts. You use CCP to configure a Zone-Based Policy Firewall.
Note: The router commands and output in this lab are from a Cisco 1841 with Cisco IOS Release 15.1(4)M8 (Advanced IP Services image). Other routers and Cisco IOS versions can be used. See the Router Interface Summary Table at the end of the lab to determine which interface identifiers to use based on the equipment in the lab. Depending on the router model and Cisco IOS version, the commands available and output produced might vary from what is shown in this lab.
Note: Make sure that the routers and switches have been erased and have no startup configurations.
Required Resources
3 Routers (Cisco 1841 with Cisco IOS Release 15.1(4)M8 Advanced IP Services image or comparable)
2 Switches (Cisco 2960 or comparable)
2 PCs (Windows Vista or Windows 7 with CCP 2.5, latest version of Java, Internet Explorer, and Flash Player)
Serial and Ethernet cables, as shown in the topology
Console cables to configure Cisco networking devices
CCP Notes:
If the PC on which CCP is installed is running Windows Vista or Windows 7, it may be necessary to right-click on the CCP icon or menu item, and choose Run as administrator.
In order to run CCP, it may be necessary to temporarily disable antivirus programs and O/S firewalls. Make sure that all pop-up blockers are turned off in the browser.
Basic Router Configuration
In Part 1 of this lab, you set up the network topology and configure basic settings, such as the interface IP addresses, dynamic routing, device access, and passwords.
Note: All tasks should be performed on routers R1, R2, and R3. The procedure for R1 is shown here as an example.
Configure Basic Router Settings
Cable the network as shown in the topology.
Attach the devices as shown in the topology diagram, and cable as necessary.
Configure basic settings for each router.
a.	Configure host names as shown in the topology.
b.	Configure the interface IP addresses as shown in the IP addressing table.
c.	Configure a clock rate for the serial router interfaces with a DCE serial cable attached.
R1(config)# interface S0/0/0
R1(config-if)# clock rate 64000
Disable DNS lookup.
To prevent the router from attempting to translate incorrectly entered commands, disable DNS lookup.
R1(config)# no ip domain-lookup
Configure the OSPF routing protocol on R1, R2, and R3.
On R1, use the following commands.
R1(config)# router ospf 1
R1(config-router)# network 192.168.1.0 0.0.0.255 area 0
R1(config-router)# network 10.1.1.0 0.0.0.3 area 0
On R2, use the following commands.
R2(config)# router ospf 1
R2(config-router)# network 10.1.1.0 0.0.0.3 area 0
R2(config-router)# network 10.2.2.0 0.0.0.3 area 0
On R3, use the following commands.
R3(config)# router ospf 1
R3(config-router)# network 192.168.3.0 0.0.0.255 area 0
R3(config-router)# network 10.2.2.0 0.0.0.3 area 0
Configure PC host IP settings.
Configure a static IP address, subnet mask, and default gateway for PC-A, as shown in the IP addressing table.
Configure a static IP address, subnet mask, and default gateway for PC-C, as shown in the IP addressing table.
Verify basic network connectivity.
Ping from R1 to R3.
If the pings are not successful, troubleshoot the basic device configurations before continuing.
Ping from PC-A on the R1 LAN to PC-C on the R3 LAN.
If the pings are not successful, troubleshoot the basic device configurations before continuing.
Note: If you can ping from PC-A to PC-C, you have demonstrated that the OSPF routing protocol is configured and functioning correctly. If you cannot ping but the device interfaces are up and IP addresses are correct, use the show run and show ip route commands to help identify routing protocol-related problems.
Configure a minimum password length.
Note: Passwords in this lab are set to a minimum of 10 characters but are relatively simple for the benefit of performing the lab. More complex passwords are recommended in a production network.
Use the security passwords command to set a minimum password length of 10 characters.
R1(config)# security passwords min-length 10
Configure basic console, auxiliary port, and vty lines.
Configure a console password and enable login for router R1. For additional security, the exec-timeout command causes the line to log out after 5 minutes of inactivity. The logging synchronous command prevents console messages from interrupting command entry.
Note: To avoid repetitive logins during this lab, the exec-timeout can be set to 0 0, which prevents it from expiring. However, this is not considered a good security practice.
R1(config)# line console 0
R1(config-line)# password ciscoconpass
R1(config-line)# exec-timeout 5 0
R1(config-line)# login
R1(config-line)# logging synchronous
Configure a password for the aux port for router R1.
R1(config)# line aux 0
R1(config-line)# password ciscoauxpass
R1(config-line)# exec-timeout 5 0
R1(config-line)# login
Configure the password on the vty lines for router R1.
R1(config)# line vty 0 4
R1(config-line)# password ciscovtypass
R1(config-line)# exec-timeout 5 0
R1(config-line)# login
Repeat these configurations on both R2 and R3.
Enable HTTP server.
Enabling these services allows the router to be managed using the GUI and a web browser.
R1(config)# ip http server
R1(config)# ip http secure-server
Encrypt clear text passwords.
Use the service password-encryption command to encrypt the console, aux, and vty passwords.
R1(config)# service password-encryption
Issue the show run command. Can you read the console, aux, and vty passwords? Explain.
____________________________________________________________________________________
____________________________________________________________________________________
Repeat this configuration on both R2 and R3.
Save the basic running configuration for all three routers.
Save the running configuration to the startup configuration from the privileged EXEC prompt.
R1# copy running-config startup-config
Use the Nmap Port Scanner to Determine Router Vulnerabilities
In this task, you determine open ports or services running on R1 using Nmap, before configuring a firewall.
(Optional) Download and install Nmap and the Zenmap GUI front-end.
Nmap ("Network Mapper") is a free and open source utility for network exploration or security auditing.
If Nmap is already installed on PC-A and PC-C, go to Step 2. Otherwise, download the latest Windows version from http://nmap.org/download.html.
On PC-A and PC-C, run the Nmap setup utility and install all components listed, including the Zenmap GUI front-end. Click Next to accept the defaults when prompted.
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Scan for open ports on R1 using Nmap from internal host PC-A.
From internal host PC-A, start the Nmap-Zenmap application and enter the IP address of the default gateway, R1 Fa0/1 (192.168.1.1), as the Target. Accept the default Nmap command entered for you in the Command window and use the Intense scan profile.
Note: If the PC is running a personal firewall, it may be necessary to turn it off temporarily to obtain accurate test results.
[image: ]
Click the Scan button to begin the scan of R1 from internal host PC-A. Allow some time for the scan to complete. The next two screens show the entire output of the scan after scrolling.
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IOS 15 Note: Nmap/Zenmap may not detect the correct IOS image version.
Click the Service button in the upper left side of the screen. What ports are open on R1 Fa0/1 from the perspective of internal host PC-A?
____________________________________________________________________________________
____________________________________________________________________________________
What is the MAC address of the R1 Fa0/1 interface?
____________________________________________________________________________________
____________________________________________________________________________________
For R1, what type of device and what OS version does Nmap detect?
____________________________________________________________________________________
____________________________________________________________________________________
Scan for open ports on R1 using Nmap from external host PC-C.
From external host PC-C, start the Nmap-Zenmap application and enter the IP address of R1 S0/0/0 (10.1.1.1) as the Target. Accept the default Nmap command entered for you in the Command window and use the Intense scan profile.
Click the Scan button. Allow some time for the scan to complete. The next two screens show the entire output of the scan after scrolling.
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Click the Services button below the Command entry field. What services are running and available on R1 from the perspective of PC-C?
____________________________________________________________________________________
____________________________________________________________________________________
In the Nmap scan output, refer to the TRACEROUTE information. How many hops are between PC-C and R1 and through what IP addresses did the scan have to go to reach R1?
____________________________________________________________________________________
____________________________________________________________________________________
Configuring a Zone-Based Policy Firewall (ZBF) Using CCP
In Part 2 of this lab, you configure a zone-based firewall (ZBF) on R3 by using CCP.
Verify Current Router Configurations.
In this task, you will verify end-to-end network connectivity, and R3 is configured correctly before implementing ZBF.
[bookmark: _GoBack]Verify end-to-end network connectivity.
Ping from R1 to R3.
If the pings are not successful, troubleshoot the basic device configurations before continuing.
Ping from PC-A on the R1 LAN to PC-C on the R3 LAN.
If the pings are not successful, troubleshoot the basic device configurations before continuing.
Display the R3 running configurations prior to starting CCP.
Issue the show run command to review the current basic configuration on R3.
Verify the R3 basic configuration as performed in Part 1 of the lab. Are there any security commands related to access control?
____________________________________________________________________________________
____________________________________________________________________________________
Create a Zone-Based Policy Firewall
In this task, you use CCP to create a zone-based policy firewall on R3.
Configure the enable secret password and HTTP router access prior to starting CCP.
From the CLI, configure the enable secret password for use with CCP on R3.
R3(config)# enable secret cisco12345
Enable the HTTP server on R3.
R3(config)# ip http server
R3(config)# ip http secure-server
Add admin user to the local database.
R3(config)# username admin privilege 15 secret cisco12345
Have CCP use the local database to authenticate web sessions.
R3(config)# ip http authentication local
Access CCP and discover R3.
Start CCP on PC-C. In the Manage Devices window, add R3 IP address 192.168.3.1 in the first IP address field. Enter admin in the Username field, and cisco12345 in the Password field.
At the CCP Dashboard, click the Discover button to discover and connect to R3. If discovery fails, click the Discovery Details button to determine the problem.
Use the CCP Firewall wizard to configure a zone-based firewall.
Click Monitor > Security > Firewall Status. What is the state of the Firewall Policies?
____________________________________________________________________________________
____________________________________________________________________________________
Click Configure > Security > Firewall > Firewall, read through the overview descriptions for the Basic and Advanced Firewall options. What are some of the key differences?
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
[image: lab4a_part3_task2_step3_itemb]
Choose Basic Firewall and click the Launch the selected task button.
In the Basic Firewall Configuration Wizard window, familiarize yourself with what the Basic Firewall does. What does the Basic Firewall do with traffic from outside zones to inside zones?
____________________________________________________________________________________
Click Next to continue.
Check the inside (trusted) check box for Fast Ethernet0/1 and the outside (untrusted) check box for Serial0/0/1. Click Next.
[image: lab4a_part3_task2_step3_itemf]
Click OK when the warning is displayed informing you that you cannot launch CCP from the S0/0/1 interface after the Firewall wizard completes.
Move the slider between High, Medium, and Low security to familiarize yourself with what each provides. What is the main difference between High security and Medium or Low security?
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
Move the slider to Low Security and click the Preview Commands button to preview the commands that are delivered to the router. When you are finished reviewing the commands, click Close and then click Next.
Review the Firewall Configuration Summary. What does this display provide?
____________________________________________________________________________________
____________________________________________________________________________________
Click Finish to complete the Firewall wizard.
When the Routing traffic configuration window displays, ensure that the check box Allow OSPF updates come through the firewall is checked and click OK.
Note: This screen only displays if a dynamic routing protocol is configured.
[image: ]
What would happen if this box was not checked?
____________________________________________________________________________________
____________________________________________________________________________________
In addition to OSPF, for what other routing protocols does the firewall allow updates?
____________________________________________________________________________________
____________________________________________________________________________________
In the Deliver Configuration to Router window, click Deliver.
Click OK in the Commands Delivery Status window. How many commands were generated by the Firewall wizard?
____________________________________________________________________________________
____________________________________________________________________________________
Click OK to display the message that you have successfully configured a firewall on the router. Click OK to close the message window.
The Edit Firewall Policy window displays with the Rule Diagram.
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In the Rule Diagram, locate access list 100 (folder icon). What action is taken and what rule options are applied for traffic with an invalid source address in the 127.0.0.0/8 address range?
____________________________________________________________________________________
____________________________________________________________________________________
Review the Zone-Based Firewall Configuration
Examine the R3 running configuration with the CLI.
From the R3 CLI, display the running configuration to view the changes that the CCP Basic Firewall wizard made to the router.
The following commands are related to ACL 100 and class-map ccp-invalid-source.
class-map type inspect match-all ccp-invalid-src
 match access-group 100
<output omitted>

policy-map type inspect ccp-inspect
 class type inspect ccp-invalid-src
  drop log
<output omitted>

access-list 100 remark CCP_ACL Category=128
access-list 100 permit ip host 255.255.255.255 any
access-list 100 permit ip 127.0.0.0 0.255.255.255 any
access-list 100 permit ip 10.2.2.0 0.0.0.3 any
<output omitted>
In ACL 100, notice that the source addresses listed are permitted. The ACL uses permit statements to identify these addresses as a group so that they can be matched with the class-map type inspect match-all ccp-invalid-src command and then dropped and logged by the class type inspect ccp-invalid-src command, which is one of the class types specified for the ccp-inspect policy-map.
Issue the command show run | beg OSPF to display the running configuration beginning with the line that contains the first occurrence of OSPF. Continue to press Enter until you see all the commands in the firewall configuration that are related to OSPF routing protocol updates on R3. You should see the following commands:
R3# show run | beg OSPF
class-map type inspect match-any SDM_OSPF
 match access-group name SDM_OSPF
class-map type inspect match-any ccp-cls-insp-traffic
 match protocol cuseeme
 match protocol dns
 match protocol ftp
 match protocol https
<output omitted>

class-map type inspect match-all SDM_OSPF_PT
 match class-map SDM_OSPF_TRAFFIC
class-map type inspect match-any ccp-h323-inspect
 match protocol h323
class-map type inspect match-all ccp-invalid-src
 match access-group 100
class-map type inspect match-all ccp-icmp-access
 match class-map ccp-cls-icmp-access
class-map type inspect match-any ccp-sip-inspect
 match protocol sip
class-map type inspect match-all ccp-protocol-http
 match protocol http
<output omitted>

policy-map type inspect ccp-permit
 class type inspect SDM_OSPF_PT
  pass
 class class-default
  drop
<output omitted>
Use CCP to examine the R3 firewall configuration.
Click the Configure button and choose Router > ACL > Firewall Rules. There should be an ACL that lists fake source addresses, such as the broadcast address of 255.255.255.255 and the 127.0.0.0/8 network. These were identified in the running configuration output in Task 3, Step 1b.
Click the Configure button and choose Security > Firewall > Firewall Components > Zones to verify the zones configuration. What interfaces are listed and with which zones are they associated?
____________________________________________________________________________________
____________________________________________________________________________________
Click Configure and choose Security > Firewall > Firewall Components > Zones Pairs to verify the zone pairs configuration. Fill in the following information.
	Zone Pair
	Source
	Destination
	Policy

	
	
	
	

	
	
	
	

	
	
	
	


What is C3PL short for?
____________________________________________________________________________________
____________________________________________________________________________________
Click Configure and choose Security > C3PL > Class Map > Inspection. How many class maps were created by the CCP Firewall wizard?
____________________________________________________________________________________
Choose Security > C3PL > Policy Map > Protocol Inspection. How many policy maps were created by the CCP Firewall wizard?
____________________________________________________________________________________
Examine the details for the policy map ccp-permit that is applied to the ccp-zp-out-self zone pair. Fill in the information below. List the action for the traffic matching each of the class maps referenced within the ccp-permit policy map.
Match Class Name: __________________________	Action: ________________
Match Class Name: __________________________	Action: ________________
Verify OSPF Routing Functionality on R3
Display the R3 routing table using the CLI.
In Task 2, Step 3, the Firewall wizard configured the router to allow OSPF updates. Verify that OSPF messages are still being exchanged using the show ip route command and verify that there are still OSPF learned routes in the routing table.
R3# show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
       E1 - OSPF external type 1, E2 - OSPF external type 2
       i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
       ia - IS-IS inter area, * - candidate default, U - per-user static route
       o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

     10.0.0.0/30 is subnetted, 2 subnets
C       10.2.2.0 is directly connected, Serial0/0/1
O       10.1.1.0 [110/128] via 10.2.2.2, 01:55:30, Serial0/0/1
O    192.168.1.0/24 [110/129] via 10.2.2.2, 01:54:53, Serial0/0/1
C    192.168.3.0/24 is directly connected, FastEthernet0/1
What are the networks on R3 that were learned via the OSPF routing protocol?
_______________________________________________________________________________________
_______________________________________________________________________________________
Verify Zone-Based Firewall Functionality
From PC-C, ping the R3 internal LAN interface.
From PC-C, ping the R3 interface Fa0/1 at IP address 192.168.3.1.
C:\> ping 192.168.3.1
Were the pings successful? Explain.
_______________________________________________________________________________________
_______________________________________________________________________________________
From PC-C, ping the R2 external WAN interface.
From PC-C, ping the R2 interface S0/0/1 at IP address 10.2.2.2.
C:\> ping 10.2.2.2
Were the pings successful? Explain.
_______________________________________________________________________________________
_______________________________________________________________________________________
From R2, ping PC-C.
From external router R2, ping PC-C at IP address 192.168.3.3.
R2# ping 192.168.3.3
Were the pings successful? Explain.
____________________________________________________________________________________
____________________________________________________________________________________
Telnet from R2 to R3.
From router R2, telnet to R3 at IP address 10.2.2.1.
R2# telnet 10.2.2.1
Trying 10.2.2.1 ... Open

Trying 10.2.2.1 ...
% Connection timed out; remote host not responding
Why was Telnet unsuccessful? _______________________________________________________________________________________
_______________________________________________________________________________________
Telnet from internal PC-C to external router R2.
From PC-C on the R3 internal LAN, telnet to R2 at IP address 10.2.2.2 and log in.
C:\> telnet 10.2.2.2

User Access verification
Password: ciscovtypass
Issue the show policy-map type inspect zone-pair sessions command on R3. Continue pressing Enter until you see an Inspect Established Session section toward the end. Your output should look similar to the following.
R3# show policy-map type inspect zone-pair sessions
<output omitted>
Inspect

   Number of Established Sessions = 1
   Established Sessions
     Session 657344C0 (192.168.3.3:1274)=>(10.2.2.2:23) tacacs:tcp SIS_OPEN
       Created 00:01:20, Last heard 00:01:13
       Bytes sent (initiator:responder) [45:65]
<output omitted>
In the Established Sessions in the output, what is the source IP address and port number for your Established Sessions?
____________________________________________________________________________________
____________________________________________________________________________________
What is the destination IP address and port number for your established sessions?
____________________________________________________________________________________
____________________________________________________________________________________
Use CCP Monitor to verify the ZBF function.
From CCP, click the Monitor button at the top of the screen and choose Security > Firewall Status.
Choose the ccp-zp-out-self policy from the list of policies. This policy applies to traffic from the outside zone to the router (self) zone.
Verify that Active Sessions is selected and that the view interval is set to Real-time data every 10 sec. Click the Monitor Policy button to start monitoring traffic from outside the zone to inside the zone.
[image: lab4a_part3_task5_step6_itemc]
From the R2 CLI, ping the R3 S0/0/1 interface at IP address 10.2.2.1. The pings should fail.
From the R2 CLI, telnet to the R3 S0/0/1 interface at IP address 10.2.2.1. The Telnet attempt should fail.
Click the Dropped Packets option and observe the graph showing the number of dropped packets resulting from the failed ping and Telnet attempts. Your screen should look similar to the one below.
[image: lab4a_part3_task5_step6_itemg]
Click the Allowed Packets option and observe the graph showing the number of OSPF packets received from router R3. This number will continue to grow at a steady pace as OSPF updates are received from R2.
[image: lab4a_part3_task5_step6_itemg]
Click the Stop Monitoring button and close CCP.
[bookmark: OLE_LINK11]Reflection
What are some factors to consider when configuring firewalls using traditional manual CLI methods compared to using the CCP Firewall wizard GUI methods?
_______________________________________________________________________________________
_______________________________________________________________________________________
_______________________________________________________________________________________
_______________________________________________________________________________________
_______________________________________________________________________________________
_______________________________________________________________________________________
Router Interface Summary Table
	Router Interface Summary

	Router Model
	Ethernet Interface #1
	Ethernet Interface #2
	Serial Interface #1
	Serial Interface #2

	1800
	Fast Ethernet 0/0 (F0/0)
	Fast Ethernet 0/1 (F0/1)
	Serial 0/0/0 (S0/0/0)
	Serial 0/0/1 (S0/0/1)

	1900
	Gigabit Ethernet 0/0 (G0/0)
	Gigabit Ethernet 0/1 (G0/1)
	Serial 0/0/0 (S0/0/0)
	Serial 0/0/1 (S0/0/1)

	2801
	Fast Ethernet 0/0 (F0/0)
	Fast Ethernet 0/1 (F0/1)
	Serial 0/1/0 (S0/1/0)
	Serial 0/1/1 (S0/1/1)

	2811
	Fast Ethernet 0/0 (F0/0)
	Fast Ethernet 0/1 (F0/1)
	Serial 0/0/0 (S0/0/0)
	Serial 0/0/1 (S0/0/1)

	2900
	Gigabit Ethernet 0/0 (G0/0)
	Gigabit Ethernet 0/1 (G0/1)
	Serial 0/0/0 (S0/0/0)
	Serial 0/0/1 (S0/0/1)

	Note: To find out how the router is configured, look at the interfaces to identify the type of router and how many interfaces the router has. There is no way to effectively list all the combinations of configurations for each router class. This table includes identifiers for the possible combinations of Ethernet and Serial interfaces in the device. The table does not include any other type of interface, even though a specific router may contain one. An example of this might be an ISDN BRI interface. The string in parenthesis is the legal abbreviation that can be used in Cisco IOS commands to represent the interface.
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Netuork Distance: 1 hop

TCP_Sequence Prediction: Difficulty=260 (Good
Luck !}

IP ID Sequence Generation: Rendomized

Service Info: 0S: T0S; Device: router

Bead data files from: C:\Program Files\lmap
05 and Service devection perforned. Please
report any incorrect results av heep://
nmap. ory/submit/
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Rav packets senc: 1124 (50.Z16KB)
| Reva: 1016 (40.340KE)
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PORT  STATE SERVICE VERSION
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80/tcp open http  Cisco 05 administrative
netpa

|_ HINL ticle: Site dossn’t have a vitle

|7 HITP uth: TP Service requires
authentication

I_ Buch type: Basic, realn = level 1S access
Device type: router

Bunning: Ciseo 108 12.X

05 details: Cisco 1811 or 2800 roucer (108
12.4)

Netuork Distance: 3 hops

TCP_Sequence Prediction: Difficulty=260 (Good
Luck !}

Ip ID Sequence Generation: Rendomized

Service Info: 0S: T0S; Device: router

TRACEROUTE (using port 21/tep)
Hop RTT  aDDRESE

1 0.00 192.160.3.1

2 000 0.2.2.2

3 al.00 2002021

Read data files from: C:\Program Files\lmap
05 and Service devection perforned. Please
report any incorrect results av heep://
nmap. ory/submit/

Nnap done: 1 TP address (1 host up) scamned
in 22.94 seconds
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