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Lab 5.0: Prepare Topology

Create VLANS
= 10 — UIFS, 20 — UPSY, 30 — UPGM, 40 — UITS

= 9 — Native, 99 — Management

Establish trunks (Dot1Q, Disable DTP) oot priinst 1 (VLAN 9,10,20)  root sec inst 1 (VLAN 9,10,20)
root sec inst 2 (VLAN 99,30,40) root priinst 2 (VLAN 99,30,40)

VTPv3 VTPv3 pri server VTPv3 server
Create Etherchannels o DLS1 1 (Lace) DLs2
a0/ <y
Employ MSTP PCA (VLAN20) (\J Fa0/1 Mg — " pcc (VLAN30)
= Instances 1 . v "lc.
= VLAN 9, 10, 20 N A Q@ig\b
(7
= Instance 2 o3 ¢ -
= VLAN 99, 30, 40 § EE EE R
= |nstance O all other VLANs ; o £ Iz
. PCB (VLAN10) Fa e < Fa0/14
= setup root bridges ( ) N . PCD (VLAN40)
Fa0/1:
- DLSL for instance 1 L —ra0r2 _i
= DLS2 for instance 2 ALS1 Pol (LACP) ALS2
Assign first four addresses to SVIs VTPv3 client VTPv3 client

= VLAN10 - 10.0.10.X /24, VLAN20 — 10.0.20.X /24
= VLANS30 - 10.0.30.X /24, VLAN40O — 10.0.40.X /24

= Use DHCP servers on DLS1 and DLS2 to assigning addresses to hosts



Lab 5.1: Basic HSRP Deployment

= Use the last usable address as HSRP virtual-gateway for hosts in VLANs 10,20,30,40
* (conf)# interface wvlan [10,20,30,40]
" (conf-if)# standby version 2
" (conf-if)# standby X ip 10.0.X.254

= Alter DHCP appropriately and renew leases
* (conf-dhcp-pool)# = ee=ssscccccsccccccccccccccccccooonn. '

default-router 10.0.X.254 HSRP virtual group 10 ip 10.0.10.254
HSRP virtual group 20 ip 10.0.20.254
HSRP virtual group 30 ip 10.0.30.254
HSRP virtual group 40 ip 10.0.40.254

DLS1 DLS2
Pol (LACP)

= ipconfig /release

...

PC A (VLAN20)

= ipconfig /renew
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Fa0/14
PCD (VLANA40)

PC B (VLAN10) Fa0/11

(\] Fa0/1 ﬁ
I g Fa0/2 L

ALS1 Pol (LACP) ALS2
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Lab 5: Why Is Ping not working?

= Beaware when pinging between PC_A and PC_B!
= Some DLS always misses route for ICMP Echo Request/Reply
= Ping only virtual-gateway

show ip int brief
Vlan20 up/up
V1an30 admin down/down

show ip route
C 10.0.20.0/24 is directly connected, Vlan20

HSRP virtual groups

0
0
Po1 (LACP) bLS2 E :/
0
. _Fa0/13 \\‘~..

(\, Fa0/1 /| = PC C (VLAN30)
\V Fa0/2 - 0
74 © Dg@GW: 10.0.30.254

Def.GW: 10.0.20.254




Lab 5.2: Prioritize Root Bridges

HSRP virtual group 10 ip 10.0.10.254
HSRP virtual group 20 ip 10.0.20.254
HSRP virtual group 30 ip 10.0.30.254
HSRP virtual group 40 ip 10.0.40.254

DLS1 DLS2
Pol (LACP)

ud
%

>
P

recccocscsccsssssssssssasss
loecocosoosocscsosscscsscscscncsccsccnee

%
s
*

(d8vd) zod

= Who is active and standby router? s
* show standby brief &

Fa0/1

= [ncrease/Decrease priority: Fa0/2
* DLS1 (conf-if)# standby 10 priority 150 ALS1 Pol (LACP) ALS2
* DLS1 (conf-if)# standby 20 priority 150
* DLS2 (conf-if)# standby 30 priority 150
" DLS2 (conf-if)# standby 40 priority 150




Lab 5.3: Understanding Preemption

1) Start debugging HSRP FSM
" # debug standby events

2) Disable/Enable SVI10 on DLS1

= (conf-if)# [no] shutdown

HSRP virtual group 10 ip 10.0.10.254
HSRP virtual group 20 ip 10.0.20.254
HSRP virtual group 30 ip 10.0.30.254
HSRP virtual group 40 ip 10.0.40.254

DLS1 DLS2
Pol (LACP)

3) Configure preemption on DLS*

" (conf-if) #
standby X preempt = = = ‘t----- 2

4) Disable/Enable SVI10 on DLS1

ALS1 Po1l (LACP) ALS2



Lab 5.4: Subsecond HSRP Convergence

HSRP virtual group 10 ip 10.0.10.254
HSRP virtual group 20 ip 10.0.20.254
HSRP virtual group 30 ip 10.0.30.254
HSRP virtual group 40 ip 10.0.40.254

1) In case of HSRPv1 temporary :
DLS1 DLS2 é

remove HSRP config
2) Adjust timers
3) Disable SVI

4) Ping from any host machine
default-gateway

Pol (LACP)

'\" N Fa0/1
3
N

reoeccscocsscscssssssssssssns

= DLS*:
" (conf-if)# standby version 2

= (conf-if)#
standby X timers msec 300 msec 900

ALS1 Po1l (LACP)



Lab 5.5: Object Tracking

1) Add Router and connect it with DLS*
via Fa0/24 routed interface

= (conf)# interface fa0/24
" (conf-if)# no switchport
" (conf-if)# ip address 192.0.2.x/30

2) Configure tracking object on DLS*

= (conf)#
track 1 interf Fa0/24 line-protocol

3) Bond HSRP functionality with tracking
object on DLS*

* (conf-if)# interface vlan X

" (conf-if)#
standby X track 1 decrement 60

==
routen,

192.02.0/30 _ _ _ _ _.192.0.2.4/30 _ _ _ __ _ __
Fa0/24 Fa0/24 :

DLSl/VRRP virtual group\DLSZ
1/
*},c'

o4
3



Lab 5.6: Migrate to VRRP

1) Remove all HSRP config

2) Configure VRRP with subsecond
convergence tracking uplink to the Router

= (conf)# interface wvlan X
(conf-if) vrrp X ip 10.0.X.254

(conf-if) vrrp X priority

(conf-if) vrrp X timers adv msec 300

(conf-if) vrrp X track 1 decr 60

VRRP virtual groups DLS2
Pol (LACP)

P Fa0/1 § P
Dty

DLS1




Lab 5.7: IP SLA

8.8.8.8

DHCP
10.10.10.X/24
|

—
=N

Fa0/24 Fa0/24

DLS1 DLS2

| 5 s s
= Monitor reachability 7S 7

" (conf)# ip sla 1

" (conf-ip-sla)# icmp-echo 8.8.8.8

" (conf-ip-sla-echo)# frequency 10

" (conf)# ip sla schedule 1 life forever start-time now

= Verify

* # show ip sla statistics



Lab 5.8: Event Logging

<3 Tftpd64 by Ph. Jounin

Curren it Directary

DATFTF]

=

Serverinterface |192_1 £8.168.32

'Tip Server Syslog server | Log wiswer
text

=]

Lo e s

Browse
Show Dir

frarm

Clear | Copy |

<169>229: Dec 20 23:54:03.689: sPARSERS-CFGLOG_LOG... 1921687683 20/12 20:64:04.712
<130>230: Dec 20 23:54:04.696: 525 3-6-LOGGINGHOST_ST... 1921687683  20/12 20:64:06.722
<189>231: Dec 20 23:55:22.410: % PARSERS-CFGLOG_LOG... 1921687683 20/12 20:69:23.415

‘ date |

Aboul Setings

= Run TFTPD32 on PC_A

= Allow *LS* for syslog on PC_A:
" (conf)# logging host PC Mgmt
* (conf)# logging trap debugging
" (conf)# logging buffered 65536 6

PC Mgmt (VLAN99) N v

P

@@/ oo DLS1 /

Pol (LACP)

Fa0/24

/ﬁoute\

Fa0/24

Fa0/1

Fa0/2

ALS1

Pol (LACP)

Fa0/2

(d8vd) zod




Lab 5.8: SNMP
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